
  

 

6133/01 DCL 1  kal  

 DGF 2C  EN 
 

 

Delegations will find attached the declassified version of the above document. 

The text of this document is identical to the previous version. 

 

 

Council of the 
European Union  

 
 
 
 
 
 
Brussels, 13 April 2018 
(OR. en) 
 
 
6133/01 
DCL 1 
 
 
 
SCH-EVAL 7 
SIS 8 
COMIX 111 

 

 

  

  

 

DECLASSIFICATION 

of document: ST 6133/01 RESTREINT 

dated: 9 February 2001 

new status: Public 

Subject: Draft report on the SIS evaluation visit to Norway 
 

017605/EU XXVI. GP
Eingelangt am 13/04/18

www.parlament.gv.at

https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SCH-EVAL%207;Code:SCH-EVAL;Nr:7&comp=SCH-EVAL%7C7%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SCH-EVAL%207;Code:SCH-EVAL;Nr:7&comp=SCH-EVAL%7C7%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:EVAL%207;Code:EVAL;Nr:7&comp=EVAL%7C7%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%208;Code:SIS;Nr:8&comp=SIS%7C8%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:COMIX%20111;Code:COMIX;Nr:111&comp=COMIX%7C111%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C


 

6133/01  NP/ml 1 

 DG H EN 

 

COUNCIL OF 

THE EUROPEAN UNION 

Brussels, 9 February 2001 

 

6133/01 

RESTREINT 

SCH-EVAL 7 

SIS 8 

COMIX 111 

 

NOTE 

from: the Survey Group - SIS 

to: Schengen Evaluation Working Group 

No. prev. doc.  6357/00 SCH-EVAL 11 COMIX 180 

Subject : Draft report on the SIS evaluation visit to Norway 

 

 

This report is the result of the drafting committee of 9 February and includes the remarks of the 

Norwegian delegation. 

 

www.parlament.gv.at

https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SCH-EVAL%207;Code:SCH-EVAL;Nr:7&comp=SCH-EVAL%7C7%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:EVAL%207;Code:EVAL;Nr:7&comp=EVAL%7C7%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%208;Code:SIS;Nr:8&comp=SIS%7C8%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:COMIX%20111;Code:COMIX;Nr:111&comp=COMIX%7C111%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6357/00;Nr:6357;Year:00&comp=6357%7C2000%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SCH-EVAL%2011;Code:SCH-EVAL;Nr:11&comp=SCH-EVAL%7C11%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:EVAL%2011;Code:EVAL;Nr:11&comp=EVAL%7C11%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:COMIX%20180;Code:COMIX;Nr:180&comp=COMIX%7C180%7C


 

6133/01  NP/ml 2 

 DG H EN 

 

TABLE OF CONTENTS 

 

 

 

 

1. Introduction 
 

1.1 Mandate 

1.2 Committee members of the Survey group 

1.3. Program of the visit  

 

 

2. Visit to the Norwegian N SIS  

 

2.1 Organisation  

2.2 Security 

2.3 Installation 

2.4 User Interface 

2.5 Decentralised periphery 

2.6 Training 

 

 

3. Visit to the Norwegian SIRENE  

 

3.1 Organisation and structure 

3.2 Security and data protection at SIRENE Bureau 

3.3 Installation 

3.4 Recruiting and Training of SIRENE-officers  

3.5 Tasks of the SIRENE bureau  

3.6 Workflow and responsibilities for entry and deletion of records 

3.7 Statistics on alerts and hits 

 

 

4. Visits to the users of the SIS 

 

4.1 Visit to Gardermoen International Airport 

4.2 Visit to Follo Police District 

4.3 Visit to the Police District of Tromsö 

4.4 Visit to Sentrum Police station Oslo 

 

 

5. Remarks and conclusions 

 

www.parlament.gv.at

https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%202;Code:SIS;Nr:2&comp=SIS%7C2%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%202;Code:SIS;Nr:2&comp=SIS%7C2%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%202;Code:SIS;Nr:2&comp=SIS%7C2%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%204;Code:SIS;Nr:4&comp=SIS%7C4%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%204;Code:SIS;Nr:4&comp=SIS%7C4%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:SIS%204;Code:SIS;Nr:4&comp=SIS%7C4%7C


 

6133/01  NP/ml 3 

 DG H EN 

1. INTRODUCTION 

 

 

1.1. Mandate 

 

In consultation with the Norwegian authorities, the Schengen evaluation Committee for Norway, 

represented by the Survey group (as mentioned in the note concerning the setting up of the above 

mentioned for candidate countries, SCH/Com-ex (98) 26 def. of 1998 September 16th ), visited 

Norway between the 25th and the 27th of January 2001. 

 

 

1.2. Committee members of the Survey group 

 

The committee chaired by France consisted of 17 members from the following countries:  

 

Mr Henri DELARUE – FRANCE  (Chairman) 

Mr Jacques GRAFF - BELGIUM 

Mr Eckart BRAUER - GERMANY 

Mr Martin TUFFNER - GERMANY 

Mr José Luis MARIA DE FRUTOS - SPAIN 

Mr Ricardo LLORENTE HERNAN-GOMEZ - SPAIN 

Mr Bruno RIDET - FRANCE 

Mr Jean-Marcel GUILLOT - FRANCE 

Mr Enrico Maria FALCONE - ITALY 

Mr Marco DI STEFANO - ITALY 

Mr André VAN DER MEIJ – THE NETHERLANDS 

Mr Popko NOORDHOFF – THE NETHERLANDS 

Mr Florian BILEK - AUSTRIA 

Mr Sebastião ALVES - PORTUGAL 

Mr Brian DONALD – UNITED KINGDOM 

Mr. Dave RICHARDS – UNITED KINGDOM 

Mrs. Laura YLI-VAKKURI – EUROPEAN COMMISSION 

 

One observer from the Nordic countries 

Mr Jan SEGERBERG – SWEDEN 

 

One member of the General Secretariat of the Council  

Mrs Nathalie PENSAERT 
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1.3. Program of the visit  

The survey group selected the locations they wished to visit and provided these details to the 

Norwegian authorities. The Norwegian authorities facilitated these visits by providing transport and 

other logistical support.  

 

 

- 25 January 2001 visit to N.SIS in Oslo 

 visit to Follo police district 

 

- 26 January 2001 visit to Tromsö police district 

 

- 27 January 2001 visit to SIRENE office 

 visit to Oslo Gardermoen International Airport 

 visit to Sentrum police station Oslo 

 

 

The visit was very well prepared by the host country. Cooperation with the Norwegian authorities 

was excellent. The visiting committee has been given all facilities to carry out its tasks in the best 

conditions possible. All concerned authorities gave a clear presentation of the work carried out 

during their preparation phase, in an open minded spirit of cooperation. The visit was conducted in 

total transparency and in a climate of mutual trust. 
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2. VISIT TO THE NORWEGIAN N SIS  

The surveys conducted during the visits to the Norwegian N.SIS were directed primarily at IT 

infrastructures, organizational structures, personnel training and overall security. 

 

2.1. Organization  

 

The Norwegian Ministry of Justice Police Department has overall responsibility for a single 

national police organisation. Since 1 January 2001, operational supervision of the Norwegian Police 

has been delegated to a newly appointed national Police Director, who is supported by a national 

Police Directorate.  

 

The Norwegian Police Data Processing Service (Pd) is a central police unit directly under the 

National Police Commissioner, with the responsibility to develop, operate and maintain the IT 

systems used by the police and the national prosecutors. This includes the national police data 

systems and the Norwegian N.SIS.  

 

There are 54 police districts within Norway with the largest force being Oslo City Police. Each 

police district is commanded by a chief officer, who is responsible for ensuring the training of his 

staff and authorisation of their access to SIS. Within the Norwegian police there are potentially 

12,000 end-users, who have access to approximately 8,500 SIS-equipped terminals.  

 

The systems are managed by Pd personnel. There are 5 trained N.SIS operators and 5 trained 

developpers, who are employed on maintenance of the SIS application. In addition, a further 3 staff 

are engaged in network managing.  

 

The Pd are on-site during office hours 0800-1545 Monday to Friday. Outwith this period network 

monitoring and simple operational tasks, for example requests from C.SIS, are dealt with by on-

duty SIRENE personnel. Technical problems are dealt with by on-call Pd staff. It was explained 

that SIRENE personnel had been given limited training in carrying out some technical operational 

tasks, e.g. reducing traffic flow at the request of C.SIS. It was stressed that such staff always had 

access to telephone support from experienced technicians and/or a guaranteed response within one 

hour from on-call personnel to be on-site.  
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2.2 Security 

 

The N.SIS is situated at the premises of the Norwegian Police Data Processing Service (Pd) at 

Soerkedalsveien, 0369 Oslo.  

 

The premises of the Norwegian Police Data Processing Service have security control for access to 

the building.  

This is a modern building which houses both the Pd and a 24h-manned police station. The building 

is divided into two parts with separate access to each. The external doors are secured by electronic 

swipe card and personal ID number and this system is in place on a four zone basis within the 

building, restricting access to key areas only to those persons with the relevant authorisations. In 

addition an alarm system, which is monitored by the adjacent police office control room, is installed 

in the premises of Pd, which covers doors and windows against forced entry and the building 

against fire. Both the card access system and the alarm system can be audited to provide full record 

of activation and usage.  

All visitors to Pd must be escorted at all times. They are issued with separate visitor passes, which 

do not permit access through the control doors.  

Increasing levels of authorisation are needed to gain access to each higher-level zone. The highest 

levels of security apply to zones 3 and 4, which include all technical facilities, the operations room 

and in zone 4 the computer room alone.  

 

A control system exists to monitor the issue and use of electronic access cards.  

 

The N.SIS and its technical copy are located in the computer room of the Pd alongside the hardware 

of the other national data systems used by the police. Back-up tapes are stored elsewhere in the 

building, monthly back-up tapes are also stored on a remote location. The computer room is 

equipped with an uninterrupted electricity supply and a temperature-controlled cut off switch. No 

fire fighting system is installed in the computer room but manual CO2 extinguishers are available 

for immediate fire-fighting action prior to the arrival of the fire brigade.  

 

It is recommended to move the communications equipment to the secure computer room and not to 

keep it at the operator room, which is in a lower security zone of the building. This will ensure 

better protection for this sensitive equipment.  

 

All users have to be defined as members of the Norwegian police user-database which enables them 

to get access to the systems they have the clearance to use. A special clearance is necessary to get 

access to the SIS data.  

All access to the end-user terminals is via LAN. End users in the Norwegian police and immigration 

have access to SIS data from the PC in the closed network. 

Access to the systems is controlled by new common user-database. 
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2.3 Installation 

 

2.3.1 N.SIS 

 

a) The Norwegian N.SIS integrated towards C.SIS has several components: 

 

A communication system, the actual N.SIS, is identical to the Austrian solution. This 

system was implemented by IBM Denmark. It is implemented on two IBM RISC/6000 

machines running the communication stack (including the X.400 UA and MTA) and a 

database system holding the reference N.SIS database for storing the broadcasts from the 

C.SIS.  

This system is connected via the X.25 modem to the C.SIS.  

 

There exists a system running the necessary application, to allow the end-users to access 

the SIS data and to maintain an identical technical copy of the N.SIS reference database.  

 

Furthermore there exists a limited copy of the SIS records pursuant to art. 96 in a 

database in the UDI (Directorate of Immigration). SIS broadcasts are replicated from the 

technical copy. 

 

b) The installed software of the N.SIS is at the same maintenance level as in Austria: 

 

Operating System:  IBM AIX Version 4.3.3 

X.400 MTA:   ATOS MXMS 88 

X.400 UA:   Common Schengen portable UA  

RDBS :   IBM Universal Database Version 5.3 

Control Software:  N.SIS Application “CHARON”  
 

c) The N.SIS configuration is set up with one operational and one combined backup/test machine 

(“cold standby”). 
 

Each of the machine racks houses a IBM SSA disk array containing the N.SIS database. The 

disk array in the operational machine is the active image of the database while the other, in the 

backup/test machine, is the mirror to recover a hardware failure of a disk. The SSA disk arrays 

are configured in RAID1 mode. 

 

d) To ensure a safe separation between the operational and test environments, the following 

measures have been taken:  

 

The hardware architecture of the SSA in combination with the disk controllers in the RISC 

machine guarantees that only the operational machine has access to it. It is therefore technically 

not possible to access the disk array from the test system.  

In case of a failure of the operational machine, the test system has to be stopped and an image of 

the production system has to be started. This image is stored on internal disks of the computer 

and cannot be accessed while the test system is running. The hardware boot sequence of AIX 

ensures this. 

 

The activation procedure for the backup system, the “take over” procedure, is easily executable 
by an operator and enables Norwegian authorities to have close to 100% up time of the N.SIS. 
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e) The N.SIS is exchanging update requests and SIS broadcasts with SIS application via a queuing 

system. The queuing system, a standard product of IBM, MQ-Series, is responsible for ensuring 

that none of the messages get lost on the way between the N.SIS and the Schengen application. 

At regular intervals, a database comparison will be done between the N.SIS and the technical 

copy.  

 

2.3.2 National applications 

 

Data that have to be sent to the SIS come from various sources. It was stated that a big effort was 

made by the IT department (Pd) to increase the quality of the national systems, especially to remove 

the duplication of data. Introducing the use of common objects like common tables, user database, 

common person and vehicle, objects achieve this. This project started in 1998 and still going on. 

This leads currently to a very complex flow of information for querying and storing the information 

(See chapter User Interface).   

 

The national applications are running on a BULL mainframe (GCOS 8), while the SIS system is 

running on an AIX computer (BULL).  

 

The following Schengen relevant applications exist: 

 

STRASAK Crime administrative procedure system 

ELYS Wanted persons, vehicles and boats 

BOT Fine system 

SSP Criminal and police information system 

BL  Register of stolen cars 

SIS SIS Entry and Query application 
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2.4. User Interface   

 

In general, the police forces use one common access software the so-called “AGENT”. This is a 
standardized implementation to access all the data stored in the national system. Due to a matter of 

priority there is currently no real tight integration of the SIS to this “AGENT” software. A separate 
client has to be used for handling the SIS data. The entry function of the SIS client is implemented 

like a Windows Wizard. This design is very convenient for the end user and eases the complexity of 

entering the national SIS requests.  

 

However, the fact that there is currently no real integration of the SIS to the national applications, 

except for stolen vehicles, leads to a very complex flow of data for entering and querying the SIS, 

depending on the kind of requests:  

 

a) Wanted Persons pursuant to art. 95, 97, 98, 99 and Vehicles pursuant art. 99  

 

Requests of those categories have to be entered by means of the SIS client. Since there is no 

current connection to the national system, this means that the data has to be entered via the user 

interface of the national application in a separate step. Furthermore, due to the fact that the 

national application cannot handle the special national characters of the other languages, this 

approach has the following consequences: 

Consistency of a record in the national system and in the SIS has to be manually established. 

The end user has to type in the information in two different systems. In order to keep the data in 

both systems aligned, the SIRENE bureau has to carry out additional work for ensuring that the 

case is entered correctly in the national system before it will be sent to the SIS. This is a 

cumbersome and error prone procedure. 

 

The SIS client uses an elaborated method for entering the special national characters by 

presenting an additional window containing all the special national characters that are not 

available on the keyboard. The user can select the appropriate character from this window.  

However, since the special characters are treated differently in the national system, this 

approach leads to different way of spelling of names and may cause doubts, if both records are 

related to the same person.  

 

Data of those categories, except vehicles (art. 99) are queried by means of the SIS client. The 

vehicles pursuant to art. 99 can be queried by means of the AGENT software.  

 

b) Wanted Person pursuant to art. 96  

 

The UDI (Directorate of Immigration) holds a separate copy of SIS alerts pursuant to art. 96. 

This technical copy is filled by means of database replications from the technical copy of the 

SIS application. Broadcasts from the C.SIS will be permanently forwarded to this copy.  

Norwegian requests according to art. 96 will be entered in the UDI in a client application named 

“TFREMKON”. It stores the requests in the TREMKON database in the mainframe of the 
Ministry of Foreign Affairs. Furthermore these requests will be sent to the mainframe of the IT 

department (Pd) and stored via file transfer once a day to the SIS application. The requests are 

then sent to the C.SIS in regular manner. 
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c) Identity documents, Bank notes, Blank Documents and Firearms pursuant to art. 100 

 

Those requests are entered by means of the SIS client. There exist currently no national 

applications for these requests. Norwegian records are stored therefore only in the SIS.  

The Norwegian authorities are currently setting up a central register for stolen passports, which 

should be available at the end of this year with a view to connecting it to the SIS.  

 

d) Vehicle pursuant to art. 100 

 

Requests of this category are entered by a dedicated application named “BL”. The data is first 
automatically stored in the mainframe database and than forwarded to the SIS.  

 

Data of this category (national and SIS) can be queried by means of the AGENT software.  

 

In fact, this is currently the only category having a close integration between national system 

and the SIS.  

 

 

According to the Project Manager of the N.SIS project, the possibility of making a combined query 

for SIS and the national system is a matter of extension of the AGENT software. The necessary 

modification has already been made but currently the new version is not distributed yet. This task 

will be finished before March, 25th 2001.  

It has to be noted that this new version of the software will allow the end user to decide whether to 

query the SIS or not. By default, however, both the national and the SIS will be queried.  
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2.5. Decentralised periphery  

 

- the police;  

The Norwegian police has a closed data communications network, on which there are 

approximately 8,500 terminals. All SIS searches are made inside this network. Although secure, 

the network is currently not encrypted.  

 

- the border control authorities; 

There are no separate border control authorities. The Norwegian police is responsible for border 

control and their PCs are included in the closed police network. 

 

- diplomatic missions and consular posts; 

Approximately 100 PCs are installed in consular posts and diplomatic missions abroad. They 

are connected to the Ministry of Foreign Affairs by their host network or via dedicated 

encrypted lines. A 112-bit DES algorithm software is used to provide encryption. An encrypted 

link between the Ministry of Foreign Affairs and a copy database containing Article 96 data, 

which is held by the Directorate of Immigration and is updated on-line, has been established. It 

is possible to search the Article 96 data directly from the posts abroad.  

The few diplomatic missions and consular posts which are not linked to the network will use 

diplomatic mail or fax to the Ministry of Foreign Affairs, which will do the search for them and 

give a yes or no answer.  

Only career diplomats will have access to the article 96 data.  

Theft of blank visa-stickers from the diplomatic missions and consular posts will be reported to 

the Police Directorate and be introduced into the SIS by SIRENE.  

 

- the authorities responsible for aliens and asylum 

Approximately 220 terminals in the Directorate of Immigration and the Immigration Appeal 

Board can access Article 96 alerts of SIS. The Pd has developed the SIS limited client, which 

will make it possible for the Directorate of Immigration to access the article 96 data.  

The update of article 96 alerts from Norway is done once a day. 

 

www.parlament.gv.at

https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RMA&code2=&gruppen=Link:A%20112;Code:A;Nr:112&comp=112%7C%7CA
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=


 

6133/01  NP/ml 12 

 DG H EN 

2.6. Training  

 

The National Police Academy is responsible for all Schengen related training and information 

measures.  

 

All SIS users go through a training programme focusing on the use of the system itself and on all 

relevant routines related to searches and hits in the SIS. The training programme has been 

established under the responsibility of the National Police Academy but personnel from the 

National Criminal Investigation Service and the Police Data Processing Service have taken part in 

the planning of this programme.  

 

As a first step in this training programme, the National Police Academy trained national instructors 

who, after a 3 weeks’ course, are responsible for training the staff in their own district or special 

agencies.  

The first group of instructors was trained in February 2000. In December 2000, all instructors had 

been trained.  

 

More training will be given in the course of 2001 to make prosecutor services and judges, who have 

responsibilities in matters of extradition, better aware of and acquainted with the SIS to encourage a 

better use of the SIS.  

The survey group welcomes this initiative.  

 

An SIS info leaflet has been handed out to all police officers. A manual can be downloaded from 

the police intranet.  

 

Special training sessions are held for all SIS users in the Immigration Authorities as well as for 

authorised staff at the diplomatic missions and consular posts. Two staff per foreign mission have 

been trained already in Oslo, both on theoretical and practical matters. More practical training will 

be given in March and by May a CD-ROM will be distributed containing an interactive training 

program.  

 

So far, 10,000 users have been given access to search the SIS. 454 users have been trained and 

authorised to enter, modify or delete alerts.  
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3. VISIT TO THE NORWEGIAN SIRENE  

 

3.1. Organisation and structure 

 

The Norwegian Ministry of Justice is responsible for the national police organisation.  

The National Criminal Investigation Service (NCIS) is a centralised police service, directly 

responsible to the National Police Commissioner. It provides technical and tactical investigation 

support to the local police districts. The NCIS is also designated as the general central point of 

international communication for the Norwegian police force.  

The national SIRENE Bureau is located at the International Relations Division of the National 

Criminal Investigation Service at Brynsalléen 6, 0034 Oslo.  

 

The International Relations Division of the NCIS is responsible for all international police co-

operation and includes the national INTERPOL office, the 24 hours service desk and the office 

responsible for the co-operation and co-ordination between police and customs authorities.  

The SIRENE Bureau is organised as a separate function with a 24 hours service desk, while keeping 

a close co-operation with INTERPOL. The 24 hours service desk is staffed with employees from 

the SIRENE Bureau.  

This set-up allows a smooth co-ordination between Schengen and other international co-operation. 

The presentation showed clearly that in relation to the Interpol and Nordic alerts, the Schengen 

alerts take absolute priority. All international searches requested by the local police will be sent to 

SIRENE. If the local police only asks for an Interpol alert, the SIRENE bureau will contact them to 

make sure that a Schengen alert is introduced first.  

 

The establishment of the national SIRENE Bureau started on 1.10.99.  

The electronic work-flow system for the bureau has been set up in accordance with the guidelines 

and regulations in the SIRENE manual, the Convention and national legislation. The employees 

have been involved in the development of the software that supports the work at the SIRENE 

Bureau. This has been done to ensure the best possible solution for the users of this tool and 

increase their knowledge of the software.  

 

 

www.parlament.gv.at

https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAT&code2=&gruppen=Link:6133/01;Nr:6133;Year:01&comp=6133%7C2001%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=17605&code1=RAG&code2=R-01700&gruppen=&comp=


 

6133/01  NP/ml 14 

 DG H EN 

3.2. Security and Data protection at the SIRENE Bureau  

 

The NCIS of the Norwegian police took occupancy of a new custom-built building on the outskirts 

of Oslo in September 2000. As part of its planning and construction, the physical security of the 

premises and internal access control was given a high priority.  

Externally, the rear and sides of the building are protected by chainlink fence and security perimeter 

walls. The exterior of the building is protected with an interactive closed circuit TV system. This is 

linked to an advanced alarm system, which will initiate a response from the camera system to any 

attempted break-in. These systems are monitored on a 24h basis by the permanent police staff based 

in the 24h communication centre within the building. They have direct contact with local police, 

fire brigade and other emergency services.  

Internally, security and access are controlled by electronic smart card with PIN. A series of secure 

zones is employed within the building, with only those persons with the appropriate authorisation 

given access to those zones. Outwith normal working hours, staff are restricted only to that zone 

containing their workplace. Full audit facilities are available on the system to monitor use and 

access.  

Visitors to the NCIS site must be met and escorted at all times. Visitors are issued with identity 

cards, which do not allow access through the control doors between security zones.  

 

Within the security area occupied by the International Relations Division, a locked archive has been 

dedicated for sole use of SIRENE. Access is restricted to members of the SIRENE bureau, their 

immediate supervisors (2) and the duty officer within the 24h communications room. This room is 

protected by electronic smart card and unique PIN number and the system records full details of 

each visit to the archive. Should, for any reason, the door remained unlocked, a time-delay alarm 

will activate in the adjacent 24h communications room.  

 

All police and civilian staff are subject to background security checks prior to their recruitment into 

the NCIS.  

 

The standard user access is applied to the work stations, including user identification and password. 

If the work station is not used during 15 minutes, there is an automatic log-out. Access to the 

SIRENE work floor is restricted to SIRENE officers and their immediate supervisors (2). No other 

staff have access to the SIRENE work floor.  

Access to the systems is controlled by the common user-database. This user-database uses the latest 

technology and knowledge within data security. 

 

Following the deletion of any alert on the SIS, arrangements are made to destroy any supporting 

paper works and the electronic files. This is done one year after the deletion of the alert from the 

SIS. Files relating to Norwegian alerts are kept according to Norwegian domestic data protection 

legislation.  
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3.3 Installation 

 

The SIRENE workflow system is based on the commercial workgroup product Lotus Notes. The 

application was especially developed in closed cooperation with the SIRENE personal to adopt it to 

the special needs for their task.  

 

The SIRENE forms will be sent via Lotus Notes to a X.400 gateway established in the premises of 

the Norwegain Police Data Serivice. This gateway is implemented by an software named 

ISOGATE. The X.400 MTA is provided by the company ISOPLEX.  
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3.4 Recruiting and Training of SIRENE-officers 

 

The bureau has a head of SIRENE, a deputy head and 18 case officers, of which 4 are Detective 

Chief Inspectors and 14 are civilian higher executive officers.  

Furthermore, 2 legal advisers, 1 IT-expert and 5 translators are available for support to the SIRENE 

bureau.  

SIRENE staff all speak English, many also speak French and/or German and some speak Spanish or 

Italian.  

 

During a presentation by the Head of the International Relations Division, details were given of 

training given to the SIRENE personnel. The SIRENE staff attended a four-week national training 

course, which included inputs on the Schengen Convention and the external border, roles and 

responsibilities of SIRENE including SIS and judicial co-operation and extradition. They were also 

given input on valid and false travel documents and were required to become conversant with the 

SIRENE manual. 

One week was dedicated to thorough training on Norwegian national police registers and a further 

week was dedicated to the SIRENE workflow system and supporting IT.  

 

In addition, Norwegian SIRENE operators have attended training courses organised for the Nordic 

countries on various aspects of the SIS in Madrid and Oslo. All case-handlers have also had the 

opportunity to spend one week on a study visit to an operational SIRENE bureau.  
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3.5 Tasks of the SIRENE bureau 

 

The main tasks of the SIRENE bureau are to  

 

- ensure the quality and authorise the transmission of Norwegian alert,  

- ensure that the alert has been inserted in a national database prior to inclusion in SIS 

- supervise and check the quality of the article 96 alerts 

- carry out actions according the procedures set out in the SIRENE manual in respect of liaising 

with other SIRENE bureaux (this includes following up hits) 

- co-ordinate deletion procedure for Norwegian alerts between C.SIS, N.SIS and the relevant 

police district (as owners of data) 

- handle requests for subject access to SIS data 

 

An additional task which has been allocated to the Norwegian SIRENE bureau is to carry out the 

pre-arrival screening of the passenger and crew lists of arriving ships against the SIS. These 

passenger and crew lists are supplied to the Norwegian authorities as part of their Coastal 

Operations and Surveillance System (COSS).  

The Norwegian authorities recognise that this will place an additional burden on the SIRENE 

bureau, especially during the summer cruise season.  

 

In cases of extradition, the SIRENE bureau will be responsible for management of the case file until 

the suspect has been taken into custody. Thereafter, responsibility for following up the extradition 

falls to the relevant district police prosecutor. Notwithstanding this transfer of responsibility, the 

SIRENE bureau will remain responsible for all communication.  

 

One case-officer is responsible for the daily maintenance of the SIRENE archives.  

In addition, the following tasks have been allocated to individual case officers of the SIRENE 

bureau with a view of developing a culture of “best practice” in the use of the SIS. One officer will 
be responsible for the continuous revision of the “Compilation of laws and conventions”. A second 
officer will be responsible for editing a newsletter, which will be distributed to the Norwegian 

police service and is designed to highlight lessons learned and best practice.  

The survey group felt that these were good initiatives on the part of the SIRENE bureau.  

 

Out of office hours, the SIRENE staff is responsible for remote control of the N.SIS.  

It would, however, be useful to have a 24h technical monitoring of the N.SIS and the network as 

well. (Cf. chapter 2.1) 

 

The police staff as opposed to the SIRENE staff in the 24h communications room have 

responsibility for handling any communications relating to cross-border surveillance and hot 

pursuit. They have also been designated as the single point of contact in respect of articles 39 and 

46 of the Schengen Convention. It was stressed that these police officers would have the support of 

their colleagues of the SIRENE bureau also on duty within the 24h communications room to assist 

in any matters related to the SIS.  
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3.6 Workflow and responsibilities for entry and deletion of records  

 

The workflow and methods for entry and deletion of records are extensively described in chapter 

2.4 “User Interface” and are therefore not repeated here. This section comprises additional remarks 

related to the entry and deletions of records.  

 

Because the police districts are the owners of the data, they have the responsibility for entering and 

deleting Norwegian alerts in the SIS.  

The Head of NCIS has written to all police districts explaining the policy in relation to SIS having 

priority over Interpol and requesting them to consider before 1 February 2001 converting their 

existing international alerts into Schengen alerts or to delete them. The same has been asked in 

respect of the Nordic alerts, where the deadline has been set on 1 March 2001 because this requires 

the involvement of the courts.  

 

From 01.01.2001, new article 95 alerts entered into the SIS are immediately made visible for the 

end-users in Norway. 

This is not the case for all existing article 95 alerts in the SIS because certain of these could be 

unacceptable for Norway. For data protection reasons, the Norwegian authorities have therefore 

decided that the alerts of which the related A-forms have not yet been examined by the Norwegian 

SIRENE bureau are not visible to the end-users. A positive side-effect of this is that the SIRENE 

office does a check of the Schengen alert against the national register, thereby revealing whether 

certain persons are already known in Norway. This procedure has also been chosen because of the 

principles of due process and data protection. 

On 1 January 2001, approximately 11,000 alerts pursuant to article 95 existed in the SIS. At the 

beginning of January, Norway had examined around 5,200 of the relating SIRENE-files. The alerts 

are made visible to the end-users as soon as the examination of the related file is completed. The 

Norwegian authorities have stated that they expect to have checked all the SIRENE files on 

historical article 95 alerts by 25 March 2001. In any case, all article 95 alerts will be visible for the 

end-users by 25 March 2001.  

 

This national decision has never been discussed with the Schengen partners. The survey group 

found it rather surprising and was of the opinion that all alerts should immediately be visible for the 

end-users, because when a hit occurs, the SIRENE bureau can immediately examine the related file.  

 

Norway does not automatically request a flag on alerts concerning non-Norwegian Nordic 

nationals. When a hit would occur on such a person, the Ministry of Justice will decide on a case-

by-case basis whether or not to extradite this person.  
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3.7 Statistics 

 

By 26 January 2001, Norway had introduced 96 alerts into the SIS:  

 

11 wanted persons  

32 vehicles 

50 issued documents 

2 firearms and 

1 blank document 

 

It was clarified that the low number of Norwegian alerts was due to the fact that the workload for 

loading data had been underestimated. Measures are being taken to remedy this situation, (cf. 

chapter 3.6) but because the data is owned by the local police districts, the loading cannot be done 

at a central point and depends on the local police forces.  

 

By 7 February 2001, two hits had already been found in Norway on German alerts pursuant to 

article 95.  

 

Between 1 January 2001 and 7 February 2001, approximately 14.000 searches have been made 

against the SIS.  
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4. VISITS TO THE USERS OF THE SIS 

 

4.1. Visit to Gardermoen International Airport 

 

On 27 January 2001, the survey group visited Gardermoen International Airport 

 

After a general presentation on the organisation and structure of the airport police, the survey group 

was invited to check the control booths located in the zone where the non-Schengen flights will 

arrive after 25 March 2001. The results of these searches was, in general, satisfactory, especially 

when officers were using the phonetic query.  

Staff seemed knowledgeable and well aware of the SIS and its procedures.  

 

It was noted that the airport services had only started to use the SIS from 23 January 2001 onwards 

and would only fully use it after 25 March 2001.  
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4.2. Visit to Follo police district 

 

During the afternoon of 25 January 2001, the survey group visited the Follo police district, where 

the Chief of Police hosted a visit to Ski police station.  

Following a short presentation of the organisation and structure of the police district, the survey 

group was invited to visit the Investigation Section and the Patrol and Traffic Section. While there, 

officers demonstrated their knowledge and understanding of the SIS and their competence in using 

the search facilities.  

 

It was found that the search in the SIS was very user-friendly and response times were short.  

 

Informal interviews were held with control staff and they explained that of the current shift on duty 

all had received a half-day training on SIS, its capability and on the procedure to be followed when 

a hit was made. This confirmed the information provided by the Chief of Police who stated that the 

majority of his staff had been trained and the training would be completed by the end of March 

2001.  

 

This police districts does not have mobile terminals, the patrols contact the control room by radio or 

phone, who will search the SIS and/or the national databases.  
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4.3. Visit to Troms police district 

 

On 26 January 2001, the survey group visited Troms police district. Following a general overview 

by the Chief of Police Truls Fyhn on the responsibilities and structure of the police district, the visit 

concentrated on the adoption of the SIS into day-to-day policing operation. Assistant Chief Officer 

Einar Sparboe Lysnes who heads the Prosecution Section of Troms Police district gave a detailed 

presentation on SIS implementation.  

 

As the officer who completed the training course at the National Police Academy, he was able to 

describe in detail the training plan adopted for Troms Police district. After the three-week Schengen 

course at the National Police Academy in February/March 2000, he further attended a two-day 

refresher course followed by a two-day SIS course in December 2000. Thereafter he organised 

cascade training to those identified as level 2 or level 1 access holders.  

 

There will be 31 level 2 users including duty officers and their deputies, one per lensmen station, 

selected members of the complaints office, immigration office, prosecution teams, investigation 

section, intelligence department and passport service. Of these 15 have been trained so far.  

Training for level 2 consists of 5 hours, whereas level 1 training consists of a 3 hour input. The 

training will be completed by 25 March 2001. One initiative that was evident within the Tromsö 

police office was the gathering together of various SIS related documents into one Schengen ring 

binder, including a locally produced SIS instruction. This ring binder was readily accessible to all 

staff and was referred to by several persons whom the survey group interviewed.  

It was quite clear that in Troms district, priority was given to contact with the local police lawyer 

rather than SIRENE on all SIS matters, including hits.  

 

Following the presentations, members of the survey group were invited to visit the intelligence 

office, the immigration and passport section and the duty officer/control room of Tromsö police 

station. During these visits, members of the survey group took the opportunity to question staff as to 

their knowledge and understanding of the SIS and the relevant levels of authorisation that applied to 

them.  

During a visit to the immigration/passport department, it became clear that the person responsible 

for issuing passports was granted level 2 access to enter alerts in respect of stolen/lost passports and 

was not expected to make any searches against the SIS.  

The survey group found this surprising, particularly in view of the fact that Tromsö police station 

has more stolen/lost passports than stolen vehicles.  

 

Informal interviews with staff clearly revealed that they were pleased with the prospects that would 

be afforded to them by SIS. The staff stated that they found the SIS easy to use.  

 

The system showed quick response times. However, staff did not seem to be fully aware on the use 

and utility of the SIS. Also, users did not seem to know the possibility of inserting special 

characters when querying the SIS. This lack of training seemed to be a general problem.  

Instructions were given to check all unknown persons and objects against the SIS, next to the search 

against the national database.  

 

The Troms police district does not have access to mobile police terminals and apart from 6 

terminals to be installed at passport control at Tromsö airport before 25 March 2001, all SIS queries 

must be done via the control room by radio/telephone or workstations installed in the police 

premises.  
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Incoming and outgoing extra-Schengen flights (a few flights per week from and to Spitsbergen and 

Murmansk) will form the main focus of border control at Tromsö airport.  

 

Passenger and crew lists of ships arriving in Tromsö harbour will be checked by the SIRENE 

bureau in the frame of the COSS plan. All persons applying for permission to leave the harbour area 

will be checked against the SIS.  
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4.4 Visit to Sentrum Police Station Oslo 

 

On the return to Oslo on 27 January 2001, the survey group took the opportunity to make an 

impromptu visit to Sentrum Police Station, Oslo.  

The public enquiry section was visited. It was seen that the SIS handbook and SIRENE contact 

details were widely available.  

 

Staff on duty were fully engaged, however, the duty officer discussed local training with the survey 

group and demonstrated that the SIS was available and searchable at that station.  
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5. REMARKS AND CONCLUSIONS 

 

The survey group found that the response times on searches were very short and staff was well 

trained. The user interface was found to be very user-friendly.  

 

It appeared that the authorities did not consider that the SIS should already be fully utilised from 1 

January 2001 but only at the lifting of the controls at the borders.  

This was particularly visible from the fact that the Norwegian authorities had decided to hide from 

their users the article 95 alerts of which the files are not yet examined by the SIRENE bureau. The 

survey group was surprised to hear that such a decision was taken in the early days of January 

without the SIRENE Working Group having the possibility to discuss the matter or even being 

informed of this decision.  

 

As in the other Nordic countries, it would be necessary to do a technical review of the database and 

reconsider the query procedure, because a lot of records could not be found for several different 

reasons, including:  

- searches of registration numbers are done on character base, this leads to the fact that numbers 

having delimiting dashes will not be found without entering those dashes;  

- during the loading of the SIS data to the technical copy, some data were corrupted so that on 

records of some banknotes, characters were added and could not be found when searched; it was 

stated this error was identified and had been solved as soon as possible  

- the national block on existing article 95 alerts which had aliases attached was removed for the 

main record but not removed for the alias at the same time; this error was promptly corrected 

during the time of the visit, and was tested positive on a later occasion;  

- if the phonetic query was not used, records containing names with special characters could not 

be found when the character was not transliterated according to Schengen rules;  

 Therefore, the survey group recommends that the phonetic search be promoted.  

 

In a report sent after the visit, the Norwegian authorities clarified that other minor technical errors 

detected during the visit are being corrected, the last corrections would be made by the end of 

February 2001. The Norwegian authorities explained also that national regulations will be sent to 

the police districts concerning entering data into the SIS and using the SIS before 25 March 2001.  

 

It was noted that the operational, back-up and test systems are located in the same computer room 

so that in case of major incident the three systems would be out of order, leaving the N-SIS without 

any fall-back solution. Therefore, the survey group recommends to study and implement a safer 

solution such as having at least the back-up and test systems in a separate computer room, if not at a 

separate site. 

The same applies for the SIRENE computers.  

 

Throughout the visit, it appeared that the SIS is mainly considered as a tool to be used for border 

controls and police checks made on foreigners and/or foreign card. Therefore, the survey group is of 

the opinion that this issue should be addressed in future training courses and could be solved by 

promoting a combined query of the national and SIS databases. 

 

 

--------------------------- 
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