2% COMMISSION OF THE EUROPEAN COMMUNITIES
¥

% %5
b

¥ g W

Brussels, 15.3.2007
SEC (2007) 312

COMMISSION STAFF WORKING DOCUMENT

Accompanying document to the

COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
COMMITTEE AND THE COMMITTEE OF THE REGIONS

Radio Frequency Identification (RFID) in Europe:
steps towards a policy framework

{COM(2007) 96 final}

RESULTS OF THE PUBLIC ONLINE CONSULTATION ON FUTURE RADIO
FREQUENCY IDENTIFICATION TECHNOLOGY POLICY
"The RFID Revolution: Your voice on the Challenges, Opportunities and Threats"

EN EN



EN

—_—

A S R

10.
11.
12.

Table of Contents

EXCCULIVE SUMIMATY ...eeiviiieiiiieiiieeciieeeitteertee et eeite e et e e steeessteeessaeeessseeessseeensseesnsseesnsneenns 3
INEEOAUCTION ...ttt et ettt ettt e bt e e e e 6
QUESTIONMNAITE ...evieieeeiiieeeeeie e e et e e e eete e e e e etae e e e eetbaeeeeasaeeeesaaseeeeeansseeeeanssseeeeansseeeeasseeeas 6
RESPONAENLS ...eevieiiieciee et ettt et e e e e e st e e s sbeeeesbeeessseeesseesnseesnnseeens 7
General QUESTIONS .....ccuviiiieeiiiee e ettt e eeete e e e ettt e e e e etr e e e e eataeeeeeaaeeeeeeaaaeeeeeasseeeeaasseeaeennns 10
RETD US ...ttt ettt ettt ettt ettt et e et e e et esae et e eneesbeensesneenseenseeneenneas 12
Security, Privacy and Data Protection, and Safety..........ccccoovveeviiieniieniieeeieecee e 16
Standardisation and Interoperability ..........cccccveeiiieiiiieeiiieeeeee e 20
RO SPECLIUM ..ot et st e e e e eennbeeenneas 22
RESCATCH ...ttt 25
How the consultation has been perceived .........cccoevvieeiiieeiiieiieceee e 27
Additional COMMENLES ........oouiiiiiiiiiiiiee et 29

EN



EN

1. Executive summary

An online public consultation on future Radio Frequency Identification (RFID) policy was
held from July to September 2006 on the website "Your Voice in Europe"
(http://ec.europa.eu/yourvoice). In total, 2190 respondents (citizens, manufacturers, system
integrators, academic and scientific institutions, public bodies and regulators, etc.) from all
European Union Member States and beyond answered questions on:

ﬂ RFID use

| Privacy, Data Protection and Security
| Standardisation and Interoperability
{ Radio Spectrum

ﬂ Research

The consultation brought into focus the large interest of Europeans in an open debate about
RFID and its application. Despite the technical complexity of RFID and the wide variety of
issues associated with its development and deployment about 70% of all answers were from
"interested citizens'.

Overall, 60% of respondents feel that there is insufficient information available to make an
informed analysis of RFID technologies. There is therefore considerable support for
awareness and information campaigns.

Views on whether RFID can improve the lives of Europeans are evenly split. The benefits
mentioned include food safety (identification of allergens, more comprehensive information,
easier product recalls), healthcare (prevention of drug misuse, authentication) or supply chain
management (fewer stocks-out, better after sales service). Privacy, health and environmental
risks are among the RFID concerns given.

Privacy

The headline issue for most is privacy. Although the vast majority of RFID applications today
only identify goods or track production processes, it is widely recognised that RFID
technology can also be used to process personal information collected directly or pooled from
various sources. But privacy is seen as being more than just the security of the devices or the
protection of the personal data per se (integrity, illegal access, etc.). It extends to the use of
personal data in networks; its storage, collection and how it is linked to different sources.

Adequate privacy safeguards therefore are revealed as necessary for the public to accept
RFID. For instance, when used in supermarkets, 66% asked for a clear indication of the
presence of a tag. There is considerable concern (74%) about the uncontrolled use by
employers of RFID to track the movements of workers inside, but also outside of work.
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However, there is more acceptance of the use of RFID in applications such as the tracking and
tracing of dangerous goods.

Respondents believe privacy protection measures will mostly emerge from technological
solutions (70%), awareness-raising (67%) and updating of regulations (55%).

Research and technical harmonisation to provide a high level of privacy, based on common
standards or guidelines, is seen as desirable by many. Indeed, a clear majority of the
respondents believe that research should focus primarily on the development of privacy-
enhancing technologies.

Regulatory certainty is sought by industries that wish to deploy RFID and by users. Although
comprehensive privacy legislation, based on the general Data Protection directive already
exists guided by data protection authorities in all EU Member States, 66% feel that the data
protection legislation should be updated to encompass RFID usage, especially as regards
personal data. Respondents had little confidence in self-regulation (about 15%).

Some respondents pointed to the risks of diverging legal regimes concerning privacy in
Europe, the absence of the technical harmonisation and the consequent risks of legal
uncertainty for both industry and users. Some suggested a need for additional guidance from
the Article 29 Working Party” to specify how existing data protection legislation applies to
different RFID sectoral applications. Indeed, it is important to note that the Article 29
Working Party is looking into the matter on how privacy issues are covered by the current
legislative framework.

Others proposed to enact specific legislation. For example, item-level RFID tagging may be
outside the scope of EU data protection and privacy legislation because there is no direct
processing of personal data. Thus, consumer notice, choice and the right to object may require
a mandatory feature to "kill" the RFID tag. Finally, 50% support specific risk assessments
prior to introducing RFIDs.

Standards, Spectrum and Governance

There was general support for the need for robust standards to ensure the benefits of a wide
take-up of RFID technologies and consumer choice, safety and convenience. 68% thought
that the European Commission should take a more active role in setting RFID standards, in
particular to ensure that standards comply with “European cultures and values”.

A majority (72%) of respondents think that the current allocation of UHF spectrum is
sufficient to support the development of RFIDs for up to five or even ten years. However,
there is recognition that further allocation may be needed in the longer term and that
international standardisation in how the spectrum is used should be pursued.

The full title of this directive is Directive 95/46/EC on the protection of individuals with regard to the
processing of personal data and on the free movement of such data.

The Article 29 Working Party is the independent EU Advisory Body on Data Protection and Privacy
established by Article 29 of Directive 95/46/EC. Its tasks are laid down in Article 30 of Directive
95/46/EC and in Article 14 of Directive 97/66/EC.

EN



EN

The governance of RFID databases, especially as the first step towards the Internet of Things,
also provokes concern by 86% most of whom call for a system that is transparent, fair and
non-discriminatory.
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2. Introduction

Radio Frequency Identification (RFID) stakeholders in Europe had the opportunity to let their
voice be heard on future RFID policy through an online consultation from 3 July to 30
September 2006, on the website "Your Voice in Europe". To allow a wide consultation the
core "citizen interest" questions were translated from English into French, German, Spanish,
Italian, Dutch and Polish.

3. Questionnaire

The questionnaire was divided in six main sections: General questions; RFID Use; Security,
Privacy, Data Protection and Safety; Standardisation and Interoperability; Radio Spectrum;
and Research.

In general, the questions were about the expected benefits, perceived threats and policy
responses. The questionnaire was based on the results of a series of workshops organised in
the first half of 2006. To have a single questionnaire, while avoiding a long and detailed list of
questions, only the general public interest questions were mandatory. The more technical
questions were optional.

Several questions allowed multiple answers, therefore the percentages do not always add to
100%. Percentages are based on the response rates to the respective question. The analysis is
based on the total number of respondents to each question, regardless of the respondent's
profile (industry/organisations, interested citizens), except where indicated. Some "open
questions" allowed free text contributions.

A public conference on the results was held on 16 October 2006. This Commission Staff
Working Document forms an annex to the Commission's Communication to the European
Parliament, the Council, the European Economic and Social Committee, and the Committee
of the Regions entitled "Radio Frequency Identification (RFID) in Europe: steps towards a
policy framework". Further consultations will take place during 2007, at both national and EU
level, with a view to moving towards a concrete policy approach in the near future.

All background documents are available on the Commission’s dedicated website
(www.rfidconsultation.eu).
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4. Respondents

Of the 2190 respondents, 92% were male (question No. 3). Nearly 65% of responses were

from citizens and 15% from industry (question No. 5).

Question 3: Gender (optional)

Male |

J1536

Female :|138

Question 5: What type of stakeholder are you? (compulsory)

Interested citizen
Academic

RFID (systems) industry
Other

RFID using Industry

RFID consulting Industry
Telecommunications
International Organisation
Governmental organisation
NGO

Consumer Advocacy Group

Labour Organisation

J1423

__]"e3
:|133
I
D97
Dsg
D64
D57
J2°

[I1s

12

[|7

The respondents were nearly all less than 45 years old: 66% were 25-44 years, rising to 82%

when added to the group 18-24 years (question No. 6).

Question 6: Please indicate your age group (optional)

Under 18 D24

44-25 |

J1363

+65 [I14
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Question 7: Your organisation’s country of establishment (indicate your country of
residence if answering as an individual person) (compulsory)

Germany
France
Belgium
United Kingdom
Austria
Spain

United States
Netherlands
Italy
Switzerland
Finland
Luxembourg
Portugal
Hungary
Denmark
Poland
Sweden
Japan
Ireland
Turkey
Greece
Canada
South Africa
Other

Czech Republic
Estonia
Slovak Republic
Slovenia
Lichtenstein
Brazil
Singapore
Norway
Cyprus

Malta

Chile

China

Hong Kong
India

Korea

New Zealand

Russia

Jo41

\ }534

—
___J102
—
—
_]68
.
D4o

28

nik

IE

]2

g

J1o

18

[Is

7

[|7

[|6

NN N N NNN W WS
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Germany (43%) and France (24%) provided most of the responses, followed by Belgium, the
United Kingdom and Austria (4-5% each). Non-EU countries accounted for 6%, mainly from
the United States (question No. 7). For 33% the geographic area of respondent's activity was
international (question No. 8).

Question 8: Your organisation's geographic area of activity (please indicate your geographic area
of activity if answering as an individual person) (optional)

International | J618
National | |389
European | |349
Local | J321
Regional | J218
9
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5. General Questions

A clear majority of respondents (about 61%) found that the information available for
interested citizens was insufficient to come to an informed judgement on the pros and cons of
RFID (question No. 9). As by definition the respondents are all aware of RFID this implies a
significant information gap. The level of awareness varied also from one country to another
and from one segment of the population to another.

Question 9: There is sufficient information available for interested citizens to come to an
informed judgment of RFID pros and cons. Please tick the box that best reflects your view.
(single choice; compulsory)

Strongly disagree | J531
Disagree | Jeo7
Neutral | J240
Agree | J479

Strongly agree :I105

Don't know D28

Views on the pros and cons of RFID are finely balanced. About 44% of respondents do not
see great potential for RFID to improve the life of Europeans (question No. 10), while 41%
are positive about it. Amongst different stakeholders (see graph) interested citizens are more
sceptical about the positive aspects of RFID than industrial, academic and international
organisation respondents.

Question 10: The application of RFID offers great potential for improving the life of European
citizens. Please tick the box that best reflects your view. (compulsory)

Strongly disagree | ]513
Disagree | J456
Neutral J309
Agree | |547
Strongly agree | J347

Don't know D18
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Question 10 (analysis per stakeholder type): The application of RFID offers great potential for improving
the life of European citizens. Please tick the box that best reflects your view. (compulsory)

O Interested citizen

W Academic

O RFID industry

O Telecommunications

W International Organisation

International Organisation
Telecommunications
RFID industry

(-] .
() (] Academic
S Q N
o> S 2 o
6\" .\a}’ R & Interested citizen
()
N O N S 2
& v N
O S o
& » 9
® S W
«°° &
< Q

Over half (52%) are aware of the efforts conducted by the existing forums to develop "fair
information principles" and RFID best practices (question No. 11). This confirms that there is
already a fair level of awareness of RFID in Europe but it also means that half are unaware
which institutions shape the international debate on RFID.

Question 11: A number of forums have developed guidelines on the protection of privacy and,
specifically, criteria and standards for promoting respect for consumer privacy in the growing
use of RFID technology in commercial applications. Such forums include the Organisation for
Economic Cooperation and Development (OECD) and various institutions (ISO, EPCglobal, ETSI,
CDT, etc.), most of which are open to participation. Are you aware of these efforts to develop
"fair information principles"” and RFID best practices? (single choice; compulsory)

Yes | 1136

No | J1054

More than half of all the respondents answered the open question regarding the adequacy of
current European Union data protection and privacy legislation to deal with privacy and/or
security concerns about RFID (question No. 12). Approximately two-thirds feel that current
legislation is inadequate and that existing laws should be modified to strengthen the protection
of personal data and privacy, and to introduce proper safeguards. Also awareness raising and
consumer education in the context of RFID deployment and its wide implications would be
welcome.

Pointing out that the deployment of RFID technology might lead to more surveillance many
suggest that RFID tags should be clearly and visibly marked, and 'kill' commands should be
introduced. Although for many the anonymous use of RFID is sufficient. On the other hand,
according to the majority self-regulation/industry guidelines are insufficient.

11
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6. RFID Use

The consultation survey results indicate mixed views on the value of RFID for society and on
how proactive the Commission should be in promoting RFID.

Although, a clear majority (65% out of 2190) consider that the European Commission does
have a role to play in promoting the implementation of the technology, about 35% said the
European Commission should not stimulate the take-up of RFID technology (question No.
13).

Question 13: Do you consider that the European Commission should stimulate the implementation of RFID
technology in the following application areas (please select your top three or tick last answer): (multiple
choice; compulsory)

The European Commission should not stimulate the
take-up
Logistics & Goods Transport | J633

H 758 )

Healthcare | 520

Government - Hazardous Materials Management | j467

Pharmaceuticals | j423

Supply Chain Management | J400

Manufacturing and Processing | J345

Public Transport | J276

Library Systems \:IZZZ
Agriculture \:1 58
Retail ‘:1 53

Government - Imigration/border control/customs \:1 32
Government - Defence and National Security \:124
Lifestyle and Leisure (skiing, ticketing, museums) \:1 17

Government - Asset Management \:IM

Again, although many (45%) have a positive view on the use of RFID-based solutions in
healthcare environments (question No. 14), almost as many (40%) have a negative view.
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Question 14:In healthcare environments (hospitals, elderly care and home care institutions),
there is evidence showing that some processes are not always running effectively (wrong
medication or treatments, missing surgical equipment, inadequate disinfection...). The
European Commission should promote the use of RFID-based solutions in such environments
in order to increase patient safety and potentially reduce costs (thanks to improved logistics
and management). Please tick the box that best reflects your view: (single choice;compulsory)

Strongly disagree | J453
Disagree \ J376
Neutral | J323
Agree \ Ja97
Strongly agree | J491

Don't know DSO

Question 14 (analysis per stakeholder type): In healthcare environments (hospitals, elderly care and
home care institutions), there is evidence showing that some processes are not always running
effectively (wrong medication or treatments, missing surgical equipment, inadequate disinfection...). The
European Commission should promote the use of RFID-based solutions in such environments in order to
increase patient safety and potentially reduce costs (thanks to improved logistics and management).
Please tick the box that best reflects your view: (compulsory)

O Interested citizen
B Academic
O RFID industry

O Telecommunications

M International Organisation

International Organisation
Telecommunications
RFID industry

& Academic
S & @
> (OIS Interested citizen
X2 >
& Q’@ Q) N
§ é ©) <
N v &
S S S
°¢ > Qo
N NI
9 Qo, i\\'
o
&

Overall, people are still uncertain about RFID and its potential impact on their lives.
Furthermore, a breakdown by stakeholder categories shows again citizens being less
favourable than international, industrial, and academic organisations (see graph).

There is clearer support for security applications (question No. 15) such as in identifying and
tracing "light weapons and other dangerous products" (48% in favour), or "products that
require a high reliability" (45%), or "authentication of pharmaceutical products”. Even so,
28% consider that the European Commission should have no role to play in this respect.

13
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Question 15: Do you think that the European Commission should encourage the use of RFID technology for
the purpose of identification and tracing in the following areas: (you can tick more than one option)
(compulsory)

Light weapons and other dangerous products ‘ I 1049

Products that require a high reliability (e.g., airplane

Jo79
spare parts)

Pharmaceutical products (to reduce the risk of ‘ I823
counterfeit)
None of the above ‘ |610
Food safety ‘ I 588

Electronic Vehicle Identification :31 5

Don't know D53

Regarding the idea of European level harmonisation (question No. 16) the two top ranked
fields are intermodal transport systems, container and shipment tracking systems, and the
identification and tracking of pharmaceutical products in different Member States, cited in
about 64% of 1351 responses to the question.

Question 16: Do you think harmonisation of one or more of the following areas should be pursued through
concerted efforts at European level? (multiple choice; optional)
The identification and tracking requirements of “

pharmaceutical products in EU Member States
Intermodal transport systems, container and “

shipment tracking systems

I812

Joos

Transportation ticketing solutions (train, metro, bus) | J546

Interoperable electronic number plates that can be “

455
used in, for instance, theft preventing systems I

Toll collection systems | | 418

Of 871 responses to the open question No. 17 on whether the European Commission should
encourage Member States to define a legal, technical and organisational framework against
counterfeiting, 47% were in favour but 33% were against all government intervention in the
area, citing views such as:

{ Combating counterfeiting is not the responsibility of governments as it is in the
interest of the companies that make economic advantage out of it (luxury goods,
pharmaceuticals...);

{ The fight against counterfeiting is endless. Each solution would be bypassed by an
intelligent counterfeiter. No taxpayers' money should be lost on this.

f Solutions would always result in misuses, tracking movements, rightly of
wrongly, of people and surveillance would not be far behind.

EN 14 EN
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Question 17. Should the EC encourage Member States to define framework
against counterfeiting?

Comple

0,
No opinion 13%

7%

X

Yes
47%

Even positive views on RFID-based anti-counterfeiting were coloured by scepticism on such
measures due to doubts about their effectiveness and cost, the need to restrict use to ensure
safety, e.g., pharmaceuticals or critical components of airliners. The dangers of abuses of data

were also cited.

No

o No

B Yes

O No opinion
O Complex

Question 17. Should the EC encourage Member States to define framework against counterfeiting?

(cont.)

Yes -But not RFID based
%%

Yes - Enhance the legal
framework
0%

\

Yes -But for
phamaceuticals and critical
products only
0%

Yes - But give
authentication in hands of
consumer

10,
e Yes - But based on better

communication
%

Yes - By betterimport
screening
5%

Yes - Take measures to

avoid misuse
4%

15

Yes -in general

55%

@ Yes - in general

B Yes - Take measures to avoid misuse

0O Yes - But based on better communication
O Yes - But give authentication in hands of

consumer

B Yes - But for phamaceuticals and critical
products only
O Yes - Enhance the legal framew ork

m Yes - But not RFID based

O Yes - By better import screening
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7. Security, Privacy and Data Protection, and Safety

Of the 2014 respondents that answered question No. 18, 70% believe that technical solutions
to disable RFID tags were the best way to reduce security, data protection and privacy
concerns. This was closely followed by support for awareness-raising campaigns to educate
consumers (67%), and legislation regulating RFID (55%). A minority (15%) mention a
preference for self regulation and best practices based on "fair information principles".

Question 18: What in your opinion would be the best solution(s) to eliminate or greatly reduce the
security, data protection and privacy concerns that may arise from deploying applications of RFID
technology? (you can tick more than one option) (optional)

To foster the development of technical solutions “ I 1404
allowing to disable RFID tags
To raise the awareness of consumers through “ |1 353
educational campaigns

To enact legislation regulating RFID | J1100

To rely on self regulation and best practices based
305
on the fair information principles ‘:I

Of 1984 respondents to question No. 19, two-thirds thought that RFID product tags in
supermarkets should be automatically de-activated at the point of sale. Other solutions, i.e. a
removable sticker attached to the product itself and a "proximity tag" with a very short
reading distance — are favoured by 51% and 44% of respondents, respectively. One quarter of
all respondents preferred the RFID tag to be part of the product's packaging.

Question 19:If you are in a supermarket, would you prefer a RFID tag related to a product to be: (you can
tick more than one option) (optional)

Automatically de-activated at the point of sale | ] 1339

A removable sticker attached to the productitself | j1o010

A proximity tag with a very short reading distance of “
less than 5 cm

Part of the product's package box ‘:471

J881

The open question No. 20 concerning the maximum reading distance, which could be
considered as acceptable for "proximity tags", received answers from 1342 respondents
(60%). About 10% do not consider the concept of "proximity tags" as a valuable solution to
preserve privacy. A variety of arguments are brought forward, e.g., "inappropriate for certain
applications"; "useless because of the discrepancies between specified and real reading

nn

ranges"; "difficult to enforce", "consumers should be notified".

About half found that a single fixed distance for all RFID application domains was a valid
(complementary) solution to preserve privacy. Suggestions for non-privacy invasive reading
distances range from "less than 0.lcm" up to "above 10 metres". But the strong majority
consider a generic reading distance of up to 10cm as acceptable for such proximity tags.

16
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Over a third consider proximity tags to be a valid (complementary) solution to preserve
privacy only if different reading ranges are observed. Personal data (e.g., e-passports) are
placed in the shortest reading range, whereby a large majority proposes reading ranges close
to contact (from less than 1cm to 10cm).

Regarding compulsory question No. 21 on how the RFID application provider should treat
security, data protection and privacy issues, three options gather strong support from the
respondents:

{1 Selecting RFID systems that provide appropriate security and privacy mechanisms
(68%);

{ Managing security and privacy properly throughout the whole RFID-enabled
business process (59%);

{ Conducting a risk assessment prior to the technology deployment (51%).

Question 21: How in your opinion should the RFID application provider treat security, data protection and
privacy issues? (you can tick more than one option) (compulsory)

Select RFID systems that provide appropriate
security and privacy mechanisms
Manage security and privacy properly throughout the “ I1 284
whole RFID-enabled business process
Conduct a risk assessment prior to the technology “ I1 109
deployment

1486|

Leave these issues to the end-users ‘:I251

There is no need to address these issues ‘D 129

17
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Question 21 (analysis per stakeholder type): How in your opinion should the RFID application
provider treat security, data protection and privacy issues? (you can tick more than one option)
(compulsory)

40%
30%

20%

International Organisation
Telecommunications

RFID industry

10%

Academic

.- Interested citizen -,
& @ Interested citizen
N & . )
bQ & e ‘b{\ .
R & B Academic
N
> Cd > .
I & 8® O RFID industry
®) S @ g
4 N &P N —
@’b(\ c® &%\ ~6<\<> O Telecommunications
AS
1S4 & i isati
& B International Organisation

A majority (74%) say they feel concerned about the right of employers to undertake RFID-
enabled monitoring of their workforce (question No. 22). They seem to fear that RFID
potentially offers employers the opportunity to track them throughout, and even beyond, the
working day (e.g., with RFID tags placed in uniforms or labels).

Question 22: RFID can be used for employee tracking, typically by attaching RFID tags to name
badges or security passes. Data capture from RFID tags may sometimes be integrated with
personnel files (e.g., linked to employee time sheets, pay records, or health records), thus
modifying the traditional balance of personal convenience, workplace safety and security, and
individual privacy. In accordance with the current EU laws, employees should always be made
aware that personal data is being collected and of how it is used and distributed. Do you feel
concerned about the extent of the right of employers to undertake RFID-enabled monitoring of
their workforce? (Please tick the box that best reflects your view) (compulsory)

Very strongly | J1225
Not very strongly | J443
Fairly strongly | J389

Don't know ‘E1 33

More than half of 1989 respondents who answered question No. 23 believe that privacy-
enhancing technologies should be made mandatory in RFID applications. Such positions were
supported by several experts during the workshops that privacy should be part of the design of
an RFID system.

18
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Question 23: Do you think that privacy enhancing technologies in RFID applications should:

(optional)
be made mandatory (e.g., "privacy by design" ‘ II063
rule)
be promoted at European level | J681

be left to the market :245

Regarding notification techniques (question No. 24), 56% prefer third party certification while
44% would prefer direct notification by the RFID user.

Question 24: How do you think the end-user should be informed that RFID applications are
being used? (compulsory)

Notification under third party certification
(e.g., labels for compliance with best 1219
practices or independently set standards)

Notification by the RFID user (e.g., labels for
compliance with best practices or 971
independently set standards)

19
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8. Standardisation and Interoperability

On compulsory question No. 25, two-thirds of the respondents strongly agree (41%) or agree
(27%) that the European Commission should stimulate and support initiatives that lead to
global harmonisation of RFID standards. Only 17% disagree, 12% are neutral and 3% "don't
know".

Question 25: Do you think that the European Commission should stimulate and support
initiatives that lead to global harmonisation of RFID standards? Please tick the box that best
reflects your view (compulsory)

Strongly disagree \ J259
Disagree :110
Neutral | J263
Agree | j587
Strongly agree \ jo02

Don't know :I69

Of the 1624 responses to question No. 26 78% think that the European Commission should
take a more active role in setting RFID standards. Among the options proposed (question No.
27), there was a clear preference for assessing whether standards are in compliance with
European cultures and values (61%), followed by "support to the development of certification
services" and "mandate standards" (about 38% each). 25% say that EU standards should be
aligned with those of other regions of the world.

Question 26: Do you think that the European Commission should take a more active role in
setting RFID standards? (optional)

Yes | j1621
No | 457

Question 27: If yes, would you say that the European Commission should: (optional)

assess whether standards are in compliance H

with European cultures and values I 1015

support the development of certification “ |650
services
mandate standards | | 623
bring together stakeholders in standard H |606
setting activities

align European Union standards with those of
. e
other regions of the world

Regarding the open question No. 28 on the difficulty of displaying regulatory information on
small RFID tags, and the proposal to use a CE mark, many did not understand the question or
did not know what a CE mark is. However, in the cases where a valid response was received,
consumers are in favour of being informed about the RFID presence in products and, more
specifically, of some sort of labelling, making consumers aware of the presence of RFID.

20
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Two-thirds of valid responses agree that the CE marking or a similar principle would be
adequate, although some are concerned about relying on self-declaration or the risk of

forgery.

21

EN



EN

9. Radio Spectrum

Of the 1531 respondents answering question No. 29 concerning the proposed EC Decision on
UHF spectrum harmonisation, 64% say that this regulatory action is sufficient to provide a
favourable environment for the initial deployment of UHF RFIDs. Among those, 42% believe
that industry can operate reasonably on this basis for between three and five years (question
No. 30). And a further 30% saw the period as five to ten years. Only 28% consider that the
risk of congestion might appear in less than three years.

Question 29: The European Commission has proposed an EC Decision on UHF spectrum
harmonisation for RFIDs (865 - 868 MHz) in order to accelerate the establishment of a fully
functioning internal market for these devices and to provide legal certainty throughout the
European Union. This proposed EC Decision should be applied into national law by the
respective Member States by the end of 2006. Do you believe this regulatory action is
sufficient to provide a favourable environment for the initial deployment of UHF RFIDs?
(optional)

Yes | | 975

No | |556

Question 30: If yes, how long do you think can industry reasonably operate within the
limitation of the 3 MHz set across the European Union for RFID UHF bandwidth (of which 2 MHz
can be used at power level up to 2 watts) without congestion? Please tick the box that best

Between 3 and 5 years | 423 |
Between 5 and 10 years | j306
Less than 3 years | J 289

Around two thirds think that additional UHF spectrum will eventually be needed as RFID
becomes ubiquitous (question No. 31).

Question 31: It is likely that additional UHF spectrum will be needed as UHF RFID technology
will mature and become virtually ubiquitous in the whole society. Do you agree that this
prospect is not so remote? (optional)

Yes | 837 |

No | |505

There were 327 responses to the subsequent question No. 32 on the best candidate spectrum
bands for extension when UHF becomes saturated and the level of global
compatibility/coordination required. 18% said that spectrum allocation can only be decided on
the basis of the situation when congestion occurs. Others felt that power levels could be
reduced to reduce congestion.

There were few (49) responses to the range of future bandwidth needs. Half expect an
extension of the current UHF band will offer the best option. 22% expect a future in the
2.4GHz spectrum domain, and 16% see a future in the high frequency band (13 — 27MHz). In
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any case about 65% were convinced that worldwide spectrum harmonisation should be
promoted.

Question 32 (analysis): Time horizons for future band extension.

> 5 years
4%

> 8 years

4% @ No opinion
> 50 years
2% W Analysis needed

> 6 years
1%

>4 years
3%
>3 years O No extension

1% No opinion 0O Reduce pow er level

34% W Today
> 2 years
2% \ O > 2 years
| > 3 years
Today 0> 4 years
5% W > 5 years
| > 6 years

Analysis needed 0> 8 years

Reduce pow er level No extension 18%
5% 11% O > 50 years
Question 32 (analysis): Candidate spectrum bands for extension.
UuwB LF
6% 4% HF
16%
2,4 GHz
22% oLF
m HF
0 UHF
01,8 GHz
B 2,4 GHz
1,8 GHz
2% o UWB
UHF
50%

Question No. 33 about further macro-economic and societal impact assessments of RFID
applications for deriving associated spectrum requirements was answered by 59% (1294
respondents). Of these, 65% preferred a combination of all three options (i.e. research project,
study, industrial cooperation).
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Question 33: Whenever long term spectrum needs cannot be identified using straightforward
methods, an alternative would be to start by a macro economic and societal impact
assessment of the underlying applications and then to derive indirectly the associated
spectrum requirements. How in your opinion could such macro economic and societal
impact assessment be done? Please tick the box that best reflects your view. (optional)

A combination of the three options | 847 |

Research project ‘: 232

Study [___]108
Industrial co-operation \D1 07
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10. Research

About 60% answered the questions about research. Three-quarters of respondents to question
No. 34 (i.e. 1242 replies) believe that the European Commission should prioritise the
development of privacy-enhancing technologies such as encryption and authentication. The
next preferred option is the development of innovative applications and services (40%).

Question 34: Research and Development in the RFID field covers the elementary technological blocks
needed to create the "smart tags" of the future and system integration and delivery of "end-to-end
systems". Which in your opinion are the research topics which the European Commission should
support in priority? Please select up to 3 options (optional)

Privacy enhancing technologies such as encryption 242
and authentication

Innovative applications and services such as the
use of RFID technology to make road transport 674
safer, to help blind and impaired people on streets

Organic electronics and organic RFID devices 370

The integration of smart sensors and actuators with 329
RFID devices

The use of RFID and other identification technologies
to provide enterprises with the ability to sense
events and to respond in the most adapted manner

299

The removal of the technological hurdles of the 237
existing silicon based RFID generation

New systems of item identification to connect every
day objects and devices to large databases and 234
networks to the Internet

Question No. 35 about small and medium-sized enterprises (SMEs) was answered by 75% of
respondents. More than half of those either agreed (32%) or strongly agreed (22%) that the
European Commission should support SMEs by investing in awareness-raising campaigns, in
establishing vendor-independent competence and training centres, and/or in promoting the
development of RFID applications based on identified best practices.

Question 35: The European Commission should support SMEs by investing in awareness
raising campaigns, in establishing vendor independent competence and training centres,
and/or in promoting the development of RFID applications based on identified best practices
(optional)

Strongly disagree J193

\
Disagree [ 117

Neutral | j312
Agree

J523

Strongly agree \ j 365

Don't know :134
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83% answered question No. 36 on the governance model of the emerging "Internet of
Things". 86% of these strongly agree (61%) or agree (25%) that such a governance model
should be built on transparent, fair and non-discriminatory international principles, free of
commercial interest.

Question 36: In the future, technology is expected to allow consumers and citizens to look up
on the Internet additional information by entering the RFID number affixed to the product
bought (e.g., for warranty purposes, further product and production information, maintenance
information). When such an "Internet of Things" comes into widespread use, its governance
model should be built on transparent, fair and non discriminatory international principles, free
of commercial interest (optional)

Strongly disagree DM
Disagree D32

Neutral :|120
\

Agree

J448

Strongly agree \ 1115)
Don't know D36

In the open question (No. 37) some indicated that they agreed with everything in question No.
36 on the governance model, except with the phrase "free of commercial interest".
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11. How the consultation has been perceived

The final open question No. 37 “Do you have comments on any other aspects which are not
covered in the above questionnaire” generated 538 answers.

On the societal implications, few have high expectations about the benefits of RFID for
European industry and citizens. Rather, the large majority feel that the large-scale deployment
of RFID technology will result in “excessive surveillance and massive privacy violation”,
“collection of data about consumers in order to control their purchasing patterns”, and “a big
brother society”.

Overall, the majority were in favour of continuing the public discussion on privacy and
security issues, feeling that insufficient time has been allocated to this discussion before
moving ahead to use RFID in sensitive applications. For example, several respondents
complain that the deployment of RFID technology is going too fast, e.g., “The Dutch
government has decided to make an RFID card mandatory in public transport along with
putting it in our passports”).

In the same way, some felt that the majority of questionnaire was biased toward certain
answers, in particular, to speed up the roll out of RFID technology without seriously
addressing the security and privacy issues.

A number of issues of public interest were proposed for further study and debate:

' Governance (e.g., “The primary naming system should use the DNS system
without any intermediate entity or database for central tracking and surveillance”),

{ Health (e.g., “The EU should promote the development of studies to determine
and ensure levels of safe use of RF systems”),

{ The environment (e.g., "Please take a look at recycling / environmentally safe
disposal of RFID tags and devices"),

{ Implants (e.g., “It should not be legally allowed to implant RFID tags in living
humans”).

On industrial and technical matters: some argue that RFID technology provides an important
new way to allow software to be ‘aware’ of the real world, which implies major challenges for
software engineering. Others stress the need to stimulate real large-scale pilots to test and
demonstrate the technology.

Other issues raised by the respondents include:

| Intellectual Property Rights (e.g., “If IHF is promoted in EU, European companies
have to pay a lot of royalties™),
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f Open source (e.g., “The EU should support open source/free software
implementations of readers in order to ensure more transparency in the RFID
world”).

' The need for support to bi frequency HF/UHF systems and questioning of the
“Listen Before Talk” technique for managing spectrum use, which is seen to
unduly limit some applications.

Perception of the questionnaire was generally good (question No. 38), within a response rate
of 83% (1826 replies). 65% had their expectations met, with reservations mainly regarding
specific challenges of RFID use (e.g., privacy, use in the workplace, health effects of electro-
magnetic fields).

Question 38: How did you perceive this questionnaire? (optional)

Expectations met | J1195

Expectations not met | J631

Among the 33% (732 replies) who stated why their expectations were not met (question No.
39), one third consider that the questionnaire was either irrelevant in content, too difficult to
understand (33%) or too general (32%). The option "irrelevance in content" was highly
correlated to strong opponents of RFID.

Question 39: Expectations not met (optional)

Irrelevant in content | 23710
Too difficult to understand | 235 ]
Too general | 229 )
Too technical | j194
Toolong [ 86
Tooshort [ }68
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12. Additional comments

In addition to multiple-choice questions, respondents also had the chance to answer freely. This
possibility was given in different specific questions, e.g., "If yes, would you say that the European
Commission should ..." as well as to the whole questionnaire ("Do you have comments on any other
aspects which are not covered in the above questions and which you consider to be important"). The
available space in the questionnaire was limited, but the respondents had also the possibility to e-mail
further comments — which some did.

Overall there were many interesting additional contributions, which will be considered in the
Commission's further activities. The table below lists those contributions that are available online on
the Commission's RFID website (http://www.rfidconsultation.eu).

Organisation Website

ASDA http://www.asda.co.uk/
BITKOM http://www.bitkom.org/
Carrefour (http://www.carrefour.com/

European Federation of Pharmaceutical | http://www.efpia.org
Industries and Associations (EFPTA)

European Information, Communications and | http://www.eicta.org/
Consumer Flectronics Technolaov Industrv

EPCglobal http://www.epcglobalinc.org/

European Express Association (EEA) http://www.euroexpress.org/

European  Telecommunications  Network | http://www.etno.be/
Onerators’ Association (ETNOY

EuroCommerce http://www.eurocommerce.be/
FoeBuD e.V. http://www.foebud.org/
Informationsforum RFID http://www.info-rfid.de/

Intel Corporation http://www.intel.com/
Michelin http://www.michelin.com/
NXP http://www.nxp.com/
Telecom Italia http://www.telecomitalia.it/

U.S. RFID Intra-Government Working Group | http://www.dodrfid.org/intragov/intragov.htm
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The European Commission services, and in particular the Unit "Networked Enterprise and Radio
Frequency Identification (RFID)" of the Directorate General Information Society and Media,
encourage interested parties to continue contributing to the definition of a RFID policy at EU level.
For this purpose please refer to the Commission's RFID website: http://www.rfidconsultation.eu.

30

EN



Annex: Summary of responses to each question

No.

Topic

Type

# replies

4 | E-mail address compulsory 2190
5 | Stakeholder type compulsory 2190
7 | Country of establishment compulsory 2190
9 | Sufficiency of information compulsory 2190
10 | Potential for improving citizens' life compulsory 2190
11 | Awareness of RFID forums compulsory 2190
14 | Promoting RFID in healthcare compulsory 2190
15 | Identification and tracing compulsory 2190
21 | Security, data protection and privacy from compulsory 2190
the application provider's perspective
22 | RFID use at workplace compulsory 2190
24 | Informing RFID end-users compulsory 2190
25 | Global harmonisation of standards compulsory 2190

26 | EC setting RFID standards optional 2078
6 | Age group optional 2050
18 | Security, data protection and privacy optional 2014
23 | Privacy Enhancing Technologies optional 1989
19 | RFID tags in supermarkets optional 1984
8 | Geographical area of activity optional 1895
38 | Questionnaire's perception optional 1826
36 | Governance models for the "Internet of optional 1825
Things"
3 | Gender optional 1674
34 | Priority research topics optional 1667
27 | EC's role in setting standards optional 1664
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35 | Supporting SMEs optional 1644
29 [ EC  Decision on UHF  spectrum optional 1531
harmonisation for RFIDs
16 | European harmonisation optional 1351
20 | "Proximity tags" optional 1342
31 | Additional UHF spectrum optional 1342
33 | Impact assessment of long term spectrum optional 1294
needs
12 | Current EU's privacy protection law optional 1244
1 | Last name optional 1063
2 | First name optional 1057
30 | Sufficiency of current RFID UHF bandwidth optional 1018
17 | Anti-counterfeiting optional 871
39 | Expectations optional 723
28 | Regulatory information on tags optional 583
37 | Other comments optional 538
13 | Stimulating implementation optional 345
32 | Future availability of sufficient spectrum optional 331
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