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1. The Council Decision on the security rules for protecting EU classified information1 states 

that "The Security Committee may agree at its level security guidelines to supplement or 

support this Decision and any security policies approved by the Council." (cf. Article 6(2)). 

 

2. The CSC approved the attached Information Assurance Security Guidelines on Web 

Applications on 15 February 2013. 
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I PURPOSE AND SCOPE 

1. These guidelines, agreed by the Council Security Committee in accordance with Article 6(2) 

of the Council Security Rules (hereinafter 'CSR'), are designed to support implementation of 

the CSR. 

2. The purpose of these guidelines is to establish minimal standard for mitigation of risks that 

are typical in a web environment processing EUCI. 

3. The General Secretariat of the Council (GSC) will apply these security guidelines in their 

structures and communication and information systems (CIS). 

4. When EU classified information is handled in national structures, including national CIS, the 

Member States will use these security guidelines as a benchmark. 

5. EU agencies and bodies established under Title V, Chapter 2, of the TEU, Europol and 

Eurojust should use these security guidelines as a reference for implementing security rules in 

their own structures. 

6. These guidelines are addressed to staff responsible for the accreditation, purchase, project 

management, testing, design and implementation of web applications handling EUCI. 

Depending on the risk levels defined in section IV paragraph 35, for any given project to 

provide web applications, there are corresponding controls (as defined in Annex 2, Annex 3 

and Annex 4) to be applied.  

7. This document covers the aspects of a web application that have potentially a security impact, 

particularly those that are web specific. Therefore it focuses mainly on design, 

implementation and testing. Other, generic obligations for a CIS (e.g. TEMPEST, 

accreditation, monitoring, physical security etc) are defined in the CSR and relevant security 

policies.  

8. Deployment of web technologies, although relying on TCP/IP stack, does not automatically 

imply interconnection with any specific type of network (Internet in particular). This 

document, therefore, does not address such aspects. The conditions and rules regulating the 

interconnection are explained in [9] and [10] . 
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II INTRODUCTION 

9. Web applications have become increasingly popular as the availability of appropriate 

standard, off-the-shelf solutions offer good flexibility for client environments. 

10. For the purpose of this document a "web application" is any computer system (handling 

EUCI) which offers a user interface in the form of a web site2, accessible via the HTTP 

protocol [3], regardless of the functionality offered. It may, for example, provide an 

administration service for an IP router or offer services such as streaming from a web camera, 

or it could implement a document management system. 

11. There is no uniform web application architecture. Web applications may be a part of a larger 

system and/or themselves composed of other computer systems. Any of such subcomponents 

or composites that are not specifically designed to handle HTTP protocol and/or HTML 

documents, are not in the scope of these guidelines (see Figure 1).  

12. The architecture of a web application is composed of at least two parts: 

(a) A web server which is a program interpreting HTTP requests (request methods [3]) and 

producing responses; 

(b) A web client (typically multiple clients) - a program (called user agent [3]) sending 

requests and interpreting the results returned by the server. In most cases the client is 

responsible for rendering the graphical user interface (GUI), usually represented by 

HTML documents (web pages) and associated technologies (see paragraph 14). 

13. A client usually has limited functionality and the processing is performed by the server. The 

client interpreting HTML documents and rendering the user interface is called a "web 

browser". Other types of clients3 include: Web Services consumers, REST clients, WebDAV 

clients, other non-GUI HTTP clients.  

14. Modern web browsers can perform a part of the processing (most often associated with GUI 

rendering) using, for example, the following technologies:  

(a) active components (e.g. Java applets, ActiveX, flash applications, plug-ins etc),  

                                                                 
2  A set of HTML[4] documents (webpages) including active content and resources linked to the HTML document. 
3   Often in B2B context, typically using other protocols that can be transported via HTTP: SOAP, XML-RPC, REST, WebDAV, 

JSON etc 
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(b) scripting languages (e.g. Java script, Visual Basic script) and  

(c) web browsers/HTML features (e.g. CSS, AJAX, HTML forms). 

The expected introduction of HTML version 5 may increase even more the amount of 

processing on the client side. 

15. The server is designed to handle HTTP requests and where applicable higher level protocols 

transported over HTTP (e.g. SOAP [5], REST, XML-RPC[6], JSON [7] etc). Each request 

invokes certain services on the server side (e.g. stores data in a database, produces data). In 

return, the client receives a response in a form of a document (HTML or other types of 

documents).  

16. Each item of data or service accessible to the web client is available via a uniform resource 

locator (URL) [12] which provides information about the location of the resource and the way 

to reach it in a standardised format ( e.g. http://hostname:port number/path?searchpart ). 

17. Apart from the front-end components accessible to web client, the web application usually 

also connects to back-end elements (e.g. relational databases, name services, messaging 

systems, operating system services, email systems, rule engines, other back office services) as 

illustrated by Figure 1. 

 

Figure 1 Example web application  architecture and components in the scope of this document 
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III CHARACTERISTIC SECURITY THREATS FOR WEB APPLICATIONS 

18. Detailed lists of generally relevant threats and vulnerabilities are made publicly available by 

CERT institutions and various commercial and non profit organisations (e.g. The Open Web 

Application Security Project (OWASP) [11], The Web Application Security Consortium 

(WASC) [13], etc). 

19. The number of exploitable vulnerabilities and threats increases with the development of new 

products and advances in the research. This increase is so rapid that it is impossible to provide 

an up-to-date, exhaustive catalogue.  Therefore, as with all systems, the list of threats and 

vulnerabilities identified as a result of the security risk assessment for a particular web 

application should be regularly revisited and revalidated in the light of future changes in 

technology. 

20. The remaining part of this section contains a list of the most serious current vulnerabilities 

and threats that must be taken into consideration when conducting the security risk assessment 

of any web application. 

21. Eavesdropping - The HTTP protocol does not offer any kind of encryption or confidentiality 

protection mechanisms. Therefore, by default, all data exchanged between the server and 

client can be intercepted on the client or server side, or inside the communication channel.  

22. Weak (or lack of) access control - The data and/or services exposed by the web server may 

require access control. To provide the authentication and authorisation developers are often 

tempted4 to rely solely on the secrecy of URLs or on vulnerable, ad hoc mechanisms of access 

control. As a result, the data can be accessed without any restrictions when the URL becomes 

known or the implemented protocol is exploited.  

23. Broken authentication and session management - The HTTP is a stateless protocol thus 

storing the information about a state requires an additional implementation of a session 

concept. Such an implementation relies on higher level protocols and techniques implemented 

by the web application itself, often without a solid security analysis. These consequently may 

allow adversaries to take over authenticated session and impersonate legitimate users. 

                                                                 
4   HTTP offers, basic,  digest, NTLM and negotiate authentication scheme with granularly higher level of security including the use 

of Kerberos (in negotiate scheme). In all cases however the user interface provided to enter the user's credential is under control of 
the web browser which is often inconvenient for developers. 
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24. Replay attacks - The HTTP protocol does not intrinsically ensure the authenticity of 

requests, consequently adversaries can successfully spoof the origin of a message by 

resending its prior eavesdropped copy (even if it is encrypted). In this way, a web application 

may be vulnerable for unauthorised access to data or other threats.  

25. Privacy - The behaviour (e.g. changing colours, caching) of the web browsers may reveal 

personally identifiable information (PII) including: services accessed, parameters passed, 

URLs visited, downloaded images. Such data can be then accessed by unauthorised parties 

(including other web applications).  

26. Web page integrity/authenticity - Both the content and the origin (URL) of a web page can 

be spoofed if no protection mechanisms are implemented. The attack can be based on visual 

similarity, mistyping the URLs, changing DNS entries, spoofing IP address, changing the 

content of a webpage in the communication channel or it can be performed by exploiting 

vulnerabilities in the web application (e.g. XSS).  

27. Web browser vulnerabilities - There are a very limited number of web browsers on the 

market and typically the choice of web browser is not controlled by the server. Hence any 

security vulnerability found in one of the web browsers can be potentially applicable to all 

web applications accessed form a workstation which uses the affected web browser. The 

vulnerabilities may allow to execute an arbitrary programme or to access sensitive data on the 

client workstation (e.g. downloaded files, images, passwords, email addresses etc).  

28. Web servers vulnerabilities - In most cases the basic web server functionality (handling 

network communication, processing requests, multitasking, administration etc) is provided by 

underlying COTS or FOSS products.  Since the number of web server products is very 

limited, vulnerabilities found in popular server technologies may have an impact on 

substantial numbers of web applications.  

29. Plug-in vulnerabilities - Some of the technologies commonly used in web applications rely 

on reusable, sometimes web-browser neutral, components called plug-ins (e.g. OLE 

components, adobe flash, adobe reader, media players etc). Any vulnerability of such a plug-

in applies to all web applications using it, usually regardless of the web browser selected.  
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30. Denial of Service (DoS) - An intrinsic vulnerability of web servers is their susceptibility to 

denial of service attacks. Each web server has a limit for the maximum number of 

simultaneously processed requests, dictated by the server's design and available resources. 

Since processing is typically performed by the server, it is often possible for web clients 

(especially those with malicious intentions) to overload the server so that it stops responding 

to legitimate requests. 

31. Lack of input validation - In any web application both graphical user interface (including 

executable parts) and data are mixed within the same document. If the web application fails to 

properly validate request data from the user and inserts it into a response, injection attacks 

such as for example cross-site scripting (XSS) and Cross-site request forgery (CSRF) may 

become possible.  

32. Insecure integration with backend services- Web applications may use various internal 

services not exposed directly to end users but which are nonetheless controlled by them via 

parameters (e.g. redirect=url). An example of this is sending an email, redirection to other 

page, reading data from a backend database or download of data. Such internal services may 

pass limited security checks as not being considered usable by end users, and therefore they 

may contain more vulnerabilities. Consequently this could be exploited by adversaries to gain 

unauthorised access to data or a service, to direct users to a malicious web page or to change 

expected behaviour of a web page and/or its content.   

33. Indirect attacks on backend components - Due to the increasing complexity of web 

architectures and technologies, overall systems have become very difficult to comprehend and 

analyse. Overlooked or misunderstood elements may allow for web applications to be used as 

means to mount a further attack on backend components. This include attacks like SQL 

injection, exploiting vulnerabilities of web frameworks (e.g. .NET, JEE, Hibernate, Spring or 

Struts), operating systems on which servers are run or even protection mechanisms (e.g. log 

analysers). 
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IV SPECIFIC GUIDELINES FOR WEB APPLICATIONS 

34. Regardless of whether web application is purchased, used in a software as a service model 

(SaaS) or developed, the security aspects must be taken into account from the beginning 

of its life cycle. The countermeasures need to be implemented at the organisational, technical 

and physical levels. 

35. While the choice of a risk evaluation method is not within the scope of these guidelines, it is 

expected that the risks can be at least categorised as to the levels: high, enhanced, standard, 

basic5. These reference levels will be further used in these guidelines when selecting security 

controls or countermeasures. 

IV.1 Business and System Requirements Analysis Guidelines 

36. The requirements analysis comprises the analysis of the business problem (what is the 

problem to be solved by a CIS) and the analysis of requirements for the IT system (how will 

the problem be solved by the use of the CIS). Typically this phase does not include 

discussions about specific technologies (web based in particular) unless this is a part of the 

explicit constraints (e.g. there is only a small subset of solutions permitted within the 

organisation).  

37. It is recommended that no decision about the deployment of web technologies is taken 

without a risk assessment and full understanding of the business problem. The choice of 

technology must not take precedence over the business needs and in particular the security of 

EUCI. 

38. The functional requirements for the web application should consider offering context-

sensitive help for security related functions and settings. There should be a way the user can 

contact the operator of the application when a security incident is suspected (email, html 

form). 

39. Annex 1 contains the business characteristics that must be considered before deciding whether 

or not to implement the CIS as a web application. 

 

                                                                 
5  It is assumed that whatever method is used for risk management it will be possible to map the level of risk into at least four values. 

The name (high, enhanced, standard, basic) is used as an internal reference only and it does not correspond to any concrete 
methodology or standard. 
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IV.2 Design Guidelines 

40. The design of  a web application or any CIS includes decisions about: 

(a) the type, functionality and number of components used as well as connections between 

them and  

(b) the choice of technologies (including protocols and data formats). 

41. The quality of the design phase in a project must be ensured by the verification and validation 

of the design decisions (e.g. there might be a need for formal proofs or prototypes). 

42. The minimum required features of the CIS must determine the choice of technology and 

architecture.  Keeping complexity to a minimum may mean that a web application is replaced 

by something simpler (e.g. a distributed operating system or secure FTP/SCP server), if being 

web enabled does not bring any added value or it is not explicitly required. 

43. The choice of design patterns (e.g. model view controller ), modularisation, naming 

conventions etc are not within the scope of these guidelines, however the design style should  

support  the security of the system as much as possible and facilitate the vulnerability 

assessment.  

44. The architecture of the web application may consider deploying an additional component 

specialised in security functions  (and others when needed), placed between the clients and 

web application as presented on Figure 2. 

 

Figure 2 Example architecture with reverse proxy  server 

45. Annex 2 of this document provides solutions that must be considered in the design phase. The 

decision to select a particular countermeasure depends on how effective a countermeasure is 

in dealing with an identified risk (whether it mitigates the risk), and whether the value of the 

risk is sufficiently high to merit a particular countermeasure. 
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IV.3 Implementation Guidelines 

46. As with most IT projects, the implementation phase includes system development 

(programming) and quality assurance processes (including security).  

47. It is recommended that the technology used for the implementation is well known and proven 

from the security point of view (meaning that vulnerabilities have been studied, no new 

vulnerabilities have been found for a reasonably long time and there are known workarounds 

for existing problems). Technology which provides native support for security (e.g. by inbuilt 

access control mechanisms or session management) should be preferred. 

48. It is impossible to define "one-size-fits-all" solution to guide the implementation of a secure 

web application. Therefore, the measures listed in Annex 3, should be used, taking into 

account the specificity of the concrete risk(s) addressed6. 

IV.4 Testing and Verification Guidelines 

49. The objective of security testing and verification is to provide the required assurance that 

appropriate security controls are present and behave as intended.  

50. The level of assurance must be proportional to the level of accreditation and the likelihood of 

the security incidents. 

51. If permitted by the CSR, verification can be replaced by acceptance of a certification 

procedure performed by a third party (e.g. the presence of a product on the GSC list, one of 

the Member States or standardisation bodies). Such acceptance should be preceded by a 

detailed comparison between the security requirements for the web application and the 

requirements covered by the certificate issued by the third party.  

52. The assurance should be based on the intensity of the security analysis and testing (e.g. 

number of security controls tested, percentage of lines of code analysed). Annex 4 defines 

example security verification levels. The requirements for higher levels include those defined 

for lower levels. 

53. The tests have to be firstly performed on a test system (not on the production system) 

handling unclassified test data. 

                                                                 
6  Whether it derives from confidentiality, integrity or availability, what vulnerabilities are to be mitigated, effectiveness against 

particular threats etc 
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IV.5 Deployment and Maintenance Guidelines 

54. Security related actions in the deployment and maintenance phase of a web application should 

include continuous detection and fixing of vulnerabilities, monitoring and reaction to attacks 

and ensuring information availability. 

55. The regularity and depth of monitoring should be proportional to the level of identified risks. 

56. Conflicts between availability and confidentiality or integrity risks (e.g. when applying 

patches) should be resolved at the business level by Sensitive CIS Manager (SCISM). 

57. The web application documentation should include all requirements necessary for a secure 

deployment (network, infrastructure, servers, operating system, database, additional security 

controls) as well as maintenance and monitoring  guidelines (e.g. URL for advisories and 

patches). All security-related settings should highlighted. The configuration options with a 

potential negative impact on security should be explained.  

58. The web application should be deployed in a secure default configuration. If there are any 

steps necessary to get to a secure state, those should be well documented within the 

documentation and/or within the administrative interface (if possible this should be supported 

by the web application itself – e.g. change of administrator password should be enforced). 
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DEFINITIONS 

Accreditation Means the process leading to a formal statement by the Security 

Accreditation Authority (SAA) that a system is approved to operate 

with a defined level of classification, in a particular security mode in 

its operational environment and at an acceptable level of risk, based on 

the premise that an approved set of technical, physical, organisational 

and procedural security measures has been implemented; 

Activation data Data values, other than keys, that are required to operate cryptographic 

modules and that need to be protected (e.g., a PIN, a passphrase, or a 

manually-held key share). 

Asset  Means anything that is of value to an organisation, its business 

operations and their continuity, including information resources that 

support the organisation's mission. 

(Security)Assurance Quantitative grounds for confidence that an entity meets its security 

objectives. 

(Security)Assurance 

Level 

Discrete value of assurance. In the context of Crypto Policy and 

cryptographic products there are only two levels - approved (which is 

expressed by putting a product on the list of products) or not approved 

(which is demonstrated by the fact product is not placed on the list). 

Authentication The process of establishing that individuals, organizations, or things 

are who or what they claim to be.  In the context of a PKI, 

authentication can be the process of establishing that an individual or 

organization applying for or seeking access to something under a 

certain name is, in fact, the proper individual or organization. 

Authenticity The guarantee that information is genuine and from bona fide sources 

Availability  The property of being accessible and usable upon request by an 

authorised entity. 

Communication and 

information system 

(CIS) 

Means any system enabling the handling of information in electronic 

form. A communication and information system shall comprise the 

entire assets required for it to operate, including the infrastructure, 

organisation, personnel and information resources. See Article 10(2) of 

CSR. 
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Confidentiality The property that information is not disclosed to unauthorised 

individuals, entities or processes. 

Cryptographic (Crypto) 

material 

Means cryptographic algorithms, cryptographic hardware and software 

modules, and products including implementation details and associated 

documentation and keying material. 

EU classified 

information (EUCI) 

Means any information or material designated by an EU security 

classification, the unauthorised disclosure of which could cause 

varying degrees of prejudice to the interests of the European Union or 

of one or more of the Member States. See Article 2(1) of CSR. 

Identification The process of establishing the identity of an individual or 

organization, i.e., to show that an individual or organization is a 

specific individual or organization.  In the context of a PKI, 

identification refers to two processes: 

 

   (1) establishing that a given name of an individual or organization 

       corresponds to a real-world identity of an individual or 

       organization, and 

 

   (2) establishing that an individual or organization applying for or 

       seeking access to something under that name is, in fact, the 

       named individual or organization.  A person seeking 

       identification may be a certificate applicant, an applicant for 

       employment in a trusted position within a PKI participant, or a 

       person seeking access to a network or software application, such 

       as a CA administrator seeking access to CA systems. 

Information Assurance 

(IA) 

In the field of communication and information systems is the 

confidence that such systems will protect the information they handle 

and will function as they need to, when they need to, under the control 

of legitimate users. Effective IA shall ensure appropriate levels of 

confidentiality, integrity, availability, non-repudiation and authenticity. 

IA shall be based on a risk management process. See Article 10(1) of 

CSR. 
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Integrity The property of safeguarding the accuracy and completeness of 

information and assets. 

Non-repudiation The ability to prove an action or event has taken place, so that this 

event or action cannot subsequently be denied. 

Risk Means the potential that a given threat will exploit internal and 

external vulnerabilities of an organisation or of any of the systems it 

uses and thereby cause harm to the organisation and to its tangible or 

intangible assets. It is measured as a combination of the likelihood of 

threats occurring and their impact. 

Security risk 

management process 

Means the entire process of identifying, controlling and 

minimising uncertain events that may affect the security of an 

organisation or of any of the systems it uses. It covers the entirety of 

risk-related activities, including assessment, treatment, acceptance and 

communication. 

Threat Means a potential cause of an unwanted incident which may result in 

harm to an organisation or any of the systems it uses; such threats may 

be accidental or deliberate (malicious) and are characterised by 

threatening elements, potential targets and attack methods. 

Vulnerability Means a weakness of any nature that can be exploited by one or more 

threats. A vulnerability may be an omission or it may relate to a 

weakness in controls in terms of their strength, completeness or 

consistency and may be of a technical, procedural, physical, 

organisational or operational nature. 
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 c
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at
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t c

lie
nt

" 
sy

st
em

s. 
Th

er
ef

or
e,

 w
eb

 a
pp

lic
at

io
ns

 d
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 m
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 m
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 c
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s c
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r c
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g.

 to
 e

st
ab

lis
h 

an
 S

SL
 tu

nn
el

), 
st

an
da

rd
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f d
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s c
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. b
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 o
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ra
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 b
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 c
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at
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 b
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 c
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7   
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 d
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f c
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 d
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 d
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 c
ou

nt
er

m
ea

su
re

s a
dd

re
ss

in
g 

th
e 

sa
m

e 
ris

k 
in

 v
ar

io
us

 la
ye

rs
 o

f t
he

 sy
st

em
 

(e
.g

. u
se

 o
f d
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 c
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fir
ew

al
ls

) i
s r

ec
om

m
en

de
d.
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 d

es
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w
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g 
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l d
at
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 e

ve
n 

un
cl
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fie
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t b
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ed
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n 
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s c
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 c
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m

un
ic

at
io

n 
ch

an
ne

l s
ho

ul
d 

be
 a

pp
ro

pr
ia

te
ly

 p
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 c
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t b
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ce
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se
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di
ng
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t d
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ct
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xp

os
ed
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 e

nd
 u

se
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, m
us

t b
e 

co
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ro
lle

d 
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d 
m
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e 

de
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gn
ed
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e 
se
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 in

 c
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fu
nc
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 d
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ur
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t b
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y 
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r d
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l l
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 d
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 d
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r d
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 c
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t b
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t b
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 b
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 b
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at
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, p
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t b
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 m
ay

 b
e 

ce
rti

fie
d 

at
 a

n 
ap

pr
op

ria
te

 a
ss

ur
an

ce
 le

ve
l (

e.
g.

 C
om

m
on

 C
rit

er
ia

). 
 

al
l l

ev
el

s o
f r

is
k 

R
es

ili
en

t d
es

ig
n 

R
es

is
ta

nc
e 

to
 se

cu
rit

y 
at

ta
ck

s m
us

t n
ot

 re
ly

 o
n 

hi
di

ng
 sy

st
em

 d
es

ig
n 

de
ci

si
on

s (
e.

g.
 a

lg
or

ith
m

s, 
co

m
po

ne
nt

s e
tc

) t
o 

in
te

rn
al

 c
on

tro
ls

 ("
no

 se
cu

rit
y 

by
 o

bs
cu

rit
y"

) n
or

 d
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t p
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 p
ro

ce
ss

 m
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 c
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 b
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 c
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 D
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 d
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s o
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 b

e 
vi

si
bl

e 
to

 th
e 

us
er

s, 
th

e 
in

fo
rm

at
io

n 
sh

ou
ld

 b
e 

cl
ea

rly
 p

re
se

nt
ed

 u
si

ng
 u

nd
er

st
an

da
bl

e 
te

rm
in

ol
og

y 
an

d 
cl

as
si

fic
at

io
n 

m
ar

ki
ng

s, 
us

e 
of

 d
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 c
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e 
10

(6
))

 a
ll 

el
ec

tro
ni

c 
tra

ns
m

is
si

on
 o

f E
U

C
I h

as
 to

 b
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Annex 5  

GLOSSARY              

 

AJAX Asynchronous JavaScript and XML 

API Application Programming Interface 

CERT Computer Emergency Response Team 

CIS Communication and Information System(s) 

COM Component Object Model 

COTS Commercial off-the-shelf 

CSRF Cross Site Request Forgery 

CSS Cascading Style Sheets 

DMZ DeMilitarized Zone 

DNS Domain Name System 

DoS Denial of Service 

EAL Evaluation Assurance Level 

EUCI EU Classified Information 

FOSS Free and open-source software 

FTP File Transfer Protocol 

GSC General Secretariat of the Council 

GUI Graphical User Interface 

HSM Hardware Security Module 

HTML HyperText Markup Language 

HTTP HyperText Transfer Protocol 

IA Information Assurance 

IDS Intrusion Detection System 

IP Internet Protocol 

ISO International Organisation for Standardisation 

JSON JavaScript Object Notation 

JEE Java Enterprise Edition 

LDAP Lightweight Directory Access Protocol 

OLE Object Linking and Embedding 

OSI Open System Interconnection 

PBKDF Password-Based Key Derivation Function 
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PII Personally Identifiable Information 

PIN Personal Identification Number 

PKI Public Key Infrastructure 

POJO Plain Old Java Object 

REST REpresentational State Transfer 

RPC Remote Procedure Call 

SAA Security Accreditation Authority 

SaaS Software as a Service 

SCISM Sensitive CIS Manager 

SCP Secure CoPy 

SOAP Simple Object Access Protocol 

SQL Structured Query Language 

SG Secretary General 

SSL Secure Socket Layer 

SSO Single Sign On 

SSRS System Specific Security Requirement Statement 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

URL Uniform Resource Locator 

UTC Coordinated Universal Time 

WSDL Web Service Description Language 

XML eXtensible Markup Language 

XSS Cross Site Scripting 
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