COUNCIL OF
THE EUROPEAN UNION

NOTE

Brussels, 11 March 2013

7368/13

JAI 200

COSI 26
ENFOPOL 75
CRIMORG 41
CORDROGUE 27
ENFOCUSTOM 43
PESC 286

JAIEX 20

RELEX 211

From:
To:

Europol

Standing Committee on operation cooperation on internal security (COSI)

Subject: SOCTA 2013

- Executive Summary

Delegations will find attached a letter from the Europol Director (ANNEX ) transmitting the

Executive Summary of the 2013 Serious and Organised Crime Threat Assessment (SOCTA)

(Annex II).

7368/13

DG D 2C

EB/hm 1



Eurcpol Unclassified- Basic Protection Level

= EURTPAL

The Hague, 11 March 2013

DIRECTOR
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Mr Rafael Fernandez-Pita
Director-General

Subject: SOCTA 2013, Executive Summary

Dear Sir,

I am very pleased to present the Executive Summary of the 2013 Serious and
Organised Crime Threat Assessment (SOCTA), which you will find enclosed.

The SOCTA plays a pivotal role in the multi-annual policy cycle established by the
EU in 2010. It identifies a number of key priorities based on an in-depth analysis
of the major current and developing crime threats facing the EU, which in
Europol's view require concerted action from EU Member States. To this end, it
includes a set of recommendations.

I trust that the SOCTA Executive Summary provides you and the competent
authorities in the Member States with useful input to their efforts to tackle serious
international and crganised crime from a European, intelligence-led perspective,

I would like to express my appreciation and gratitude for your services’ valuable
input to this report. Above all, I look forward to the joint efforts of Europol, the
JHA Council and the national law enforcement agencies to tackle the identified
crime threats, based on the strategic and operational plans to be developed in the
coming months in line with the EU policy cycle.

Yours sincerely,
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Rob Wainwright

Director
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I. Foreword by the Director

T am pleased to present the 2013 Serious and COrganised Crime Threat Assessment (SOCTA).
This strategic repart is Eurepol's flagship product providing information te Europe’s law
enforcement community and decision-makers about the threat of serious and organised crime
to the EU. The SOCTA is the cornerstone of the multi-annual policy cycle establishaed by the EU
in 2010. This cycle ensures sffective cooperation between national law enforcement agencies,
EU Institutions, EU Agencies and other relevant partners in the fight against serious and
crganised crime. Building on the work of successive EU Organised Crime Threat Assessments
(OCTA), preduced between 2006 and 2011, and in line with a new methodology developed in
2011 and 2012 this is the inaugural edition of the SOCTA.

The SOCTA 2013 delivers a set of recommendations based on an in-depth analysis of the
major crime thrests facing the EU. The Council of Justice and Home Affairs Ministers will use
these recommendations to define priorities for the coming four years.

Sericus and organised crime Is an Increasingly dynamic and complex phenomenon, and
remains a significant threat ko the safety and prcsperity of ‘:he EU The key ﬂndings- jt:h:ls

principal cause of concern. But they also highlight that the effects c-f d
and business have facilitated the emergence of significant new variatio

ing-an :idlsruptlng the mast significant criminal
snerdlised law enforcement activity, rermains a

about ihe continuing’ of a new breed of ‘netwaork-style’ organised crime groups,
defined.miuch less:by their ethnicity or nationatity than has been the case hitherto, and much
air capacity to operate on an international basis, with multiple partners and in
miltiple crima areas and countries. This calls for a shift in our strategic response in the FU,
away fram one centred on individual ethnic types, or even individual crime areas, towards a
mare flexible, heterogeneous model of targeting these dynamic organised crime networks,
through a more effective use of cross-border mechanisms to exchange information and
coordinate operational activity.

"1 am confident that the SOCTA, and Europol's work in supporting the implementation of the

agreed priorities and action plans, will contribute to an effactive approach in fighting organised
crime. I look forward to Europel’s continued engagement and cooperation with law
enforcement agencies and other partners in the El.

Rob Wainwright
Director of Europol
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II. Introduction

Serious and arganised crime is a dynamic and ever evolving phenomenon. Aithough it is
difficult to measure the exact size of illicit markets, evidence drawn from law enforcement
activity in Europe suggests they are very large in both scale and impact. As the European
Union's (EU) law enforcermnent agency, Europol’s mission is o support its Member States {MS)
in preventing and combating all forms of serious international crime and tarrorism. Its role is
to help achieve a safer Europe for the benefit of all EU citizens by supporting EU law
enforcement authorities through the exchange and analysis of criminal intelligence.

A coherent and robust policy that promotes effective operational action is reguired fo target
the most significant criminal threats at a European fevel, In 2010, the EU established a
multi-annual policy cycie!® to ensure effective cooperation betwsen Member States’ law
enforcement agencies, EU Institutions, EU Agencies and relevant third parties In the fight
against serious international and organised crime.

Fram the formulaticn of strategic priorities through to operational action, the multi- annual
policy cycie ensures that an mtelhgence -led approach guides the efforts a:med at

and Eurepol’s third parthers ar
Cooperation on Internal Sed

define the strategic goals for combating each priority threat
YiThese projects will set out yearly operational action plans (QAPs) to combat

“the priority threats. The first plans will be developed during 2013 to become

operational in 2014,

+ Step 3: Implementation and monitoring of annua!l OAP's on the basis of the
MASPs using the framework of EMPACT (European Muitidisciplinary Piatform against
Criminal Threats)., COSI invites the relevant MS and EU agencies to integrate the
actions developed in the OAPs into their planning and strategy.

» Step 4: Review and assessment - the effectiveness of the OAPs and their impact
on the priority threat will be revieawed. In the meantime, Europo! continuousiy engages
in horizen scanning to identify new threats and trends. In 2015, an interim threat
assessment (SOCTA) wili be prepared by Europo! to evaluate, monitor and adjust {if
required) the effort in tackling the priority threats.

In the interim period (2010-2013), prior to the full policy cyde of 2013-2017, an initial,
reduced cycle was initiated. The 2011 OCTA (Organised Crime Threat Assessment) provided
the basis on which Council agreed eight prierities for 2011-2013. These were translated Into

! Council of the European Union, Councit conclusions on the creation and implementation of a BU policy cycie for
organised and serious international crime, 3043™ JUSTICE and HOME AFFAIRS Council meeting, Brusseis, 8 and 9
Hovernbar 2010.

2 C0SI, the Stancing Committes on Qperational Cooperation on tnternal Security, is an EU Council body with a
mandate to facilitate, promote and strengtien the coordination of EU States’ operational actions in the field of intarmal
security,
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strategic goals, and eight EMPACT projects were launched to coordinate ongoing action by
Member States and EU organisations against the identified threats. The elght EMPACT projects
decided upon in 2011 were: West Africa, Western Balkans, Facilitated illegal immigration,
Synthetic drugs, Smuggling in shipping containers, Trafficking in human beings, Mobile
{ltinerant) Organised Crime Groups and Cybercrime.

This SOCTA provides a list of recommmended priorities focusing on effectively combating serious
and organised crimea in the EU for the period 2013-2017,

[%s]
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1. Key judgmentis

There are an astimated 3600 organised crime groups® (OCGs) active in the EU. These
groups are becoming increasingly networked in their grganisation and behaviour characterised
by a group leadership approach and flexible hierarchies. International trade, an ever-
expanding globa! transport infrastructure and the rise of the intemet and mobile
communication have engendered a more international and networked form of serious and
organised crime. There is an increased tendency for groups to cooperate with or incorporate
into their membership a greater variety of nationalities. This has resulted in an increased
number of heterogeneous groups that are no longer defined by nationality or ethnicity.
Serious and organised crime is fundamentally affected by the process of globalisation with
none of the crime areas or criminat groups insulated from the changes involved. Criminals act
undeterred by geographic boundaries and can no longer be easily associated with specific
regions or centres of gravity. Despite this, ethnic kinship, Hnguistic and historical ties still
remain important factors for building bands and trust and often determine the composition of
the core groups controliing larger and increasingly diverse criminal networks.

The economic crisis and resulting changes in consumer demand have led to shifts.|
markets. Many OCGs are flexible and adaptive and have identified and.. exp'l
cpportunities during the economic crisis. Reduced consumer spending. pawer Has inspired
counterfeiters to expand into new product lines.

Commodity counterfeiting, iilicit trade in sub- standard goods'and goods \ruolatmg
health and safety regulations are major emerging. crlmlnal markats inthe ElU In-addition to
the traditional counterfeiting of Euxury roducts, 0CGs are now als j_counterfmtmg da:!
consumer goods. The dlstributlon C : 2AS] i

‘they are able to use
e for groups Involved in

the transp{_)rt_a
cannabis’re “can easily use the same people, routes

nsiting West Africa. OCGs will also expand

avoid: law enforcement activity or circumvent competing GCGs controlling a particuiar route.
There has been a shift in trafficking routes across a number of commodities. Heroin traffickers
trying to aveid Turkish groups now zlso traffic via East and South Africa or ship their product
directly to the EU via Pakistan or the UAE [United Arab Emirates). Victims of trafficking in
human beings (THB) are increasingly trafficked within the EU by 0OCGs expioiting the free
movement of people within the Schengen zone.

The market for ilicit drugs remains the most dynamic amaong the criminal markets. This
crime area features the highest number of OCGs involved and has seen the increasing
profiferation of new psycho active substances (NP3) as well as increased competition between
OCGs, 30% of all identified OCGs are involved in drug trafficking. The illicit drugs market is by
far the most poly-criminal market and has also seen increased collaboration, but also
competition, between OCGs acrass national, linguistic and ethnic divisions. A further
diversification of the routes has led to the reallocation of criminal resources and to more
widespread organised crime all over the EU. Meanwhile, OCGs originating from the EU are now
praducing synthetic drugs in Africa and Asia.

Economntic crimes and fraud in particutar have emerged as more significant organised crime
activities, OCGs are involved in a wide range of frauds generating very high levels of profit.

* Sge chupt«.,r 4 Orgamscr. crime groups
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Although fraud is often perceived as a victimiess crime, it causes significant harm to society
and losses of bilions of Burgs per vear for all EU MS. Fraud is largely facilitated by the
availability of enhanced communication and technological tools in which individuals and
companies arg increasingly targeted online.

The internet enables OCGs to access & large pool of victims, obscure their activities and carry
out a diversa range of criminal acts in a shorker peried of time and on @ much larger scale than
ever before. The spread of the internet and technolegical advances have ceused significant
shifts in crimea areas and the pattern of criminal activity. The preliferation of internat access in
Africa and Asia is creating additional opportunities and spaces for OCGs targeting public and
private parties in the EU. Cybercrime in the form of large scale data breaches, online frauds
and child sexual exploitation poses an ever increasing threat to the EU, while profit-driven
cybercrime is becoming an enabler for other criminal activity.

A large population of mobile young people in Africa, the Middie East and Fast Asia lacking
employment opportunities in their countries of origin heips to sustain the current migration
flows to the EU. OCGs will continue to exploit this development by offering facilitation of
fliegal immigration and engaging in THB. '

Serious and orgarnised crime (S0OC) has a significant impact on the growth of 't}ie

commpdities reduces MS budgets through tex avoidance and slrengthens cnmlnal enierpnses
run by or associated with OCGs. . i

legal
economy and society as a whale. The investment of criminal proceeds and tradeéin ilicit
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2. Crime enablers

Crime enablers are a collection of ‘Crime-Relevant Factors' {CRF) that shape the nature,
conduct and impact of serious and organised crime activities. CRF affect crime areas and the
behaviour of both criminal actors and their victims. They include facilitating factors and
vulerabilities in society creating opportunities for crime or crime-fighting. They are the
instruments by which serious and organised crime operates and are common to most areas
and most groups.

Certain enablers are particulardy relevant for multiple crime areas and provide opportunities for
different OCGs in their varicus activities, These horizontal crime enablers inciude the economic
crisis, transportation and legistical hetspots, diaspora communities, corruption, legal business
structures and professional expertise, public attitudes and behaviour, risks and barriers of
entry to criminal markets, the internet and e-commerce, legislation and cross-border
opportunities, identity theft and document fraud.

The ecanomic crisis is causing shifts in criminal markets and inspires criminals ko explore
new ways to meet the demand for cheap labour and illicit goods. Corruption allows OC@s.to
access and influence individuals In key positions. Public perception, both negatlve and posiive
can create favourable operating environments for CCGs

The glebal spread of the internet and cther technological advances. hav_"
considerations less retevant. Criminals are no longer restrained i
boundaries. This has stimulated a higher degree of interna 'onél
that OCGs can no longer be easily associated with spec:|
Notwithstanding this important trend, so
enablers for sericus and erganised cri

geographic
the same way by geogra
rlmmai actwity i) he extent:

QCGs in source o

_ S " crime through corruption
Iow levels of percewed corruptlon in E:U MS in

--MS-S-'a n.d' isa potenﬂal catalyst for corruption in the pu blic sector.

us legal business structures {LBS) and professional experts to maintain

& P
a’ fagade of legitimacy, obscure criminal activities and profits, and to perpetrate lucrative and

complex crimes. LBS allow QCGs to operate in the legal economy and enable them to merge
legal and itlegal profits.

The attitudes and behaviour of the general public can have considerable influence on
sericus and crganised crime. Widespread permissiveness, risky behaviour or a lack of
awarenass can create a positive envircnment for certain crimes. Social tolerance towards
certain crimes reduces risks for QCGs and increases public demand for illicit commodities.
OCGs profit frem & iack of awareness and low risk perception by many target groups,
especially in the online environment.

0OCGs do not enter criminat markets solely based on rational calculations of risk, profits and
feasibility. However, these factors all have an influence in the formulation of preferences and
decision-making, OCGs seek out criminal markets within their capacities and knowledge, which
promise high profits and low risks. The increased sharing and availability of resources,
skills and knowhow may make it easier to enter into the crime areas expanding their scale
and penetration.

The internet and e-commerce offers multiple opportunities for arganised crime. It facilitates
the searching for and accessing of information, the targeting of victims, the concealing of
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criminal activities, the arrangement of logistics, recruitment, distribution, the faundering of
criminal procesds and creates previously unknown criminal markets.

The internet will be an even more important mariet place for illicit commeodities and criminal
services in the future. Illicit drugs, protected intellectual property counterfeited goods,
firearms, fraudutent identity documents, endangered fauna and flora, counterfeit euros are all
traded over the internet. New psycho active substances (NPS) are alse widely available online.
The internat has facilitated the interaction between cuslomers and suppliers of NPS and also
enabled the creation of a virtua! subeculture around NPS, in which users communicaie
anonymousiy to share experiences. Criminals advertise facilitation services to potential
migrants onling, recruit victims of THEB and connect to customers of their illicit services in
destination countries.

The continued expansion of the internet, combined with a lack of security awareness, puts
citizens and their personal data increasingly at risk of exploitation by cybercriminals. OCGs can
already access a large pool of potential victims via soclal netwerking, spamming and phishing
websites, and shopping or auction facilities.

are explovted by organised crime in trafficking and fraud.

Document fraud is an Emportant facliitator and enables OCGs to_ I

both online and offline.

7368/13 EB/hm 11
ANNEX II DG D 2C EN



EUROPOL UNCLASSIFIED — BASIC PROTECTION LEVEL

3. Crime areas

3.1 Drugs

*  The most dynamic erime area:

; v The drugs market is highly competitive

i o Paly-drug trafficking is now a common meodi operandi

H
!
! = Routes are continuously diversifying !
o OCGs in this crime area are highly innovative ;
i
2

Abcut one third of all organised crime groups in the EU are invoived in the production and
distribution of illicit drugs. The EW’'s multi-billion drug markets continue to be highly
competitive and very profitable for organised crime. Poly-drug trafficking is no longg
trend, but already a common approach chosen by OCGs active in the EU. Viglence, publig
heaith issues, a high number of deaths and feelings of insecurity are all linked:to the'trade in
grugs. )

Heroin

on levels, heroin trafficking remains a !

*  Despite a moderate decline in consumpti
threat
« A further diversification of heroin trafficking routes is underway

*  Acetic anhydride, a key component in the heroin production process, is largely |
manufactured in the EL
= 0CGs of Albanian, Pakistani and Turkish origin dominate the trafficking in

heroin

=  There is increased collaboration between OCGs across linguistic and ethnic

divisions

The value of the European opiates market has been estimated at approximately EUR 12 billion.
The UK, Ttaly, France and Germany account for more than half of the Europesan market in
heroin. Overall heroin use apgpears ¢ be on a moderate dedine, while the heroin market
remains relatively stable.

Significant seizures over the last decade have confirmed EFurope as an important source for

precursors {acetic anhydride}. Available information suggests the involvement of only a limited
number of OCGs, but these groups appear to be very well organised and efficient.

Future considerations
An increase in hercin consumption regions in seme regions in Africa may lead to a further

diversification of the routes as welf as an increased and changing role for African graups in the
trafficking of heroin to the EU,

10

7368/13 EB/hm 12
ANNEX II DG D 2C EN



EUROPOL UNCLASSIFIED — BASIC PROTECTION LEVEL

The Russian and Ukrainian heroin markets are already larger than the FU market and their
significance determines some supply routes to the EU. Some heroin is already smuggled via
the Central Asian republics and the Russian Federation, mostly to Laitvia and Lithuaniz, but
also to other European ceuntries. However, there is a significant gap in intelligence relating to
this route.

While demand for heroin in the EU is showing a moderate decline, resurgence in Afghani heroin

production, a further diversification of routes and the potential flow of haroin precursors from
the EU to Afghanistan indicates that heroin trafficking will remain a threat,

Cocaine

ey i o et B AT T T T SEIEurEEEorImi

i = Cocaine remains one of the most papular mass consumption drugs of choice

=  The main entry and distribution points for cocaine trafficked from Central

el
!‘;
i
|
i
5
i
f
i
¢

and South America are the major ports of Rotterdam and Antwerp as well as
the Iherian Peninsula and Black Sea parts

= Colombian groups no longer have a monopoly on cocaine trafficking due to

the emergence of Mexican cartals

: materials

- million “users consuming 12 oraing annually .cocainé s the second most
monly used drug in the EU.aft nabis and Europg.r 15 0ne of the largest cocaine

: data”show signs of.d Era - stabilisation in the level of
ith" & mederate decline’in some MS.

important role in the import of cocaine on a large scale.

ropean OCGs play an increasing it
ch,:Ttalian and Spanish OCGs now act as importent brokers, working

s bhave been raised that cocaine shipments remain undetected due to their

'incorporation inte other materials. Secondary extraction izbs have been identified in Spain, the

Netherlands, Poland, Greece and Moldava
Future Considerations

The variety of routes and transport methods and the emergence of concealment methods used
present significant challenges to law enforcement agencies.

Colombian groups no longer have a moneopoly on the cocaine market, providing opportunities
for DCGs from other countries to directly target the EU market and for EU groups to trade
further upstream than they had previously been able to, The emergence of groups originating
from Mexico and Nigeria may result in some volatility in the drugs market as competing groups
vie for dominance.

11

; * Increasing numbers of OCGs use sophisticated trafficking and concealment

methods and improved techniques of incorporation of cecaine into other )
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Cannabis

e T s

= High demand sustains a diversity of suppiiers and routes §

£
« Cannabis resin is increasingly imported from Afghanistan via the Balkan route
= The violence between OCGs involved in trafficking cannabis is increasing

Cannabis is the most widely used drug in Europe. It is estimated that around 1300 tons of
cannabis resin and 1200 tons of herbal cannabis are consumed annually in Europe by an
estimated 23 million cannabis users,

Organised crime is increasingly involved in the production and distribution of cannabis. More
criminal distribution networks are shifting markets and change from cocaine and heroin
trafficking to cannabis due to the low risks and high profits involved,

Future considerations

s and cuttings .

The Netherlands is likely to remain the most important source country f il
nd:production . in:other

as well as growing technologies and knowledoe. Increased demand::

trafficking routes and more poly-commedity trafficking.. The'Cann
and complex with no anticipated decrease in d j
the cultivation and illegal trafficking of v '

+ 70 new psychoactive substances have emerged in the last year, increasingly ‘

for sale online

= 0CGs now use conversion laboratories to convert legitimate chemical
substances into usable precursors

= OCGs in the Netherlands and Belgium remain the key producers and
distributors of synthetic drugs

=  European OCGs produce synthetics cheaply in Africa and Asia and distribute
their products to markets in Europe

= The EU is a transit and destination region for methamphetamine produced in
Africa, Asia and Latin America

OCGs in the Netherlands and Belgium remain the key producers and distributors of
synthetic drugs. Other countries such as Germany, Estonia, Bulgaria, Lithuania, Poland and
Nordic countries {(Denmark, Finland, Iceland, Norway, Sweden) are home to the small- to mid-
scale production of synthetics. The vast majority of the drugs produced in the EU are destined
for EU markets. Drugs for the EU market are also produced in West Africa and the Russian
Federation. Dutch, Belgian, British, Lithuanian and Polish OCGs work together to dominate the
flaw of synthetic drugs in the EU, from sourcing the precursors to distribution of the final
product, OCGs based outside of the EU, including Russian- and Albanian-speaking groups, are
increasingly trying te enter the synthetic drugs market in different MS.

i2
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A shifi to the use of non-controlled pre-precursors, a start substance for the synthesis of
precursors, to overcome the reduction in supply of traditional precursors since 2011 appears to
have increased the availability of both amphetamine and MDMA (3,4-methylencdioxy-
methamphetamine}.

China remains the main source of precursers and pre-precursers. However, India and Thailand
are also sources for the substances used in the conversion process, albeit to a lessar extent.

In 2012, the EU’'s early warning system reported the appearance of more than 70 NPS. NPS
currently constitute a relatively smali share of the illicit drugs market, but lower prices,
increased availability and quality are likely to attract more users lo NPS.

Future considerations

Differences in legistation and law enforcement focus have diverted the supply routes for pre-
precursors and NPS. Increased control and strict legistation in MS could prompt the diversion
of distribution routes and the relocation of production sites of synthetic drugs. Westem,
northern and eastern Africa are Eikely to become increasﬁngly attractive Iocations to

crime in NPS production is still limited; howev
organised crime to this developing and rapidly.ex

13

7368/13 EB/hm 15
ANNEX II DG D 2C EN



EUROPOL UNCLASSIFIED ~ BASIC PROTECTION LEVEL

3.2 Counterfeiting

Commodity counterfeiting, illicit trade in sub-standard goods
and goods violating health and safety regulations

. Low risks and high profitability increasingly attract OCGs to the illicit tr.ade m .

: sub-standard goods and goods infringing inteliectual property rights

= The number of seized counterfeit health and safety praducts is continuously
increasing

= Counterfeit heaith products are predominantly distributed via illicit online

: pharmacies, but in some cases counterfeit products alse infiltrated the
legitimate supply chain

= Counterfeit goods are increasingly produced in EU MS

' ather cime areas and
“high-profitability nature

Hture considerations

Trading in counterfeit products is a relatively low risk activity, involving minimal penalties
whilst providing high profits, and wiil increasingly attract OCGs previously involved in other
crime areas. Counterfeiters take advantage of the econcmic crisis to expand their business and
diversify their product range. Counterfeited products will increasingly include daily consumer
goods and counterfeit pharmaceuticals.,

The preduction of counterfeit goods within the EU will further increase as QCGs seek to avoid
the initial barrier of EU customs and border controls.

There is high social tolerance towards the purchase of counterfeit goods including luxury ltems

such as hand bags and sun glasses. Despite a low social toleranca for counterfeit
pharmaceutical goods, the demand for counterfeited goods in general will remain buoyant.

14
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Euro counterfeiting

The majority of counterfeit euro banknotes are produced by only a smaH

number of illegal print shops

B

= Nen-EU OCGs from Colombia and Peru and EU-based OCGs from Italy remain :
the most impartant producers of counterfeit Furo banknotes

s Pigital print shops printing counterfeit eure notes are hecoming more common

R I e S R S A 4 e R A R B L R R e e r e e SR s

In 2012, a total of 518 548 counterfeit euro banknotes and 114 676 counterfeit eurc coins
were seized and removed from circulation. These figures represent a decline frem 2011 and
2010 and confirm a trend of decreasing quantity and value of counterfeit euro banknotes and
coins. Euro counterfeiting however has alse seen an evolution towards ‘easily’ available
hoiogram emulations and more deceptive counterfeits,

Future Considerations

The global acceptance of the Euro as a stable currency wath Iow exposure to inf]
prompting the emergence of an increasing number !
banknotes outside of the Eurozone, specificaily with
enlargernent of the Eurozone will create new oppo Ui

o= Pers:stent socio-economic mequailtles betweean the daveluped and developing

workd as well as continued demand for cheap labour will result in increased
pressure from migratory flows and related OCG involvement

= The volume of migration flows along the different routes used to enter the EU

- fluctuates, but traditional routes remain largely the same

« Intra-EU movements of irregular migrants generally do not follow established

l
roufes ;

B

=  The abuse of legal channels is increasing

=  The invelvement of legal professionals is an important enabler
*  Irregular migrants arriving in destination countries are exposed to labour and

sexual exploitation

15
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OCGs increasingly offer facilitation services involving the abuse of legal channels, which
enables irregular migrants to enter the EU or to legalise their residence status within the KU
after their arrival. OCGs are adept at exploiting weaknesses and loopheles in asylum legislation
and facilitators instruct irregular migrants to follow an established modus operandi.

Thera is a strong link hetween the origins of facilitation networks and the nationality of the
migrants they facilitate. This also explains the variety of OCGs involved in this crime area.

in response to the increased difficulty in forging visa documentation, OCGs have moved to
forging or falsely obtaining supporting documents such as birth certificates, education
certificates and other documents in order to enable their “customers” to apply for and gain
genuine visa.

Future considerations

Facifitated illegal immigration is driven, to a large degree, by factors external to the EU and is
not expected to decrease in the near future.

efficient and most profitable service. The forgery of identity”
important tool used by OCGs in this crime area,

Levels of intra-EU trafficking are escalating

F = OCGs invelved in THB are very flexible and adapt quickly to changes in
legislation and law enforcement tactics

=  There has been an increase in THB linked to benefit fraud

- The aconomic crisis has increased demand on the illegal labour market, which

is exploited by OCGs

*  The number of cross-border investigations against OCGs invelved in THB in the
EU remains low

* THB involves low risk and high profitability

QCGs involved in trafficking in human beings service well established illegal lahour and sex
markets in all MS and especially in destination countries in Central and Western Europe.
These markeis generate huge profits for the QCGs involved, which are laundered, transferred
and invested in scurce, transit and destination countries. The constant demand for services
associated with sexual and labour exploitation and persistent sccio-ecenomic inequalities
between the developed and developing world drive hurman trafficking.

The increased observation of intra-EU trafficking confirms that all BU MS are markets for
sexual exploitation. EU nationals are easily trafficked in the EU due to the freedom of
maovement realised by the Schengen Acquis and the combined low risk of identification and
detection,
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Future considerations

The Schengen area provides a comfortable operating area for traffickers In human beings and
will continue to be exploited.

The availability of young labourers and lack of employment cpportunities in Afrlcan, Middie
Fastern and East Asian countries is likely to increase migration flows towards the EU. The
removal of barriers to employment for all EU citizens across MS may create new markets for
THB.

Some sectors of The economy now rely on THB to provide workers, which find themselves in
circumstances of sexual and labour exploitation. OCGs Involved in THB will seek to exploit the
strong demand and ready supply of migrants to recruit victims and service labour exploitation
markets in praspergus MS.,

3.4 Organised Property Crime

[ Orgamsed propertv crime is a significant crime area affectmg aII EU MS
!3 = The mobility of the OCGs involved is a defining characteristic of the threat they
|

represent and ensures their widespread impact in the EU

«  Elderly people are increasingly targeted

widual members.

FthU"re’“‘cOnS;deratEons

While the focus and geographical concentration of organised property crime are likely to
change, this type of highly-moblie criminal activity, targeting refatively insecure victims and
economic sectors on a widespread basis, will remain an important feature of the serious
criminat landscape in Europe.
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3.5 Economic crimes

Fraud

Mlssmg trader mtra community (MTIC) fraud generates multi- bllllon Euro
losses to EU MS

~  Pubaiis a major centre for international fraud schemes, Local OCGs exploit the
: city’s glcbally connected import/export industry and financial infrastructure
{ with its well established links to both western style banking systems and

regianal Informail Value Transfer Systems {(IVTS)

of Euros in uncollected excise duties

i The fack of awaraeness on the part of individuals and institutional investors
targeted by fraud has provided a comfortabile operating environment for
fraudsters

r Modern information and commueunications technology (ICT) enables fraudsters
fo easily access a large podl of potential victims

=  The emergence of cloud computing and cloud-based fraud facilitating payment

platforms offers fraudsters a new tool to exploit

= Excise tax fraud causes major financial losses to EU MS amounting to billions

spiriné to manipuiate inter-bank interest
ised crime. The huge Ic:-;ses assomated with

be directed remotely using the internet, MTIC fraud deprives states of tax revenue required to
make investments, maintain public sector services and service sovereign debl. The EU is
vearly losing an estimated 100 billion Euros of MTIC income.

Advance Fes Fraud is a mass marketing fraud in which criminal fraudsters convince victims
that they will receive some form of benefit in the future in return for provisiona! payment.
According te research by the Burepean Commission, 38% of EU internet users have received a
scam email, with 10% reporting that they receive them regulary.

The low-risk and very high profitability nature of fraud makes it a highly attractive activity for
OCGs. The chances of detection and prosecution of fraud are lew due to the complexity of
fraud investigations (including the need for international cooperation, especially when it comes
te localise the place where the offence is committed, while using internat, which is one reason
for police to be hesitant to accept a complaint). OCGs operating at ap international level
benefit from differences in national legistation. Individual and organisational vulnerabilities
such as lack of victim awareness and low risk perception by many targst groups are enabling
factors for most types of fraud. System security is often lacking in private sector companies,
partly <ue to outsourcing of administrative, maintenance and development tasks and partly
due to the high costs of effective prevention measures.
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Information from both law enforcement sources and energy regulators in the £U warn of an
amerging threat of MTIC fraud exploiting the electricity and gas marketis following a scheme
targeting carbon credit trading uncovered in recent years. Businesses trading on energy
axchanges and fransmission system operators are noticing increasing interest from companies
with little experience in these markets, but eager to enter them as wholesale traders. This
mirrors developments observed during the emergence of MTIC frauds with carbon credits, in
which fraudsters managed to defraud large amounts of VAT and to almost menopolise carbon
trading with 80% of the trading in CO2 cradits driven by fraud.

CCGs such as the Cosa Nostra and the 'Ndrangheta are already involved in aliernative energy
(wind and solar) and waste managemeant businesses, which they use to launder profits.

Future considerations

Fraud Is expected to expand. Multiple targets, for instance on the energy market, remain
vulnerable and unprotected. New oppartunities appear on a regular basis. Due to the high
yield - low risk character of frauds it is to be expected that more OCGs and criminals. wil} be
attracted to it. This is enforced by legisiative complications when multiple jurisdictions:are
invoived and technical developments exploited to help obscure the locations wh alids are:
committed and where the illegally obtained money and assets are transf

MTIC fraud does not disappear or diminish, but shows | clear: tendency to-*ré%iidca't_e
geographically or shift from ane sector to another. i :

Maoney laundering involves billions of Euros

= OCGs continue to use traditional methods of money laundering such as the use
of shell companies and accounts in offshore jurisdictions

«  Money launderers also increasingly make use of the internet and other
technological innovations such as pre-paid cards and electronic money

= QCGs are adept at exploiting weaknesses such as Money Service Businesses

{MSB)}, Informal Value Transfer Systems (IVTS) and countries with relatively

wealk border contraols and anti-money laundering (AML) regimes
= IMicit financial services providers are emerging in the form of unsupervised

payment platforms and banks

Money faundering is a global business and involves practifoners in every country dealing with
vast sums of money. It is both a stand-alone offence, independent of predicate offences in
legal and practical terms, and closely related to other forms of serfous and organised crime. In
additlon to OCGs, there are alsc professional money launderers that perform money laundering
services on behalf of others as their core business, The scale of money laundering is difficult
to assess, but is considered to be substantial. The United Nations Office on Drugs and Crime
(UNODC) estimates that the sum of money laundered globally amaounts to between 2 and 5%
of global GDP or between EUR 615 billion and EUR 1.54 trillion each year.
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Future considerations

Money Laundering allows criminals to retain benefit from the criminal activities and remains an
important issue. The increasing availability of financial products on the internet and ilicit
financiat service structures, both inside and outside of the EU, provide additional opportunities
for OCGs to launder money.
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3.6 Cybercrime

Profit-driven cybercrime and hacktivism

et 8 A B e TR f ) e Y e i o e = N R R

«  Cyber attacks are pllmari]y Iinked to Emancml fraud offences

e

=  The modus operandi of Crime as a Service (Caas) is further emerging

e Russian- spaaklng criminals are promlnent in this crime area
Lo

e T,

Cybercrime® affects all MS and is linked primarily to financial fraud offences. According to
research by the European Commission, 8% of intermnet users in the EU have experienced
identity theft and 129% have suffered from some form of online fraud. In addition, maiware
affects millions of households and the generai volume of banking fraud related ta cybercrime is
increasing year on year. Cruclally, a number of MS have noted under-reporiing.. of
cybercriminal activity and some MS deem that only around 30% of certain cybercrime :
as identity theft, is actually reported to law enforcement.

Cybercrime has the potential o diminish the overall confidence of citjz
and banking sector. Loss of confidence in the security of e- commerce-has
the functioning of commaercial entities,

e onlme retasi

The prouass of infecting the dewces of potentxai v" or “malware”

;- with mahnous oftw ;

company suggests that the
given country. Whtie extor

Although not commonly reported to law enforcement, breaches of systems which have
connection to Critical National Infrastructure (CNI) are known to have occurred In the last
vears, The fact that these breaches have not resulted in physical injury probably refiects maore
a lack of intent than a lack of technical ability.

Future Considerations

The volume of cybercrime offences looks set to increase in the future. This increase will closely
mirror the growth of the attack surface, as the internet becomes even more essential to
everyday life. In particuiar, the growth of mobile devices as the primary means of accessing
internet resources will lead to a greater targeting of these devices by criminals. Malware
affecting these devices has already been scen, although mobile botnets have not yet been fully
realised.

* For the purposes of the SOCTA, ¢ybercrime comprises of both “epecific” cyberarime offences such as hacking,
phishing and malware, as well as Internat enabled fraud. 1t does not include the distributich of copyright infringing
material, although the infernet remains the main method of accessing such rmaterial.
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The growing movement towards Bring Your Own Bevice {(BY0OD) in the corporate environment
has major implications, The blurring of the boundary between company and private devices
will potentially coffer new opportunities for hackers to breach corporate environments and
misuse - ar hold hostage - the information within them.

The mainstream adoption of processing in the Cloud Is likely to present further challenges, in
as mtch as consumers and corporate users will routinely access online resources using virtual
computing environmeants with varying levels of personal data protection. More can be done fo
raise awarengss amongst Internet users of the potential impact of the ongoing expansion of
Cloud computing on the security of personal and corporate data.

Online Child Sexual Exploitation (CSE)

=  The threat of ottline child sexual exploltatmn is increasing in respunse to h:gh
levels of demand for new child abusive material, continued development of
technical means and offender security measures, and greater internet
adoption rates

=  Deasirable images and video are traded in non-commercial environments as a
currency

« Offenders continue to seek out online environments popular with children and
young people

«  The use of services encrypting and anontymising online activity is increasing

‘honicommercial !
themselves. cial dlsmbut:on has not been compieteiy aeradicated. Some
i { al distributors are switching to the commercial distribution of chitd

:swe..mater:al, charging fees for privileged access to new material.

The amount of video material depicting child sexual abuse available oniine has grown
exponentially, due to innovations in video sharing technology and increased bandwidth, with
serious resource implications for the analysis of video material and identification of previously
unknown victims. The sexual exploitation of children causes sericus physical and emotional
trauma to its victims often resuiting in lasting mental health issues and even suicida.

Future Considerations

The threat of online child sexual exploitation is expected to increase in the coming years
corresponding with higher levels of demand for new child abusive material, continued
technological develocpments and more sophisticated offender security measures, and even
greater internet adoption on a global scale.

Offenders already use online storage in foreign jurisdicticns, especially those in which
possession of child abusive material {CAM) is not currently a criminal offence. However, the
profiferation of video streaming will further enable offenders to access CAM without the need to
actually download material.
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The widespread adoption of cloud computing and associated services is likely to present
further challenges in the fight against online child sexual exploitation as previously employed
tnvestigative methods such as digital forensic analysis will prove ineffective.

The use of services encrypting and anonymising online activity Is expected to increase in
the next few years.

Payment Card Fraud

= A P e e LA, A Y T N e

=  The continued expansion of online credit card pavments is increasing the

number of card-not-present frauds

v The growing pepularity of mobile payments and emerging use of contactless

NFC (Near Field Communication) payments offer new opportunities for data
theft and fraud

w Criminal groups are likely to invest in technical and social engineering

methods to compromise mohile and contactiess payments

ef around EUR 1.5 billion for OCGs i
Eum-a for individual groups eng‘jgef

caused
ectéd and incur

arly prominent in card-present
duction and supply of skimming devices
T rd fraud losses were caused by card-not-
P ion, In some MS, losses to CNP already outstrip
those of skimming

ture Considerations

Anti-skimming measuares and anti-tampering devices are likely to reduce skimming., However,
the continuous increase of internet rmediated payments is likely to be accompanied by more
card-not-present frauds.

QCGs will continue teo find new ways of compromising non-cash payments. The rapid expansion
in mobile payments and the emerging use of contactless (Near Field Communication)
payments are providing 0CGs with new opportunities for data theft and fraud, OCGs will invest
in technical capacities and further develop social engineering methods to compromise both
mobile and contaciiess means of payment.
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3.7 Environmental crime

Illicit waste trafficking

{ = Increasing amounts of waste and the high price of waste dlsposal attracts the 1
; involvement of OCG in this sector r

= Illickk waste is smuggled to West Africa and Chinga and illicit waste dumping is E
l increasingly reported by EU MS é

i

e e

Waste is trafficked internally within the EU on land routes, while the well-developed port

infrastructure in Eurcpe facilitates the illegal trafficking in hazardous waste to third countries,
especially in Africa and Asia.

The trafficking in illicit waste carn have a serious short- and loeng-term impac
environment and societies as a whole, The environmental imgact manifests it
levels of pollution, a degradation of wildlife, a reduction in bicdiversity and't
ecological balance. Illicit waste disposal puts public health at ris :
environmental crime can also result in costly restoration eff

rbance of

Future considerations

The current economic CFISIS is drw!
process and ma

s dispoaal

The EU remains ane of the most important markets for the trafficking in endangered species.
Trafficking activity often involves rhino haorn, elephant ivory and hirds of prey and is
substantial. QCGs increasingly target wildlife covered by the CITES Convention due fo
increasing demand for the rarest and most valuable specimen in flora and fauna.

The groups invelved in TES are innovative in obtaining their products. For instance, OCGs steal

rhino horn in exhibition hails, museums, during sight-seeing tours in castles or during auction
sales.

Future considerations

A perception of low risk and high profitability associated with this crime area is likely to
continue to attract interest from OCGs.
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3.8 Weapons trafficking

s = The Elhcit trade in firearms in the EU remains |:mxted in size.
i

OCGs often rely on the availability of weapons to carry out their activities. However, the
market for firearms in the EU remains modest in size. Trafficking occurs on a small scale and
the weapons trafficked are intended for either personal use or to meet specific orders. The
data coliected for the SOCTA 2013 do nct indicate an increase in the trafficking of heavy
firearms.

Weapons trafficking is almost exclusively a supplementary rather than primary source of
income for the small number of OCGs involved in this crime area. Most groups enter the
weapons trafficking business through other criminal activity, which may offer contacts,
knowledge of existing routes and infrastructure refated to the smuggiing of weapons. The
weapons and OCGs involved in weapons trafficking primarily originate from the Western
Batkans and the former Soviet Union. The Czech Republic and Slovakia are also i
sources for the supply of weapons. Outlaw Motorcycle Gangs are also invol¥
trafficking of weapons and have opened chapters in the Western Balkans DCGS use existing
criminal routes to traffic weapons. :

tralised weapons,‘_bgrg!arles; o

] the lllpga! market: f‘rf-arm's ret:red
of gas ‘pistols. ' .

The matn sources of illegal weapons are the reactivation. of:
and thefts; embezziement of legal arms, Eegal arms_sold
from service by army or police; the conver

Future consid _atlo‘ns

The relatively- hlgh:}r ’-assemated with weapons traf' : kmg Acts as a: dls ,cen ve for QCGs,
_ere -demand ex:sts crim;_nals WJ“ explo:t Vulnerabilltjes in Iegltamate supply chains

There are an estimated 3600 OCGS actlve in the EU

Criminal groups are increasingly operating on a network-style basis
70% of the groups are composed of members of multiple rrationalities
«  More than 20% of OCGs are poly-crime groups

s DCGs are mcreasmgly entrepreneurlal in approach and business management |

S [ — R ——— A%

There are an estimated 3600 international QCGs active in the EU involved in a broad range of
criminal offences. Drug trafficking is by far the most widespread criminal activity followad by
fraud. These two crime areas represent more than half of all OCG activity.

Cocaine and cannabis trafficking are the most important types of drug trafficking in terms of
the volume and the number of OCGs involved. Excise fraud and VAT {(MTIC) fraud are the most
important types of fraud.

Money laundering is a cross-cutting crime and an essential supporting aclivity for criminal
groups. All criminal greups scek to launder their ilicit proceeds, regardless of their
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involvement in specific crime areas. The profits of crime generated by individual OCGs can
range from thousands ta millicns of Euros.

More than 30% of the groups active in the EU are poly-crime groups, involved in more than
one ¢rime area. Almost half of these poly-crime groups are iinked to drugs trafficking, and
20% of these groups engage in poly-drug trafficking. THB, Facliitated Illegal Immigration and
weapons trafficking are crimeas which are also often linked Lo drugs Lrafficking. Generelly, illicit
trafficking and smuggiing crimes are interlinked.

Criminal groups are structured in various forms between two modeis. OCGs with a vertical
structure rely on dassic hierarchies and operate with different levels of ‘officers’. Horizontally
structured groups function as networks with a celluar structure and less rigid or permanent
hierarchies. Between these two models there are other varying forms of organisation and their
typical features are not necessarily mutually exclusive. Groups can adapt to the characteristics
of either or even both modets.

More than 40% of criminal groups have a ‘network’ type of structure which suggests that
criminal groups are becoming more networked in their organisation and behaviour than. has
previously been, or was perceived 1o be, the case. These findings carry significant rm lic
far the formulation of crime-fighting polides, strategies and responses.

Netwerk forms of crganisation exemplify a level of criminal intent, expertlse périence. and
sephistication that is aligned with the challenges and opportunitiss. présent in modern_
envirenments, which are characterised by dynamic change, greater mob:!!ty and connectlwty.l
It appears that criminal groups increasingly employ. n work forms o anisatlon and -
behaviour. .

The size of groups varies widely, depend:ng anthe types of cnme the group is xnvulved i an
its structures Small groups: tend to"be more involved. ‘_m ﬁnanmai and economic crimes,
rﬁatmg, whereas f 5.8 : HE, facilitation

erarchy. The fact that many criminal groups currently employ a group ieadership
approach is an important qualitative change, which emphasises, among others, group effort,
compilementarily of skills and enhancad collaboration among leaders, The simplest form of the
shared leadership appreach seas two leaders in charge, but there have also been reports about
bigger leading teams, which are cccasicnally referred to as core groups. Core groups direct
wider criminal networks and have a reiatively stable and cohesive membership. They are often
comprised of individuals with a shared national, ethnic or language background and are in
certain cases related through familial or kinship ties.

Numercus factors affect changes in the structure and behaviour of criminal groups such as
demographic factors {country and natlonality); crime areas; group size and membership;
cperating envircnments; modi operandi; and the international dimension of their criminal
activities. The evolution of organised crime groups has resulted in changes to their modf
aperandi and structure such as increased criminal mobility, batiter criminal organisation and
functioning; the setting up of criminal cells and paraliel cperations in several MS; focus on tess
targeted countries; and Lhe exploitation of differences in legislastion across national
jurisdictions.

Among the most notable changes in the past years has been the increasing use of the
internet and techneological advances, such as web- and mobile-based communication
technologies, e-commerce, and the use of LBS by criminal groups. Alongside these
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developments, criminal networking has emerged as another key aspect closely associated
with the international dimension of oiminal activities. For example, freguent contact and
cooperation batween recruiters and traffickers based in source and destination countries are
instrumental in expanding human trafficking for the purpose of sexual exploitation. Typically,
these contacts help to constantly negotiate demand anrd supply resulting in the continuous
exchange of victims for prostitution. The freguent movement of victims across jurisdictions
makes i more difficult to identify trafficking activities and further complicates the work of law
enforcement authorities. Criminal networking {(connectivity) is a highly effective method, which
enables criminal groups to stay ahead of law enforcement efforts.

708 of identified OCGs are multi-national in their membership. These organised crime
groups can be sub-divided inte homogeneous groups with one dominant nationality (25%);
groups of dual composition with two main nationalities (20%); and purely heterogeneous
groups with more than two nationalities (25%).

Non-EU groups consist of individuals from Latin America, the former Soviet Union countries,
Afghanistan, Pakistan, East-Asian countries and the Maghreb. The most frequent combinations
of groups consisting of £UJ and non-EU nationals are Latin American-Portuguese, Latvian-
Russian and Maghreb-Porluguese or Spanish nationals. :

Analysis of the nationality of criminals and the countries of maln activities has. dem‘onstzatcd
that criminal groups are becoming increasingly international. For example, bith Belgium
and Portugal reported criminal groups consisting of more than ‘tiationialitiés of criminals.
These two countries alse reported criminal groups whose m iminal activitjes extend.
more than 35 countries. This clearly mdlcates a s:qulca | of mtematmnal ‘Crimina
cooperation, mobility and reach.

The financial data on OCGs ava?[able-'qu Jdests that most OCGs Hiay

but are also used (o enable crlmmais to live a lavish,

i y own LBS, often on an international level. In some cases, thelr
Jegitirate activities are an important source of rescurces that can be further invested in

" criminal activities., Importantly, OCGs with abundant financial resources are more inclined to

engage in corruption to facilitate their criminal activities. 75% of the OCGs that systematically
use corruption have access to abundant to sufficient resources,

13% of the reported OCGs only have limited access to or suffer a lack of resources. However,
this does not necessarlly preclude OCGs from committing criminal activities for a sustained
period of time.

OCGs have limited or short resources because they rely on thelr criminal income for
subsistence and have to reinvest a part of this criminal profits in new criminal activifies.
Insufficient resources are also linked to the role of the OCG: a low-level OCG that has a rofe in
and depends con z larger network may not make significant profits. They may even have to rely
on government allowances, investors, or ioans.

Serious and organised crime groups differ in the fevel of expertise they are able (o employ in
suppaort of their criminal and related activities.

0OCG cooperation occurs both nationally and internationally and expleits opportunities to
achieve comman goals for muteal financial gain. It is primarily driven by the need to
operate beyond territorial boundaries or to secure specific services or products. As such, it is
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particularly prominent in drugs trafficking. Cooperation can take the form of joint action or be
based on a division of tasks.

More organised and deminant groups also use cooperation to develop relations with
subordinate groups, Such groups can subcontract and fund specific activities, or offer
unique capabilities, such as access to corrupted officials. Once links are established,
dominant groups may actively control their linked subordinates. Dominant groups use
sibordinate groups to extend their influence and become established in multiple criminal
markets.

Cooperation aiso offers collective protection. Cooperating groups present a stronger front to
protect their shared interest and conceal each others’ members from the police, Those groups
with access to corrupted officials or lega! experts can share information on weaknesses in
legislation Lhat can be exploited.

Interaction via cooperation presents an additional threat due to its implications for innovation
and information sharing across OCGs. CCGs can benchmark themseives against each
other groups and learn how o increase the efficiency and effectiveness of their enterprises..

own members in the absence of alternative control systems, against rival:
confifct with them as well as against the victims of their crfmmal actw:taes'__

The use of violence is often ccunterproductive and almost
enforcement attent:on and reta!mtory actlons Thex nega_tu

roups 15 currently only a very marginal phenomencn in the EU.

5. Conclusions and future considerations

Most of the phenomena described in this report have been highiighted before, including in
previous threat assessments by Buropol. The persistent nature and ongoing evolution of the
criminal activities invoived is a serious concern. Each of the 3600 OCGs that are believed to be
active in the EU) represents a threat to the interests of individuals or arganisations they are
targeting. OCGs are increasingly flexible, adaptable and innovative engaging in muitiple forms
of criminality. Criminals capitalise on new opportunitics to generate profit, especially when
they are able to rely on existing infrastructures, personnel and contacis. This is particularly
true for the groups involved in the transportation and distribution of lilicit commadities. The
ease of international travel and transport, the global emergence of the internet and other
technolegical advancas have made ¢geographic considerations less relevant. Criminals act
undeterred by geographic boundaries and the most significant groups are now global in terms
of their range of activities, operating areas, levels of cooperation, and nationality of
membership. New and emerging communication channels are not only facilitating fegal
businesses and interpersonal contacts, but aiso offer additional opportunities to QCGs.
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Cybercrime, as a relatively new crime area that is firmly established nonetheless, is causing

cansiderable and, for instance in cases of ideptity theft, long lasting damage to affected parties.

There is every reason to believe that, given the widespread use of computers and mobile
electronic devices in all segments of everyday life, cybercrime will continue to expand both in
volume and impact and thus will further develop as a serious threat to society as a whele.

In addition to relatively well-known crime areas, there are crime areas which have only
recently emerged or were largely ignorad praviously.

Economic crimes and fraud in particular are increasingly emerging as significant threats. 0CGs
are invelved in @ wide range of frauds generating substantial profits. Fuelled by several
incidents in high-level financing that have recently come into the open, there is increased
awareness that various practices that have previously been looked at as poor business
routines, because considered reckless ar unethical If not plainly unlawful, clearly indicate a
failure of self~regulation and may in fact be criminal and fall within the definition of serious and
organised crime. The huge lusses associated with high-level financial fraud are thought to be
partly responsible for the current economic crisis and threatening to destabilise economic
systems,

The prolonged financial crisis serves as a catalyst for new types of frauds and oLher crzme_
with a financial aspect,

ternet penetration {73%) and advanced internet mediated services, Internet penetration is
now greatly increasing in previcusly underconnected regions of the world, including Africa and
Asia. These are rapidly becoming hubs for emerging technologies such as mobile payment
systerns®, Further global growth in the use of internet mediated services is likely to bring new
victims, new offenders and new criminal methods to light in the EU.

There s increased awareness that law enforcement cannot fight sericus and organised crime
alone, Combaling crime is a responsibility shared with both the public and private sectors in
reducing a tack of general awareness on the part of the generai public and, in some cases,
even law anforcement and the judiciary with regard to specific types of crime,

0CGs exploit a lack of awareness, are quick to ldentify mew criminal opportunities and use
weaknessas to their advaniage. Social tolerance of certain types of crimes, which is generally
regarded as victimless, will continue to strengthen ocrganised crime if perceptions remain
unchanged.

3 Internst World Stats, htto://www internatworidstate.com, 2012
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6. Recommended priorities

The SOCTA 20132 identifies several serious and organised crime threats that require concerted
action by EU MS. These threats include crime areas that have recently gained significance or
were not regarded as priority areas earlier, but now stand cut against other crime threats
because of their Impact on society.

The threat of serious and organised crime to the EU was defined on the basis of tha SOCTA
methodology.

Legend

aiontiad for Throatfes
To ncrease

Thraat Expested t

QOCG Threat
Tnereasing Threat

e Ervironmental o ENEESNG Threat 3
Crime
8OC Area Threat

lllustrates the out" 'assessment and comparison axercise

ns:dered are explamecﬁ in the following paragraphs.
The SOC area threat (horizontal axis) is based on predefined indicaters judging current threat

tevels combined with an assassment of the severity and extent of harm resulting from the
crime. The indicators considered: the international dimension {the crime area’s geographic

sphere of operations), the evolution (extent Lo which the SQC area is increasing or decreasing),

its links to other SOC areas, the ability to innovate within the crime area and social acceptance
of tha crimea area.

The OCG threat (vertical axis) represents the threat from the groups invelved in a specific
crima area. Also based on predefined indicators, the following were considered: the resources
and expertise available to the groups; their use of LBS, corruption, countermeasures, external
violence; their adaptaebility; and their international dimension and cooperation with other
aroups.

The developing threat (red/grey colour) the impact of ‘crime relevant factors' identified as
potantially influencing the future extent and nature of the crime area, arrived at through
engagement with public, private and academic experts.

tsing this comparison approach, synthetic drugs for example constitute a major threat as both
the crime area itself and involved OCGs rank highly. Furthermore, the threat is expected to
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increase in the Fulture as a result of the further increase of NPS and changing user behaviour,
At the other end of the scale, environmental crime is currently deemed as a low threat In
terms of the crime area and invalved groups. However, robust environmental policy in the EU
and the challenging ecanomic conditions for husinesses means it is expected to develop; it is
therefore marked as red, even though it appears at the bottom of Lthe twe scales,

Based on the findings of this assessment Europol recommends that the cperational response to
serious and organisec crime in the £U should focus on the following high priority threats:

Facilitation of illegal immigration

»  To reduce OCGs abuse of legal channels for migration including the use of
fraudulent documents as a means of facilitating illegal Iimmigration. To weaken
OCGs opecrating at the main entry points to the EU and those invelved in large-
scale facilitation of illegal immigration

Continuous high level threat
Affacts all MS

Abuse of legai channels
Misuse of LBS

High profits

_ Poly-crime groups/linked crimes: drugs tfafﬂc.qnq H3, money Iauri‘den_ng:

__glven'nse toas
y'leg!timate prof

such as 1ega[ adv:sors who can be
entify legal loopholes for criminal

”'Iarge ‘EliegltEmate workforce, Wlth the effect of Eowermg wages and providing undue
a varttages to the unscrupulous busmesses that use them. There are also substantial costs
invoived for MS governments reiated to the asylum procedure, return procedures, cost of
social welfare, an increase in state benefit fraud, as well as a loss of revenue due fo Unpaid
taxes for illegal workers. The individuals involved risk physical and psychological harm if
travelling inte and through the EU via clandestine means. When reaching their destination,
they also risk victimisation due to their iltegal status. Facilitated illegal immigration has clear
links with other forms of criminality, such as document fraud and THE,

Opportunities/Key Areas to Target
To impact the abuse of legal channels for iliegal immigration by facilitating OCGs, the foliowing
areas should be considerad for prioritised operational activity:
= OCGs operating al the main entry points to the EU and on the main routes towards
and within the £U, with a special facus on those involved in volume facllitation of
llegal immigration
»  QCGs providing counterfeit/forged/fraudulently obtained documents, including
supporting documants, to migrants, for facilitation of entry, secondary movements
or legalisation of stay in the EU
= OCGs involved in any type of visa abuse for lacilitation of illegal immigration
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»  0OCGs invelved in abuse of the asylum procedure for facilitation of llegal
immigration

* legal businesses owned or infiltrated by OCGs, providing services related to the
abuse of legal channels such as travel agencies, law firms, various companies
cffering professional visa

v OCGs finandal activities

Most affected EU countries

Transit countries: Austria, Belgium, Bulgaria, Czech Republic, France, Germany, Greece,
Hungary, Poland, Romania, Slovakia, Slovenia

Destination countries: Austria, Belgium, Finland, France, Denmark, Germany, Italy, the
Netherlands, Spain, Sweden, UK

Trafficking in human beings

» To weaken OCGs involved in intra-EU human trafficking for the pu
labour exploitation and sexual exploitation, including those gr
to facilitate or disguise their criminal activities

" Continuous high level threat
Affects all MS
High profits ~ Low risk marke

man:being is a main activity for OCGs, but is also aften
1 ng crime areas such as facilitation of illegal immigration,
ug-trafficking and extortion. Not much innovation is regquired within this
wever, OCGs frequently make use of LBS o support their activities.

linked to a wide. ra

OCGs inveolved in trafficking human beings service well established illegal labour and sex
markets in all MS especially the countries of Central and Western Europe. This includes
victims of EU MS, but aiso non-EU victims which are moved within the EU In response to law
enfarcement activity and criminal business opportunities. Labour exploitation is an increasing
phenomenon.

THB presents a significant threat to the health, well-being and basic human rights of victims.
Their exploitation and abuse for sexual, labour and criminal purposes has considerable and
sustained effects, Experts, often legal advisors, enable the work of OCGs.

QOpportunities /Key Areas to Target
Te impact on intra-EU human trafficking, the following areas should be considered for
pricritised operational activity:
«  OCGs involved in the trafficking of EU and non EU victims within the EU
» In addition to labour and sexual exploitation, criminal activities that involve other
types of exploitation such as organised extortion of victims' social benefits
» lLegal businesses owned or infiltrated by OCGs involved in labour or sexual
exploitation within the £U.
= OCGSs' financial activitias
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Maost affected EU countries
Countries of origin: Bulgaria, Hungary, Romania, Slovakia, Crech Republc

Destination countries: Belgium, France, Germany, Ireland, Ttaly, the Netherlands, Spain,
Sweden, UK
Counterfeit goods with an impact on public health and safety

v To weaken QCGs involved in the production of goods violating health and
safety regulations and sub-standard goods

»  Increasing market, stimuiated by economic crisis

»  Affects all MS

» Increasing number of QCGs involved

= High profits - [ow risk market

« Paly-crime groups

= High negative impact on health and safety

« High negative impact on several economic sectors
= Llinked crimes: labour exploitation, money laundering

resuit of the economic crisis. It undermsne"
income and funds other illicit activity.: 3
healthcare and even acronautl_
lmphcatlons_for publsc hea!th

Lblic health, this level of social

ports such as Rotterciam and Hamburg important transit and storage lecations. However,
preduction within the EU is also increasing.

Social acceptance and the economic crisis are the factors with the greatest influence on the
counterfeit market. E-commerce is a facliitator for the sale of counterfeit products, particularly
pharmaceuticals. At a basic level it provides OCGs with access to a customer base, bt also
offers anonymity. Exploiting legisiative differences between MS, OCGs have beepn able to
infiltrate the legitimate supply chain with counterfeit products supplied to hospitals, retirement
homes and pharmacies.

The generic harm associated with counterfeiting is economic in nature. Governmeantis lose out
on tax revenue, whilst legitimate markets, sellers and producers are undermined. The new
trend in counterfeiling dregs, food, drink and electrical goods adds a major threat Lo public
heaith, Counterfeited pharmaceuticals present multiple threats. Substandard food and drink Is
also a health issue.
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Opportunities/Key Areas to Target
To combat counterfeiting with an impact on public heaith and safety, the following areas
shaould be considered for pricritised operational activity:

Distribution networks operating within the EU
» (OCGs operating in and around the majer ports associated with the impertation of
counterfeil goods
* The production of counterfeit goods within the EU
=  OCGs' financial activides

Most affected EU courntries

Distribution of counterfeit goeds: Belgium, Germany, Italy, the Netherlands, Poland Romania,
Spain, UK

Production countries: Czech Republic, Hungary, Poland

Missing Trader Intra Community (MTIC) fraud

*  To weaken the capacity of OCGs and specialists involved in MTI

= Ipcreasing market
Affects almast all MS

High leve! of spacialisation
High profits - low ris!
High negauve impaEe

[ B 2 B ]

provadmg the fraudsters with an opportun:ty to claim back the VAT from the state Frauds can
be directed remotely via the internet, allowing OCG leadership 1o remain beyond MS
jurisdiction. Dubai, with its financial infrastructure and links te beth wesktern bhanking and
Informal Value Transfer Systems has become a favoured location in which to base operations.

The sums invelved in MTIC fraud are massive, and the revenue loss caused by it has an impact
on state provided services and functions. This has direct implications far MS citizens. MTIC
frauds can also distort markets and disrupt normai commercial activity, with the high value
goods dumped onto the marketpiace at lower prices.

Opportunities /Key Areas to Target
To have an impact on MTIC fraud, the following areas should be considered for pricritised
operational activity:

»  EU-based specialists who help OCGs set-up MTIC fraud

= OCGs and their supporting criminal infrastructure based in Dubai

=  QCGs financial activities

MTIC fraud is a universal problem facing all MS.
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Synthetic drugs production and poly drugs trafficking in the
EU

= To reduce the production of synthetics drugs in the EU and to weaken the
capacity of QCGs involved in this activity and those associated with poly-drugs
trafficking

«  Most emerging drugs market

Large-scale synthetics drugs production mainly in Netherlands and Belgium

High tevel of specialisation and innovation

Continvous development and production of NPS

30% of drug trafficking OCGs are poly-drug trafficking

Linked crimes: other types of drugs trafficking, THB, facilltated Hiegal immigration,
money laundering

The EU is the predominant source of synthetic drugs, which means law enforcement &
in the EU have a relatively good opportunity to disrupt production at source, whlc
wauld have coasiderable impact on theiv avallability. 30% of the OCGs @I
trafficking are poly-drug traffickers, a proportion set fo further increas

demand for some types of drugs.

tentr-stream of new formulas appear on the market outpacing proh;bitwe !eg;slatwe

~affart and offering QCGs & growing source of revenue. Thare already exists a vibrant onling
community discussing and promoting NPS that DCGs exploit to reach their customers, Supply
is then facilitated via mail services that are difficult to control. Consumers exhibit a tendency
for poly-drug use and often perceive NPS as less harmful than traditional drugs. Exploiting this,
some NPS have been designed specificaily to mimic the effects traditional drugs. Usually
cheaper, reflecting their greater availability, demand is likely to increase.

Synthetic drugs use, in particular amphetamines, lead to multiple chronic adverse health
effects. The constant stream of new and untested psychoactive substances presents a major
public health risk. Chemicals used are often not designed for human consumption and the
production process involved does not align to any safety standards, The public perception of
‘legal highs' is incansistent with the levels of risk involved.

Opportunities /Key Areas to Target
To reduce drugs production in the EU, the following areas should be cornsidered for prioritised
opearational activity:

»  Synthetic labs - predominantly based in The NMetherlands and Belgium

= The flow of precursors - often sourced in China and Russia

«  OCGs producing precursors

*  The networks of specialists who trade their knowledge and expertise
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" QCGs involved in poly-drug trafficking (cocaine, heroin, cannabis, synthetics) in the
EU
=  QCGs’ financial activities

Most affected £U countries

Large-scale synthetic drugs production: Belgtum, the Netherlands

Small-scale synthetic drugs production: Bulgaria, Denmark, Estonia, Finland, Germany,
Lithuania, Poland, Sweden,

Poly-drug trafficking: all EU MS

Cybercrime

v To combat cybercrimes committed by organised groups and generating large.
criminal profits (such as online fraud), cybercrimes which cause serious:ha
to their victims (such as online CSE), and cybercrimes which affec
infrastructure and information systems in the EU

Profit-driven cybercrime and hacktivism

« Majority of cyber attacks linked to malware driven finandiat fraud
+  Growth of Crime as a Service (CaaSs) bmadens-r'nge of erifviinals with
conduct cyber attacks ] : L
Data breaches against service provid

Online Child Sexua Exploltatmn

: EU is on the decline
s The growth in the use of mobile payments and Near Field Communications (NFC) offars
naw opportunities for data theft and fraud

Profit-driven cybercrime and hacktivism

The high level of Internet penetration in the EU has resultad in a large attack surface for cybear
attacks. The vast majority of these attacks are linked to financial fraud offences, particularly
those facilitated via malware.

The malware ecosystem has become dominated by botnets, networks of compromised
computers upon which attackers can install other malware components. This industry, referred
to as Crime as a Service (CaaS) has significantly lowared the {evel of technical knowiedge
required by those seeking to perform cyber attacks.

Breaches of service providers, for criminal gain and political reasons, represent a major source
of personal information. For criminals, payment card details acguired this way facilitate the
growth of card-nol-present fraud.
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Opportunities/Key Areas o Target
To combat profit-driven cybercrime and hacktivism, the following areas should be censidered
for prioritised operational activity:

= QCGs providing CaaS

o Intelligence gathering on criminal forums where malware and stolen informaticn are

traded

= OCGs deploying malware

= Linking OCGs across different operations and proposing new jeint activitiez

=« OCGs' finandal activities

Online Child Sexual Exploitation
The Internet offers offenders a range of facilities through which to access and exchange Child

Abusive Material {CAM). Offenders make use of closed groups in social networking sites and
peer-to-peer (P2P) to distribute CAM as well as forums and websites hosted in The Onlon

Router (Tor} and other dark nets, Despite the popularity of more recent social media platforms,

bulletin boards {BBS), newsgroups and Internet Relay Chat {IRC) stili remain in use.

Cffenders also make use of web streaming technology to broadcast videos of child’abas
exchange for payment. Many of the children victimized in this way are located: outs;de of the
El.

Widespread use of encryptmn remote swrage and Dark Nets by offenders has made delectmﬂ .

Habbo, Facebook and Twﬂter to make cor
solicitation (grooming).

Opportunities/Key A ea
i : sldered for

ing Wifhin Dark Nets

services to disrupt the activities

offenders

Partnership with NGOs wthorities in third states where abuse is taking place

Card-Not-Present {CNP) accounts for more than half of the fraud losses in the EU. The majority
of card details misused come from breaches of service providers carrled out by hackers, The
environments wsed by criminals to trade in CNP data are the same as the ones used to
distribute malware, creating a nexus between carding and cybercriminal groups.

Card-Present fraud, particularly that facilitated by skimming, still occurs across the EU. Chip
and PIN technology has reduced the volume of domestic fraud in the EU but the abuse of EU
citizens’ card data still occurs in regions where this technology has not been adopted.

The growth of mobile hayments and the use of NFC techneology gives criminals new
oppertunities to gain access to payment data. OCGs will invest in technical capability to exploit
these means of payment as they become more widely adopted.

Opportunities/Key Areas to Target
To combat payment card fraud, the following areas should be considered for prioritised
operational actjvity:

= (OCGs carrying out breaches to gain access to CNP data

= QCGs monetizing compromised data
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= Development of reporting structures to facilitate prevention and detection strategies
for CNP fraud

«  Developing and maintaining relationships with law enforcement in areas without
Chip and PIN to reduce tha impact of card-present fraud.

»  Working with payment service providers to identify and mitigate risks to NFC and
mobiie payment systems prior to wide scale deployment

»  OCGs’ financial activities

Cybercrime is a universal problem facing all MS.

Money laundering

= TJo increase the investigation of OCGs” financial activities and promote further
possibitities for asset recovery

=  Major facilitator for OCG achivity )

= Egtimales suggest as much as EUR 1.54 trillion are laundered annual!y, caysi
significant harm to the economy

» The rise of E-commerce and unregulated banking platforms redu
opportunities for money launderers

OCGs go to considerable lengths tec con
Money laundering has become a |
actors. The risks and opportuniti

to place money beyond jurisdictional boundaries include pre-paid cards,

'OCGS:"can ivad them with substantial sums of money in one country for transfer and use in

another, negating the need for the more risky smuggling of bulky cash. The rise of e-
commerce has baen of considerable benefit to money launders, offering the ability to rapidly
transfer illicit funds across the giobe, hidden amongst the millions of legitimate financial
transactions conducied each day. Unsupervised online payment platforms, electranic money
and digital currency bring additional banefit, offering an unregulated and hard to trace means
of moving money abroad.

Obscuring the illicit origins of criminal finance is ancther important and effective means of
meney lavndering. LBS with high cash turnover, such as bars, nightclubs and casings offer
opporlunities to hlend ilegal funds with legal. While some are set specifically for money
laundering, others are pre-existing businesses where owners and staff are coerced or
corrupted inta participating. The economic downturn has hit such businesses especially hard
and unscrupulous owners may actively seek to enter into money laundering schemes to
maintain pre-crisis profitability., The internet is also imporlant for this area of money
laundering, with online casines and gambling sites providing the same facilities as their real-
world counterparts, without the need for physical location, meaning they can be placed
globally and criminal anonymity can be ephanced.
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Complex international money laundering schemes consisting of wide-ranging investment
portfolios and & network of shell companies can be set-up te obscure the criminal crigins of
larger sums of money. Corrupt officials and legal/financial experts are fundamental to the
setting up and running of these schemes, exploiting legal icopholes, financial products and
effshore jurisdictions/ countries with limited regulation. Dubai has become the centrs for many
of these schemes offering links to Western banking and local Informal Value Transfar Systems
which facilitate money laundering.

Money laundering presents multiple harms for society. Primmarily, iU ensures that OCGs benefit
financially from their criminality thereby reducing any incentive to stop. The ability to move
monay between countries alsg makes international crime passible, with OCG leadership able to
reside in one country and direct/profit from operations occurring in another. There are also
considerabile negative conseguences for the economy. The substantial sums of money involved
skew the market in favour of those businesses that are working with 0CGs and benefiting from
the investment of their illicit funds.

Opportunities /Key Areas to Target

To combat money {aundering, the following areas should be considered for prlorlilsed--'

operational activity: ) o
= Money laundering activities associated with all major crime areas 'for t e purposes

of tracing criminal assets :

Mongy laundering is 2 universal problem facing all MS .

Emerging threats

Emergmg' nd _new threats stand out also m ‘terms of their raplti evolut:on and need for
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ANNEX I ~ The SOCTA Methodology

The SOCTA methodology was develaped by Buropel in cooperation with the SOCTA expert
group composed of representatives from EU Member Siates, Europeol's third partner countries
and organisations, the Eurcpean Commission and Councit General Secretariat. The SOCTA
customer requirements were agreed on previously and formed the basis of the SOCTA
methodology. The Methodelogy was confirmed by COSI at its meeting on 25 June 2012 in
accordance with action 17 of the EU Policy Cycle®.

Aim and scope of the SOCTA
The SOCTA is a strategic report. It identifies and assessos threats, analyses vulnerabilities and
oppartunities for crime and includes finding specific to regions and MS,

The airn of the SOCTA is ta:

= analyse the character or threatening features of organised crime groups (OCGs)
«  analyse the threatening features of serious and organised crime areas of actmt
areas)
analyse threatening aspects of OCG and S0C areas by region
define the most threatening QCGs, criminal areas and their regional di

ganised crime

‘Thé SOCTA uses the definition of International organised crime provided by the Frameawork
Decision on organised crime of 24 October 20087, This Framework Decision defines a “criminal
organisation” as "a structured association, established over a period of tima, of more than twa
persons acting in concert with a view to committing offences which are punishable by
deprivation of liberty or a detention order of a maximum of at least four years or a more
serious penalty, to obtain, directly or indirectly, a financial or cther material benefii.”

in accordance with the definition provided by the Framework Decision, the following list of
qualifying criteria was applied in the data collection process on organised crime groups for the
SCOCTA:

= collaboration of more than two persons;

= active for a prolonged or indefinite period of time;

»  syspected or convictad of committing serious criminal offences (intended as punishable
by deprivation of liberty or a detention crder of @ maximum of at least four years ¢r a
more serious penalty - for organised crime)

§ COUNCIL., OF THE EUROPEAN UNEON, Brussels, 4 July 2012, 12159/12, LIMITE, COSI 59, ENFOPOL 219, CRIMORG
_88, ENFOCUSTOM 72,

? Council Framework Decision 2008/841/JHA of 24 Coiober 2008 on the fight against organised crima, 0] L 300,
11132008, p.42.
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v with the obiective of pursuing profit and or other material benefit
= QOperating/working on an international fevel in and/or outside the EL MS.

Serious crime refers to criminal activity deemed worth reporting on, which does not meet the
OCG definition set out in the 2008 Framework Decision. De facte it also concerns lone actors or
individual actions.

In the context of the SOCTA methodology, SOC areas are specific clusters of eriminal activity,
which feature QCG involvement and affect MS. SOC areas also include criminal markels as
well as clusters of criminal activity which are serious due to their international dimension or
effact on the EU.

Data sources
The SOCTA is based on data from law enforcement agencies and open sources, Law
enforcement data includes data available within Furopol, data obtained from MS via
questionnaires, and data obtained from third orgenications and countries. The open sources
material used has been carefully evaluated for the reliability of the source and the validity of
the information.

Threat indicators and crime relevant factors
Tailored indicators describe and assess the intrinsic characteristics of OCGs and;

QCGs and crime areas have on EU society. These indicators a
threats and arriving at substantiated recommendations.

In addition to these three types of indicators
are also analysed. CRF are facilitating fi g

Low: coopgrqtion_'\}v_i_’_[1_9}}_53- gmu’pé, expert
enforcement; 00T
sadaptable and flaxible,

Areas; .
High: an international:

mension to thelr activities, the use of corruption.

hathréat level of an OCG can be simultaneously assessed as high on cne indicator, and
medium or tow on others, or in any other combination depending on the information collected
from Member States,

The affects of OCG activities can be assessed as high, medium or low on any or all of the
dimensions inclueding physical and psychological, political, financial and economic, social,
technological, and environmental. This assessment is again based on the information coliected
from Member States. The same applies to assessing the threat levels of S0C areas where the
following indicator values apply:

Low: resource availability, sacial tolerance, linked crime areas
Medium: innovation, number of groups active and evelution of the crime area
High: international dimension and high profits.

Results

The analysls of the data on organiscd crime groups and serious and organised crime results in
a list of recommended priorities on organised crime groups and sericus and organised crime
areas, in a format that enakles informed decision-making on priorities and the preparation of
multi-annual strategic plans in & later phase of the policy cycle.
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ANNEX I - List of Abbreviations

against Criminal Threats

AML Anti-Money Laundering

CaaS Crime as a Service

CAM Child Abusive Material

CNI Critical National Infrasfructure

CNP Card-not-present

COSI Standing Committee on Operational
Cooperation on Intemal Security

CRF Crime-relevant factors

CSE Child Sexual Exploitation

DDeS Distributed Denial of Service

EMPACT Eureopean Multidisciplinary Platform

European Unlon

ic Action Plans

3,4 méthylenedioxy—methampheta mine

Member State/Mamber States

MSEB Money Service Business
MTIC Missing Trader Intra Community
NPS New psycheoactive substances
OAP Operational Action Plan
OCG e s s Orgamsed e
QCTA Qrganised Crime Threat Assessment
pz2p Peer-to-peer
s0C Serious and organised crime
. SOCTA S i:;g;?nif:ﬁ Grganied Crime Threet
42
7368/13 EB/hm 44
ANNEX II DG D 2C EN



TES

Trafficking in endangered species

THB

TFrafficking in hurnan beings

TOR

The Onion Router

UAE

United Arab Emirates

UNODC

VAT

United Nations Office on Drugs and Crime

Value Added Tax
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