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Subject: Opinion of the Enropean Data Protection Supervisor on the Proposal for a
Regnlation of the Furopean Parlinment and of the Conneil on the Foaropesn
Union Ageney for Law enforcement Cooperation and Training (Europel) and
reprealing Decisions 200937 1ATHA aud 2005/681/THA

Dear Mr FPresident,

With regard to Regulation (EC) No 45/2001 of the Fuwopean Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of data by the
Community institations and bodies and on the free movement of such data. and in particular its Article
41, 1 send you my opinion on the Proposal for a Regulation on the Agency for Law enforcement
Cooperation and Training (Europol}) ond repealing Decisions 2000371/ JHA  and
2005/68 1/THA.

I have sent this opinion lo the President of the Buropean Commission and the President of the
European Parliament as well.

Nours sincerely,

e
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Put:%r HUETIMNK

Armex: Opinion

o Mr Uwe CORSEPIUS, Secretary-General
r Bory MONTGOMERY, Permanent Representative of [reland
My Guy STESSEMNE, Secretariat General of the Couneil

Postal address: ree Wiertz 60 - B- 1047 Brussels
Officess e Montoyer 30

e L

Tel.: 02-283 15 00 - Fax : 02-283 1% 50
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Opinion of the European Daia Proteciion Supervisor on

the Proposal for a Regulation of the EBuvopean Pavliameni and of the Council on
ithe Ewopean Union Ageney for Law enforcemeni Cooperation and Training
{Europal) and vepealing Decisions 2000/37LATHA and 2005681/0H A

THE EUROFEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the Eurcpean Union, and i1 particular
Artizle 16 thereol

Having regand to the Charter of Fundamental Rights of the European Union, and in
partcular Aricles 7 and § thereof,

Having egard to Directive 9346/EC of the Euroean Parliament and of the Council of
24 Oectober 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data’,

Having regard to Regulation (EC)Y No 45/2001 of the European Parliament and of the
Council of 18 December 2000 or the protection of individuals with regard 1o tae
processing of personal daty by the Comumunity institntions and bodies and on the fize
maoverment of suchk data, and in sarticular Article 28 (2} thereot?,

Having regand to Council Framework Decison 200897 7JHA of 27 November 2008’
on the protection of personal data processed in the Framzwork of police and judicial
cooperation 11 criminal matters,

HAS ADOPTED THE FOLLOWING OPINION
L INTRODUCTION

L1 Context of the opinion

1. On 27 March 2013, the Commission adoepted the proposal fora Regulation of the
Furgzean Parlizment and of the Council on the Ewropean Union Ageney for Law
enforcemnent  Cooperation and  Training (Eurepol} and  repealing Decisions
20097371/ IHA and 2005/68 1/ THA. ("the Proposal™). The Proposal was sent by the

DO 1995, L 25101
O LR, 12,2000, p 1.
* O L350, 30, 12,2008, p. 60,
Postal acdress: roe 'Wiertz 60 - B« 1047 Brussels
Ohffices: e Mantover 30
E-mail : cdpsi@edps europaen - Webste: waow edps. enropa en
Tel; 02-285 1900 - Fax : 02-283 19 30
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1.2.

5

Commission to the EDPS for consuliation on the same day and received on 4 Ajpril
2015

Before the adoption of the Proposal, the EDPS was given the opportunity to provide
informal comments. The EDPS welcomes the fact that many of these commenls
have been taken into account.

The FDPS weleomes the fact that he has been consulted by the Commission and
that a reference to the consullabion 1s included in the preambles of the Proposal.

The FDFS was also consulied on the Communication from the Commission (o the
European Parliament, the Council, the Burepean Economic and Scecial Commitiee
and the Committee of the Regions establishing a Furopean law Enforcement
Training Scheme. adopted in parallel with the Proposal’, However. he will refrain
from issuing a separate reaction on this communication, since he has only very
limitad comments which are included im part 1V of this opinion.

Aim of the Proposal

The Proposal is based on Articles 88 and Article 87 (2) (b) of the T1 gaty on the
Funetioning of the European Union (TFEU) and has the following aims™:

- align Furopol with the requirements of the Lisbon Treaty, by adopling a
legal frarnework under the ordinary legislative procedure;

- meet the goals of the Stockholm Programme by making Europol a hub for
information exchange between the law enforcement authorities of the
Member States and establishing Eutopean teaining schemes and exchange
programmes for all relevant law enforcement professionals;

- grant Europol new responsibilities, by taking owver the tasks of CEPOL and
giving a legal basis for the EU cyberetime centre:

- ensure a robust data protection regime, in particular by strengthening the
supervision structure;

- improve the governance of Europol by seeking increased efficiency and
aligning it with the principles laid down in the Common approach on EU
decentralised agencies.

The EDPS emphasises that the Proposal is of great importance from the perspective
of processing of personal data, The processing of information, including personal
data, is a principal reason for the existence of Europol. In the current state of EU
development, operational police work remains a competence of the Member States.
However, this task has an increasingly cross border nature, and the EU level
provides support by providing, exchanging and examining information,

L3 Aim of the Opinion

6,

This Opinion will focus on the most relevant changes of the legal framework for
Europol from the perspective of data protection. It will first analyse the legal

fCOM{ZO13) 172 final,
* Explanatory Memorandum, part 3.
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7.

coeext, its development and the consequences for Baropol. 7T will then elaborate on
the matn changes, which are:

- The new information strueture for Europol, which implies a merger of the
difforent databases, and its conscquences Tor the principle of purpose
limitation.

- The strengthening of data protection supervision,

- Trangfer and exchange of personal data and other information, with a focus
ol the exchange of personal data with third countries.

Subsequently, the Opinion will discuss 2 number ol specilic provizions of the
Proposal, with an emphasis on Chapter VI thereol {Articles 34-48) on data
prodection safeguarls,

T0. ANALYSIS OF THE LECAL CONTEXT

A

The Furopean Police Office ('Buropol’) started as an intergovernmental body
regulated by a Convention” concluded between Member States, which entered into
force on 1 Oviober 1998, In 200%, he BEuropol Convenlion was ceplaced by a
Council Decision adopted on 6 April 20097, This provided that Eurapol would be
financed from the Community budget and would be subject to the EC Financial
Regulation and Staff Regulations, thus alighing Europol with other EU bodies and
apencies. This new legal framework came into force on 1 January 2010 when
Europol became an EU Agency.

Lishon Treaty and Europol

2,

.

The Lisbon Treoty - which entered into force on 1 December 2009 - abolished the
pillar structure' of EUJ legislation and brought the establishment of Europol under
Article 88 TFEU. Consequently, BEuropol's legal basis has moved from the
consultation pracedure, subjert to unanimity in the Council following consultation
of the European Parliament, to the ordinary legislative procedure, with qualified
majority voting in the Council and full co-legislative powers of the European
Parliament, Furthermore, the Lisbon Treaty has transformed the area of police and
judicial cooperation in criminal matters (the former third pillar) into the main area of
EUT law, which - for example - will lead to the tull jurisdiction of the Court of
Justice of the European Union,

In this respect, the Protocol on transitional provisions anncxed to the Lisbon Trcatys
imposes a five-year transition period before the existing third pillar instruments,
including the Europol Couneil Decision, will be treated in the same way as the
Community instruments. Article 10 of the Protocol provides for the legal effects of
all acts adopted before the entry into force of the Lisbon Treaty to be preserved until
these acts are repealed, annulled or amended. In additien, the extended competence
of the Cowt of Justice and the possibility for the Commission to launch

B Cuvention bused on Article K3 of the Treaty on Curepean Unien, on the cstablishment of a Burapean

Prolice Office (the 'Europal Convention®), O C 316, 27111995, p.1.

! Council Declslon of 6 April 2009 esmablishing the Beropean Police Oifice (Euwropol) (b Buopul
Couneil Decision”, OF L 121, 15052008, p. 37.

" Protocol (Mo 363 on transitional provisiens, OF C1S, 09,05, 2008, 322,
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intringement procedures will not apply to these acts. until either they are amended
or five vears from the entry into force of the Treaty have elapsed.

~The EDPS welcomes the Proposal, 1t alipns Europol with the requirements of

Article 88 (20 TEEU, The stronger role for the European Parliament as co-legislator,
the extension of the qualified majority principle in the Council as well as the full
Jurisdiction of the Court of Justice will have n positive impact on the quality and the
consistency of the legal framework. mcluding the crucial aspects relating to the
protection of personal data, The general data protection rules, as well as specific
tailored rules that may be necessary for particular exchanges ol data will beneli
from the full involvement of all the EL institutions coneerned.

Lizshon Treaty and data protection

12,

13,

14.

15

‘The entry into force of the Lisbon Treaty marked a new era for data protection.
Article 6 of the Treaty on European Union (TEU), as amcndﬁd confers hinding
legal effect on the EU Charter of Fundamental Rights’. Article 8 of the Charter
enshrines the right of every individual to the protection of personal data and sets
forth its main elements. This fundamental right is also laid down in Article 16(1)
TFEU. Moreover, Article 16(2) TFEU provides a specific legal basis for a strong
EU wide data protection law in all aveas of EU policy, including the field of police
and judicial cooperation in criminal matters.

In this respect, the Commission adopted a package for reforming the EU legal
framework for data protection on 25 January 2012. The package includes a
Communication'” and twao Iegimiﬂti\-'e propogals (the DP proposals): a general
Regulation on data protection ™ ('the pmpcrsed DF Regulation') and a specific
Directive for the area of police and justice' (the 'proposed DP Directive').

The EDPS has warmly welcomed the DP proposals, in particular the proposed D
Regulation which constitutes a huge step forward in providing more effeclive and
more consistent data protection in EW. However, the EDPS has wamed that the Data
Protection proposals are still far from a mmprehenswc set of data protection rules
on national and EU level in all areas of ELJ pollcy

The need for a comprehemsive approach to the revised EL data prolection
framework had been announced by the Commission in its Communication of
MNovember 2010 entitled 'A comprehensive approach on personal data protection in

? Charter of Fundamental Rights of the European Union, OF C 83, 30.03.2010, p. 389,

U Communication from the Commission to the European Parliament, the Council, the Furopean
Economic and Secial Committes and the Committee of the Regions, entitled “Safeguarding Privacy in a
Connected World A European Data Protection Framework for the 21st Century”, COMZ0 123 final.

" proposal for a Regulation an the protection of individuals with rezard to the processing of personal data
and on the free movement of such data, COM2O121 1 nal.

% Proposal for a Directive on the probection of individuals with regard to the processing of personal duta

for

the purposes of prevention, detection, investigation or prosecution of criminal offences or the

execution of criminal pemalties, and the free movement of such data, COM{20123140,

13 See FOPS opindon of 7 March 2012 on the data protection raform packags, 01 C192, 30062082, p.7,
section .2, The fall text of this opinicn can e found on the EDPS website: httpfwwww edps, europa.en.
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the Eurcpean [nion'™ This was welcomed and endorsed by the European
Parliament and the Council. [n its Resolution of & July 200E, the European
Parliament expressed its full engagement with a comprehensive approach'”. Also the
Couneil, in its conelusions of 24 and 25 Febroary 2011, referved to a new legal
framewaork hased on the comprehensive appi'uﬂchlﬁ.

16, The EDPS Opinion of 14 January 2011 stressed the importance of a comprehensive
legal insttument for data protection, including police and judicial cooperation in
eriminal matters. Comprehensiveness was underlined as a condlitio sine gua non Tor
eftective data protection in the future'’. The EDPS highlighted that there is no
fundamental difference hetween police and judicial autherities and other authorities
of the Member States endowed with tasls of law enforcement, such as authorities
for laxation, customs, ant-fraud and immigration. These latter authorities are
subject to Directive 95/46/EC, He also recalled that most Member States have given
wide scope to their national legislation implementing Directive 25/46/EC and
Council of Ewope Convention 108", also applying them to their police and judicial
authorities.

17. The EDPS also expressed a clear preference for including data processing by the EU
institutions, bodies, offices and agencies in this general legal instrument. A single
text would avoid the risk of discrepancies between provisions between different
‘instruments and would be the most suitable vehicle for data exchange between the
EU level and the public and private entities in the Member States.

18. However, the Commission has taken a different approach. First, it has chosen lo
regulale data protection in the law enforcement area in a self-standing instrument
(the proposed DP Directive) which is not fully aligned to the level of protection of
the proposed DP Regulat:iun‘g. Second, the data protection rules for EU institutions,
bodies and agencies as laid down in Regulation (EC) No 4572007 have been left
untouched, as well as specific measures in the area of police and judicial
cooperation in criminal matters, and have been postponed to a later stage.

Conseguences for Evropol

19, At L level, following the entry into force of the Lisbon Treaty, Regulation (EC)
No 45/2001 applies to the processing of personal data by all Union institutions,
bodies, offices and agencies insofar as such processing is carried out in the exercise

" Communieation of 4 Novernber 2010 of the Commission to the European Parliament, the Council, the

Economic and Sccial Committes and the Committee for the Regions entitled A comprehemsive approach

on personal data protection in the Ewropean Union', COM{Z010) 609 final.

Y See Buropean Parliament Resalution of 6 July 2011, 201 1/2025(IN0).

¥ cee the Council conclusions of the 3071st Justice and Home Affairs Council meeting of 24 and 25

February 2011,

¥ See EDPS Opinion of 14 January 2011 em the Cemmunication from the Commission on "A

comprehensive approach on personal data protection in the Evropean Union', G C BRI, 22.06.2011,
.1, point 3.2.3.

b Convention Tor the Prolection of Individuals with regard to Autornatic Processing of Personal data,

Sirasbourg, 28,01, 1981

¥ In his Opinion of 7 March 2012 (Mo, 20 the EDPS even stated that the level of protection provided by

the proposed TP Directive is by fac inferior o the proposed DP Regulation (see also Mos. 3093107,
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20,

21

22

23,

24,

ol activities all or part of whick fall within the scope of Union faw, excepl where
Union faw has clearly and specilicaily provided otherwise,

It has been argued that under the current lepal lramework the existence of specific
rules for data protection would have as a consequence that Repulation (EC) No
452000 would not apply to Europel, in any event not to its core activities. There is
no need to question, in the context of this Opinion, this argument.

However, despite the fact that the current specilic regime for Buropol would only
seem to refer to Furopol's core activities, there is some debate as o the statas of
administrative personal data and stafl data at Furopol. The EDPS dfherefore
welcomes the proposal to clarity that Regulation (EC) No 452001 should be fully
applicable to those data™,

The processing of personal data by Europol for its core activities (e to support and
strengthen Members States' action in combating serious crimes) is treated
difTerently, The Commission has opted in the Proposal for an automomous data
protection regime, based on the assumption that Regulation (EC) Mo 452001 is
inapplicable to Europol. The EDPS regrets that the Commission has not chosen to
apply Regulation (EC) MNo 452001 to Europol, and limit the Proposal to additional
special rules and derogations, which duly take account of the specificities of the law
enforeement sector.

However, the EDPS notes that Recital 32 of the proposal explicitly mentions that
data protection rules al Furopol should be strengthened and draw on the principles
underpinning Regulation {EC) No 45/2001. As a consequence, the Proposal includes
most of the substantive elements of Regulation (EC) No 45/2001.

Recital 32 also specifies that the data protection rules at Europol should be aligned
with other relevant data protection instruments applicable in the area of police
cooperation in the Union, in particular Convention 108 and Recommendation No
R(87)15 of the Council of FHurope’ and Council Framework Decision
2008/97T/THA on the protection of personal data Zzpmctsscd in the framework of
police and judicial cooperation in criminal matters™. The EDPS recalls that neither
Convention 108, nor the Council Framework Decision apply to Europol, but he of
course supports the intention to ensure that the protection afforded by those
instruments in the Member States is respected by Europol.

The data protection reform

25

As said befote, comprehensiveness is one of the main drivers and purposes for the
data protection reform. Earlier, the EDPS had called for a single comprehensive
instrument including pofice and justice. Such an instrument may allow for additional
special rules which duly take account of the specificities of the police and justice
sector, in line with Declaration 21 attached to the Lisbon Treaty, A proliferation of

# Regulation 45/2001 abready appplics to all activities of CEPOL.

* Councit of Europe Commities of Ministers Recommendation Mo, R(87) 15 to the Meanber States on
regulating the vse of personal data in the police sector, [7.09.1987.

= Couneil Frameworl Decision Z008477)HA on the profetion of personal data processed in the
framewrk of police and judicial cooperation in crimina] matters 01 L 350, 30.08.200%, p. 60,
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different regimes applving to. for instance, Buropel, Furopust, S0 and Piibm showd
be avoided

26. The EDPS therelfore recommends specifying o the recitals of the Proposal that the

new dats protection framework of the EL mstitubons and bodies shoedd  he
applicable to Europol a3 socn as it i adopted. In addition, the application ol the daa
protectior regime for EU institutions and badies 10 Eurepol should be claified
within the instrument replacing Regulation (FC) No 432000, as first announced in
2010, in the context of “he review of the data protection package”

27 Recital 32 of the Proposal mentions shat the data protection rules of Europol showid

be autonymoss and aligred with other rzlevant data proection stuments
appivable in e aea ol police cooperation fn the Union including the Pramewonk
Decision 2008977/ THA, and specifes that (1is Decision will be replaced by the
relevant Directive in force at the moment of adoption, The EDPS draws the
pitention to the fact that the Europol Council Decision provides for a wobust dam
proteztior regime and considers that this level shouald rot be lowered independently
of the discussions on the propesed DF Directive. This should be specibed m the
recilal.

28. Finally, et the lafest from the moment of the application of the new general

framewaork, the main new elements of the dats protection reform (i e acenumtahility
principle, data protection impac: assessment, privacy by design and by default ard
notification of personal data brezch) |, should also be apolied o Earopol. This should
also be mentioned in the recitals. As will be developed further below, these elements
are enrrently absent from, or not sufficiently taken into account in, the Preposal,

TI1, ANALYSIS OF THE PROPOSAL

GENERAL COMMENTS

29. The role of Europol is o provide suppot to national law enfereement authorities

anel their mutual cooperation in prevanting and combating organ sed crime, terrorism
end other forms of serious crime affecting two or more Member Stetes™, The
assistance offzred by Europol to national law enforcement authorities involves
Gacilitating  exchanges of ofonnation, providing criminal avalyses, s well as
helping and coordinating cross border operations. T'o achieve these tasks, Emopol's
core activities consist of pathering, analysing and disseminating informaticn
including, to alarge extent, personal data.

30, A strong framework of data protection is not only important for deta subjects but

alzo contributes to the suceess of police and judicial cooperation itscll. I forms the
basis for the trust of the Member States which provide the police and judicial
information. The personal data concerned are quile ofien ¢l a sensilive nature and
have been obtained by police avd jndicial aufaarities as a resalt of an investization
of persons. One of the problems raised in the Impact assessment is that Mamber

¥ Communication from the Commission entitled "A comprehensive approach on sersonal data protection

in the European Union, COM2G 0009 final, po. 18-1%.

M ariicie 4 of Ewopol Couneil Decisian,
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Statez do not provide BEovopol with sufficient information. This tendency not 1o
share information s driven. amongst others, by the potice coulture which encourages
law enforcement officers to be cautious about such things. A strong data protection
repgime should contribute to enhance trust betwseen Member States, as a condition for
a successful exchange of information. Clear purposes with related specific and strict
riles would result i an easier acceplance of personal data exchanges. Finally,
ensuring respect for the data protection principles wonld finther ensire that Furopol
operates under the rule of law, generating trust in its behaviour and thereby fostering
a wider sense of rust in EL institwlions

31, The Commission has repeatedly highlighted the importance of strengthening data
prolection in the context of law enforcement and erimse prevention, where the
exchange and use of personal information has significantly inereased””. In addition
the Stockholm Programme, approved by the Furopean Couneil, refers o a strong
data protection regime as the main prerequisite for the EU Information Management
Strategy in this area®.

32,1t is all the more important therefore that the Proposal ensures a high level of data
protection, at least as high as that resulting from the current framework.

a)} New Europol information structure

33. The present Europol Conneil Decision confains detailed  provisions on data
protection, which are further complemented by a set of implementing rules such as
the Council Acls related to the rules applicable to Analysis Work Files”, rules
sovernung Buropol's relations with parmcrsu. riles on conﬁdentialityzg and
conditions related to the processing of data for the purpose of determining relevance
to Europol tasks™,

34, Under the Europol Council Decision, Europol processes information, including
personal data, in two main systems, the Europol Information System (EIS') and the
Amalysis Worlk files (AWFY! These systems are technically and legally separated,
with specific rules on their purposes and access rights. As a result, Europol 1s not
allowed 1o link and make analysis of pieces of data spread over the different

¥ Zee Communication of 20.07 2010 from the Commission to the Ewropean Parliament and the Coungil -
"Owverview of information mamagement in the aven of frecdom, scenrity and justice", COM{2010) 385
fimal.

* The Stockhefm Frogramme - An open and secure Burope serving and proteciing citizens (ZG100C
115013, OFC 115, p. 1

¥ Council Decision 2009/936/THA of 30 November 2009 adopting the implementing rules tor Europol
analysds work files, OF L 323, 11,12 200G, p. 14,

Council Decision 2009/03401A of 30 November 2009 adopting the implementing rules governing
Faropnl's relations with pariners, including the exchange of personal data and elassified information, )
L 325, 11.12.2009, p.6. See also Council Decision 2009/935/0HA of 30 November 2009 determining the
list of third States and organisations with which Buropel shall conclude agresments, ©F L 325,
11.12.2009, p. 12,
® Counil Devizion 2000968 THA of 30 November 2009 adopting the rules on the confidentiality of
Exropol information, O L 332, 17.12.2009, 1, 17,

* pecision of the Management Board of Europol of 4 June 2009 on the condldons relaed 1o the
processing of data on the basis of Article 1{4) of Europel Council Decision, OF L 348, 2812 2009, p.1.
M Article 10 of Buropol Council Decision,
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databases found in these systemns. In addition, there are no possibilities for Europol
to deviate rom the specific pre-detined architecture.

35 The Proposal aims o provide for more flexibility, to allow Europol o sef up
gradually an architecture that would adapl to upeoming business needs requiring the
establishment of innovative data processing solutions. To this end, the Proposal
removes the general rules governing difTerent systems and focuses on purposes for
which the data have been provided vather than pre-defined systems =

36, Under Article 24 of the Proposal, Furopol is allowed to process mformation for the
following purposes: (a) cross-checking aimed at idenfifving connections between
information, {h) analysis of strategic or thematic nature and (¢) operaiional anal vses
in specific cases. Neither the Proposal nor any accompanyving document further
specifies these purposes.

The current information architeciure

37. To enable the changes to be understood, the EDPS will briefly describe below the
main clements of the present system, and its functioning in practice. This
deseription will show that the Europol Council Decision already offers considerable

flexibility.

38. The EIS is a reference datsbase used for cross-checking purposes: it enables
Member States to share and retrieve information about individuals, events and
devices comnected with a criminal case. Data stored in the FIS must relate to
suspects, convicted criminals or individuals on whom there are factual indications or
reasonable grounds to belicve that they have committed or will commit crimes that
fall within Euwropol's mandate. The Europol Council Decision sets forth an
exhaustive list of the types of data that may be stored in the EIS, 1.he data retention
periods, and the rules on access 1o and use of data stored in the EIS *

39, In contrast to the EIS, the AWFs aim at focusing on analysis in speeific crime areas.
Data stored in AWTs may not only relate to suspects but also to wilnesses, victims,
contacts, associates and informants™, The categories of data that may be stored in
the AWFs are broader than for the EIS™, However, additional data protection rules
apply to AWFs. Prior to its creation, each AWF 1s subject to an Opening Order, The
Opening Order must specify the purpose of the AWF, determine the individuals on
whom data may be stored and the nature of the data. Pursuant to Article 16.1 of the
ECD, the Opening Order must also describe the general context leading to the
decision to open the file, the conditions and procedures fur communication of the
data to certain recipients as well as the duration of storage™.

* See Recital 20 of the Proposal. See also p. 23 and 24 of the Impact assessment,

¥ Gee Article 12, 13 and 20,

M article 14 of the Europol Council Decision. See also Cowncil Decision 2009/936/HA of 30 November
2009 adopting the implementing rules fur Europol analysis work files, OF L 325, 11122009, p. 14

* Article 6 of the Council Decision 2009436/ JHA of 30 Movember 2009 adopting the implementing
rules for Europol analysis work Oles, OF L 323 11,12.2009, p_ 14 CAWF rules?)

* To ke complete, Article 10(2) of the Europol Council Decision also allows Europol to set up new
svstems processing personal data. However such sysfems may not process personal data that reveal racial
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1 Uletil 20000 2% AWTs existed, which meant 253 different disconmecled dalabases
dealing each with & specific fype of organised crime. At the end of 2010, the AWF
gyatein was reorganized and made more flexible. 1t now atlows Europol analysts (o
have access to relevant information processed in ofher AWTFs, The 23 existing
AWFs were merped into two AWTEFs, One AWT focuses on 'serious and organised
crime’; the other on 'counter terromsm”. As a result of the merger. the purposes of the
two AWFs are broad and raise concerns as to the purpose specification required by
Article !ﬁ:?){%d} of Europol Council Decision. Henee, within each of the two AWFs.
Foeal points' andfor Target groups™ have been created. each one defining a
specific purpose for the data it will hold. The specific purpose, together with the
nature of the data and the mdividuals on whom data may be stoved on the level of
the Focal point or the Target group, are specified in Annexes to the AWF's Openimg
Orders

41. Under this new AWF concept, Buropol analyst groups have access to all information
processed in the AWT they are allocated to, Further use of the information accessed
is allowed under the strict conditions that (i) Europol analysts establish a clear link
with the purpose of the Focal point or Target group they are responsible for and that
(1) only the necessary data are further processed in the Foeal Point or Target Group.

42, This flexibility would allow, for instance, detection of links herwaau investigations
and common arodi operandi across different criminal groups”. The pieture of
organised crime today is quite different from the period W]lﬂl] Europol was
established. The development of the internal market, the subsequent abolishing of
horders, together with the advantages offered by globalisation and technological
innovations, have created opportunities for new profits for existing and emerging
criminal groups. Crimninal organisations are more sophisticated and dynamic, They
no longer focus on specific crimes but commit fast-growing diversified offences,
shifting [rom one activity to another, and adding new activities to the ones in which
they already specialise. In addition, criminal groups are no longer confined to
geographical areas and quite often cooperate with other different organized crime
sroups. The diversity both of the criminal offences and of the composition of the
criminal groups requires a different approach. '

Asvessment af the EDPS

43. The EDPS understands the need for flexibility in connection with the changing
context, as well as in light of the growing roles of Europol. which will further
develop as a hubs for information exchange between the law enforcement authorities
of the Member States, and also have autonemous tasks in processing of information.

or ethnic origin, pelitical opinions, religious or philosophical beliefs or wade-union membership o
personal data related to health or sex life. However, the ability to create new swstems has not been used
for the two fallowing main reasoms: the lack of operational need and the restrictions on the storage of
sensitive personal information (See on this, Evaluation of the Implementation of the Buropol Council
Diecision and of Europol activitdes, Technisal report, p, 80-8 1, available on Europol website).
M i e an area which focuses om a certain phenomenon from a commmadity based, thematic or regional angle
{cg child exploitation, drugs trafficking through the Western Balkans, ...), Tmpact assessment, p. 33

ie an operational project with a dedicated Ewropsl leam to support an international criminal
investigation or criminal intclligence operation against a specifie target, (e.z an identified individual
criminal group: a eriminal organisation from Kosovo, .0 Impact assessment, p. 33
¥ See Dmpact assessment, p, 14 ('Aspeet 1 of the problem).
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in this perspective, Furopol must be able to fulfil its roles in the most effective and
efficient way. The existing infbrmarion architecture is nol necessarily e
benchmark for the future, The EDPS will therefode assess the new system on its own
merits vather than on the basis of the need for changes of the present systemn.

The EDPS would umderline that it is up to the lepislators o determine the main lines
of the information structure of Evrcopol. In his role as advisor (o the legislators he
focuses v e guestion wowhist extenl e clhoice of the legislators is constrained by
< and i so n accordance with - the principles of data protection. In the present
context. this means an assessment ol the level of protection given to the data subject
in the tight of the principle of purpose limitation, as applied to the srea of polics
cooperation. On the basis of this assessment, the EDPS will propose introducimg
further safeguards to the approach of Article 24 of the Proposal.

FPurpose limitation

43,

46

The EDPS recalls that purpose limitation is a key principle of data protection, as
recoghised by Article § of the Charter of the Fundamental Rights of the European
Union. It is both an essential condition for processing and a prerequisite for other
dota quality requirements. Purpose limitation contributes to transparemcy, legal
cerfainty and predictability. This principle aims at protecting data subjects by setting
limits on how conirollers are able to use their data. This is all the more important in
the ares of police and judicial cooperation in criminal matters, where data subjects
are nsually unaware of when data relating to them are being processed.

A specifier] porpnse means that it is precisely and fully determined which
processing is and is not included withine the specified purpose™, It will determine
the relevant data 1w be collected, retention periods, and all other keyv aspects of how
personal data will be processed for the chosen purpose(s).

Consequernces for Arficle 24

47.

The EDPS has the following comments on Article 24 of the Proposal, in light of the
principle of purpose limitation:

- Article 24(1)a) allows cross-checking of dats aiming at identifying
connections between information. The EDPS welcornes Ul Arlicle 24(2) wd
Annex 2 limit the cross-checking to data related to (i) persons who are suspected
of having committed or having taken part in a criminal offence in respect of
which Lwopol is competent, or whe have been eonvieted of such an offence,
and (ii) persons regarding whom there are factual indications or reasonable
grounds that they will commit criminal offences.

- Under Article 24{1)(b), personal data on suspects but also on witnesses,
victims, contacts and associates may be processed both for strategic or thematic
analysis. If Article 24(13(h) aims to refer to the carrent analysis of general trends

W See the Opinion 0320013 of 2.04.2012 of Article 29 Data Protection Waorking parly on purpose
limitaticon, 3% Section [1.2.1., available on the WP29 website af the following address:

littpfee europa.enfjustice/data-protest fon‘article - 29/documentation/opinion-

recommendation files 201 3 wp2 03 _en.pd
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48.

49,

50,

and organised crime threat assessments’ , the EDPS takes the view thal personal
data are nol required. He recommends defining the notions of strategic, thematic
and operational analysis in the Proposal and deleting the possibility to process
personal data for strategic or thematic analysis, unless a sound justification is
gﬁ-‘ﬂﬂ.

- Article 240 1)ie) of the Proposal provides that Europol may process information
for the purposes of operational analvsis in specific cases. The provision does not
require determining a specific purpose for these cases nor bo process only the
personal data relevant 1o each specific purpose. In contrast. Article 16 of the
Europol Council Decision provides that. for each AWT, a specific purpose and
ithe categories of the data 1o be processed are described in the opening order, The

principle of purpose specification has been implemenied through the concepts of

Focal points and Target groups, The EDPS therefore recommends including a
limitation of the purposes based on the experience of the present Europol
Council Decision, He strongly recommends clearly defining a specific purpose
for each operational analvsis case and requiring that only relevant personal data
shall be processed according to the defined specific purpose. Axticle 24(1)«c)
should be amended accordingly,

In addition, as regards Article 24(1){c) of the Proposal, the EDPS understands that
due to Europol’s core activity {i.e. enhancing the information provided by Metnber
States in order to provide additional knowledge on criminal aﬂtiwitiesa) and the
diversity of criminal offences and the composition of the criminal groups ? there is
a need for Furopol to cross-match data received in the context of operational
analysis. The EDPS recalls that under the principle of purpose limitation, personal
data may nol be further processed in a way incompatible with the purposes for
which they have been collected (Article 34(b) of the Proposal), Compatibility needs
to he assessed on a case by case basis taking into account all relevant circumstances
including the relationship between purposes, the context of the collection and the
saleguards applied by the controller. o

It should be added that in the law enforcement area further processing of data for a

purpose considered incompatible with the initial one could be allowed, when it is

sirictly necessary, in a specific case. Since this could invelve a privacy intrusive
. . . . . 44

processing this should be accompanied by very strict conditions.

Thus, the EDPS considers that cross-matching data collected for different purposes
by Buropel analysts requires specific safeguards, Therefore, he recommends adding
in the Proposal the following elemends: (3) all cross-matching operations by Europol
analysts shall be specifically motivated, (i) retrieval of data following a
consultation shall be limited to the strict minimum required and specifically
motivated, (iil) traceability of all operations related to the cross-matches shall be

1t Sea Europol review, General report on Europol's activities, available on Europol's website,

2 Bee ghove, point 42

B See Opinion of Opinion 03/201 3 of 2.04.2013 of Article 29 Data Protection Working Party on purpose
limitation, 3% Section 11.2.1, available on the WP29 website at the following address:

hitp: Vec.europa.cu/ justice/data-protecti on/article-29/decumentation/opinion,

" Opinion of the EDPS of 19 December 2005 om the Proposal for a Couneil Framework Decision on the
protection of personal data processed in the framework of police and judicial eo-operation in criminal
matters (COM (20039475 final), OF C 47, 25.02.2006, p. 27,
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ensured, and {iv} oly authonsed stalf in charge of the porpose for which the data
were initially collected mav madify that data. This would be in fine with the corrent
praciice within Europol.

The EDYPS considers that the above recommendations are essential to ensure a level
of data protection at least as high as m the Europol Counell Decision,

b} Strengthening dala profection supervision

Infroduciory remarks

52,

53

The EDPS welcomes the provisions on supervision that foresee a strong architecture
for supervision on data processing. Due account is taken of the responsibilities at
national level and at EU level, and a system is laid down for coordination between
all involved data protection authorities, based on experience and on existing, tried
and trusted mechanisms, The comments of the EDPS in this part are designed to
further strengthen these mechanisms.

The strengthening of the supervision mechanisms is necessary in light of the
arowing roles of Euwropol. The extended powers of Furopol envisage a clear
development of data processing activifies, including information processed at EU
level that does not directly originate from national authorities. Moreover, Europol is
now an EU body: it will need to be fully aligned with the other EU agencies and its
activities will fall under the jurisdiction of the Court of Justice of the European
Union.

54, In this context, the EDPS welcomes the recognition n the Proposal of the EDPS’

53,

role as the authority established to supervise all the EU institutions and bedies, In
consequence, Article 46 assigns responsibility for supervising Furopol to the EDPS,
including the role of advising Europol and data subjects on all matters relating to
data processing. This will secure a consistent and effective approach to supervision
at ELT lewvel.

In this respect, Article 45 of the Proposal recognises that supervision of the
processing operations foreseen in the Proposal is a tagk that also requires the active
invelvement of national data protection authorities®, Cooperation between  the
EDPS and national supervisory authorities is crucial for effective supervision in this
area. Article 47 therefore builds on the existing structure of cooperation in related
areas of EU law, such as the Schengen Information System (2nd generation),
Furndac and the Visa Imformation System. Experience shows these structures are
efficient because they encourage close cooperation between the national supervisory
authorities and the EDPS. This cooperation will be even more important in the
present case, because EDPS supervision of processing will not only focus on the
technical infrastructure®® but also on the substance of the data.

** See also Resolution 4 of the Spring Conference of European Data Protection Authoritics {Lisben 16-17
May 2013).
¥ This is the case for the information systems mentioned above,
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S6. Indeed, the EDPS takes ¢he view that the provisions on supervision and cooperation
in supervision could well be a model for the proposal of the Commission [or data
protection at EU level announced in the dala protection refarm,”’

57, Finally. the EDPS welcomes Article 48 of the Proposat that provides that Regulation
(EC) Mo 452001, including the provisions on suparvision, is fully applicable to
staft and adminiztrative data.

al ffteciive supervicion for Kuvogpol

S# In view of its activities, Europol needs effective supervision, in lorms of
independence, expertise and enforcement tools,

34, Independent and effective supervision is an essential component of the protection of
individuals with regard to the processing of personal data at national and European
level enshrined in Article 8§ of the Charter of Fundamental rights and Article 16
TFEU. The Court of Justice has recognised that the EDPS meets all the criteria of
independence established by the Court as concerns data protection supervisory
authorities, and indeed has employed the EDPS as a benchmark in this respect™.

Moreover, after the end of the transitional period under Article 10 of Protocol 36 to
the Lisbon Treaty"g, a natural or legal person will be able to request the Court of
Justice for judicial remedies against Europol's acts, including data protection™. The
same judicial framework should apply to any decisions adopted by the authority
supervising Furopol, as is also the case with the EDPS™,

&)

61. The Propesal grants broad investigative and enforcement powers to the EDPS,
ranging from offering advice to delivering warnings and -imposing bans on
processing (see points 68-69 below), which will ensure a strengthened and effective
supervigion of Europol™,

b) Role of national data protection aurhorities

62. The EDPS welcomes Article 43 of the Proposal. This states thal data processing by
the natiomal authorities and the way they interact with Europol is subject 1o national
supervision, and thus reflects the key role of national supervisory authorities. He

T Ser Communication from the Conumission entitted "& comprehensive approach on personal data
Emtecriun in the European Union®, COM{20 10609 fnal, pp. 18- 19 ansd point 15 abowve,

* See Case STROT, Comnmission v Gevmany, Le. point 300, sapervisorys autfrorivies (.00 mast enjay an
independence allowing them fo gerform their duties free from evternal inffuence. That independence
preciudes nor only ary fnflaence exercized by the supervised bodies, but also arny directiors or any other
external Difluence, whether divect or indiresy, which cowld eall into question the performanee by rhose
awthovities of their task convisting of extablishing o jaiv balance between the protection of the Fight to
privete ife aed the free movement of personal dova.")y and Case 814710, Commivsion v. Ausiria (Le. point
431 "The independence reguived (.} is intended to prechede not only divect frfTuence, i the jorm of
imstructions, Bl alvo (0.} any Indivecd influence which is Fabfe to have an effect on the supervisory
antfiorite's degisions., '
¥ on 1 December 2014,

* Sep Recital 46 and Article 52 of the Proposal. See also Explanatory Memorandum, p. 9.

M e Article 32(3) of Regulation 45/2001 and Article 30 of the Proposal.

* gz also Explanatory Memarandum, .8,
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also weleomes the stromg emphasis on close cooperation and the requirement that
the national supervisory avthorities should keep the EDPS informed on any actions
they take with respect 1o Earopol.

o) Sireamlined ard consisient data profection supervision af EU [evel

671 Following the entry into force of the Lisbon Treaty, the area of police and -udicial
cooperalion bas lost its separate intergovermvental status and has bezome part of the
Commmurity methed. Buropol. as ove of the “ormer "thivd pillar hodies” has become
an FU ageney. Therefore, Buropol, in terms of data protestion supervision, should
be treated in the same way as other EU entities. some of wheh glso process law
enforcesrent-related data (OLAF, Frontex and EL Lisa, the new [T Agency playing
a key role in the management of large scale irformation systems).

64, Morzover, the nature of the processing by Earopal is sigmficant. Europol not only
stores data originating from the Member States, but also actively processes those
data for the purpose of its own activities and uses otaer data “hat do not oniginate
from national autiorities but from other sources interacting divectly with Europol
{other EU bodies, third parties outside the EU, etz)). Hence, processing by Europol
itselTat EU level should be consistently supervised at EU level.

65, Finally, taking inty account that Europol exchangzs data with cther EU bodizs, it 1s
necessary to ensure consistency and an equal level of protection of the data
praczssirg by these other bodies. This requires that these EU entities are subject to
the same harmonised and coherent system of comprehensive supervision,

) Supervision by the EDPS

66, In view of the above, A-ticle 46 provides for streamlined and consistent data
protection supervision at EU level by the EDPS, The EDPS sunervises the other 60
plus institutions, bodies and agencies active over the whole range of EU policy, with
solic experience in supervising EU bodies and agencies that process data in the law
enforcerrent area, suck as Frontex and O_AF

67. The EDFS welcomes Recital 32 of the Proposal, which slates that data protection
rules at Eurosol should be strengthened and draw oa the principles underpinning
Regulatien (EC) No 4572001, and Article 46 of the Proposal, graating the ED?S
similar duties and powers 1o those enjoyed under Regulation (EC) No 452001,

68, In this respect, the supervisory role of the EDPS is exarcised through verious tools,
such as prior checks, consultations, comylaint handling, visits and inspections™, The
EDPS hes the power 1o odtain access to all personal data and to all nformation
necessary for his enguiries and to obtain access to any premises in which the EU

body carties on it activities™, If necessary, a number of formal enfercement actions
are available to the EDPS. In particular there are powers to order the rectification,

** These sapervision tools, investigative and enfercement pawers are described -in the EDPS policy paper
an "Moniloring and Ensurng Compliance with Regoltion [ECR52001" of 13 December 2010
Chitpsfiwew, edps. earopo_ ey EDPS WER webdawzitemySiefkhared Documents EDPSPublications/Faper
SPolicyP/10-12-13_PP_Compliance EM.pdf).

M jrticle 47(4) of the Proposal.
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blocking, erasure or destroction of data that would heﬂpmces-sed in breach of the
5 . T o 3
Pmposa]i'; to warn or admonish the controller-EU body™: 1o impose a temporary or
wow ' &) : 5
definitive ban on the processing’’; and to vefer a matter to the EU Court of Justice g

G4, Some of these powers, like the power under Article 46 (331 to impose a temporary
or definitive ban on processing, are meant as an ultimate sanction and will not be
imposed lightly, particularly because of their possible repercussions on the tasks of
Europol. However, ar effective system of supervision needs strong enforcement
tools to be available so as 1o have a strong preventive effect, Moreover, the use of
these powers by the B supesvizory autherity will abways be subject to judicial
review before the Court of Justice.

el Uooperation between the EDPE oo national auihorities

70. The Proposal ensures that all EU entities, mcluding Europol, are subject to
consistent and comprehensive supervision, In addition, it takes into account the
close relationship between the EU and Member States in Europol's tasks and the fact
that many of the data processed at Europol originate from the Member States. This
requires the legal framework to provide the necessary amangements for coordinated
approaches, to ensure that supervisory activities af all lewvels are coordinated
effectively by way of strong cooperation mechanisims,

71.In this respect, the legal framework for Europol should clearly define the
responsibilities of the ditferent supervisory authorities for the different elements of
the 2ystem, ensuring full accountability and lepal certainty.

72, The result should be a fully consistent approach at all the different levels.
Consistency calls for an appropriate - and where necessarv close - cooperation
hetween the EDPS and the national supervisory authorities and for a consistent
approach among the EU and various national processing operations.

73. The EDPS therefore welcomes Arlicle 47 on cooperation and eoordination with the
national supervisory authorities, which are essential to ensure a consistent
application of the Proposal throughout the EU, as highlighted in Recital 429,

This cooperation and coordination has additional advantages, namely the optimal
vse of resources and the benefit of accumulated expertise, Consistent supervision
will permit the EDPS 1o build on the experience pained under coordinated
supervision and can take advantage of all accumulated knowledge both at national
and EU sides. This could be achieved by staft exchanges, secondment of national
experts to the EDPS, and participation of national experts in EDPS' inspections. In
this respect, the EDPS welcomes the provision in Article 47(2) for the exchange of
relevant information, muotual assistance in carrying out audits and ingpections, the

4

* Article 46(3)(e) of the Proposal.

* Article 46(3)(d) of the Froposal,

 Article 46{3(F of the Proposal,

* Article 46{31)(h) of the Proposal.

* Recital 42 states: ‘The Ewopean Dotg Protection Supervisor and national supervisory authorities
showld co-operate with sach other on speeffic lsswes requirimg naflonal fmvolvenient and fo ensure
coherent application of this Regulation shronghour the Union', See also Explanatory Memorandam, p. 9.
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6.

stdving of problems relating o the exercise ol independent supervision or the
exercise ol the rights of data subjects, the developrment of harmonised proposais for
joint solutions to any problems, and the promotion of awareness of data protection
rights.

Article 47(3) regulaies the coordination meetings belween national supervisory
authorities and the EDIMS. The EDPS welcomes this provision and its presumption
ol cooperation based on needs. The curent wording leaves room for sufficient
flexibility, For ingtance, it provides both for meetings with all national authorities.
ancl, where more appropriate and cost effective, lor additional meetings with a
srnaller and more largeted attendance. This approach can be further developed in the
rules of procedure mentioned in the provision.

In order lo ensure efficient cooperation, the EDPS suggests clarifying in Article 47
that the cooperation envisaged includes both bilateral and collective cooperation. In
addition a vecital should further emphasise the importance of cooperation between
the different supervisory authorities and provide examples of how such cooperation
could be best enhanced,

¢) Transfer of personal data

Definition

T

78,

The Proposal (Article 2(1)) defines the tramsfer of personal data as ‘the
communication of personal data, actively made available, between a limited number
of identified parties, with the knowledge or intention of the sender to give the
recipient access to the personal data’,

The Proposal allows Europol to exchange a significant amount of personal data with
competent authorities at national, EU and international level, which may include
direct access to data held by Eurojust, OLAF and the Member States. The EDPS
weleomes the addition of a definition of transfer™ that regulates not only deliberate
transfers of personal data {"push’ systems) but also data access provided to the
recipient ('pull’ system). He also calls the attention of the EU legislator to the fact
that consistency with the fiture general data protection Regulation should be

ensured as far as the definition of transfer is concerned®!.

Direct and indirect access by Member States and by OLAF and Eurojust

79, Article 26 of the Proposal provides for Member States to have (1) direct access to

information stored by Europol for the purposes of cross-checking aimed at
identifving connections between information and of analyses of a strategic or
thematic pature and (it} indirect access to the same information on the basis of a
hit/nat hit system for the purpose of operational analyses in specific cases. In the
case of a hit, Europol shall initiate the procedure by which the information that

“ See Mo, 108-109 of the Opinion of the EDPS on the data proteetion reform package of 7 March 2012,

% The proposed DP Regulation does not contain any definition of tiansfer. Such a definition is inserted as
Amendment Mo, 86 in the Draft Report of the LIBE Committee of the European Parliament om this

proposal, the wording of which is simillar to the ane contained i Article 201 of the Proposal.
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81,

B2,

senerated e bt may be shared, Article 27 of the Proposal provides for similar rules
reparding divect and indivect access to Eurapol information by OLAF and Eurcjust,

In view of the broad access provided o the Member Stales and OLAF/FEuwojust by
the Proposal, a particular attention should be paid to data quality, Thevefore, the
EDPS recommends inserting a sentence in Article 26(1) of the Propoesal laying
o that the competent asthoritics of the Member Slates may acecss and scarch
information on a need-to-know basis and to the extent necessary for the legitmale
performance of their asks.

Moreover, the EDPS recommends that the provisions of Article 26(2) further
require that. in case of a hit, {i) the competent authorities of the Member Staie
should specily which data they need and (i) Europol mpy share the data with the
authorities in question only to the extent that the data that generating the hit are
necessary for the legitimate performance of their tasks. Similar changes should be
made to Article 27{ 1) and 27(2) reparding access by OLAF and Eurojust. Equally,
an obligation to log access should be included.

Article 26(2) provides that in cose of a hit, Furopol shall initiaste the procedure by
which the information that generated the hit may be shared, 'in accordance with the
decision of the Member State that provided the information to Europol'. However,
as mentioned in Article 26¢1) of the Proposal, the information to be chared may
originate from Member States, Union bodies, third countries or international
organisations, Therelore, Article 26(2) should be amended accordingly, and aligned
with Atrticle 27(2) which specifies that Europol shall share the information in
accordance with the decision of the Member State, Union body, third country or
international organisation that provided that information tw Europol,

Relations with partners

B3

84,

85

As stated before, the processing of information, including the exchange of personal
data, is one of the main reasons for the existence of Europol, It 1s also evident that
the data which Europol exchanges are guite oflen ol an saliewmely sensitive natore
since they deal with the {possible) implication of individuals with criminality.

The EDPS welcomes the inclusion of Chaprer VT of the Proposal on the relations
with partners, and in particular that it includes provisions that regulate transfers 1o
Union bodies, third countries and international organisations.

In an incteasingly ennnected world, effective police and judicial cooperation within
FU bovders depends more and more on cooperation with third countries and
international organisations. The development of’ such international cooperation is
likely to rely heavily on exchanges of personal data, which is complex due to the
fact that information will be exchanged also with countries that do not guarantee a
high level ol personal data protection. It is therefore all the more important for the
EU to develop these exchanges in full respect for human rights, including privacy
and data protection. A system for the exchange of personal data with third countries
has to find a fair balance between the need for effective law enforcement and the
need for sound protection of personal data,
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The EDPS theretore weleomes that, in principle, rapsfer of personal data (o third
countries and international organisations can only take place on the basis of
adequacy or a binding agreemenl providing adequate safegnards. A binding
agreement should ensure legal certainty as well as full acconntability of Europol for
the transfer. In any event, in prineiple, a binding agreement should always be used
in case of massive, stroclural and repetitive ranalers™.

From time to time there will be siluations in which a legally binding agreement
cannat be obtained. Those situations should be exceptional based on real necessity
in limited cases, and they should be supported by strong safeguards - substantial as
well as procedural.

Clommon provisions ¢Arifele 29

88

89.

20,

Article 29 of the Proposal provides for commeon provisions on the exchange of
information between Furopol, EU bodies, third coumtries, international organisations
and third parties. When the data to be transferred have been provided by a Member
State, Europol should seek the Member State's consent, unless:

- the authorisation can be assumed as the Member State has not expressly limited
the possibility of onward transfers;

- the Member State has pranted its prior authorisation to such onward transfer,
either in general terms or subject to specific conditions, kmowing that such
authorisation may be withdrawn at any moment.”

The EDPS considers that Member State's consent for the transfer of personal data
should be explicit and cannot be 'assumed' as presently provided under Article
29(43(a) of the Proposal. Member States should limit the transfer at the time they
provide the data to Buropol. If they do not mention any restriction at that time, they
should at least be given the possibility to object or formulate restrictions before the
iransfer is made. Consent at that stage would also be useful to ensure data quality
and accuracy of data, Therefore, the EDPS strongly recommends removing the
possibility for Euwropoel to assume Member States’ consent by deleting Article
29(43(a). The EDPS also advises adding that the consent should be given 'prior to
the transfer', in the second sentence of Article 29(4).

Finally, in view of the sensitive nature of the transfer operations and although
Article 295) of the Proposal prohibits any onward transfer without Europol's
explicit consent, the EDPS recommends adding that data shall be transferred only if
the recipient - either a EU body or a third country or international organisation -
gives an undertaking that the data shall be used for the sole purpose for which they
were transmitted™. The EDPS also recommends adding to Article 29 a paragraph
requiring that Europol should keep detailed records of the transfers of personal data
as well as of the grounds for such transfers, in line with Article 44(2)(b) of the
Proposal (see point 148 below).

* See Working Document of the Aricle 29 Working Party of 24 July 1998 on "Transfers of personal data
to third countries: Applying Articles 23 and 26 of the EUJ data protection directive” {WPIZ)

* Article 29(4) of the Proposal.

= This requirement is included in Article 2402} of Europol Decision,
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Transfers (o &L bodies fother thaw Ewrofust gid OLAF) (dviicle 300

al.

42

93,

Agticle 30 of the Proposal allows Furopol o directly transfer pergonal data to Union
bodies in so far as it is necessavy Tor the performance of Europol's tasks or of those
of the recipient Union body and subject o any possible restrictions stipulated by the
Mlember State, Union body, thivd conntey o indernational arganization that prowvided
the information in question.

This provigion, read in connection with Article 4105) of the Proposal. is in line with
Arxticle 7 of Regulation (EC) No 45/2001 that deals with data transters within or
between Linion bodies™ . Since wansfers w OLAF and lr_‘.umjusir’r‘ e already dealt
with in Article 27 of the Proposal, the EDPS recommends, for the sake of clanty,
acding in Article 30 that the latter applies without prejudice to Article 27,

Finally, for the sake of transparency, the EDPS recommends that Earopol makes
public the list of the EU institutions and bodies with whom it shares information, by
posting such o lst, regularly updated, on its website, Avticle 30 of the Proposal

should be amended accordingly.

Transfor 1o thivd cornivies and international organisations (drticle 31}

o4,

3.

96.

The EDPS welcomes Article 31 sefting wp strong rules reparding the transter of
personal data to thivd countries and organizations.

As a general rule, Article 31(1) of the Proposal provides that a transfer may take
place onlvy where the Comumission has decided that the thivd country or international
organisation ensures an adequate level of protection, If there is no adequacy
decision, e tmssler may lake place only on the basis of a binding agreement
between the EU and the third country or international organisation. This agreement
must adduce adequate safeguards with respect to the protection of privacy as well as
fundamental tights and freedoma of individuala,

The EDPS welcomes the inclusion of the adequacy principle as the basis for
international transfers. He also weleomes the reference to the need to adopt adequate
safeguards of a binding nature when no adequacy decision has been adopted. These
adequate safeguards, as data protection gouarantees which are created ad hoe, should
inelude the core clements deseribed by the Article 20 Diata Protection Working Party
in the framework of the adequacy assessment of third countries®. The EDPS
suggests adding to Article 3E(1) in fine that he should be consulled in a timely
manner during the negotiation of any intermatiomal agreement between the E1J and a
third country or an international organisation, and in particular before adoption of
the negotiating mandate as well as before the fnalisation of the agreement.

97, Besides the conclusion of future international agreements, Article 31(1){c) of the

Proposal states thal Europol may alse ansfer personal data o awthorities of thirgd

% See however point 143 below EDPS' camments on Article 4103 of the Proposal,

" Including access (See definition of transfer in Article 2(1) of the Proposal).

¥ Qon Working Document of the Articls 20 Waorking Party o £ 2d Tuly 1898 on "Tranefare of parannal data
ter thivd countries: Applying Articles 25 and 26 of the EU data prolection dirsctive” (WP 12). Restrictive
imterpretation of on <xeeption to dota protection is also in line with cose jow of the CIELL Ses alo
Chpinion of 7 March 2012 on the data protection reform peckage, 53 224 and fol., 417,
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countries or (o ntemational organisations on the basis of existing international
cooperation agreements concluded with these countries and organisations prior o
the entry into foree of the Proposal. The EDPE recommends adding to the Proposal
a trangitional clause regarding already existing cooperation agreements regulating
personal data transfers by Furopel. This clause should provide a deadline for the
review of these agreements within a reasonable time in order to align them with the
requirements of the Proposal. This clause should be included in the substantive
provisions of the Proposal, with a deadling of no longer than two years after the
eniry into force of the PE‘DWSﬂlﬁS

98, For the sake of transparency, the EDPS also recommends adding at the end of
Article 310 1) thai Furopal shall make publicly available the list of its mternational
and cooperation agreements with third countries and international organisations, by
posting this list, regularly updated. on its website.

Derogations and ad hoc instruments

99, Article 31(2) of the Proposal provides for derogations to the adequacy and adequate
safeguards requirernents of Article 31(1) in a number of specific circumstances. In
this context, the EDPS notes that Recital 29 erroneously refers to an additional
derogation (data subject's consent) that is not mentioned in Article 31(2). Hence, the
words "if the data subject has conzented’ should be deleted from Recital 29,

100, The EDPS welcomes the fact that Article 31(2) states that these deropations, as a
justification for a transfer without any prier authorisation from the EDPS, must be
used on a case by case basis (see however point 102 below). The EDPS would
however recall that the use of any derogation as a justification for a transfer should
be interpreted vestrictively and be walid (}nlg' for occasional transfers that cannot be
qualified as frequent, massive or structural®. For the avoidance of doubt, the EDPS
recommends adding expressly in Article 31(2) that derogations may not be
applicable to frequent, massive or structural transfers, in other words for sets of
transfers (and not just for occasional transfers).

101,  Moreover, the current wording of the derogations referred to in Article 31(2) (a),
i.e transfers necessary to safeguard the 'essential imferesis’ of a Member State, and
Article 31(2)c) transfers required on 'important public interests grounds' are too
vague, Article 31 should mention that this exception can only be used if the transfer
is of interest to the authotities of the EU or of the Member States, and not only to
one or more public authorities in the third country or to an international
organisation’. As regards the derogation of public interest, Article 31 should at
least require that this public interest is recognised in Union law or in national law of
a Member State of the European Union.

102.  Besides the use of derogations on a case by case basis, Article 31(2) in fine of
the Proposal provides for the authorisation of "a set of transters". This provision

* Sep also Mo, 217 of EDPS apinion of 7 March 2012 on the Data Protection Reform Package.

# See p. 7 of Working document of the Article 29 Working Party of 26 November 2005 on a commen
interpredation of Article 26{ 1} of Directive 93/48EC of 24 Oclober 1995 (WF114).

™ See p. 15 of the Working document of the Article 29 Working Party of 26 November 2005 on a
common interpretation of Article 260 1) of Directive 95/46/EC of 24 October 1995 (WP114).
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does not respect the principle that devogations/exceptions should be lmited o
occasional fransfers.

103, It would be highly undesirable to perimit Europol to make significant transfers to
a third country or an intermational organisation that is not recognised as ensuring
adequacy, without providing an appropriate Mramework for the ramsfer, through the
adoption of a binding mstrument containing adequate safeguards (see point 86
above). The EDPS acknowledges  that in certain cases. it may not be possible in
practice to adopt 'adequate safeguards' in the form ot a 'hinding instrument™ helween
the ELi and the third country or international organisations in question’'. The
Fropezal should Himit these exceplional cases where there 15 neither adequacy nor an
international agreement in place, or likely tw be concluded. with the couniry or
imternational orgamsation of destination and where the derogations described could
nat he applicable because the transfers are frequent. massive or structural (see poind

100 ahove).

104, In such cases, and only where it is impossible to obtain a binding agreement,
another type of protective instrument ad hoc should be considered™. This ad hoc
instrument should be tailored to the epecific elements of the transfers envisaged,
such as the size and number of envisaged data transfers, the type of data (whether
they concern special categories of data subjects or not) and the quabty of the
recipient. Frrespective of the type of instrument adopted and its non-binding nature,
an ad hoe instrument should include a deseription of the data protection prineiples
that should be respecied by Euzopol and e buporter-recipient auilunily, ogether
with the means put in place to ensure supervision of compliance and enforcement
(necessary mechanisms to make this protection effective). Europol should be
accountable for compliance with the data pretection requirements of the instrument
in question. Therefore, in the event that an FL data subject were to suffer any harm
as 4 result of a data transter covered by an ad foc mstrument, Europol should bear
wltimate liahility and the costs of any damages resulting from the acts and omissions
from the recipient, Finally, the use of such a non-binding instrument should abways
be subject o prior authorisalion by e EDPS.™

105, In the light of the above, the EDPS recommends providing a specific paragraph
dedicated to wansfers authorised by the EDPE, This paragraph, which should
logically precede the paragraph on derogations (see point 99 above), should provide
that the EDPS may authorise a transfer or a sef of transters where Huropol adduces
adequate safepuards with respect to the protection of privacy and fundamental rights
and freedoms of individuals, and as regards the exercises of the corresponding
rights. In additlon, this amthorisation may be granted priov to the (ransfer / set of
tramsfers, for a period not exceeding one vear, renewable.

106, Purthermaore, if Article 31 (2) in fine were to remain in the text, the EDPS has
two recommendations relating hereto:

" 4 an EU agency, Europol may no longer concludse international binding agreemenis. as it used to do
before the entry into force of the Lisbon Treaty.

" Gee plso points 222227 of the Opinion of the Furopean Data Protection Supervisor on the data
]J:rulcu!iun refrm pavkiage, 7 Miuh 2002, availalibe ot

* See Article 9 (7 of Repulation 452001,
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- fransfers are authorised provided that Curopol adduces 'safeguards’, when
Evropol should adduce adequale saleguds, as refened 1o in Recital 29 of the
Proposal,

- the authorisation is delivered by the Management Board 'in agreement with the
CDPS, when the anthorisation should be delivered {or not) by the EDPS slone,
acting as the independent supervisory anthority,

107, Finally, Article 31(3) of the Proposal states that Burepol must intorm the EDPS
of cases where Article 3102} is applied. To this effect. the FDPS recommends that
any translers based on derogations should be specifically documented {e.g. data
transferred, time of rangfer, data about the recipient, reason for the transler, efc )

BPECIFIC COMMENTS

Definition of administrative persomal data (Article 2)

108, Article 2{o) of the Proposal defines 'administrative personal' data as "all personal
data processed by Furopol apart from those that are processed Lo meet the objectives
laid down in Article 3(1) and (20", The EDPS weleomes this definition as it makes a
clear distinetion between the personal data processed by Europol in the context of its
administrative tasks (‘administrative data’) and the personal data processed lor the
fulfilment of ite main tasks {'operational data"). This also clarifies the applicahle
legal frameworl to the processing of these data (i e Regulation (EC) No 45/2001 for
administrative personal data and the Proposal for operational data).™

109, Considering that the definition of administrative personal data includes Europol
stafY data, the EDPS suggests, for the sake of clarily, W delete the welecrences to staff

data in the title and the content of Article 48.

Tasks reluted Lo training for law enforcement officers (Articles #-11)

110, Article 9(1) states that the Europol Academy will support, develop, deliver and
coordinate training for law enforcement officers, in particular W raise awarepess and
knowledge on several issues referred 1o in the provision. Since the processing of
personal data is a major activity of law enforcement authorities, the EDPS
recomuends including in Article (&) data protection as one of the issucs to be dealt
with in the training developed by the Europol Acaderny™.

Functions of the Management Board and work programme (Articles 14 and 15)

11k, The EDPS suggests including in Article 14 that the Data Protection Officer will
be appointed by e Management Board and removing this point from Article <.
This will group all main Management Board functions in one Article. Also, adding
the EDPS as a recipient of the annual activity report in Article 14(1)(d) and in
Article 15, The EDPS should be provided o copy of Europol's annual work
programme once it has been finalised and approved by the Management Board.
Moteover, including in Article 14(1) that the Management Board shall ensure an

™ gee also points 134-155 below.
" See also points 164 to 166 below,
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adequate  {ollow-up to the findings and recomumendations  stemming  from
inspections carried out by the FDPS in the same manner as already described for
mternal or external andit reports, evaluations and for QLAF invesligalions i Article
IETRNIG) S

Sowrces of information (Article 23)
Access o nationol, EU v internativaal inforalion sistems

20 Article 23037 of the Proposal allows FEuropol (o access information systems of a
national, Union or international nature - ineluding by means of computerised direct
access - insofar as authorsed by Union, international o national legal instruments,
The applicable provisions of such instruments shall govern the aceess and the use of
that information inscfar as they provide for stricter rules on access and use than
those of the Proposal.

113, As regards access to national information systems, Article 7(5) of the Proposal
already rerT[u'Lr'es Member States to supply Euwopol with information and
intelligence ", Therefore, the EDPS considers that access to national databases is not
justified. Furthermore, direct access by Furopol to national databases raises data
protection and data security concems. By providing a direcl access 1o the data, there
15 a risk that the controllet owning the data loses control of the transfer, in particular
as regards the purposes of the transfer, the categories of data transferred as well as
the conditions of the transfer, None the less, it remains responsible for the legality of
the transfer and the accuracy of the data transmitted. The EDPS therefore
recommends deleting the possibility for Europol to directly access national
databases.

114, Where the access concerns EU information systems - in particular databases the
initial purposes of which are not law enforcement purposes - the necessily and
proportionality of such access should be demonswrated”. I sufficiently
demonstrated, the law authorising the access should contain explicit and detailed
provisions specifying at least (1) the objectives of the processing, (i) the personal
data to be processed, (ili} the purposes and means of processing, (iv) the
appointment of the controller, and (v} the procedure to be [oflowed for the
processing of personal data.

115, In addition, access should only be granted on a hit'no hit basis (ie. a positive or
a negative answer). Any information related to the hit should be communicated to
Buropol after the explicit approval and authorisation of transfer by the Member State
(if the access concerns data supplied by a Member State), the EU body or the
international organization and be subject 1o the assessment referred to in Article 35
of the Proposal. The EDPS recommends Iaying down these conditions in Article 23
of the Proposal.

™ Sez also impact assessment which explicitly refers to the legal clarifieation that Member States are
obliged to provide data to BEuropol (p. 210
" gee for instance EDPS opinions on V18, Euradac, PR,
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Determination of the purposas {Article 25)

L. Under Article 25 of the Proposal, Member States, Union bodies, third countries

or mternational organisations shall determine the purpose tor which the information
they provide will be further processed. IF it has not done se. Europol shall determine
the relevance of such information as well as the purpose for which it shall be
processed. Aceording to the EDPS, the Member State, as the data controller. must
always ensure complance, Jawfer i, with the purpose Himitation principle and
transmit the personal data only for a specific and well defined purpose. In view of
the ahove, the EDPS recommends deleting the last sentence ol Article 25 according
which Furopol shall determine the purpose of the information provided by a
bernber State i the batier has aoi done so,

Different degrees of accuracy and reliability (Article 35)

118

115

The EDPS wishes to underline the importance of distinguishing the data
aceording to their degrees of accuracy and reliability both for data subjects and for
law enforcermnent authorities. This is in particular relevant when data are processed
far from their source and completely out of the context in which they were originally
collected and used. The failure to designate their degree of accuracy and reliability
could actually undermine the effectiveness of data exchanges as the recipient would
not be able to ascertain whether the data should be construed as "evidence', 'fact’,
'hard intelligence' or ‘soft intelligence’. The data subject might also be
disproportionately affected by the possible lack of accuracy in data relating to
suspiciens about him or her.™

In view of the above, the EDPS considers that Article 35 of the Proposal should
be strenpthened by making the assessment by the Member State providing the
information mandatory. He suggests deleting in Article 35 (1) and (2} the wording
'as Far as possible’ and amending Article 36{4) accordingly.

Under Article 35(6) of the Proposal, Europol shall assess the information
retrieved from publicly-available sources, The EDPS points out that these sources
do not offer guarantees as to the quality of the data. Unless and as long as the
accuracy of the information and the reliability of its source have not been
cotroborated by other reliable sources, Europol should aribute to such information
or data the evaluation code () and (4] referred to in paragraphs 1 and 2. The EDPS
recommends amending Article 35(68) accordingly.

Special categories of personal data and categories of data subjects (Article 36)

120, Article 36 of the Proposal provides for specific sateguards as repards the

processing of special categories of data (ie. data revealing racial or ethnic origin,
political opinions, religion or beliets, trade-union membership and data concerning
health or sex life) and categories of data subjects (i e victims of a criminal offence,
witnesses or other persons who can provide information on criminal offences and
persons under the age of 18).

® Gee EDPS opinion of 7 March 2012 on the data peotection reform package, points 335-358
hittpziiwwew 2 ps.suropa. ew EDPSWEB/ webdav/site/my Siw/shared Docume nts Consultation/ Opinions 20

12/12-03-07 EDPE_Reform_package BN pdl
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(21

The special categories of personai data referred (o m Article 3601) are by their
nature particularl y sensitive and deserve speeific protection.”™ The catepories of data
subjects mentioned in Article 36(2) are not suppoesed to be part of the common and
nsual processing carried out by Evropol for the fulfilment of its core activities. The
EDPS therefore welcomes that the Proposal foresees additional safeguards for the
processing of both sensitive data and data related to specific categories of dala
subjects.

122, The EDPS welcomes in particular that (i) the processing of the above-mentioned

123,

data shall be prohibited unless strictly necessary (and additionally for the sensitive
data that they supplement other data already processed by Furopol) and that (i) the
access o these data is resticted o a Hmited number of Europol officials designated
by the Executive Director. Howewer, the EDPS considers that the existence of strict
necessity should be duly justified. This is important to ensure an efficient
supervision and also for Europol to demonstrate compliance with data protection
rules in accordance with the principle of accountability (see points 161-163 below).
The EDPS therefore recommends adding in Article 36(1) and (2}, the terms 'and
duly justified’.

Under Article 36(5), the transmission of sensitive data or specific categories of
data subjects to Member States, Union bodies, third countries or institutional
organisalions shall be prohibited unless strictly necessary in individual cases
concerning crimes that fall under Europol's objectives. The EDPS recalls that such
trangimission must be done in accordance with the rules laid down in Chapter VI of
the Proposal, For the avoidance of doubt, he recommends adding this criterion in
Article 36(5). In addition, in line with his commenl on Article 36(1) and (2}, he
recommends adding in Article 36(5) after 'stnictly necessary', the terms 'and duly
justified',

124, Finally, the EDPS notes thalt under Avticle 3605} of the Proposal, Europol shall

provide the EDPS with an overview of the sensitive data every six months. While
the EDPS is entitled, as part of his mandate, to have access to personal data where
necessary [or the fulfilment of his supervisory tﬂ.'-sl{,sm1 this does not necessarify
require knowing the details of all personal data that have been processed. The EDPS
recommends replacing the overview of all personal data referred to in Article 36(2)
by statistics on these data for each purpose. As the specific categories of data
subjects referred to Article 36(1) also deserve a specific attention, the EDP3S
suggests including statistics on these data.

Time-limits for storage and erasure of personal data (Article 37)

125, Agrticle 31 (1) mentions that personal data shall be stored by Europol only as

long as mecessary for 'the achievement of its objectives’. The EDPS considers that
the criterion chosen to determnine the retention period is too broad and should ke
limited to the purppse for which the data is processed, Therefore, the EDPS
recommends replacing the terms 'for the achievement of its objectives' by 'the
purpose for which data are processed'.

™ See Comvention Mo 108 of the Council of Europe for the Protection of Individuals with regard to
Automatic Processing of Persanal Data, Strashours, 2811981 ag well as Dirvective 95/46/EC.
M article 47(2) of Regulation 45200¢,
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126 The EDPS welecmes the specification in Arficle 31 of tme limits For the storage

and deletion of personal data and provides for a regular review of the data stored. In
particular, he notes with satisfaction that:
{1} continued storage of personal dais shall be justified and recorded and that in
the absence of # decision ol the continved storage, data shall be erased
automatically:
(it if sensitive data and data related o specific categories of data subjects are
stored for a perod exceeding five vears, the EDPS shall be informed
aceordingly,
{iii} situations where personal data shall not be erased in order to protect the
terest of data subjects are enumerated.

Security of processing {Ariicle 38)

The EDPS welcomes the safeguards in Article 38 that aims at ensuring a
sufficient level of security to protect personal data against threats. However,
appropriately securing personal data only is not sufficient: information that s not
personal data may be used to compromise automated data processing facilities,
which could eventually lead to a compromise ol security for personal data. For
example, results of audits, risk asscssments, security incldent reports, reports on
techmical vulnerabilities ete. typically do not contain peérsonal data; however,
knowledge of their content is of significant value for malicious people looking to
compromise facilities or gain additional information that may include personal data.

128, Furthermore, the EDPS recommends specifying in  Article 38(1) that

Information Risk Management practices shall be used on order to define the
appropriate technical and organisation measuzes to implement in order to protect all
Europol data, taking into accoundt all data protection needs. It should be laid down
that proper Information Risk Management practices are used, based on (i)
recognised international standards and regular reviews of all analysis performed in
that context and (i) moniloring and review of all technical and organisational
measures implemented in this context. Additionally, for reasons explained in the
previous paragraphs, the goals listed in Article 38.2 should be reviewed in order to
cover all data.

The EDPS welcomes the collaboration between Eurcpol and Member States
mentioned in Article 38.3 in order to tackle security across information systern
boundaries. In addition to Article 7.9, the EDPS would weleome specifying in
Article 383 that collaboration between Buropol and Member States covers
Information Risk Management.

Data subjeets rights (Articles 39 and 40))

First, the EDPS would highlight that transparency is a crucial part of data
protection, not only because of its inherent value but also because it enables other
data protection principles to be exercised. Individuals are only able to exercise their
rights if" they know about the processing of their data. This is even more important
in the law enforvement area, where the use of personal data inevitably has an
enormous impact on the lives and freedoms of private individuals, Therefore, the
EDPS recommends including in the Proposal a requirement that Europol must adopt
a transparent and easily accessible policy explaining its processing of personal data
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ard the means availablelor the exercise ol the dala subjects’ vights. This should be
in an intelligible form., using <lear and plain language. The provision should also
state that this policy should be easily available on Ewopol's website and on the
websifes ol the national supervisory authorities.

131, Articles 39 and 40 of the Proposal deal with data subjects’ rights of information,
access, reclification and erasure. The EDPS welcomes these provisions since they
provide for a set of rights Tor data subjects while taking into account the particular
nature of processing by law enforcement and judicial authorities.

132 Artiele 3901} of the Proposal specifies the information 1o be communicated 1o
the data subject. The EDPS recommends adding the following nformation:
- the period for which the data will be stored:
- the existence of the right to request from Furopol rectification. erasure or
restriction of processing of personal data concerning the data subject;
- any further information in so far as such further information s necessary to
guarantee fair processing in respect of the data subject, having regard to the specific
circumstances in which the personal data are processed.

133. In addition, in order to ensure consistency with the applicable data protection
rules under Regulation (EC) No 45/2001 and with the rules foreseen in the Reform
Package, the EDPS suggests adding the right for the dala subject to obtain from
Europol a copy of the data undergoing processing,

134, The Proposal provides that the right of access Is exercised through a request to
the authority appointed for this purpose in the Member State of the data subject's
choice, that will then refer the request to Europol within one month of receipt®.
Europol must answer the request within three months of receiving it In order to
avoid any confusion regarding the two time-limits mentioned above, the EDPS
suggests mentioning expressly that Europol must answer the request within three
months of its receipt of the request from the national authority.

135, Under Article 39(2) of the Proposal, any data subject wishing to exercise the
right of access may make a request to that effect "withowr excessive cosis". By
contrast, Article 13 of Regulation (EC) No 4572001 states that the data subject
should be able to exercise its night 'without comstraint' and 'free of charge'. For the
sake of consistency, the EDPS recommends deleting without excessive costs' from
the provision,

136.  The Proposal provides that Europol must consult the competent authorities of
the Member States concerned by the access of the data subject to such data, and if a
Member State objects to Europol's proposed response, it shall notify Europol of its
uhjectinnﬁ,

137.  Article 39(6) of the Proposal mentions that information on the Factual and legal
reasons on which Europol's decision on the right of access 1s based may be omitted
where the provision of such information would deprive the grounds for restriction
imposed by Article 39(5) of their effect. In such case, the EDPS recommends

L Article 392) of the Proposal.
2 article 39(3) of the Proposal.
 Article 39(3) and (4) of the Proposal.
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requiring that Furapol documents the grounds [or omitting the communication of
the factual or legal reasons on which the decision is based. More generally. if the
provision of information n response to a request of access is refused, the Proposal
should provide that Ewropol shall notify the data subject that it has camried out
chiecks withoul giving any informalion which might reveal o him or her whether or
not personal data concerning him or her are processed by Europol.

138 As far as the right to rectification. erasure and blocking is concerned, Asticle 40
(47 states that if data to be rectified, evased or blocked held by Europol have been
provided 1o it by third couniries. international organisations or are the result of
Europol's own analvses, Buropol shall rectify, erase or block such data, In line with
the sharing of responsibilities provided in Article 41 of the Proposal, Europel should
also be charged wiith the rectification. erasure and blocking of data provided by
other E1I bodies.

139, In Article 40(6) of the Proposal, it is not clear what is referred to by "incorrect
data transferred by another appropriate means'. This should be clarified.

140,  Finally, Article 40 the Proposal should also mention the grounds and conditions
for restricting right to rectification. erasure and blocking in the same way as for the
right of access.

Responsibility in data protection matters (Article 41)

141, Article 41 determines the allocation of responsibilities in data protection
matters. The EDPS considers that it does not clearly define the responsibility of all
parties imvolved. With regard to Article 41{4), it should be made clear that the
tesponsibility for compliance with all applicable data protection principles (and not
only the "legality of the transfer’) lies with the sender of the data. The EDPS5
tecommends amending Article 41 accordingly.

142, With regard to Article 4142), the EDPS notes that, while Member States are
considered responsible for the quality of the data they provide. FEuropol is
considered responsible for data provided by EU bodies. The EDPS recommends for
reasons of consistency that EU bodies are made responsible for the quality of the
data until and including the moment of the transfer,

143, Article 41(5) of the Proposal establishes the respective responsibilities of
Europol and the recipient EU body when the data are transferred following 4 request
from the recipient. However, in line with similar requirements contained in Article 7
of Regulation (EC) Mo, 4572001, the EDPS recommends adding the following
specifications:

- Furcpol must verify the competence of the recipient and make a provisional
evaluation of the necessity for the transfer of the data;

- if doubts arige as to this necessity, Europol shall seek further information from the
recipient;

- the recipient shall ensure that the need for the tramsfer of the data can be
subsequently verfied;

- the recipient shall process the personal data only for the purposes for which they
were transmitted,
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Axticle 41057 should be amended accordingly, 11 should also be ensurved that
exchanges with Furciust and OLAF under Asticle 27 of the Proposal ave covered.

Prior checking {Ariiele 4Z)

144 Article 42 of the Proposal provides the intervention of the EDPS by way of a
prior check notification by Europol on the processing of operational personal data
that will form part of a new filing system (e be created, where:

- the processing of personal data imvolves special categories ol data referred 1o in
Article 36(2), e data revealing racial or ethnic origin, political opinions. religion or
heliefs, trade-union membership. and data concerning health or sex life;

- the type of processing, m particular ssing new technologies, mechanisms or
procedures, holds otherwise specific risks for the fundamental rights and freedoms,
and in particular the protection of personal data, of data subjects.

By conlrast, administrative personal data™ are subject to the prior checking
procedure provided by Article 27 of Regulation (EC) No 452001 (see poinl 57
ateoive ],

145, The EDPS welcomes the requirement of prior checking, notably when the type
of processing presents specific risks for the fundamental rights and freedoms, and in

particular the protection of personal data, of data subjects™.

146, The Proposal invites every 'new filing system' to be prior checked. As already
mentioned {see points 35-36 above), the Proposal focuses on purposes for which the
data have been provided rather than pre-defined filing systems, The EDPS points
out therefore that it is not the systern itself but its use for a single or several related
purposes that will determine whether or not a prior check is required. In view of
this evolution, there is no need to refer to "filing systems" as a wigger for prior
checking. Instead, Europol should file a prior check notification with the EDPS for
any set of processing operations that serve a single purpose or several related
purposes in relation to its core activities, 0 the extent that these processing
operations fall within the scope of the prior checking requirements. Therefore, the
EDPS recommends modifying Article 42 in this sense.

Drata Protection Officer (Article 44)

147, The EDPS welcomes not only that the data protection officer (DPO) is divectly
appointed by the Management Board, but also the other provisions of Article 44 of
the Proposal aiming at ensuring the independence of the DPO, such as the fact that
he/she will act independently, may cnly be dismissed with the consent of the EDPS,
and may not receive any instructions with respect to the performance of his or her
duties.

148, The ELPS also values the obligation for the DPO to ensure a specific record of
the transfer and receipt of personal data (Article 44(7)(b}). The EDPS suggests that
this specific record is part of the register of processing operations carried out by
Europol (sec point 131 below),

 Administrative personal data are defined in Article 2(o)of the Proposal as 'all personal data processed
by Furopol apart from those thae are processed to meet the obfiectives faid dewn i Article 31} and {27
See points 108-109 above,

* Artiele 42(1)(2) of the Proposal.
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4o, Article 448) provides that the [3PO shall carry oul the unctions laid down by
Regulation (EC) No 4572001 with regard to 'personal data of Europol staff members
ag well ag administrative personal data’. As the definition of administrative personal
data™ includes Furopol staff data, the EDPS recommends, for the sake of
consislency, to refer in this provision fo admimistrative personal data only.

150, The DPO's task 1o ensure lawfulness and compliance with the provisions of the
Proposal concerning the processing of personal data is without prejudice 1o
Furopol™s obligation to comply with the obligations mewmbent upon it The EDPS
therefore recomimends modifving Article 44(74a) by replacing the words ‘ensuring,
i e independent mamern, dofideess and complionce widh the provisions of this
Regulation concerning the processing of persopal data’ by ‘ensuring, in an
independent manner, the internal application of the provisions of this Regulation
coneorning the processing of personal data’,

151, As already mentioned (see point 149 abowe), the DPO shall carry out the
functions foregeen by Regulation (EC) No 4572001 with regard to administrative
personal data. Concerning Furopol's core data processing activities (operational
data), the DPO's tasks are deseribed in Article 44(7} ot the Proposal. [n order to
engure congigtency of the TYPO's tasks regarding hoth administrative and aperational
data, the EDPS recommends adding the following tasls in Article 44{7):

- keeping a register of all processing operations caried out by Europol, containing
sufficient information (purpose(s) of the processing. deseription of the categories of
data subjects and of the data, recipients, time limits for blocking and erasure.
transfers w third countries or internalione] erganisalions, securily measures),

- nodifyd ng the EDPS of the processing operations referved to in Article 42 (prior
checking)™.

152, The DPO should be given the means for monitoring the incidents affecting
personal data. This wounld allow him/her to identify the main security issues and
areas of improvement, in cooperation with the security team. Thuse, the EDPS
suggests adding in Article 44(7) the task of keeping a register of such incidents
attecting both operational and administrative personal data,

153, Article 44{9) provides that in the performance of his or her tasks, the DP( shall
have access to all the data processed by Europol and to all Europol premises. Article
44{11) grants the same access to the DPO salT members to the extent necessary for
the performance of their tasks. The EDPS suggests adding in both articles that such
access is possible al any dime and withoul prior reguesd.

Administrative personal data and staff data (Article 48)
154, Considering that the definition of administrative personal data includes Europol

stall’ data, (see points 108-109 above), the EDPS suggests, for the sake of clarity, to
delete the references to staff data in the title and the content of Article 43,

" Article 2(o) of the Proposal defines the administrative personal data as the "personal data processed by
Europol apart from those that are processed to meet the objectives laid down in Article 3(1) and {2
¥ Reearding prior checking, sce comments above under points 1 44- 1446,
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155 Inaddition, in order 1o avorl any conlusion as regards the scope of the Propesal,
the EDPS recommends mentioning expressiy in Article 48 that Regulation (EC) No
4542001 shall apply to all administrative personal data to the exclusion of the
pravisions of the Proposal.

Right t0 lodge a complaint with the EBPS {Article 49)

P36, Arlicle 49 of the Proposal provides for the right of any data subject o lodge a
complaint with the EDPS regarding alleged breaches of the provisions governing the
processing of personal data conrained in the Proposal.

L37. According o Article 492y of the Proposal, where a complaint relates to the
exercise of the right of access (i.e refusal or restriction of access by Europol) or the
right 1o rectification, erasure and blocking (fe refusal of restriclion, erasure or
blacking by Europol), the EDPS shall consult the national supervisory bodies or the
competent judicial body in the Member State that was the source of the data or the
Member State directly concerned. The EDPS" decision about the complaint shall be
taken in close cooperation with the national supervisory authority or the competent
judicial body.

158. The EDPS welcomes that Article 49(2) of the Proposal includes the cooperation
of the national authorities and their close mvolvement in the EDPS' decision when
the data at stake were provided by Member States. However, this provision does
give rise to the following comments:

-Although the EDPS fully agrees to the need for consultation, he does not
understand how the decision can be made 'in close cooperation’. In order to
ensure legal certainty, including the data subjeet, it must be clear that the EDPS
takes the decision subject to review by the Court of Justice, but that authorities
of the Member States can not be co-decision makers. He suggests deleting the
seeond sentence of Article 49 (2),

- The text should reflect the fact that more than one Member State may have
provided data on the data subject or may be concerned by the communication of
data to the data subject.

- It should be clarified that when the data at stake do not eaiginate from Member
States, the national authorities should not be consulied.

159, 1t is not clear whether Article 49(3) and 49(4) of the Proposal cover situations
where a complaint relates to the exercise of the right of access or the right to
rectification, erasure and blocking, or whether these provisions relate to complaints
in general. In line with the sharing of responsibilities provided in Article 41 of the
Proposal, these provisions aim at clarifving the scope of the EDPS' powers
regarding complaints relating to Europol's data processing, depending on the origin
of the data. In particular, if the complaint relates to data that originate from Member
States, the EDPS shall cooperate with the national supervisory authorities to check
whether the data processing at the level of the Member States concerned was lawful,

160, However, these provisions do not mention the processing operations of data
generated by Europol itself, for example when it retrieved data from publicly
available sources. They do not clearly state that although the national supervisory
authorities need to be involved when the dala at stake originate from a Member
State, the EDPS is the only competent supervisory authority with regard Europol's
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further processing ol data, whatever their origin. Moveover, the reference 1o
mecessary cheeks” which need o be performed is unclear and insufficient. The
EDPS' supervision powers provided by the Proposal (see Article 46) are not limited
{0 ensuring that the 'necessary checks' have been caried out by the data controller.
Therefore, Article 49¢3) and (4) should be redrafied so as to clarify the issue raised
by the EDPS.

The aceountahility prineiple

16l

162

B63.

i the context of the data protection reform. the EDPS emphasised the nead to
reinforce the responsibility of data controllers, He also underlined that the new
ramework should conlain incentives for data contrallers o pro-actively include new
tools in their business processes to ensure compliance with data protection
(accountability principle}™. The EDPS therefore welcomed the introduction of
seneral provisions on ‘accountability’ and 'privacy by design' in the proposed data
protection Regulation™,

As a general rule, the data controller must adopt policies and implement
appropriate measures o ensure and be able to demonstrate compliance with the data
protection ules, and to enisure that the effectiveness of the meuasures is verified. In
this context, the proposed data protection Regulation introduces, amongst others, the
principles of data protection by design and by default and the obligation for the
controller to perform a data protection impact assessment before starting certain
processing operations. The propesed data protection Directive contains a simplified
version of the same principle.

For the sake of consistency with the data protection reform and to ensure that all
the data protection requirements are taken imto account, the EDPS recommends
adding in substantive provision{s) of the Proposal that: (i} an impacl assessiment
similar to what is deseribed in the proposed DP Regulation shall be carried out for
all processing operation on personal data,(ii) the principle of privacy by design and
by default shall be applied for the creation of or improvement to systems processing
personal data, (ii1) the controller shall adopt policies and implement appropriate
measures to ensure and be able to demonstrate compliance with the data protection
rules, and to ensure that the effectiveness of the measures is verified, and (iv) the
Furopel DPO and, where necessary, the supervisory authorities, shall be included in
all the key discussions surrounding the processing of personal data.

IV, COMMENTS ON THE COMMUNICATION

B4,

The Communication proposes a European Law Enforcement Training Scheme
(hereinaflter the 'Training Scheme") to equip law enforcement officers with the
knowledge and skills they need to prevent and combal cross-border crime
effectively through efficient cooperation with their EU colleagues. The Training

¥ See the EDPS Opinion of 14 Jaouary 2011 on the Communication from the Commission to the
Euwropean Parliament, the Council, the Feonomic and Social Committee and the Commitiee of the
Regions « *A comprehensive approach on personal data protection in the Eurepean Union', paragraphs 99
to 117,

¥ Gee the EDPS Opinion of 7 March 2012 on the data protection reform package, point 116,
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Scheme aims fwer glia o enswre that law enforcernent cooperation instrumenis thal
the Tl has developed over time (such as the Prion information s:.fstcmm!' and
Furepal's erimmal intellipence databases) are better known sned used both in
bilateral and multilateral contacts between Member States.

165, The Commumeation mentions that the Training Scheme shovld focus on
improving knowledge skills and competence across four strands from generic
knowledge 1o highly specialised competencies. The fivst strand is the hasic
knowledge of the FU dimension of law enforcement and should include principles
ol effective law enforcement cooperation, fundamental rights, the role of Ruropol,
Fromtes and Evrcjust and the use of ELT infarmation management toels and channels
such as the "Swedish Initiative”" and the 'Schengen Information System'. The EDPS
emphasises that knowledge in this first sirand should also include specific
knowledze of data protection. This should be included in the Training Scheme.

106, Paragraph 5.5 defines the roles amd responsibilities, and mentions a number of
stakeholders that should play a role in the implementation of the Training Scheme.
The EDPS is not mentioned, but is available to play a role in the implementation. In
the Strategy 201 3-2014 the EDPS has been positioned as a Centre of Excellence,
with the task imfer aficr of raising awareness of data protection.

V. CONCLUSIONS
Cremeral

167. The EDPS emphasises that the Proposal is of great importance from the
perspective of processing of personal data. The processing of information, including
personal data, is a principal reason for the existence of Europol, and the Proposal
already contains strong data protection, This detailed opinion has therefore been
adopted with the aim of lurther strengthening the Proposal.

168. The EDPS notes that the present Europol Decision provides for a robust data
protection regime and considers that this level should not be lowered, independently
of the discussions on the proposed data protection Divective. This should be
specified in the recital. '

169. The EDPS welcomes the fact that the Proposal aligns Europol with the
requirements of Article §8 (2) TFEU, which will ensure that that the activities of
Europol will benefit from the full involvernent of all the EU institutions concerned.

170. The EDPS welcomes Article 48 of the Proposal that provides that Regulation
{ECY Ne 452001, including the provisions on supervision, is {ully applicable to
staff and administrative data, Howewer, he regrets that the Comrnission has not
chosen to apply Regulation 452001 to Euwropol's core business and to limit the
Proposal to additional special rules and derogations which duly take account of the
specificities of the law enforcement sector. However, he notes that Recital 32 of the
proposal explicitly mentions that data protection rules at Euvropol should be

M Council Decision 20085615/ THA and Council Decision 20086 1-6/JHA, OF, L 210, 06,08.2008,
* Council Framework Decision 2006/96 0AHA, O L 386, 29.12.2006, p.39
" EDPS Strategy 2013-2014, available on ETPS Website,
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171

strengthened and draw on the principles underpinning Regulation 4372001, These
principles are alse an important reterence point for the present opinion.

The EDPS recommends specifying in the recitals of the Proposal that the new
data protection framework of the EL institutions amd bodies will be applicable 1o
Europol as soon as it 1s adopted . Tn addition, the application ot the data protection
regime for ELJ institutions ane bodies to Euvopol should be clarified within the
mstrument replacing Regulation (EC) Mo 43/2001, as firs announced in 2010, in the
coniext ol the review of the data profection package, At the latest from the moment
of the adoption of the new general framework. the main new elements of the data
protecrion reform (e, secountshilivy principle, data protection npael assessaent,
privacy by design and by detault and notification of personal data breach) should
also be applied o Buropol. This should alse be mentioned in the recitals.

New Ewropol nformation strueiure

172,

173,

The EDPS understands the need for flexibility in comnection with the changing
context, as well as in light of the growing roles of Europol. The existing information
architecture is nol necessarily the benchmark for the future. It is at the discretion of
the EU legislator to determine the information strueture of Furopol In his role of
advisor to the EU legislator the EDPS focuses on the question to what extent the
choice of the legislators is constrained by the principles of data protection.

In relation to Article 24 of the Proposal, he:

< recommends defining the notions of strategic, thematic and operational
analysis in the Proposal and deleting the possibility 1o process personal data
for strategic or thematic analysis, unless a sound justification is given.

- Recommends concerming Article 24(11c) clearly defining a speeific purpose
for each operational analysis case and requiring that only relevant personal
data shall be processed according to the defined specific purpose,

- recommends ndding in the Proposal the following elements: (1) all cross-
matching operations by Europol analysts shall be specifically motivated, (i1)
retrieval of data following a consultation shall be limited to the strict
minimum  required and specifically motivated, (iii) traceability of all
operations related to the cross-matches shall be ensured and (iv) only
authorised statf in charge of the purpose for which the data were initially
collected may modify that data. This would be in line with the current

practice within Europol.

Strengthening data profection supervisian

174, Article 45 of the Proposal recognises that supervision of the processing

operations  foreseen in the Proposal is a task that also requires the active
involvement of national data protection authorities”™, Cooperation between the

EDPS and national supervisory authorities is crucial for effective supervision in this
ared.

" Sec also Resolution 4 of the Spring Conference of Eurapean Data Protection Authorities (Lisbon 1617

May 2013),
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175, The EDPS welcomes Article 45 of the Proposal. This stales thal data processing
by the national authorities is subject o national sopervision, and thes reflects the
kev role of national supervisory authorities. He also welcomes the requirement that
the national supervisory authorities should keep the EDPS informed on any actions
they take with respect 1o Burapael

176, The EDPS welcomes:

- the provisions on supervision that provide a strong architecture for
supervision on data processing.  Account is taken of the responsibilities al
national leve! and ot EU level, and o system is laid down For coordination
hetween all invalved data protection authorities

« the recognition in the Proposal of the CDPS role as the authorily established
to supervise all the EU institutions and bodies.

- Article 47 on cooperation and coordination with the national supervisory
authorities, but suggests clarifving that the cooperation envisaged includes
both bilateral and collective cooperation. A recital should further emphasise
the hmportance of couperation between the different supervisory authorities
and provide examples of how such cooperation could be best enhanced.

Trammsfer

177.  The EDPS suggests inserting a sentence in Article 26(1} of the Proposal stating
that the competent authorities of the Member States shall access and search
information on a need-to-know basgis and to the extent necessary for the legitimate
performance of their tasks, Asticle 26(2) should be amended and aligned with
Article 2702

178, The EDPS welcomes thal, in principle, taosfer o thidd countries  and
international organisations can only take place on the basis of adequacy or a binding
agreement providing adequate safeguards, A binding agreement will ensure legal
certainty as well as full accountability of Duropol for the transfor. A binding
agreement should always be needed for massive, structural and repetitive transfers.
However, he understands that there are situations in which a binding agreement can
not be required. Those situations should be exceptional, should be based on real
necessity and only allowed for limited cases, and strong safeguards - substantial as
well as procedural - are needed.

179, The EDPS strongly recommends deleting the possibility for Europol to assume
Member States' consent. The EDPS also advises adding that consent should be given
'prier to the transfer’, in the sccond sentence of Article 20(4), The EDPE also
recommends adding in Article 29 a paragraph stating that Europol shall keep
detailed records of the transfers of personal dala.

180, The EDPS recommends adding to the Proposal a transitional clause regarding
existing cooperation agreements regulating personal data transfers by Eurepol. This
clavse should provide for the review of these agreements within a reasonable
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deadiine in onder o align them with the reguirercenis of 11e Proposal. This clause
should be included in the substanbve provisions of the Proposal and cortain a
deadline of no longer than two years after the enfiy into force of the Proposal

181 For the sake of transpacency, the EDPS also iecommends addirg at the and of
Article 31(1} that Furepel shall make publicly available the list of its internaticnal
and cooperation agreements wilh third countries and intermatioral organisaticns, by
posting this list, rezularly updated. on its webeite.

182, The EDPS recomirends adding expressty in Articlz 312) that derogatiors may
not be apnlicable o Erecpuent, massive or structura transters, in othe words o sets
af trenafers (and not just for occasioral transters).

183, The EDPS recomumends providing a speeific paragraph dedicaed 1o trensters
with the EDPS' authorisation. This paragraph, that logically wouald come before the
paragraph on derogations would provide that EDPS may awhorise a transfer or a szt
of tansfers where Euaropal adduces adequate safeguards with respact o the
protection of privacy and fondamental rights and freedoms of individuals, and s
regards the exercises of the corresponding -ights. In adcition, this avthorsation
would be granted prior to the wansfer / set of transfers, for a period not exceeding
ane yaar, renewable,

Cther

184,  The epinion includes a large pumber of other iecommendations, aiming at
further improving the propesal. Here, some more significant recommendations are
listec.

a. Deleting the possibility for Ewropel (o directly access national
databases. (Article 23).

b. Where access concerns BV information systems, granting access only on
a hit/ng hit basis {i.e. a positive or a negative answer), Any irformaticn
related to the hit sheuld be communicated to Europol after the explicit
approval and authorization of transfer by the Member Stace (if the access
concerrs data supplied by a Mamber State), the EU hody or the
international organisation and be sabjeet to the assessment referred o m
Article 35 of the Proposal. The EDPS recomumends laving cown these
conditions in Arficle 23 o the Proposal.

c. Strengthening Article 35 of the Proposal by making the assessment by
the Member State providing the information mandatory. The EDPS
suggests deleting in Articee 35 (1) and (2) the wording “as far a5 possible’
and amending Acticle 36(4) accordingly.

d. Realacing the overview of all personal data referred to in Aaticle 36J2)

by statistics on tiese data for each purgose. As the specific categories of
data subjects referred to Article 36(1) also deserve a specific attention,
the EDPS suggests including siatistics on these data.

e. Including in the Proposal & provisiom that Ewropol must have a
wansparent and casily accessible policy with regard o the processing of
personal data and for the exercise of the data subjects' rights, in an
intelligible form, using clear and plain languagz. The provision should
also state that this poicy should be casily available on Europo's websits,
as well as on the websites of the nacional supervisory autharities.
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Since Article 41 does not clearly define the responsibility of all parties
involved, it should, with regard to Article 4104 be made clear that the
responsibiliy for complisnee  with oll applicable data projection
principles (and not only the 'legality of the transfer”) lies with the sendar
ol the data. The EDPS recommends amending Article 41 accordingly.

. adeing in sobstentive provision(s] of the Propoasal thaio (i) an dmpact

assessment similar to what is described in the proposed data protection
Regulation shall be carried ow for all processing operation cn personal
data, (i1} the arinciple of privacy by desizn and by default shall be applied
for the creation ol or improvement to systems processing personal
data. iy the controlls shall adops policies and implemsnl appropriate
measures (o ensure and be able to demonsirate compliance with the data
prolection rules, and to easure that the effectiveness of the measures is
verified, and(iv} the Europol DPO and, where neceseary, the supervisory
antiorities, shall be included in the discussions surrounding  the
processing of personal data.

He slsa made a few suggestions in relation o the Communicarion that was adopted n
parallel to the proposal,

Done in Brussels, 31 May 2013

|

s

Peter HUSTINK

Europear Data Protecton Superviso:
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Annex 1: Comments on the financial impact of the proposal

The EDPS has carefully analysed the Commission's estimalions concerning the impact
that the supervision of Evropol may have for the institution, both in terms of financial
and human resources,

This potential impact was already assessed by the EDPS i the context of the
Maltannoa! Financial Framowork cxcrciac (2014-2020) and our catimations wore scnt
o the Commission and the Budgetary Authorty end of March 2003 following the
hudgetary procedure and were based on the following assumptions:

= General objective: Monitor and ensure compliance with the data protection rules of
ex third pillar agencies. Budgetary estimations were made on the basis of the maost
likely scenario at the time (e supervision of one agency, taking effect as from

2016).

¥ Specilic obrjectives: Pecfonn super visory activities relating to both the processing of
statt data and core business data.

Supervisivn vl processing vperalions ol stall data: his supervision activily
would not have significant budget implications as it would be included in
EDPS supervision activities.

1.

2. Supervision of FEuropol core activities: this task would include activities such
as:

w  coordination meetings with the national data protection authorities (1
day, Brusscls)

®  at least | inspection a year (5 days, The Hague)

= meelings in conneclion with the annual inspection, 3 lmes a year (1
day, The Hague}

= publication and translation of reports/minuies of meetings and
opinions

The allocation of additional human and financial resources would be absolutely
necessary for the achievement of these speeific objectives. Additional credits would be
necessary to cover the costs of missions, organisation of meetings and the preparation
and translation and publication of documents and at least three additional FTE: 1 AD®G,
I AST3 and | SNE/CA would be required.

The table with detailed cost calculations that was produced in the context of the
Multiannual Financial Framework is enclosed to this annex for information,

A comparison between the estimations included in the Commission proposal and the
ELYPS forecast shows some similarities and one important ditference. Concerning the
estimated requirtements of additional adminisivalive expenditure (page 92 of the
Commission proposal), the costs foreseen for meetings and missions are quite similar in
both proposals. On the contrary, the cost estimated lor publications and translations are
different becanse EDPS forecasts include a possible publication in the Official Journal.

As regards the estimated requirements of human resources (page 91 of the Commission
proposal), it seems that the minimum number of posts necessary to perform supervision
activities has been greatly underestimated in the Commission proposal. On the basis of
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Dur experience in this kind of activities, we are strongly of the view that al the very least
three tull time equivalents are necessary 1o be able to achieve the objectives assipned
{see for example, the own estimalions of the Commission for non-supervision aclivities
which amount to five FTE)L

{n the basis of these considerations, we would recommend thal the reasonable costs
eslimaled by the EDPS and communicated to the Budgetary Awthority in the context of
the Multiannual Financial Framework are talken into consideration and the Commission
proposal is amended accordingly.

10468/13 NP/dk
ANNEX DG D 2C

42
EN



LEP0S0LET _ 0LpLETHS ; 81928128 7 98'069°818 v SP0.6'667 _ 0L 159'08p _ = 1Tz 7 _ 7 7 _ _! et W10L ONVYD
\l8E'96Z, | eS'SOVSIT | 67260980 | 00P60S | 0000V85Z | 0000DORE | - - [ I | [ | I 1500 Jeis [e10L
S5 LVLIEE 9515999 [U0ETS95 | 0SE/Z¥e  |00C0LZS | 0000008 OV L/ONT L
By €6'166'96  [0EZ61e6 | 06779568 | 000698 | 00000FE SISY
B 1728l 0Ll | 2596501 [D0s'iesToL [ 00'08€66 | 0000096 0¥ L
Has
[P T B . . e ] . o aimjpusdxs
OS'ZISEET | 99'996°9ST | 0B'SSLLOT | 98'MOS9ST | SHOLSIST | 0L'LESOMT TWTET ARNSIUILPE a0 0L
T7'089°06L | 8c'08ETLSL | LC0006YL | 6L8L0S7L | 05 vZEL | BEOOVORE | | |so'soezer | [ [ [ | I SUORE|SUEIL
TUeETLL  |ELT0SCE | eolp0Tr | 0seesze | LSevier | eeelie | | [w'osroz | | [ | | | SuoREdNgNd
vE'LaL8E 8E'785°C _ 50'588°S S0'08L'S 1EL89s LI'928's - - 00'802°S suojssiu jeoung
(suoissiu - jeis Sda3)
E9SETL PLPIOE HZET 0E0L8T 08'6157 srOLYT - - 00'828°Z losz ozoL  fes iz uofBdsU| [BRULE BU) LA LOLDBUCO
ur anfiey sy e sbunssy ¢
. e - . . e } e i (suoissiw - eis S4a3)
00'S08'S1 LR0eE A SLBLLE oFLLLE 82'950°€ 00'088°C losz st fes 2 anfiey| sl e (skep &) vorosdsuy |
LB £1'c0seR 8Lizees 1s'eeLze L0'Ti808 £2'Z66'8L - = FLOER L sBupsaw |goigng
e - — e . - ; . — . . (sBunaaw - suadxas syga)
8L309've SB'LEE'LL [3:FA TR TErLE'SL S8 28551 LELSEEL 0o0zE'SE 1008t _ccem 4] t snBen a1 12 (shep ) uonoadsuy) |
. era . o o . - . . (sBuneaw) sydq [euoneu
BTIYSEE SEC0BUS | 8CTIG90  |00BSTSS | 1Z686ES | 26VELT9 . - EOTIN- lova ey TE z [ & Ui (X Ut SBUR3 LORRUIRIOOS €
[ sepusbeleNdpie
X3 J0 2N d U} Yh 30Uy duiod
[SIN5US PUZ JOYUOL :aARa[qo (ALY
. FOUEMD| e
| czozviozadm | oz i 6102 ﬁ 810z i L0z _ 90z _ s10z i 102 _ s102 _ Jsain3 i Hodsues| _ f210H _ i _ Esmp, _ skeq T:ﬁ& _

NOISIAY3dNS 10d0¥N3 - 02027102 44N

43

EN

NP/dk

10468/13

ANNEX

DG D 2C





