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Dear Mr President,

With regard to Regulation (EC) No 45/2001 of the Buropean Parliament and of the Council of
18 Becember 2000 on the protection of individuals with regard Lo the processing of data by
the Community institutions and bodies and on the iree movement ol such data, and in
particutar its Acticle 28(2), 1 send you my opinion on the Proposals for a Regulalion
establishing an Entry/Exit System and a Regulation esiablishing a Registered Traveller

Programme.

L have sent this opinion to the President of the European Commission and the President of the

European Parliament as well.

Yours sincerely,
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Cc: Mr Uwe CORSEPIUS, Sceretary-General

Mr Raimundas Karoblis, Ambassador, Permanent Representative of Lithuania (o the
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Mr Guy STESSENS, Sccretariat General of the Council

Postal address: rue Wiertz 60 - 3-1047 Brussels
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Opinion of the Turopean Data Proleciion Supervisor,

on the Proposals for  Berulation eslablishing an Enlry/Eeit System {(KS) and =
Regwlation esiablishing a Regisicred Traveller Prograsone (RTP)

THE EUROPEAN DATA PROTECTION SUPERVISOR.

Haviug regard to the Trealy on the Funciioning of the Durcpean Ussen and in
particular Article 10 thereol,

Having repgard to the Charter of Fundamenial Righis of the European Union, and in
particnlar Articles 7 and § thereol,

Having regard to Directive 95/46/EC of the Europcan Parliament and of the Council
of 24 Qctober 1995 on the protection of individuals wilh regard o the processing of
personal data and on the free movemenl of such data’,

Having regard to Regulation (EC) No 45/2001 of the Buropean Parliament and of the
Councit of 18 December 2000 on the protection of individuals with regard to the
processing of personal data by the Communily institutions and bodies and on the free
movement of such data?, '

Having regard to the request for an Opinion in accordance with Article 28(2) of
Regulation (EC) No 4572001,

HAS ADOPTED THE FOLLOWING OPINION:

. INTRODUCTION
I.1. Consultation of the EDPS

1. On 28 February 2013 the Commission adopted the following proposals
(hercinafter; "lhe propesals™).
- Proposal for a Regulation of the European Parliament and of the Council
establishing an Entry/Exit System (EES) to register entry and exit data of third
country nationals crossing the external borders of the Member States of the
Europcan Union (hereinafter: "the EES proposal"y’;
- Proposal for a Regulation of the European Parliament and of the Conncil
establishing a Registered Traveller Programme (RTP) (hereinafter: "the RTP
proposal’)* ;

'O 1281, 23.11.1995, p. 31,
20IL 8, 12.01.2001, p. 1.
}COM(2013) 95 final.

T COM{2013) 97 final.
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Fraposat for a Regulation of the Buropean Parliament and of the Council
amending Regulatton (EC) No 562/2006 as regards the usc of the
Entry/Txit Syetein {FES) and the Registered Traveller Programme (RTF)
(heveinafier: "the ameading proposal™)’

On the same day, the proposals were sent o ihe EDPS [or consultation.
The EDPS had been given the opportunity to provide inforimal comments
o the Commnussion before the adoption of the proposals.

The BiOPS welcomoes the reforence o the consuitation of the BEPS which
nciuded 1 the Preansbie of both the EES proposat and the RTP

has been |
proposal.

1.2, Background

The 2008 Commission's Communication “Preparing the next steps in
border management in the European Union™ suggested new tools for the
future management of Eorcopean borders, including an eniry/exit system
{hereinafter "EES™) for the electronic recording of the dates of entry and
exil of third country nationals and a registered traveller programme to
facilitate border crossing for bona fide travellers (hereinafter "RTP™). T
also considered the introduction of an Electronic System of Travel
Authorisation (ESTA) for visa-exempted third country nationals.

These proposals were endorsed by the European Council of December
2009 in the Siockholm Programme®. However, in its 2011
Communication on smart borders, the Commission’ considered that the
establishment of an ESTA should be discarded for the moment as “the
potential contribution to ¢nhancing the sceurity of the Member States
would neither justify the colleclion of personal dala al such a scale nor the
financial cost and the impact on international relations."® It further
announced that it intended to present proposals for an EES and an RTP in
the first haltf of 2012.

' Subsequently, the Eurcpean Council of June 2011 requested that the work

on “smar{ borders” be pushed tforward rapidly and asked for the
introduction of the EES and the RTP’.

* COMI2G13) 96 final.

¢ vAn open and secure Burope serving and protecting the citizens", Official Journal of the Huropean
Union of 4,520, C 115/1.

T Communicalion of 25 October 2011 from the Commission to the European Parliament, the Council,
the Feonomic and Social Commitiee and the Committee of the Regions on "Smart borders - options
and the way ahead" (COM(2011) 680 final}.

* Communication from the Commission on smart borders, cited above, p.7.

* BUCO 23/11.
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7. Phe Arlicle 29 Woirking Pavty commenied on the Commuenication Trom
the Commission on smait borders, which preceded the Troposals, in a
letter to Commissioner Malmstrdin of 12 June 2012 More recently, on G
June 20103, the Waorking Party <1dopiv an opinion questioning the
necessity of ihe Smart Borders package’!

2. The present Opinion builds on these posiions, as well as on a previous
FDPS  Opinion'” on the 2071 Comnussion's  Communication  on
migration’ and  on the  FIDWPS Picliminary commerts on  throe
Communicatons on border manapemen: (200837 1t aiso ases input piven
in the BIDPS Round Table on the Bwart borders package and daia
protection implications.’ i

1.2, Ajon of the Proposals

9. Agticle 4 of the EES proposal specifies its purpose. The proposal aims at
improving the management of the EU external borders and the fight
against irregular migration, the implementation of the integrated border
management policy and the cooperation and consultation between border
and immigration authorities. It provides for a system that would:

a. cnhance checks at external border crossing points and combat irregular
immigration;

b. calculate and monitor the calculation of the duration of the authorised
stay of third-country nationals admitted for a short stay;

¢. assist in the identification of any person who mav not, or may no
longer, fulfil the conditions tor entry to, or stay on the territory of the
Member States;

" The Articte 29 Working Party, set up under Directive 95/6/EC, 1s composed of a representative of
every national data protection authority, the EDPS and a representative of the European Commission. It
has advisory statws and acts independently, The letter of 12 June 2012 of the Working Party to Ms.
Cecilia Malmstrom on smart borders 1y available on

}r’l"

on

1 Communication of 4 May 2011 Irom the Commission to the European Parliament, the Council, the
Economic and Social Commillec and the Commitiee of the Regions on migration (COM(2011) 248/3),
" EDPS  Preliminary  comments of 3 March 2008,  available  on
htipefwerw edps. eurrma cw/BH2SWERAvchdav/site/mvSiie/shared/Documenis/f onzlind lon/C oo
vl_JUUMOo‘ -0 Connuenis booler packape Bt

(,onmlumn,amons from the Conunission to the European Paliament, the Council, the European
Economic and Social Committee and the Committee of the Regions on “Preparing the nexl steps in
border management in the European Union” (COM(2008) 69 final), “Examining Lhe creation of a
European Border Surveillance System (EUROSURY’ (COM(2008) 68 final); and “Report on the
evaluation and future development of the FRONTEX Agency”, COM(2008) 67 final.

® 1DPS Round Table on the Smart borders package and data protection implications, Brussels, 10
April 2013, Yenue: BDPS Blnldmg, RHL Montoyer 30, Brussels, See summary at:
i avfsite/myShidshared/Doonment s B8 PressNews/fven
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13.

d. enable national auvthorilies of ithe Member States to idenuiy oversiayers
and lake appropriaie measores,

¢, pather stalistics on the eniries aid exits of thivd couniry nationals for
ihe purposc of analysis.

The system should help monitoring the anthorised siny by providing quick
and precise information to border puards and o ravellers. 1t would
replace the current system of manual stamping of passporis, which is
considered siow and unrelable and improve the efficiency of border
management Y

it shontd alse assis, through the storing of blometrics, in the wdeatification
of persons who do not tulfii the conditions for entry to, ar stay in the BEU,
especially in the absence of ideniification documents. In addition, the BES
would provide a preeise picture of travel flows and of the number of
overstayers, allowing evidence-based policy making, for example on visa
obligalions. The statistics mentioned in Article 4 are used for thig last aim,

The BES would be the bagis for the RTP, aimed at facilitating border
crossings to pre-vetted, frequent third country wravellers. Registered
travellers would have a token with a unique identifier to be swiped on
acrival and departure at the border through an automated gate, The data of
the token, the fingerprints and, il applicable, the visa sticker number
would be compared to the oncs stored in the Central Repository and other
databases. If all checks are successlul, the traveller would be able to cross
the autemated gate. Otherwise, a border guard would assist the traveller.

Finally, the amending proposal has the objective of accommodating
Regulation (EC) No 502/2006 establishing a Community Code on the
rulcs governing the movement of persons across borders (hereinalter: "the
Schengen Borders Code") to the new EES and RTP proposals.

L4. Context and structure of the present Opinion

14.

The project to devclop an electronic system Lo control entries and exits to
the EU ferritory is nol new, and several Communications of the
Commission mentioned above bave paved the way lor the proposals now
under analysis. It is therefore in the perspective of these developments that
the smart border package should be assessed. In particular, the tollowing
elements nced to be Laken into account.

In the Stockholm programime, the Comiission has taken the sirategic
approach of assessing the nced for developing a European Information
Exchange Model bascd on the evaluation of current instruments. This
shall be based, amongst olhers, on a strong data protection regime, a well
targeted data collection scheme, and a rationalisation of the different (ools,
including the adoption of a business plan for large IT systems. The
Stockholm Programme recalls the need © ensure consistency of the
implementation and management of the different information tools with

"7 See the Explanatory Memorandum of the BES proposal.
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ihe strateey Tor Lhe proteclion ol personal data and the business plan for
. , 8
saiting up large scale I'T sysiems ™,

16, A comprehensive analysis is all the more needed considering the existence
and furthey development and implementaiion of large seale T systems,
such s El.lrodzu‘:w, VIS™ and SIS Y. A sinart borders scheme is an
additional tool to collect massive amounts of personal data in a horder
controf perspective. This global approach has been coniirmed recenily by
the JHA Counci? which emphasised the need 1oy learn from the experience
of SIS by elerence i particular o the escalaiion of costs.” The EDPS
has als¢ comenented that ‘a Boropean information model ntay swot be
consirued on the basis of technical considerations', ire vicw of the almost
fimitless opportunitics offered by new technologies. Information should
be processed only on (he basis of concrete security needs™.

I'/.  The analysis of the BES and the RTP frem a privacy and data protection
angle must be done in the persg{:ctivc of the Charter of Fundamental
Rights of the Europcan Union * (hereinafler; "the Charter”), and in
particular its Articles 7 and 8. Article 7, which is similar to Article 8 of
the Buropean Convention on Human Rights™ (ECHR), provides for a
general right to respect for private and family life, and protects the
individual against interference by public authorities, while Article 8 of the
Charter gives the individual the right that his or her personal can only be
processed vnder certain specified conditions. The two approaches are
different and complementary. The smart borders package will be assessed
against these lwo perspeclives.

% The Stockholm Programme - an open and secure Burape serving and proteeting citizens, 3.J.
2010/C 11501 '
¥ See Regulation {EU)Y No 6(3/2013 of the European Parliament and of the Couneil of 26 June 2013 on
the establishment of ‘Huradae' for the comparison of Fngerprints for the elfcetive application of
Regulation (EUY No 604/2(Y1 3 establishing the criferta and mechanisms for delermimmng the Member
State responsible for examining an application for international protection lodged in one of the Member
States by a third-country nalional or a stateless persen and on requests for the comparison with Eurodac
data by Member States' law enlorcement authorities and Europol for law enforcement purposes, and
amending Regulation (B} No 1077/2011 cstablishing a European Agency for the operational
management of large-scale TT systems in the area of freedom, security and justice, OJ L 180,
29.6.2013,

M see Regulation (ECY No 767/2008 of the European Parliament and of the Council of 9 July 2008
conceruing the Visa Information System (VIS) and the exchange of data between Member States on
short-slay visas (VIS Regulation), OJ L 218/60, [3.8.2008.

4 See Regulation (EC) No 1987/2006 of the European Partiament and of the Council of 20 December
2006 on the cstablishment, operation and use of the second geperaticn Schengen Information System
(SIS 1), OT L 381/, 28.12.2006.

7 Sce Council doc. nr. 8018713, Note of the Presidency to the Strategic Committee on Immigration,
Fronticrs and Asylum/Mixed Committes (UE-Iceland/Liechtenstein/Norway/Switzerland), 28 March
2013 on Smarl Border Package.
hlips/www.sbdewaich.orefuows/ 201 Maptfeu-council- smart horders-80 18- 13, pdl
* EDPS Opinion of 10 July 2009 on the Conmnunication from the Commission to the Buropean
Parliament and the Council on an area of freedom, security and justice serving the citizen, 0.), 2009/C
27642, -

101 C 83, 30.03.2010, p.389,
= Council of Europe, ETS No 5, 4. 111950,
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The present Opinion has a sivong focus on the BES proposai - which ig
imost relevant from the perspectives of privacy and daia protection - and s
structured as [ollows:

Section I countaing a general asscssment of the Bniry/Bxit System,
focusing on compliance wiil both Articles 7 and 8 of the Charter;

Section I containg comments on more specific provisions of the EES
concerniug  the procossing of  biometric data and  access by law
enforcement authoriiies:

Secijon IV inchades cotaments on other 1ssues raised by the BRS:
Section V {ocuses on the RTF:
Seciion VI reters to the need for additionai data securily saleguards:

Scetion VI lists the conclusions.

I1. GENERAL ASSESSMENT OF THE EES

111, Article 7 of the Charter: Respect for private and famtly life

10,

20.

21.

According 1o Article 7 ot the Charter, 'everyone has the right to respect for
his or her private and family life, home and communications’. Any
limitation to this right (just as in the case of Article 8) must comply with
Article 32{1) of the Charter, and musl therefore be provided by law,
respect the essence of the rights and freedoms recognised by the Charter,
be proportionate and necessary, and "penuinely meel the objectives of
general interest recognised by the Union or the need to protect the rights
and [reedoms of others”.

Article 7 of the Charter should be read in combination with Article 8 of
the ECHR which prolects private and lamily life in the same terms and
adds that "there shall be no interference by a public authority with the
exercise of this right except such as is in accordance with the law and is
necessary n o democratic society" [or certain purposes.

The principle of proportionalily is closely relaled (o the principle of
necessity, According to the European Court of Human Rights (ECtHR),
an interference to a right can he considered necessary if it i proportionaie
to the aim pursued, answers a pressing social need, and the reasons put
forward by the public authority 1o justify it are relevant and sufticient”.
The Court of Justice of the Buropean Union has further specified that it
should be demonstrated that the same purposes cannot he achieved with
less intrusive means®,

“1Le., "in the interests of national security, public safety or the economic well-being of the country, for
the prevention of disorder or crime, for the protection of health or morals, or for the protection of the
rights and freedoms of others” (See Article 8{2)ECHR]),

7 See ECHHR, Marper v. United Kingdom, 4 Decerber 2008, applications no. 30562/04 and 30566/04

% See CIBU, C-92/09 Volker and Markus Scheeke GBR v, Land Hessen and C-93/09 Bifart v. Land
Iiessen and Bundesanstalt flir Landwirischafl und Endhrung, 9.11.10.
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Bces ERY constitute an inferference, and io whoi exteni?

2.

24,

It is cvident that the roufing storage of daia on individuals relating to their
eniry (0 and exit from the tevritory of ihe Furopean Union will ofien and
in many different ways also reveal information about their private aind
family litfe, The jurispiudence of the ECIHR recalls thai "ihe mere storing
of dala relaiing to the private life of an individual amounts o an
mterference within the moaning = Article 8 of the HCOHR™. To assess
the deprec of inlerlerence, several aspecis can be taiken into account, such
ag the nawere of the data the scale «f data coliection, the further vse and

nossible  change  of  purpose  for  nstance  the  retention  of

telecommuanications data for commercial purposes and thewr further sse by
faw cnforcement authorities}y, the transier io third countries (for instance
the systematic transfer of passenger name records) or the secret character
of the collection and processing (sce for instance the conclusions of the
ECtHR in the cases Amann and Rotaru™®),

A key element (o take info account is the nature of the personal data, and
in particular their sensitivity. The collection of biometric data for instance
constitutes a clear interference, as stated by the ECtHR in the Marperm
case, which should be considered quite apart [rom the peneral issue of
information abou( a person's private and family life. The fact that the
information collected does not relate o persons who are suspected of
unlawlul conduct or otherwise under investigation is an addilional
element of interfercncee.

With regard tc the EES, the EDPS notes that the processing happens on a
wide scale as it concerns all short stay visitars to the EU, which are nen-
suspect travellers, and entails the colleclion of identification data
including bicmelrics (10 fingerprints) on those visitors. Law enforcement
access is also a possibility envisaged and the systcm has been designed 1o
allow lor it, It muost therefore be concluded that the proposals imply an
interference with the right to respect for private and family life, with
possibly wide implications [or the individuals concerned.

{s the interference provided for by a clear legal busis?

25.

26.

The language of the law has Lo be sufficiently clear to make interferences
foresceable, The circumstances under which the right to private lile,
tamity life, home or correspondence may be limited have to be precisely
indicaled in the legal basis™.

This is the object of the EES proposal, which aims at providing for a clear
framework for the collection, use and storage of third country nationals’
data, as well as for their rights of information, access and rectification,
However, the purposes of the proposal should be defined better and
additional sateguards should be added, as will be developed below.

?9 Iddem, para. 67.
* Ses ECHIR, Rotary v. Romania, 4 May 2000, application no. 28341/95; and Amann v, Switzerland,
|6 February 2000, applicaiion no. 27798/95.

T op. i,

 Gee BOIHR, Kruslin v France, application no. 11801/85, para 30— 3.
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Is the megsire necessary and propetiionare in a demiocratic socsety for any of the
sierposes listed in Article 821 ECHR or Articte 5204 Charier?
puly /

7.

29,

30.

Paragraph 9 of this opinion shows thal the proposal has different, not well
defined, but m any event closely linked, purposes, with an cmphasis on
border management and better dealing with illegal stay. The asscssment
under Article 7 should take account of these purposes.

in the Frgy place. the EDPS considers that, in principie. large scale
datahages are created to sopport an established EiJ poticy, iaid down in
(inion faw. However i this case it appears that the database is created
without the exisicnce of a comprehensive polizy, and even i order i [ind
out whether and how such an EU policy should be developed. This is of
particular concern since the EES is created with the aim of ideniifying
overstayers, bul without the establishment of a clear Buropcean policy on
management of overstaycers,

The Proposal staies that the EES will facifitate calculation of stay and thus
identificaiion of overstayers {(which is already pessible but arguably more
difficult on the basis of stamps“). One main consequence of identifying
the overstayer is the refusal of a new visa, when the individual has finally
left the EU territory and is coming back. II' the overstayer has been found
and identified on the BU territory, it is also presented as facilitating refurn
to the country of origin. However, if the EES may facilitate ideniifying
over-stayers, it does not address their effective location in the EU territory
and the conditions of return o his or her country of origin®. The
efficiency of the system in an area with land borders remains also
unclear’®. According to the EDPS, these issues should have been
addressed as a preliminary condition Lo the development of this large scale
horder control scheme.

fn the second place, & separatc purpose scems to be facilitating the
calculation of overstay and creating statistics, This purpose could be
connected only indircctly with the purposes listed in Article 8(2) ECHR,

"“and can hardly justify an interference with the right to respect for private

life, The EDPS therefore questions the necessity and proportionality of the
interferences with the right to privacy provided by the Proposal in relation
the purposes of improving calculation and developing stalislics.

 1.e.: a general interest recognised by (he Union / in the interests of national security, public safety or
the economic well-being of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the prolection of the rights and freedoms of others,

* The travel documents of non-EU country nationals ave systematically stamped upon entry and exit.If
a travel document does nol hear an entry stamp, it may be presumed that the holder does not fulfil, or
no longer fulfils, the conditions of stay.

* On the question i transmission of identification data to the countiy of origin is the main solution to
reium issues, especially in the absence of cooperation of the third country, see the Note of the Meijers
Commiltee of 3 May 2013 on the Smart Borders proposals, p. 2.

* See the Impaci assessinent of the Proposal, p. 14 and 15, aiso commented by the WP29 Opinion, p. 6.
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1. In this context. the REDPS questions the need ithat information be
identifiable, and fakes the view that anonyimows siatistical dats could lead
to the same resul®! and be even more cost-effective. Exiating possibilities
can be explored in the Schengen Border Code o this ;_ml‘posc"’ﬁ. This

objective of igration management should also be reconciled with already

existing policies for migration, as righily pointed by the Axticle 29

Waorking Party in reference (o the 'Global Approach o Migration and

Mobility™

32, In the third place. the question of necessity showld also be apalysed in the
braader conioxt of large scate T systems. A number of those systems
have been developed during receni vears {(Eurodac, VIS and most recently
SIS TF replacing the first generation SISY". wn order to cnsure a more
eflective external border control, as a coroliary of the lifting of the internal
borders for individuals who travel within the territory of the European
Union. Thesc information systems share common leatures. Normally, they
consist of naticnal units and a central unit, and supervision of data
processing is shared between the national data protection authorities and
the EDPS.

As mentioned above, the EDPS has supported and commented on the
conclusions of the Stockholm programaze inviting to a thorough reflection
on sach svstems, to take duly into account both the costs for privacy and
data protection, and the elfectiveness for border control and public
security. In particular, it poinls out that 'increased attention needs to be
paid in the coming vears to the full and effective implememntation,
enforcement and evaluation of existing instruments’' In the present
conlext, the analysis should include proposed instruments such as EES
and RTP, but also those instruments that have been implecmented,

o
(W8]

M Qee KO, C-92/09, op. cir,

* See Articles 11 {2y and 13 {5 of the Schengen Border Code where Member States are asked to
inform each other and rhe Commission and the Council General Secretarial of their national practices
wilh regard to the presumption of illegal stay and its rebuttal as referred to in Article 11 and Member
Stales are asked to collect statistics on the number of persons vefused entry, the grounds for refusal, the
nationality of the persons relused and the type of border (land, air or sea) at which they were refused
entry, Member Stales shall ransmit those statistics once a year to the Cominission, The Clommission
shall publish every two years a compilation of the statistics provided by the Member States.

* Developed in the WP29 opinion, p.10. See COM(2011) 743 final,

40 The VIS system has been launched partially in 201140 and it is in the roll oot phase in differem
parts of the world.. On @ April 2013, the second generation Schengen Information System (SIS [T}
entered into operation,

The BDPS would like to refor 1o his findings concerning the VIS inspection carried out in 2011403
where several of the problems lound represented important risks for the security in the operations of the

visite/mySite/shared/DocurnetsSupervision/Yi512- 06
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34, The EOPS rakes pote of the analysis made by the Commission in the ERbS
Inpact Asscasmoent™on the compatibility of BES wiih other larpe scale 1T
systems and its conclusion thal none of (hese sysiems addresses the
adminisirative requiremenis for managing the right to stay in the EU and
lor identifying and preventing icrogular immigration, cspecially wiih
regard to overslaysrs. However, soms remaining unclarities should be
painted oul,

345 While existing systerus may nov fully address the objectives of the smart
border package, they can stiil address seme of them, and may alss be
developed 1o address more in the [uiore. For instance. one of the maie
obicctives of the VIS Regufation® is 1o assist in the identification of
persons thai do not meet the requivements for entering, staying or residing
in the national territorics, An aleri could also be enlered under Arxticle 24
of the SIS 1T Regulation®.

36.  The main problem is the lack of sulficienl experience with the functioning
of these systems to be able to draw useful conclusions. The experience
wilh VIS and other current systems (Eurodac, SIS TI) is limited: VIS®, in
particular, is not yel [ully operational, with dala protection issues to be
managed at Central Unit level™,

37, The EDPS therefore has doubts about the timing of envisaging a new
border control system before a thorough evaluation of existing systems
can effectively be performed, in order Lo ensure consistency and avoid
repeating difticulties already encountered in the past.

2 See p. 20 and 69-76 BES TA.

¥ The V1S should have the purpose to facilitate the fight against fraud and to facilitale checks at
external border ¢rossing points and within the territory of the Member States. The VIS should also
assist in the identilication of any person who may not, or may no longer, fulfil the condilions for entry
to, stay or residence on the texritory of the Member States, and lacilitate the application of Council
Regolation (BC) No 343/2003 of I8 Hebruary 2003 establishing the eriteria and mechanism for
deterraming the Member State responsible for examining an asylum application lodged in one of the
Member Siates by a thivd-country national , and contribute to the prevention of thieats to the internal
security of any of the Member States,

H See Article 24 (3 of SIS U Regulation)- Conditions [or issuing alerts on refusal of entry or stay

"An alert may also be entered when the decision referred to in paragraph 1 is based on the fact that the
third-country national has been subject to a measure involving expulsion, refusal of entry or removal
which hras not been rescinded or suspended, thal includes or is accompanied by a prohibition on entry
or, where applicable, a prohibition on residence, based on a {ailure o comply with national regulations
o the enlry or residencs of third-country nationals,”

At the end of 2011, the most critical risks identified were the Tollowing: a) system capacity being
consumed quicker than foreseen due to Member States 1olling out to other regions ahead of the planned
gradual rollout; b) handover of the central VIS from the C.SIS to the EU Agency responsible for the
managemenl of IT sysiems, and ¢) fingerprint quality during operations.”

Sce p. 10 in the Report from the Commission to the Buropean Parliameni and the Council on the
Development of the Visa Information System (VIS) in 2011 (submitted purstant to Article 6 of
Council Decision 2004751 2/EC).

* See also footnote 24.
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39.

In conclusion, even if the objecrive pursued could be constdered fegitimate
and neccssary s democratic sociely, ihe legislative measures pul in
place do not faly meet the requiremenis of Ariicle 8(2) BCHR in slaiion
i0 neeessity and proportonality. The BDPES (herefore considers thar,
withoui further assessment by the legislators:

a. An EE3 should not be created with the aim of identilving overstayers,
without the estabiishment of a clear Buropean policy on management
of overstayers;

b, Facilitating calcwlation of overstay and creating statstics shouid not
fead (o the establishivent of a large scale daiahase with personal daia.

¢ An BHES shouid noi be created belore a thorough evaluation of existng
sysiems can efflectively be performed, in order to ensurc consisicncy
and avoid repeating difficultics alicady encountered in the past.

As a second step, the scheme will have to comply with the speeific

safeguards of Article 8 of the Charter,

11,2, Article § of the Charter: Protection of personal data

40.

This provision foresees "that everyone has the right to the protection of
personal data concerning him or her™. It [urther states thal data can only be
processed fairly, for specified purposes, on the bhasis of Lhe consent of the
person concerned or some olher legitimate basis laid down by law, and
thal everyone has the right to access to data which have been collected
congerning him or her, and the right to have it rectified. Compliance with
these rules shall be subject to control by an independent authority. These
are the essential requirements for the processing of personal data, which
ave further refined in the varicus legal instruments for data protection.

Fuair processing

41.

42,

The type of measurcs that should contribute to ensuring lair processing
range from general transparency to the minimisation of data collected,
including steps taken (o prevent discrimination. The EDPS welcomes the
fact that several provisions of the Proposal aim at ensuring that data
collected are not excessive (without prejudice to the assessment of the use
of biometric data, which will be addressed in a distinct chapter below),
and that awarcness measures are laken, especially with regard to staff
processing the data®”

The EDDPS nevertheless calls attention on the risks linked to the automated
calculation of dates and the decisions which could be taken against the
individual on the basis of such automated processing, The conditions in
which an individual will be informed of the fact that he may bave been
registered {unduly) as an overstaycer remain unsatistactory, as developed
below.

H See in particular Article 8 on ihe general use of the EES and the prevention of discrimination, Article
1! and 12 on the list of data (0 be collected, which has been partially limited to take into account some
HIDIPS observations, Ariicle 25 aboul the training of statf, Asticle 33 on the information of individuals.
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Specified pirpose

A3,

44,

45.

Legitimate

46.

The purpose(s) of any measure aiming ai processing personal data must be
clear and precise enough o ensure transparency for those concerned by
ihe measure, The degree of specification shall take Wio account the scope
and the impact of the data processing: the more infrusive il is, the clearer it
shoutd be. Article 4 of 1he Proposal lists a series ol commected purposcs
and some further consequences that the scheipe also airns at achicving,

These puiposes bave been moniioned cairfie. in this oniniom, it can be
recalied as followy

The main purposcs are indicated in general ferms, as mmproving the
managemeni of the external borders and the fight against illegal
immigration, the implementation of the integrated border management
policy and the cooperation and consultation between border and
immigration aunthorities. '

The means to achicve these purposes are the provision of access o eniry
and exit information of third country nationals,

The additional aims are to enhance checks at borders, caleulate and
monitor the duration of stay, assist in the identification of overstayers and
consequently facilitate appropriate measures, and gathering statistics.

The EDPS has no further comments as 1o the delails of these purposes.
However, the lact that purposes must be specified also means that data
should not be processed outside the frame of these purposes. This raises a
specific issve with regard to the re-use of data for law enforcement
purposes. Such purposes are mentioned as a future possibility, after
evaluation of the system. In his comments on the Stockhelm programme,
the EDPS called lor specific attenlion with regard to such re-use of
personal data, and he insisted on a strict necessity test and narrow
conditions for access to the data. This will be developed further in Chapter
IIL

basis

Since the BES is obvicusly not bascd on the free and informed consent of
the persons concerned, the need for a legitimate basis laid down by law
relates in essence Lo the issue whether the proposed scheme complics with
Article /7 of the Charter and Article 8 ECHR, as already discussed in
Section II.1, with the conclusions set cut in point 38, However, it shouid
be emphasizcd that general principles of data protection also require that
the processing of personal data is necessary and proportiopate to the
legitimatc purposes that may be involved.

Rights of the individual

47.

The EDPS insists on the need to pay specific attention to the legal
consequences that can be attached to the automated processing of personal
data. If the reality of the facts is not sufficlently taken into account, the
effects on the data subjects can be particularly negative.
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49,

Articie ¥ of the EES proposai in parficuiar deserves speciiic alleniion as i<
provides ihat, in order o [acilirale calculation of stay, the sysiem will
aulomalically calculaie which eniry records do not have exit data
immediately foliowing the date of expiry of the authorised Tength of siay
and inform competent avthorities. "This raises quesiions on how 10 avoid
mistakes cansed by an automated decision which could fail to register
exils due (o various reasons (duai siatus of the third country national - c.g
entry with an ordinaiy passport and exis with a diplomaric ane - medicai
reasens or technical problems of the system.

Moracver, individials must be fally informed o due tiwe abcut asy
decision laken, to he abie fe exercise their rights property, This is all the
more needed censidering the mulfiplication of data bases in the field of
horder management, which risks making it increasingly cemplicated tfor
individuals to exercise their rights. The EDPS considers that the tollowing
provisions could be amended in order to enhance the rights of jndividuals
in that perspective,

Right of erasure (Article 21,2}

50.

The EDPS welcomes the obligation for Member States to delete without
delay personal data relating to overslayers in case the relevant third
coun(ry national provides evidence that he or she was forced to exceed the
authorised duration of stay due {o an unioreseeable and serious event. He
considers however that it should be specitied that data subjects should be
informed of this right and should benefit from judicial remedies in case it
is not respected {sec recommendations below),

Information to be given to the data subject {Article 33)

51.

52.

The EDPS snggests adding in Article 33(1) that overstayers "shall be
informed of the following by the Member State responsible for enfering
their data". Without this addition the criteria for identifying the Member
State responsible would remain unclear.

Furthermore, the EDPS suggests including information about;

the automated processing of data in order to calculate duration of stay;

the fact that overstay will lead to the publication of the individual's
personal data on a list of overstayers;
the categories of recipicnts of this lisg;
the right Lo have personal data deleted in case of evidence that the oversiay

is duc to an unforeseeable and serious event;

the right 1o receive information abount the procedures for exercising rights
and about possible remedies, including arrangements allowing the person
concerned to put his point of view considering the auntomated character of
the processing of data.
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In addition, the EDPS welcomes the fact that the information shall be
provided in writing (Article 33(2)} bui recommends adding: "in an
inieHipible form. using clear and plain langeage, adapted o the data
subject” as it 1s forcseen in Article 11,1 of the proposcd Data Protection
Regutation  Translations of this information should be available for
third conniry naiionals not understanding the language of the responsible
Maember Staie.

Remedies (Articie 30}

54,

Article 36 provides for remedies where the vight ot access, delction and/
or rectification provided for in Articie 35 have boen refuscd. Howsver itis
not clear whether this provision includes the deletion of daia referred to in
Article 21(2). The EDPS therefore recemmends amending Article 35 {or
Arlicle 36) 1o ensure that judicial remedies will also cover the sitnalion
referred to in Article 21(2).

Oversight by independent authoriries (Articles 37-39)

35,

56.

51.

The EDPS welcomes the provisions on supervision of data processing.
Due account is taken of the responsibilities al national level and at EU
level, and a system is laid down for coordination between all involved
data protection aunthorities, based on experience and on existing, tricd and
irusted mechanisms. The EDPS is available to take up his duties in respect
of EES (and of R'TF),

The EDPS notes the responsibilities of varions stakeholders within the
smart borders framework, 1.¢. the Commission, eu-Lisa and the Member
States. This trigpers in parallel the responsibilities of daia protection
authorities al Earopean and national level.

This distribution of competenccs requires a mulfi-level cooperation,
among data controllers, among data protection autheritics, and between
authorities and controllers, in order (0 avoid any possible gray areas.

The EDPS welcomes the coordinated supervision model foreseen in
Article 39 of the Proposal with regard to oversight, with a view to casure
consistent interpretation and application of the Regulation. He considers
that this approach should be complemented with a clear allocation of
competences at national level, 1o ensure that data subjects exercise their

-rights with the relevant authority. The identification of the Mcmber State

responsible should in that sense be claritied and be transparent to the
public, as already mentioned above in point 51,

* Proposal for a regulation of the Huropean Parliament and of the Council on the proiection of
individuals with regard to the processing of personal data and on the [ree movemeni ol such data

{CGeneral Dara Protection Regulation), COM (2012) 11 final,
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i SPECIFLC COMMENTS OGN THE BEES
(i1 1. Bicmeirics

59 The proposals rely on the nse of biomeiric eleinents (lingerprings). The
BIPS hotes that in accordance with the policy options claborated n ihe
Impaci Assessment™ the Comimission envisages that linperprinis witl be
added antomnatically three vears afier the EES staris to operate.

60, The EDPS pownis out that there is a need (o demensivate that the use of
Biometrics in this coniexi, which represenis a separate interference with
the right fo respect for private life, is "necessary in a democratic soclely”
and that other less intrusive means are not avaiable, n the 5. and Marper
case, the BECHR ruled that fingerprints and photographs contain unique
information that is “capable of affecting the private life of an mdividual™
and that retention of this information without the consent ol the individual
concerned “cannot be regarded as neutral or insignificant™. In addition
the processing of such information should be accompanied by stringent
safeguards and should take into account the risk of error.

61.  Therelore, the EDPS would have preferred that an ex ante evalnation had
been pertormed, also on the introduction of possible safeguards, rathcr
than taking alrcady now a definitive decision to introduce biomettics in
the system, The EDPS suggests amending the text of the proposal in this
sense. More precisely, the Commission should undertake a targeted
impact assessment on biemetrics {fingerprints) instead of an automatic
introduction as stated in the current proposal (Article 12). The EDPS
suggests incloding this as an obligation in Axticle 12 (5) of the EES
Proposal.

62.  In support of this recommendation, the EDPS takes note of develepments
in the United States, with a recent preliminary Report of the Government
Accountability Office that refers to the challenges of planning a biometric
exit ca];)abilityS ' it refors to significant questions such as the effectivencss
of current hiographic air exil processes, the error rales in collecting or
matching datu, the addilional value that biometric air exit would provide
compared with the current biographic air exit process, and the overall
valoe and cost of a biometric air exit capability. This project of the United
States to develop a biomeltrie exit system is still under analysis.

“_‘9 See p. 26-39 of the EES Impact Assessment.

6 1( also stated Lhat that a blenket and indiscriminate retention of "the fingerprints, cellular samples and
DNA profiles” of persons who are not convicted of offences failed "to strike a fair balance between the
compeling public and privale interests”; ECIItR; S. and Marper v. the UK, op. cif, para. 125.

51 Preliminary  Observations on  DIS's  Overstay Enforcement FEffors, available on
httpfwww. gao. gov/assets/O6/654752 pdi.
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&

66,

The EDPS wonld aiso like to draw atfeniton io (he Avstialian Movement
Reconstruction database which could represent an alternative on how a
simlar system could work based only on alphanumeric data™ These
'movement records’ may inchade the traveller's name, date of birth, gender
and relationship status, country of birth, departure and/or arrival date,
travel document number and country, port code and fhHght/vesscl dotails,
visa sibelass and expivy daie, and the nuinber of movemenis.

Moreover, the TDPS recognised af several oceasions ihe advariages
provided by the use of biomeirics, bul aiso suessed that these bepetirs
wonkd bhe dependeni on the application of stringent safeguards.

In his opinion on 515 11 the EDPS proposed a non exhaustive iist of

common obligations or requirements which need to be respecled when
biometric data arc used in a syslem, including a largeted impact
assessment, emphasis on the enrolinent process, highlight of the level of
accuracy and a fallback procedure. These elements will help avoid that the
third country national is to carry the burden of imperfections of the
sysiem, such as the impact of misidentification or [ailure to enrol. In this
context, the EDPS welcomes Arlicle 12(3) of the EES proposal which
takes into account those persons for whom fingerprinting is physically
impossible.

In addition, the EDPS notes the collection of 10 [ingerprints instead of
two or four which would in any case be sufficient for verification
purposes, Collecting from the start 10 fingerprints would only be needed
if this pursues a ditferent purpose, i.e. the identification of traces in a law
enforcement context, ‘The EDPS considers that no such wide coliection of
biometric data should be foreseen from the beginning, whilst the
evaluation of a possible access by law enforcement authorities is not Lo be
done before two years after the entry into force of the system.

EEX.2. Law enforeement aceess

67.

The EDPS notes that the EES proposal does nol allow access by law
enforcement authorities (o the EES as a principle, but only after a period
of evaluation. The proposal provides that the first evalration of the EES
shail specifically deal with the issue of access for law enforcement
purposes including conditions of access, retention period and access for
authorities of third countrics.

32
** Sce more at:
Wit/ veww dnapov awmpng ine-msdialins-horders/borderseoniiysystemg/moveentrecords.him,

* Opinion of 19 October 2005 on three Proposals regarding the Second Generation Schengen
Information System (S1S T1) {COM{2005} 230 final, COM{(2005) 236 final and COM{2005) 237 linal)
(OI C 91, 19.4.2000, p. 38).
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a4,

70.

Access o the DES would fitin the peneral trend o grant iaw caforcement
authoritics access to several large-scale informaiion and {dentificaiion
systems (sec for instance the access o Eurodac‘%;"), and would also
constitule a furiher step in a teadency towards giving law enforcement
auvthorities access to data of individuals who in principic are not suspecied
of committing any erime,

The HBPE considers thai the introduction of the possibility [or faw
enforcemeni authorities to have access o BES - which would eotail a
separate mterference with the righi & respect {ov j)!i"—-'ai(" e as well as a
hreach of the key principle of purpose Bmitatien 1o data protection law
should be hased on a proper evaluation which provides for clear evidence
thal such an access is necessary. In particular, the precise added value of
such access compared with access to already existing biometric databascs
should be identified, and it should be demonstrated that the necessity
overrides the intrusion into the private life of individuals. The EDPS
recalls that the persons whose dala are stored in the EES are in principle
not suspected of any crime and should not be lreated ag such, since the
system is in the first place designed mainly as a calculation (ool for the
duration of stay of third country residents.

Would access be necessary, strict conditions are needed, such as the
condition that requests for data should be proportionate, narrowly targeted
and based on suspicions as to a specific persen.

HEL3. Transler of data Lo third counlries

71.

72,

According (o the EDPS, Lhe reasons for which the transfer of EES data to
third countries is necessary for the return of third country nationals should
be further substantiated.

The EDPS welcomes that the transfer is in principle forbidden, and that
Article 27 (2) containg a number of conditions, in case a derogation
applies, However, in his view the transfer of personal data stored m the
EES to third counlries, international organisations and private partics™ for
the general purpese of proving the identity of third country nationals and
the purpose of return is formulated too broadly. The EDPS understands
the need (0 exchange some data with a third country where necessary for
the purpose of the refurn of the individual concerned. However, it is not
clear from the proposal under what conditions and for what purposes third
countries will be allowed to ask for evidence on the identity of a third
country national,

Staies by a

¥ See the Regulation (EU) No 603/2013 of the Huropean Parliament and of the Couneil of 26 June
2013 on the establishment of Burodac' for the comparison of fingerprints for the effective application
of Regulation (BU) No 604/2013 establishing the criteria and mechanisms for determining the Member
Stale responsible for examining an application for international protection lodged in one of the Member
third-country national or a stalcless person and on requests for the comparison with Eurodac
data by Member States’ law cnforeement authorities and Europol for {aw enforcement purposes, and
amending Regulation (BU) No 1077/2011 establishing a Buropean Agency for the operational
management of large-scale IT systems in the area of frecdom, securily and justice (recast), QJ,
29.60.2013, L 180/1.

 See Article 27 (2).
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Sinee a simitar provision can be found in the VIS Regutation™, the BDPS
wonld also recoimmend the EL fepislator to wail {or evidence on how the
W15 provision 18 applicd in practice and then (o evaluaig the possibility o
apply ihe exceptions now in Acidele 27 (2) also for the BB

1Y, GFIER COMBMENTS O THE BIS

Flefinition of overstuver

74,

i Avticic 3 {730 ar "overstayer” is delined as a thivd couniry pational who
does niot fuifit, or no ionger fuitiis the conditions refating 1o the duration
ot a short stay on the ierrtiory of ihe Member States. It is not cicar if this
dlefinition is meant on'y o cover the situation where o third country
nationai entercd logally the territory of the EU but excesded lis/her stay
or also the sitvation in which a third country national did not respect the
conditions (¢ stay sel out in the Schengen Border Code (valid visa and
travel documents, sutficient means of subsistence etc)ﬂ . This could enlail
different legal consequences for those who overstayed their legal peried in
the BU and for those who did not respect the conditions established o
enter legally in the EU territory but did not over stay the legal period of 90
days in any 180 days period. The EDPS suggests that the Commission
clarifies this definition.

Verification of identity

15,

Article 18 (1) allows the access to data {or the purpose ol verifying the
identity of the third country nationals and/or whether the conditions for
entry {0 or stay on the territory of the Mcember State arce fulfilled. The
wording of this provision is too broad. In particular, the use of the word
"or" may tmply that personal data may be used for veritication of identity,
independently of the verification of entry of stay conditions. In order (o
avoid any possible access by authorities which are not specifically
competent for immigration issuss and for unrelated purposes, the EDPS
recommends the EU legislator to delete the word "or™ and keep both
conditions (verilying identity and conditions of stay) linked.

Data retention for overstayers

76.

The EDPS welcomes the maximum period of six months for keeping the
dala in the BES, as laid down in Asticle 20. As regards the relention
period of five years [or data related o overstayers, neither the impact
assessmeni nor the proposal explains the reason for this period and it
scems disproportionate with the aim purseed. The EDPS recommends the
EU lepislator to better justify in a recital the need for keeping the data on
overstayers for such a long period of time, or limif this period in a
substantive manner.

¥ See Article 30 (2) of Regulation (EC} No 767/2008 of the European Parliament and of the Counci of
9 fuly 2008 concerning the Visa Information Syslem (VIS) and the exchange of data between Member
States on shorf-stay visas (VIS Regulation).

3 See Article 5 (1) of the Regulation (EC) No 562/2006 of the Furopean Parliament and of the Counci
of 15 March 2006 establishing a Community Code on the rules governing the movement ol persons
across borders (Schengen Borders Code), OJ L 10571, 13.4.20006,
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AROVMaus SESTcs

7.

Article 40 allows competent autherities to access some caiegories of daia
for the purposes  of geporting  and  statisiics 'withot  atlowing
identification’. The use of the wording ‘without allowing identificarion’
creates confusion, since some ol the categories of data accessed will allow
- at leasi indirectly, especially when the data are combined - the
‘denitfication of the individuals Furthermore, the puipose of "reporiing”
mentioned in Articie 40 shouid be claritied (what has o be reported, who
has tooeport 1o whom and ai which frequency). The BDPS therefons
recommends the 110 fegisiator to add the fullowing wording: Tor the
purposes of veperting and devcloping sncavmons slatistics’ and to defice
the meaning of "reporting” in a Recital,

Y. COMMENTS ON THE RTP PROPOSAL

Aim of the Proposal and the role of consent

78.

79.

80.

RTP is designed to speed border-crossing for pre-vetted travellers. The
scheme is based on automated identity checks and border crossing gates,
with the aim of reducing or removing ihe need for border guards to check
travel documents. According to the RTP Proposal the system is to be
established on a voluntary basis where frequent travellers will be offered
the possibility to apply for a faster border crossin g"g.

Censent of the traveller is presented as the ground legitimising the
processing of personal data. To be valid, this consent must be "freel?/
given, specific and informed™™®. As stated in WP29 Opinion 15/201 1%
consent can only be valid if the data subject is able to exercise a real
choice, and there is no risk of coercion or significanl negative
conscquences il hefshe does not consent. I the consequences of
consenting undermine individuals' freedom of choice, consent is not free.

The setting up of the EES scheme and the full implementation of VIS
are likely to increase time spent at border checks, which would make RTP
a favourite option for frequent travellers. ln this context, it should be made
sure thal consent can effectively be considered as a valid legal basis for
the processing. Besides, the fact that the system is veluntary docs not
prejudge the assessment of the necessity and proportionality of the system
and the fact that its development and functioning is dependent upon
another systern, i.e. the BES.

* Thid p. 5.

¥ gee Arlicle 2(n) of Directive 95/46/5C, -
Marticle 29 Working Pacly, Opinion 15/2011 on the definition of consent, adepied on 13 Tuly 2011,

hiipdicc.entop
T hid., p. 16.

wfssiice/policies/privavy/docy/wpdoos/20 | 1hwp 1Y en udf
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81 It also appears that RTP may imply ttme consuming and administrative
burdens for frequent travellers, ai least ab the moment of enrolmeni. since
they will have (o give lingerpiinis sgain {or an additional purpose and
provide once more adhminisirative documents regoired by Article O of the
RTP Froposal. Morcover, their alphanumeric and biomcetric data will
remain for 5 years in the sysiem in order o allow {or the checking of the
travel history in a person cenbric manner. [ iz siifl nol clear how
elficientty the RTP will worlc in pracuice.

RTE and possible risks lor diserimonaiion

82, The RTT requires that all participarts are pre-vetted apd pre-screcncd. The
velting oriieria are therefore cructal. This is also emphasised in the
Explanatory Memorandum which mentions thal "Paragraph 2 iof Article
12) is crucial because it establishes the criteria for examining RT™,
Leoking al the supporting documents o be provided by the applicant and
the conditions to be examined by visa or border authoritics, it scems thal
vetting criteria for RTP have been aligned Lo the ones used {or examining
multiple-entry visa ap_plicatiozlsﬁ3. The EDPS welcomes thaf the criteria
for both imstruments are aligned.

83. However, the purpose of the proposal as mentioned in its Article 2 15 'to
facilitate the crossing of the EU external borders by frequent, pre-vetted
third country travellers'. Therc may be a risk of discrimination™ as only
the travellers (aking specific steps through ad hoc registraiion and
provision of detailed information would be considered 'low-risk' traveilers
while the vast amount of travellers who do not travel frequently enough to
undergo such a registraticn or whese fingerprints are unreadable®, would
thus, by implication, de facto be in the 'higher-risk’ category of wavellers,

84.  The Impact Asscssment mentions thal the potential issue of discrimination
ariscs especially il the velling is too strict. This issue should therefore be
incorporated into the training programme on fundamental rights which
Frontex organises for horder guards. It should be made clear, as stated in
the Impact Assessment, that those not using the ABC are not considered
as more risky travellers®®. In order to raise awareness with the general
public, this should also be covered during the information campaign
orpanised before the RTP starts operations. The leaflets and posicrs

010,
5 See Articles 14, 21 and 24 of the Visa Code.

™ See also EDPS Preliminacy comments on three Communications from (he Commission on border
management (COM (2008) 69, COM (2008)68 and COM (2008)67), 3 March 2008,

higo/fwwyedps e IBPIWEHBvebday/siteimySite/shared/Documenis/Conslialion/Comme nt
SZOA08 03-03 ¢ 5. bowder package B pdf;

Opinion of 7 July 2017 on the Communication from the Comimission o the European Parliament, the
Council, the Heonomic and Social Commiliee and the Committee of the Regions on migration, G C
34402, 08.02.2012, p.18;

Bt hwwowgd
PRI

ALV EW LB vwehday/sic/mySie/shared/Doonmenlsonsuiation/Onimos/
slion, YNl

i

S . , .
" See Arlicle § and Explanatory imemorandum of the proposal which does not allow exemption from
collecling biomelric data.

% See p- 39 of the Impact Assessment.
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should clearly stale thai (ravetlers are free to choose whethor or not o
apply for ihe RTE and use the Automated Border Conirol (ABCS. The
FIDPS considers that, t0 a cerfain oxicnt, these indfiatives could help
avoiding risk of sigimatizaion,

Subjective criterice of assessment

B

Boih Articles 5 and 9 mention the eriteddon of “inteprity and reliabifiry”
for the applicant. in order o ensuve Jegal certainty and cqua’ irestment,
subjective criieda such as it the applicani is known o them for his/her
inlegrity and veliahility” shoukd he removed or replaced by mare obiective
criteria allowing constsient applicaiion across the T

Categories of data io be collected

36.

87.

The Proposal refors in Articles 12 and |5 to the obligation for visa or
border authorities Lo verify that the applicant is not considered to be a
threat 1o public policy, internal security, public health or the international
relations of any of the Mcmber States, in particular where no alert has
been issued in Mcmber States' nalional dalabases on the same grounds
(Articies 12.2 (h) and 15.1 (d)). The EDPS recommends clarifying how
such werification should take place, what kind of information visa or
border authoritics should be laken inlo account, with or without
interconnceting databases, as well as the impact of such processing.

The Proposal should alse provide for a mechanism o handle applications
and rcquests of individuals, with a view to prevent simultaneous requests
of onc individual in different Member States and possible diverging
outcome. The Central Repesitory, which is to be used for applications
according to Article 24, could be checked in order to prevent such
multiplc handling of reguests.

Prohibition of international iransfers

88.

The EDPS welcomes Articie 42 which expressly forbids transferring or
making available data processed in the Central Repository or during the
examination of applications to third countries or international
organisations under any circumstances.,

VI SECURITY RECOMMENDATIONS FOR EES AND RTP

39.

90.

Under Article 23 of the EES Proposal and Article 37 ol the RTP Proposal
the Commission will be required to adopt measures necessary for the
development and technical implementation of the required systems, EU-
Lisa, the Agency [or large-scale information systems, will be responsible
for the rest of the development of these systems

Development of systems such as the EES or the RTP are often complex
and require following a sound methodology in order to ensure a high
quality output. Typically, before designing or implementing any part of
such a system, sound development methodologies analyse the needs first
s0 as to manage all requirements, They can be linked Lo functional needs,
data protection necds, sccurity or other needs, and must be identificd,
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carelully described and documented s oas to be mplemented nsing the
best possible cosi-elfective spproach. Furthermors, the analysis phase 15 a
key point where Privacy by l)f:;&:ign'(’? and Privacy by Def anlt® need to be
taken into account. Additionally, a proper analysis will show how the
requivements Tit together and enswie thai different vequircmenis do not
negatively impact each other in any significan way.

The BEDPS recommends o ensire i the proposals Lthat a proper anaiysis
ol the needs be performed before desipning or jraplementing any patt of
the systers. This analysis shouid he performed jointly by the Commission
aiidd the Agency o order i ensure thal all requiretoents are managed and
thai they do nol come inig confhict with one anather.

Bevelopmeni and Operational management

92.

93.

o4,

95.

Article 24 of the EES Proposal and Article 38 of the RTP Proposal
provide that the Agency will be responsible tor the development of the
different parts of each systecm. The development is defined in Articles
24(1) EES and 38{1) RTP as "the elaboration and implementation of the
technical specifications, testing and overall project coordination”.

During the (esling phases of the development of any system, and in order
o detect development errors, somc data {called test data) must be used in
order to check whether or not the newly developed sofiware behaves as
expected. Thus, the test data should have similar characteristics as the
"real” data (personal data from data subjects that will be processed by the
EES). This is typically achieved by examining the "real” data and building
a test data sel that resembles it without revealing any personal data.

However, Article 24(1) EES and Article 38(1) RTP do not specify what
the Agency may or may not do with the "rcal” data with regard to the
development of the system, such as in the context of tests, verification,
validation or lest migralion to new versions of the system. It should be
made clear in those provisicns that personal data is not to be used for any

- such functions.

In Article 24(2) EES and Article 38(2) RTP the availability of the
platform is fixed o 24h/day, 7 days a week, which shows that these

systems arc of crilical imporiance and cannot in any circumstances stop .

functioning. Setting up systems requires a Business Continuity Plan
setting out how the organisation should react to incidents in order to
ensure that operations are kepl under conirol even under the mos{ severe
distuptions. The need for a Business Coniinunity Plan should therefore be
included in Article 24{2) BES and Article 38(2) RTP and a legal basis
should be provided for implementing measures containing the modalities
of such plan.

6_7 Fmbedding privacy in all clements at the early start of the deployment of a system.
S Building the activities in the most privacy-friendly way by defauit.
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Nurional responsibilities

96,

Pt Secarity

by,

99,

The suggestions made above are alse applicable to the Member Staies for
the development of their Narional Sysiems. Personal daia should not be
nsed for tests, veritication, validation wor to test migration (o new versions
of their National System, as should be stated in Ardicle 25 BEES and Agticle
ORI

The EDPS welcomes the fact that Artcle 28 EES and Articic 43 RTF aim
at ensuring a sutticient dovel of security o prolect EES apd RTV data
against threais. However, the definition of measures should be based on a
coniinuous process of managing and monitoring information risks. This
continuous process - often referred to as Information Sccurity Risk
Management - aims at identifying, assessing and prioritising risks to the
organisation's mlormation, and determining and implementing sccurity
measures in order {o minimise the risks to a level aligned with the needs
and acceptable for the Agency and the Member States. Information
Security Risk Management also ensures that the context in which data is
processed and Facilities are used is clearly understood (also in terms of
dala prolection needs) and thus a selection of cost-cffective security
conlrols may be selected and implemented to achieve the appropriate level
of security.

Hence, the EDPS recommends specifying in Article 28 EES and Article
43 RTP that !nformation Security Risk Managemenl practices shall be
used in crder to define the appropriale lechnical and organisation
measures in order 1o protect all relevant data, taking into account all data
protection needs. An obligation should be included to cnsure security
through proper Information Securily Risk Managemenl practices based
o

recognised international standards,

regular reviews of all analysis performed in that context,

monitoring and review ol all technical and organisational mecasures
implemented in this context, and

strong collaboration between the Agency and Member States, in order to
tackle security risks across information system boundaries.

Furthcrmore, with regards 10 the specific measures listed in Artticle 28
EES and Article 43 RTP:

in Atficle 28(2)a) EES and Article 43{2)(a) RTP "critical" should be
replaced by "relevant”.

In Article 28(2)f) EES and Article 43(2)3([) RTP the (erm "confidential
access modes only" should be clarified.

In Article 28(2)(g) EES and Article 43(2)(g) RTP, it should be added:
"make their profiles and any other relevant information the authorities
require for the purposcs of carrying oul supervision available”.
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I Articie 28(2)(0 BES and Addicle 43(2)(05 RTP it showid be cisured that
the logs, as well as the data they refer 1o, are protected.

In order to cnsure the monitoring of the offectiveness of the seenriy
messuies, Article 28(23(k) 288 and Article 4300 BTE should include
nol only asditing (a pictare of the situation at a given poini to time), bl
also near real-time observation of the system vsing specialised ools. Both
provisions showld be redrafied o clearly distinguish these twao conceprs and
apply them appropriately

Avticle 2835 BEES and Article 43(3Y RTP should aise include measures to
be taken hy the Agency to ensure the avattabifity of the systen: as described
i Ariicie 24 BES and Article 38 R'TP and eesiore the backups.

Article 2853 EES and Articic 433 RTP should alse mention the Business
Continuity Plan (see above).

100. As repards security incidents, Article 28 EES and Acticle 43 RTP should

also include;

the necessity for the Agency and the Member States {0 agree (0 a common
evaluation scheme for security incidents;

the necessity for the Agency and the Member States to manage security
incidents, following a documenied process, as well as keep a record of all
security incidents and their resolution;

the necessity for the Member States to inform their national supervisory
authoritics and the Agency of scvere security incidents they detected on
their system;

the necessity [or all parties to collaborate during a security incident;

the necessity for the Agency to inform the affected Member States, the
corresponding national supervisory authority(ies) and the EDPS il a severe
security incident occurs.

Keeping of records
101. As regards Axticle 30(2) EES and Article 45 RTP, it should be noled that

{i} the logs psed for data security and (ii) those used to nonitor, audit and
inspect that personal data was processed in accordance with the rules are
dilferent. The EDPS recommends splitting these records in two sets (one
set might be a subset of the other) to avoid giving out personal data
contained by the system to security stafl. Furthermore, these records
should be protected {from  unauthorised access and unautherised
modilication.

VIL CONCLUSIONS

132, The Smart borders package aims at creating a new large scale [T system in

order to supplement the existing border control mechanisms. The lawlul
character of this system needs (o be evaluated against the principles of the
Charter, in particular Article 7 on the right to respect for private and
family life and Arlicke 8 on the protection of personal data, with the
objective (o assess not only the interference with fundamental rights of the
new scheme but also the data proteclion safeguards provided in Lhe
Proposals.
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4.

105.

In that perspective the EDES confivms rhat the proposed HES scheme
constitites an interference with fhe right o respeci for privaie and family
e, While he welcomes the safeguards in the Proposals and recogmises
the cffors made by the Clommission in that sense, he conclodes ithat
necessity rematns the essenfial issue: the costfefficicncy of the sysicm is at
stake, not only in Jinancial termg, bui also o relation (o [undamenial
rights. scen in the global coniext of exisiing schemes and border policies,

The BEDPS makes the following vecommendations as to the BEES:

The necessity and proportioaaiity of the sysier could only be positively
demonstraied i accordance wilh Article 7 of the Charier after a clear
European policy on management 9f overstayers has been established, and
the system is assessed against the more global context of existing larpe
scale 1T sysiems.

Dala protection principles should be improved in accordance with Article
8 as follows:

- Purposes should be limited and the design of the system should not
pre-empt on the future assessment of any possible law enforcement
access to BES data.

- Data subjects rights should be reinforced, especially with regard o the
right to information and redress possibilities, taking into account the
need for specific safeguards concerning automated decisions taken in
rclation to the calculation of the duralion of stay.

- Oversight should be complemented with & clear picture of the
alfocation of competences at national level, to ensure that data subjects
exercise their rights with the relevant authority,

- The use of biometrics shcould be subject to a targeted impact
“assessment, and if considered necessary, the processing of such data
should be subject to specific safeguards regarding the enrvolment
process, the level ol accuracy and the need for a fallback procedure.
Besides, the EDPS strongly questions the coltection of 10 fingerprints
instead of two or four which would in any case be sulficient for
verification purposes.

- The reasons for which the wansfer of EES data to third countries is
necessary for the return of third country nationals should be
substantiated.

While the RTP does not raise the same substantial gquestions with regard
to interference with fundamental rights as the EES, the EDPS still calls
the attention of the legislator on the [ollowing aspects:

- The voluntary basis of the system is acknowledged, but consent should

only be considered as a valid legal ground for processing the data if it
is freely given, which means that RTP should not become the only
valid alternative to long queues and administrative burdens.

- Risks of discrimination should be prevented: the vast amount of

travellers who do not travel frequently enough to undergo registration
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or whose lingerpriigs are unreadable should noi be de facts i the
higherrisk” category of travellers.

- The verification process lesding to registration should be based on
selective access Lo clearly identified databases.

FO6. With wepard to securily aspects, the EDPS considers that for BES and RTP
a Business Continuity Plan and Information Secority Risk Management
practices should be developed (o assess and priovifise visks, Morcover,
strong cotlaboration should be forescen between the Ageney and the
Moember Sfates.

Dorne e Brogsels, 18 July 2013
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