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EURQPEAN DATA
PROT=CTION SUPERVISOR

Opinion of (he Heropsan Daty Protection Supervisor

or the Commissivn proposals for a Directive on the acesss fo the activity of credit
institnijens znd the pradential supervision of credit institations and investment frms,
and for a Regulation on prudential requirements for credit insiitations and investment
firmas

‘THE FUROFEAN DATA PROTECTION SUPERVISOR,

Having rcpard to the Treaty on the Functioning of the Furopzan Union, and in particular
Article 16 thereof, '

Having regard to the Charter of Fundamental Rights of the Eurepean Union, and in particular
Articles 7 and 8 thereof,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24
Qctober 1995 on the protection of individuals with regard fo the processing of personal data
and on the free movement of such data’,

Having regard to Regutation (EC) No 45/2001 of the European Parliamenl and of the Council
of 18 December 2000 on the protection of individuals with regard to the processing ol
personal dala by the Community institutions and bodics and on the free movement of such
data®, and in particular Article 28(2) thercof, :

HAS ADOPIED THE FOLLOWING OPINION:

L INTRODUCTION
1.1. Consuliation of the EDPS

1. This Opinien is part of a package of 4 ENDPS’ Opinions relating to the financial sector,
all adopted on the same day’.

2. On 20 July 2011, the Commission adopted two proposals concerning the revision of the
hanking legislation. The lirst proposal cencerns a Directive on the access to the activily
of credit institutions and the prudential supervision of eredit institutions and Investment
firms (the 'proposed Directive).” The second proposal concerns a Regulation on
prudential requirements for credit institotions and investment firms (the proposed

' 0 L281,23.11.1595, p. 3L

018, 1212001, p. 1.

* EDPS Opinions of 10 Febrmary 2017 on the lugislative package on the revision of the hanking legislation,
credit rating ageneics, markets in financial instruments (MTETIYMIFIR) and market abuse.

£ COM(2011)453.
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Regulation”).” These propusals were sent to the BDPS for consultation on the same
day. On 18 November 2011, the Council of the Europeas Union consulted the EDPS
on the proposed Direclive.

The EDPS was informally consuliod prior to the adeption ol the proposed Regulation,
The CDPS notes that several of his comments bave been talten nto account in the
proposal.

The EDPS welepmes the fact that lic is copsulted by the Commission and the Conneil
and recommends that a reference to the present Opinion is included in the preamble of
the instruoments adopted.

1.2, Ohjertives and apape of the nrapnaals

5.

The proposed legislation comprises two lepal instiimncnis: a Directive on the access (o
the activily of credit institutions and the prudential supervision of credit instiiutions and
myvestment firms and a Regulation on prudential requirements for credif institutions and
Investment fitms. The policy objectives of the proposed revision are in short to ensure
the smooth operation of the banking sector and restore confidence by the operators and
the public. The proposed instruments will replace Dircctive 2006/48/EC and Directive
2006/497EC, which will be consequently repealed.

The main new elements of the proposed Directive are provisions on sanctions,
effective corporate povernance and provisions preveniing overrclance on external
credit ratings. In particular, the proposed Directive aims fo introduce an effective,
proportionate  sanctioning rcgine, appropriatc personal scope of administrative
sanctions, publication of sanctions and mechanisms encouraging the reporting of
violations. Moreover, it aims al strengthening the legislative framework regarding
corporate governance and to reduce over-reliance on external ratings.®

The proposed Regulation complements the proposed Directive by establishing uniform
and dircefly applicable prudential requiremenis for credit institutions and investment
firms. As stated in the explanatory memarandum, the overarching poal of the imtiative
is 1 ensure that the effectiveness of the institutional capital regutation in the [U is
strengthened and ifs adverse impact on the financial system is contained.”

1.3. Aim of the Opinion of the EDPS

8.

While most of the provisions of the proposed instruments relate to the pursuit of the
activities of credit instituiions, the implementation and application of the legal
lramework may In certain cases affect the rights of individuals relating to the
processing of theie personal data,

Several provisions of the proposed Directive allow for the exchange of information
between the ‘authorities of the Member States and, possibly, third countries.® This
information may well relate to individuals, such as the members of the management of
the credit institutians, their employees and shareholdevs. Furthermors, under the

Z 2001 T(COM) 452.
Explanatory memoerandum of the proposed Directive, pp. 2-3.
7 #xplanatory memorandvm of the proposed Regulation, pp. 2-3.
¥ See, in particular, Articles 24, 48 and 51 of he proposed Direcilve,
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10.

proposed Directive competent authoritics may impose sanctions directly on individuals
and are obliged to publish the sanctions inflicled, including the identity of the
mdividuals responc;ible n order to [ucilitate the detection of violations, the propesal
introduces the obligation for the competent athorities to pui in place mechanisms
encovraging the reporting of breaches.'® Moseover, the proposed Reguiation obliges
credit institotions and invesiment fims to disclose information relating to their
remuneration policics, inclading the amounts paid segregated per categories of staff
and per pay-bands.'? All these provisions may have data protection implications for
the individuals concerned.

In light of the abuve, the present Opinion will focus cn the [ellowing aspects of the
packags relating to privacy and daia protection: 1) spplicability of dala proleciion
legislation; 2) data transfers to third countries: 3} professional secrecy and use of
confidential information; 4) mandatory publication of sanctions; 5 mechanisms for the
reporting of breaches; &) disclosure requirements concering remuneration policies.

1. ANALYSIS OF THF PROPOSALS

2.1. Applicabilily of data protection legislation

11.

13.

Recital 74 of the proposcd Directive contains a reference lo the full applicability of
data protection legislation. Yowever, a refercace to the applicable data protection
Tegislation should be inseried in a substantive article of the proposals. A good example
of such a substantive provision can be found in Arlicle 22 of the proposal for a
Regulation of the Furopean Parliament and of the Council on insider dealing and
market manipulation'?, which explicitly provides as a general rule that Directive
95/46/EC and Regulation (FC) 45/2001 apply 1o the processing of personal data within
the framework of the proposal.

.This is particularly relevant, for cxample, in relation to the varous provisions

converning  cxchanges of personal information. These provisions are perfectly
legitimate but need to be applied in a way which is consistent with dafa protection
legislation. The risk is to bc avoided in particular that they could be construed as a
blapkct authorisation to exchange all kind of porsonal data. A reference to data

protection legislation, also in the substantive provisions, would significantly reduce |

such risk.

The EDPS therefore suggests inserling a similar substantive provision as in Article 22
of the proposal for a Rogulation of the European Parfiament and of the Council en
ingider dcalmg and market manipulation'®, subject ta the suggestions he made on this
proposal', i.e. emphasising the a,pphc;abﬂtty of existing data prolection legislation and

? Articles 65(2) and 68 of the proposed Directive.

' Article 70 of the proposed Directive.

1 Article 435 of the proposed Regulation.

" Commission proposal for 2 Regulation of the Furopean Parliament and of the Council on msader dezling and
market manipulation, COM(2011)651.

¥ Commission propasal for 2 Regulation of the Buropean Paliament and of ths Council on insider dealing and
rmarket manipulation, COM(2011)651,.

* see Opinion 10 February 2012 on fas Commission’s proposals for 8 Regulation of the Uuropean Tarliament
and of the Council on fnsider dealing and market manipulation and for & Pirective of the Luropean Tarliamen(

and of the Council on criminal sanctions for msider dealing and nrarket macipulation, COM{2011) 451,
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clarifying the relerence to Directive 95/46/EC by speeilving that the provisions will
apply in accordance with the national rules which tmplement Directive 95/46/EC.

2.2, Transfers to ihird couniries

14,

15

16,

Article 48 of the propased Directive provides that the Commission may submit
proposals w the Couneil for the negotiation of agreements wilh third coumntrics socking
to ensure, among others, that the competent anthoritics of third countries ave able to
oblain the information necessary for the supervision of parent undertakings situaled in
their tezritorics and having a subsidiary in onc or moic Member States.

. To the extent that this mformation contains personal data, Directive 95/46/EC and

Regulalion (ECY No 453/2001 are fully applicable with regard 1o lransfers of data to
third conntries. The EDPS suggests clarifying in Article 48 that in these cases such
agreements must comply with the conditions for transfers of personal data to third
countries laid down in Chapter IV of Directive 95/46/EC and in Regulation (EC) No
45/2001. The same should be foreseen with regard lo Arlicle 56 conccrning
cooperation with competent authorities of third countries agreements entered inte by
Member States and TBA.

In addition to this, in view of the risks concerned Im such transfors, the EDPS
recommends adding specific safeguards as has heen done in Article 23 of the proposal
Tor 1 Regulation of the European Parliament and of the Council on msider dealing and
market manipulation. [n the EDPS Opinion on this proposal he welcomes the use of
such a provision containing appropriate safeguards, such as case-by-case assessment,

cnsuring the mecessily of the transfer and the cxistonce of an adequate level of

protection of persomal data in the third country receiving the personal data.

2.3. Professional serrecy und use of conlidential inlormation

17.

18.

Article 54 of the proposed Directive states that staff members of the competent
aulhorities must respect the obligation of professional secrecy. The sccond
subparagraph of Article 54 prohihits the disclasure of confidential information, ‘except
in summary or collective form, Such that individual credit institutions cannot be
Identified [.. ] As it is formulated, it is not clear whether the prohibition also covers
disclosure of personal information.

The EDPS recommends extending the prohibition of disclosing confidential
mformation contained in the second-subparagraph of Atticle 54(1} to cases where
individuals are identifiable (i.e. not only ‘individual credi¢ institutions). In other words,
the provision should be reformulaied so as to prohibit the disclosure of confidential
information, 'except in summary or collective form, such rhat individual credif
institutions and individuals cannot be identified (cmphasis added).

2.4. Provisions concerning publication of sanctions

2.4.1. Mandatory publication of sanctions

15

Ome of the main objectives of the proposed package is to reinforce and approximais
Member States” legal framework concerning administrative sanctions and measures.
The proposed Directive provides for the power of the competent authorities to impose
sanctions, nol only on credit insttutions, bul also on the individuals atcrially

4
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20

21.

responsible for the breach.”® Article 68 obliges Member Stales to ensure that the
competent authorilics publish any sanciion or measus imposed for breach ol the
proposed Regulation or of the nationa] provisions adopted in the implementation of the
proposed Directive without undue defay, including information on.the type and nalure
ol the breach. and the identity of persons espousible for it. :

The publication of sanciions would vontribute to increase deterrence, as actual and

potential perpetrators would be discouraged from commiliing offences 10 aveid
significant repuiztional damage. Likewise it would increase transparency, as markct
operators would be made aware that a breach has heen commilled by a parficular
]361‘5031.!6 This cobligalion is mitigated only where the publication would cause a
disproporticuste damage 1o the parties imvolved, in which insiance the competent
authorities shall publish the sanctions on an ancnymous basis.

The EDPS is not convincod that the mandatory publication of sanctions, as it is
currently formulated, meet the requirements of data protection law as clarified by the
Court of Justice in 1he the Schecke judgment.’” He takcs the view that the purposc,
necessity and proportionality of the measure are not sufficiently established and that,
in any event, adequate safcpuards for the rights of the individuals should have been
[oreseen.

2.4.2. Necessity and proportionality of the publication

22,

23.

24.

In the Schecke judgment, the Court of Justice amnulled the provisions of a Council
Repulation and a Commission Regulation providing for the mandatory publication of
information concerning beneficiaries of agricultvral funds, including the identity ol the
bencficiatics and the amounts received. The Court held that the said publication
constituted the processing of personal data falling under Article 8(2) of the Eurcpean
Charter of Fundamental Rights (the 'Charter’) and therefore an interference with the
rights recagnised by Article 7 and 8§ of the Charter.

After analysing that 'derogations and limitations in relation io the protection of
personal date must apply only in so far as is strictly necessary', the Court wenl on to
analyse the purpose of the publication and the proportionality thereof. It concluded
that in that case there was nothing to show that, when adopting the legislation
concerned, the Council and the Commission teok into consideration methods of
publishing the information which would be consistent with the chjective of such
publication while at the same time causing loss interference with those ‘beneficiaries.

Atticle 68 of the proposed Direclive seems o he affected by the same shortcomings
highlighted by the ECJ in the Schecke judgment. It should be borne i mind that when
assessing the compliance with data protection requirements of a provision requiting
public disclosure of persunal information, it is of crucial importance to have a clear
and well-defined purpose which the envisaged publication intends to serve. Only with

¥ The personal scope of the sanctions is Ularified in Ardele 63 of the proposed Directive establishing that
Member States shall ensure that where ohligations apply to institutions, financial holding companies and mixed-
activity holding company, in case of z breach sanctions can be applied to the member of the management body,
and to any ather individuals who nnder national law are responsiblz for the breach.

'¢ Qe the impact assessment report, p. 42 of seg.

7 Joined Cases C-02/09 aud C-93/09, Schecks, puagraphs 56-04.
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25.

C 26,

27,

a clear and woli-defined purposc can it bo assessed whether the publication of personal
data involved is actually necessary and propertionate.’™

After reading the proposal and the accompanying documents (i.e., ithe lnpaci
assessment repoct), the EDPFS is under the impression that the pupose, and
consequently the necessity, of this measure is not clearly established. While the
recitals of the proposal are silent on these issucs, the impact asscssment report merely
states that the publication of sanctions is an fmporfant element in ensuring thoi
sunctions have a dissuasive effect on ihe addressees and is necessary fo ensure that
samctions have o dissucsive effect on the general public'. However, the report does not
consider whether less intrusive methods might have guarantesd the same resplt in
terms of deterrence without interfering with the privacy rights of the individuals
concerned. It does not explain. in varticular why finaneial venalties or other tvpes of
sanctions not affecting privacy would not be sufficiont.

Furthermore, the impact assessment report does not zeem to sufficienily take into
account less intrusive methods of publishing the information, such as limiting the
publicatior: o the identity of credit institutions or even considering the need for
publicaltion on a case by case basis. In particular ihe latier opiion would scem to be
prima focie a more proportionate solution, especially if one considers that publication
is itself a sanction under Article 67(2}(a) and that Article 69 provides that when
determining the application of sanctions the competent authorities shonld take account
of the relevant circumstances (i.e. case by case assessment), such as the gravity of the
breach, the degree of personal responsibility, recidivism, losscs for third parties, ete.
The obligatory publication of sanctions in all cases under Article 68 is inconsistent
with the sanctioning regime set out in Ariicles 67 and 69.

The lmpaet assessment report dedicates only a fow paragraphs to cxplain why the
publication on a case by case basis is not a sufficient option. Tt states that leaving to
vommpetent authorities to decide 'il the publication is appropriale’ would reduee the
deterrent effect of the publica’timl.19 However, in the EDPS view, it is exactly this
aspect -i.e. the possibility to assess the case in light of the specific circumstances-
which makes (his solution a morc proportionate and thercfore a preferred option
compared o mandatory publication in all cases. This discretion would, for example,
enable the competent authorily 1o avold publication in cases ol less serious violations,
where the violation caused no signmificant harmm, where the party has shown a
cooperalive attitude, etc.

2.4.3. The need for adequate safeguards

28.

‘The proposed Directive should have foreseen adequate safcgnards in order to ensure a
fair balance between the different interests at stake. Firsily, safeguards are necessary in
relation to the right of the accused persons to challenge the decision before a court and
the presumption of innocence. Specific tanguage ought to have heen included in the
texi of Article 68 in this respect, so as to oblige competeni authoriiies o take
appropriate measures with regard to both the situations thru the decigion i3 subject to
an appeal and where it is eventually annulled by a court™

'® See also in this regard EDPS Opinion of 15 April 2011 on the Financial rules applicable to the anmal budget
of the Union, OJ C 213, 2L.7.2011, p. 1318,
19 -

See p. 44-45,
* For example, the following measwwes could be considered by national authorities: to delay the publication until
the appeal is rejected or, as suggesied in the impact assessment report, to clearly indicate that the decisien is still

G
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29. Secondly, the proposed Directive should cnsure that the rights of the data subjects are
respected in a proactive mannes. The EDPS appreciates the fact that the final version
of the proposal foresees the possibility (o cxelude the publication in cases where it
would cause disproportionate damage. However, a proactive approach should imply
that data subjecis arc informed beforehand of the fact that the decision sanciioning
ihern will be published, and that they are granted the %ht to object under Article 14 of
Divective 95/46/0C on compelling legiimate erounds.”

0. Thirdly, while the propescd Directive does not specily the medim on which the
information should be published, in practice, it is imaginable that in mest of the
Meriber States the publication will take place in the Intemct. Infernet publications
raise specific issucs and risks conceming in particular the need to ensurc (hat the
information is kept entine for no longer than is necessary and that the date cannot be
maniputated or aliered. The use of external search engines also entail the risk thai the
information could be taken out of context and channelled through and oulside the web
in ways which cannot be casily C:Ontrqlied.22

31.In view of the abovec, it is necessary to oblige Mcmber States t0 ensure that personal
* data of the persons concerned are kept online only for a reasonable period of time,
after which they are systematically deleted.® Morcover, Member States should be
required to cnsure that adequate security measures and safeguards are put in place,
cspeciaily to protect from the risks related to the use of exlernal scarch en gines.2

2.4.4. Conclusions on publication

32. The EDPS is of the view thal the provision on the mandaiory publication of sanctions -
as it is currently formulated- does not comply with the fundamental right to privacy
and data protection. The legislator should carefully assess the nooessity of the
proposed system and verify whether the publication obligation goes beyond what is
necessary Lo achicve the puhlic interesi objoctive pursned and whether there atc less
restrictive measures to attain the same objective. Subject to the outcome of this
proportionality test, the publication obligation should in any event be supported by
adequale safeguards to ensure respect of the presnmption of inmocence, the right of the
persons concerned o objeel, the security/accuracy of the Jata and their deletion after
an appropriate period of time.

2.5. Reporting of breaches

33, Article 70 of the proposed Directive deals with mechanisms for reporting violations,
also known as whistle-blowing schemes. While they may serve as an effective

subject to appeal and that the individual is v be presumed innocent vntl the decision becomes final, to publish a
rectification i cases where the decision is annulled by a court.

' Gee EDPS Opinion of 10 April 2007 on the financing of the Common Agriculiural Policy, O 2007 C134/1
0J C 134, 16.6.2007,p. 1 3.

2 Gee iy this regard the document published by the Iialian DPA Persomal Datz As Alko Contained in Records
and Docaments by Public Adminisirative Bodles: Guidelines for Their Processing by Public Bodies in
Connection with Web-Based Communication and Dissemination, available on the website of the Italian D2PA,
http:Awwsy garanteprivacy itYearante/doc.jsp71D=1803707

B These concerns are also linked to the more general right 1o be forgotien, the inclusion of which in the new
legislasive framework for the protection of personal deta is under discussion.

¥ Thege measurss and saleguards may consisl for instance of the exciusion of the duta iudexation by means of
external search engines. :

7

6808/12 ADD 1 OM/rg

DGGIC



compliance teol, these syslems raise signilicanl issues from a data protection
perspective.” The FENPS welcomes the fact that the Proposal comtains specific
safcguards, W be further develoned at national level, concerning the proteciion of the
“persons Teporting on the suspected violation and more in general the protection of
personal data. The EDPS is conscious of the fact that the proposed Directive only sels
out’ the main elements of the scheme to be implemenfed by Member States.
Noreiheless, he would like to draw the attenfion to the following additional points.

34 The EDPS highlights, as in the case of other Opim'onszs, the need to mircduce a
specific reference to the need to respect the confidentiality of whistleblowers' and
informants' identity. The DPS wundertines that the position of whistleblowers is a
sensitive onc. Persons that provide such information should be puarantced that their
identity is processed under conditions of confidentiality, in particular vis-a-vis the
persan. about whom an alleged wrongdoing is being reporled” . The confideniiality of
the identity of whistleblowers should he guaranteed at all stages of the procedure, so
long ag this does nol conlravene nalionzl rules regulating judicial procedures. In
particnlar, the identity may need to be disclosed in the context of finther investigation
or subsequent judicial procecdings mstigaied as 4 resull of the enquiry (including if it
has been established that they maliciously made false statements about him/her).” In
vicw of the above, the EDPS recommends (o add in lelter b of Article 70 the following
provision: 'the idenfity of these persons should be guaranteed af ail stages of the
procedure, unless ity disclosure Is required by national law in the context of jfurther
irvestigation ar subsequent judiciol proceedings'.

35. The EDPS further highlights the importance of providing appropriate rules in order to
safeguard the access rights of the accused persons, which are closely related to Lhe
rights of defence.”” The procedures for the receipt of the repart and their follow-up
referred to in Article 70(2)(a) should ensure that the rights of defence of the accused
persons, such as the righl io be informed, right ol access to the investigation file and
presumpticn of innecence, are adequately respected and limited only to the extent
necessary.”” The EDPS suggests in this regard to add also in the proposed Directive
the provision of Article 29 letter d) of the Comumission proposal for 2 Repulation of the
TLuropean Parliament and of the Comncil on insider dealing and market mamipulation,

¥ The Article 20 WP published ar Opinion on sech schemes in 2006 dealing with the data protection related
aspects of this phenomenon: Opinion 1/2006 on the application of EY data protection rules to interpal
whistleblowing schemes in the flelds of accounting, infemal accounting controls, anditing matters, fight against
bribery, banking and financial crime (WP Opmmn on whlstleblowm 2}). The Opinion can be found on the Article
29 WP webpage: hitp: i .
% See for fastance, the EDPS Opmlon on financial moles applicable to the anomal budget of the Union of

15.04.2011, ©) C 215, 21.7.2011, p. 13 18 and the Opinion on investigations conducted by QLAL of
01.06.2011, OF C279,259.2011, p. 11--19.
#IThe smportance of keeping the ideutity of the whistleblower confidential has aheady been underlined by the
EDPS in & letier Lo the Foropean Ombudsman of 30 Tuly 2010 in case 2010-0458, to be found on the EDFS
website (www.cdps.curopaen), Sge also EDPS prior check Opimions of 23 Tme 2006, on OTAF internal
investigalions (Case 20051418}, and of 4 October 2007 regardimg DILAF external investigations (Cases 2007-
47, 2007-48, 200749, 2007-50, 2007-72).

¥ See Opinion on financial rules applicable 1o the annual budget of the Union 15/04/2011, available at
WWW.edps.curopa.eu |
 See in this regard EDPS Guidelines concerning the processing of personal data o admindstrative inquiries and
disciplinary proceedings by Frropean institations and bodies, pointing out the close relationship between the
right of access of the data subjects and the right of defence of the persons being accused (see p. 8 and 9)
attpy//www.edps.eurova eW EDEPSWEB webdav/site/mySite/sharedTocumenis/Supervision/Guidelines/ 10-04-
23 Guidslines inguiries EN.pdf
* See Working Pasty 20 Opinior on whislle-blowing, p. 13-14.
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36.

which requires Member State to put in placc 'appropriore procedures o ensure the
right of the accused person of defence and to be heard before the adoption of 4
decision concerning him and the right to seek effective judicial remedy against any
decision or measure concerning him'.

Finatly, as regards letter ¢) of paragraph 2, the EDPS is pleased to ses that this
provision requites Membor States to ensure the protection of personal data of both the
accused amd the accusing person, in complisnce with the principles laid dowm in
Drirective 95/46/TC, He suggests however removing 'the piinciples laid down in', 1o
mzke the reference to the Divective more comprchensive and binding. As Lo the need
{0 respect data protection legislation in the practical implementation of the schernes,
the P would like to underlive in particular the recommendations made by the
Article 26 Working Party in its 2006 Opinion on whistleblowing. Among others, in
implementing national schemes the entities concerned should bear 1 mind the need o
respect proportionalily by limiting, as far as possible, the categories of persons coiitled
lo report, the categories of persons who may be incriminated and the breaches for
which they may be incriminated; the need to promote identified and confidential
reports against anonymeus reporls; the need to provide for disclosurc of the identity of
whistleblowers where (he whistleblower made malicious staternents; and the need to
comply with sirict data retention periods.

3. CONCLUSIONS

37.

@

The EDPS makes the following recommendations:

insert a substantive provision in the proposals with the following wording: ‘With
regards to the processing uf persenal data carried vut by Member States within the
framework of ihis Regulation, compeienl awthorities shall apply the provisions of
national rules implementing Directive 95/46/EC. With regardy to the processing of
persanal data carried out by EBA within the framework of this Regulation, LBA shall
comply with the provisions of Regulation (EC) 45/2000";

amendé the sccond subparagraph of Axticle 54(1) sp as to pemmit disclosure of
confidential information only in sumimary or colleclive form, ‘such that individual
credit institations and individuals cannot be identified' (emphasis added);

clarify in Article 48 and Arlicle 56 that agreements wilh third countries ot third
country authorifies providing for the transfer of personal data mest comply with the
conditions for transfers of personal data to third countries laid down in Chapier IV of
Directive 95/46/C and in Repgulation {BC) No 45/2001 and introduce alse in the
proposed Direclive provision similar to Article 23 of the proposal for 4 Regulation of
the Furopean Parliament and of the Council on insider dealing and markel
manipul ation’’;

3 Commission proposal for a Kegulativn of the Buropean Parliament and of the Council on insider dealing and
market manipulation, COM{2011) 651
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in light of the doubls expressed in the present Opimion, asscss he pecessity and
proportionality of the proposed system of mandatory publication of sanctions. Sabject
to the oulcome of the necessity and proporlicnality lesl, in any svenl provide for
adequate safepuards o cnsurs rospect of the presamption of imocence, the right of the
porsons concemed fo object, the security/accuracy of the data and their deletion #fter
an adequats period of time;

With regard to Article 70 13 add in letter b} of Avticle 70 a provision seying thai: 'the
ideaitity of these persons should be goarantced at ail stages of the procedure, walsss its
disclosine is required by oetional law in the comlexi of further mysstigation ox
subsequent judicial proceedings'’; 2) udd = letter d) requiring Member Siutes to put in
nlace 'appropriate procedures 1o ensure the right of the accused person of defence and
1o be heard before the adopiion ol a decision conceining him and the tighl lo secle
effective judicial remedy against any decision or measire concerning him'; 3) remove
'the principles laid down' from Ietier ©) of the provision;

Done in Brussels, 10 Fehmary 2012

Giovanni BUTTARELLI
Assistant Enropean Data Protection Supervisor.
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