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EUROTEAM ATA
PAOTECTION SUTERYISOR

Opinion of the Buropean Data Protection Sugeﬁiss)r

oa the Commission proposal for 2 Regulation of the European Parliament and of the
Couneil amending Regviation (C) MNo 1060/2000 on credit rating agencies

THE EUROPEAN DATA PROTECTION SUPERVISOR,

Tfaving regard to the Treaty on the Functioning of the Europsan Union, and in particular
Article 16 thereof, ‘

Having regard to the Charter of Fundamenial Righis of the Eumpean Union, and in
particular Articles 7 and 8 thercoi

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24
QOctober 1995 on the protection of mdmduals with regard to the processing of personal
data and on the free movement of such data’,

Having regard to Regulation (EC) No 45/2001 of the Huropean Parliament and of the
Council of 18 December 2000 on the protection of individuals with regard to the
processing of persenal data by the Community institutions and bodics and on the free
movement of such data?, and in particular Article 28(2) thereof,

HAS ADOPTED THE FOLLOWING OPINION:

1. INTRODUCTION

1.1. Consultation of the EDPS

1.

This opinion is part of a package of 4 EDPS’ opinions relating to the financial sector, all
adopted on the same day.

On 15 November 2011, the Commissien adopted a proposal concerning amendmenls to the
Regulation (EC) No 1060/2009 on credit rating agencies (bereinafter CRA Regulatxon)
This proposal was sent to the EDPS {or consultafion on 18 November 2011,

The BEDPS welcomes the fact that he is consulted by the Copvmission and recommends
that a reference to this Opinion is included in the preamble of the instrument adopted.

OJL 281, 23.51.1995 p 3L
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4. The EDPS regrets, however, that he was neither formally consulted by the Commission
during the preparation of the original CRA Regulation that enteied into force on 7
December 2010, nor regarding the 1ecent amendments to the said regulationd.

5. In this Opinion, the EDPS thersfore finds it appropriate and vseful to address issues
regarding the CRA Regulation already in place. Firstly, he cmphagises the potential data
protection implications of the CRA Regulation itself. Secondly, the analysis presented in
this Gpimien is directly relevant for the application of the existing legisiation and for other
pending and possible future proposals containing similar provisions, sack as discussed in
the FEIDPS Opinions on the legislalive package on the revision of the banking legislation,
markels in financial instruments (MIFTTDYMIFIR) and market abusc.

12. Ohjectives and scope of the propuosal and the current Reswlation

6. The Commission considers crodit rating agencies (CRAs} to be important financial market

pariicipanis, which need to be subject to an appropriate legal framework. The first CRA
Regulation entered into force on 7 December 2010. It requires CRAs to comply with
rigorous Tules of conduct in order to mitigate possible conflicts of inferest, ensure high
quality and sufficient transpaccncy of ratings and the raiing process. Exisiing CRAs bad to
apply for registration and to comply with the reguiremenis of the Repulation by 7
September 2010,

7. Amendmenis 1o the CRA Regulation (Regulation (U} No 513/2011) entered into force
on 1 June 2011, entrosting ESMA with cxclusive supervisory powers over CRAs
regislered in the T in order to centralise and simplify their registration and supervision at
Eoropean level.

8. 'The crrrent proposed legislation constities amendments to the CRA Regulation but does
not replace it. The majn policy objective of the proposed revisicn is to address a number
olissues relaied to CRAs and the use of ratings that have not been sufficiently addressed
in the existing CRA Regulation.

1.3. Aim of the EDPS Opinion

9. While most of the provisions of the CRA Regulation relate to the pursuit of the activities
of CRAs and the supervision of their activities, the implementation and application of the
legal framewnrk may in certain cases affect the rights of individuals relating to the
processing of their personal data. '

10. The CRA Regulation allows for the exchange of information between ESMA, competent
authorities, sectoral competent anthorities and, possibly, third covntries.® This information
may well relate io individuals, such as persons involved in credit rating activiiies and
persons otherwise closely and substanlially related and connected to CRAs or credit rating
activities. These provisions may have data protection implications for the mdividuals
conccrned.

Regulation (EU} Mo 513/2011, which enfersd into force on 1 June 2011
Seg, in particular, Arficles 23 and 27 of the CRA Regwlation.
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11.In light of the above, this Opinion will focus on the following aspeets of the CRA
Regulation relating to pivacy and data prolection: Dapplicability of data protection
legislation; 2) transfers of daia io third countries; 3} access to records of tclephone and
data traffic; and 4) disclosure requirements regarding structured finance insiruments and
periodic penalty payments.

2. ANALYSIS OF THE PROPOSAL
2.1. Applicability of dais protectisn legislation’

12. Several recitals’ of the CRA Regulation mention {he Charter of Fundamental Rights,
Directive 95/46/FC and Regulaiion (EC) 45/2001. However, a reference to the applicable
data protection legislation should be inserted in a substantive arficle of the CRA
Regulation.

13. A good cxample of such a substantive provision can be found in Article 22 of the proposal
for a Regulation of the Buropean Parlizment and of the Council on insider dealing and
market manipulation®, which explicitly provides as a general rule that Directive 95/46/EC
and Regulation (EC) 45/2001 apply to the processing of personal data within the
framework of the proposal. The EDPS today issued an Opinion on this proposai where he
very much welcomes this type of overarching provision, Hawever, the EDPS sugges(s that
the reference to Directive 95/46/EC be clarified by specifying that the provisions will
apply in accordance with the natinnal rules which implement Dircctive 95/46/EC.

14. This is relevant, for example, in relation to the various provisions concerning exchanges
of personal information. These provisions are perfectly lepitimate bui need to be applied
in a way which is consistent with data protection legislation. The risk is to be avoided in
particular that they could be construed as a blanket authorisation to exchange all kind of
personal data. A reference to data protection legislation, also in the substantive provisions,
would significantly reduce such risk’.

See also recent EDPS Opinicns on the legislative package on the revision of the banking Jegislation
(Section 2.1), markets in Snanciat instruments (MIFID/MIFIR) (Section 2.1) and market abuze {Section
2.1). ] ’

7 See recitals 8, 33 and 34 of the CRA Repulaijon.

 COM(2011)651.

The CRA Regulation contains provisions aflowing or requiring competent authorities and sevforal
competent authorities io exchangs information beiween them or with ESMA. In particular, Article 27 of
the Regulation reguires ESMA, sectoral competent antiorities and competent surhorities to provide cach
other with the information required for the purpuses of carrying out their duties uder the Regulation.
Also, Article 23c empowers ESMA to conduci investigations of persons involved in credit rating aciivities
aud persons otherwise closely and substantially relaied and connected to CRAS or credit rating activities.
According 5o Article 23b, these natural persons may also be requested to provide LiSMA with all
information deemed necessary. These provisons elearly imply that exchanges of personal daia will fake
place under the CRA Regniation.
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15. The EDPS therelore suggests inserting a similar subsiantive provision as in Article 22 of
the proposal for a Regulation of (he European Parliament and of the Council on insider
dealing and market manipulation?, subject ta the suggestions he made on this proposal®,
1.e. emphasising the applicabilily of existing data protection legislation and clarifying the
reference o Directive 95/46/EC by specifying that the provisions will apply in accordance
with the national rules which implement Directive 95/46/EC.

2.2. Exchanges of information with third countyies' .

16. The EPDS notes the reference to Regulation (EC) 45/2001 in Article 34.3 of the CRA
Regulation regarding the transfer of personal data to third countries.

17. However, in view of the risks concerned in such transfers. the EDPS recommends adding
specilic safeguards as has been done in Article 23 of the proposal for a Regulation of the
Buropean Parliament and of the Council on insider dealing and market manipulation. In
the EDPS Opinion on this proposal he welcomes the use of such a provision containing
appropriate safeguards, such as case-by-case asscssment, the assurance of the necessity of
the transfer and the existence of an adequate Ievel of profection of personal data in the
third country receiving the personal data.

2.3. Power of ESMA te request records of telephone and data trafﬁcr"
2.3 L. Judicial authorisation

18. Article 23¢ (1){e) provides that in oxder to carry out its duties under this Regulation,
ESMA may conduct all necessary investigations. To that end, its -officials and other
persons anthorised by ESMA shall be empowered to request records of telephone and data
traffic. Because of its broad wording, the provision raises several doubts concerning its
material and personal scope. The CRA Regulation furthermore requires prior judicial
authorisation in order for ESMA 1o request access 1o records of telephone and data tralfic
in case it is required according to national rules™.

19. There is no definition of the notions of records of telephone and data traffic’ in the
proposed Regulation. Directive 2002/58/EC (now calicd, as amended by Directive
2009/136, "the e-Privacy Dircctive”) only refers to ‘iraffic data’ but not to ‘records of
telephone and data iraffic’. It goes without saying that the exact meaning of these notions
determines the impact the investigative power may bave on the privacy and data
protection of the persons concerned. The EDPS sugpests to use the terminology already in
place in the definition of 'traffic data’ in Directive 2002/58/EC.

Commission proposal for 2 Regulation of the Buropern Parliament and of the Couneil on insider dealing
and market manipulation, COM(2011) 651. :

See the EDPS Gpinion of 10 February 2012 on the propusal for a Regulation of the Enropean Parliament
and of the Council on insider deaiing and market manipulation, COM(2011) 651,

See also recent EDPS Opinions on the legislative package on the revision of the banking legisiation
(Section 2.2}, markcls in financial instraments (MIFIDVMIFIR) (Section 2.8) and market abuse (Section
2.5).

See alse recent EDPS Opinions on markets In financial struments (AIFIDAINIR) (Section 2.3) and
market abuse (Scction 2.3 2).

¥ Article 23¢ (5).
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20.

22,

23

Dhata relating to use of eleclronic communication means may convey a wide range of
personal information, such as the identity of the persons making and receiving the call, the
time and duration of the call, the network uscd, the geopraphic location of the user in case
of portable devices, etc. Some traffic data relating to internet and e-mail use {for example
the list of websites visited} may in addition reveal important details of the content of the
commumnication. Furthermaore, processing of fraffic data conflicts with the secrecy of
correspondence. In view of this, Divective 2002/58/EC has established the principle that
traffic data must be erased or made anonymous when it i8 no longer needed for the
purpose of the transmission of a communication.”” According to Article 15.1 of {his
Direciive, Member States may include derogativns in mationel legislation for specific
legitimate purposes, but they must be necessary, appropriafe and proportionate within a
democratic society to achieve these purposes.m

.The EDPS acknowledges that the aims pawrsued by the Commission in the CRA

Regulation are legitimate. He understands the need for iniiiatives aiming at strengthening
supervision of linancial markcts in order to preserve their soundness and better protect
investors and economy at large. Ilowever, investigatory powers directly relating to traffic
data, given their potentially intrusive nature, have to compiy with the requiremenis of
necessity and proportionality, i.e. they have to be limited to what is appropriate 1o achieve
the objective pursued and nol go beyond what is nceessary to achieve it.37 1t is thersfore
essential in this perspective that the provisions are clearly drafied regarding their personal
and material scepe as well as the circumstances in which and the conditions on which they
can be used. Furthermore, adequate safeguards should be provided for against the risk of
abunse.

Article 23¢ empowers ESMA to conduct investigations of persons involved in eredit
rating activities and persons otherwise closely and substantially related and connecicd to
CRAs or credit rating aciivilies. According to Article 23b, these natural persons may also
be requested to provide ESMA with all information deemied necessary.

These provisions clearly imply that cxchanges of perzonal data will take place under the

CRA Regulation. It seems likely -or af least it carmot be excinded- that the records of
telephone and data traffic concemed include personal dala within the meaning of
Directive 95/46 and Regulation 45/2001 and, to the relevant extent, Nirective 2002/58/TC,
i.e. data relating to the telephone and data traffic of identified or identifiable natural
pc;rsons”. As long as this is the case, it shonld be assured that the conditions for fair and
lawful processing of personal data, as laid down in the Directives and the Regulation, arc
fully respected.

15

See Article 6 (1) of Prirective 2002/58/EC, OF 2002, L201/45,

Article 15.1 of Thrective 2002/538/EC provides that such restrictions must ‘constifite a necessary,
approprizte and proportionate measure wilthin a democratic society to safegnard national security (1. State
sceurity), defence, public security and the prevention, investigation, detection and prosecution of criminal
oilfences or of nnanthorised nse of the elcctronic communication system, as referred to in Article 13.1 of
Dircetive 95/46/EC. To this end, Member Staics may, inler alia, adopt legislative measures providing for
the retention of data for a limited period justificd on the grounds laid dows in this paragraph (..}

Sec, c.g., Joined Cases C-92/0% and C-93/09, Volker und Markus Schecke GBR {C-02/09), Hartinut Eifest
(C-92/09) v. Land ITesser, not yet published in BECR, point 74.

Normally the employees to whom the tefephone and data traflic can be imputed a3 well as reclpients and
other uscrs concerned.
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24,

25.

26.

27.

The EDPS notes that Article 230{5) makes judicial suthorisation oblipatory whenever
such awthorisation iz required by national law. However, the EDPS considers that a
general requircment for prior judicial authorisation in all cases - regardless of whether
national law requires so - wanld be justified n view of the potential intrusiveness of the
power al slzke and the choice of a Regulation as the appropriate legal instruroent. It
should also be considered that various laws of the Member States provide for special
guarantees on home inviclability against disproportionais and not carefully regulated
inspections, scarches or seizures especially when made by instituiions of an administrative
nature.

As stated above under section 2.1., the power for supervisary authorities to require access
to records of telephone and data traffic is not new in European legislation as il is already
foreseen in various existing directives and regulations conceming the financial sector. In
pariicular, theé market abuse . Directive,'”” the MiFID Directive,”” and the UCITS
Directive™ all contain similarly drafied provisions. The same is true for a number of
recent proposals adopted by the Commission, namely the proposals for a Directive on
alternative investment! [und managers, 24 Regulation on shorl selling and certain aspects
of cxediztd defaunlt swaps23 and a Regulation on integrity and -transparency of emergy
markets

Asg rogards these existing and proposed legislative instruments, a distinction should be
made between investigatory powers granted to national authorities and the granting of
such powers to EUJ authorities. Several instruments oblige Member States to grant the
power to require telephone and data traffic records to national authorities in conformity
with national law.™® As a consequence, the actual execution of this obligation is
necessarily subjecl to the national law including the one implementing Directives
A6/EC and 2002/58/EC and other nationzl laws which contain further procedural
sufeguards for national supervisory and investigatory authorities.

No such condition is contained in the CRA Regulation or the other legislative instruments
which grant the power to reyuire telephone and data aflic records dircetly to EU
anthorities. As a consequence, in these cases there is an even stronger requirement to
clarify in the legislative instrument #tself, the personal and material scope of this power
and the circumstances in which and the conditions under which it can be used and to
ensure that adequate safeguards against abuse are in place.

PDirective 2003/6/EC of the European Parliament and of the Council of 28 January 2003 on ms1der dealing
and market manipulation (narket abuse), OF 2003, Lo¢/16.

Directive 2004/39/BC of the European Parliament and of the Council of 21 April 2004 on markets in
financial instruments amending Conncil Directives §3/611/EEC and 93/6/EEC and Directive 2000/12/EC
of the European Parlianent and of the Council and repealing Councii Directive 93/22/EEC, O) 2004,
L145/1.

Prrective 2009/65/EC of the Eurepean Purliaiment and of the Councll of 13 Fuly 2009 on the coordination
of laws, regulations and administrative provisions relating to mndertakings for collective investment in
transferable securities (UCITS), OF 2009, L302/32.

Proposal of 30 April 2009 for a Directive of the European Partiament and of the Council on Alternative
Investment Fund Managers and amending Directives 2004/3%/EC and 2009/65/EC, COM(2009)207
Proposal of 13 September 2010 for a Regulation of the Evropean Parlinment and of the Council on Short
Selling and ceitain aspects of Credit Default Swaps, COM(2010)482.

Regulation of the European Padiament and of the Council ou energy market integyity and transparency,
COM{2010) 726.

See for instance Article 12(2) of the ma_rkt,t abuse Direciive mullmﬂed i1 foolnoie 20, See also %mcla 20
of the MiFID Dircetive, menlioned in footnote 21,

6

6808/12 ADD 4 OM/rg

DG G 1C



28.

Arlicle 23¢ (1)(¢) of the Regulation empowers ESMA to request records of telephone and
data traffic. As will be further explained bclow, the scope of the provision and in
particular the exact meaning of ‘records of telephone and data trafiic' is not clear.

2 3.2. The definition of "records of felephune and data traffic”

29,

30,

31.

2%

27

The definition of "records of telephone and data traffic” is not entirely clear and thus
needs to be clarified. The provision might refer to records of telephone and dats traffic,
which CRAsz arc obliged to vetain in the course of iheir activities. However, the
Regulation does not specify if and what rccords of telephone and data traflic must be
collected by CRAs.?® Thercfore, should the provision refer Lo records held by CRAs, it is
essential to define precisely the categories of telephone and data traffic that have to be
retained and can be required by ESMA. Tn line with the principle of proportionality, such
datz muost be adequate, relevant and not excessive in zclation to the supervisary purposes
for which they are proccssed.n

Maore precision is needed particularly in this case, in consideration of the heavy fines and
periodic penalty payments that CRAs and other persons (including natural persons as
regards periodic penalty payments) concerned might incur for a breach of the Regulation
(cf Article 36a and Arficle 36b).

Tt shonld also be noted that the above mentioned Article 37 delegates to the Commission
the power to adopt amendments allowing the Commission fo amend Annexes to the
Regulation, which contatn the details of record-keeping requirements imposed on Credit
rating agencies, and thus, indirectly, the power granted by ESMA to access records of
telephone and data traffic. Article 290 TPEU provides that a legislative act may delegate
to the Commission the power o adopt non-legislative acts of general application to
supplement or amend non-essential elements of the legiskdive act. According to the
EDPS, the cxact perimeter of the power to access traffic data canmot be considered a non-
essential element of the Regulation. The material scope thereof should thercfore be
specified directly in the text of the Regulation and not deferred to future delegated acts.

T'he expressicn "records of lclephone and data traific™ may potentially include a wide variety of
information, inchiding the duration, tine or volume of a conamunication, he profocal used, the location of
the terminal equipment of the scnder or reciplent, the network on which the communication originates or
terminates, the beginning, end or duration of a copnection or #ven the Jist of wehsites visited and the
content of the communications (hemselves in case they are recorded. To the extent thet they relats to
identified or identifiable nanera] persons, 2l this information comstifutes persomal data.

See Article 6(1)c) of Directive 95/46 and Article 4(1)(c) of Regulation 45/20(1. Tt should alse be
considered whether specific safeguards can be devised to avoid that data concerning genuinely private use
are. captured and processed,

7
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32. The TDPS understands that the aim of Acticle 23c (1)(e) is not to allow ESMA to gain
access 1o iraflic data directly from telecom providers. This seems to be the logical
conclusion particularly in consideration of the fact that the Regulation does not refer at all
to data held by telecom providers or to the requirements set out by the e-Privacy Directive
as mentioned in paragraph 36 above®™. Therefore, for the sake of clarity, he recommends
making such conclusion more explicit in Arficle 23¢ of the CRA Repulation by
specifically cacluding raliic dats held by telecom providers.

33. Should, however, a right to access to traffic data directly from telecom providers be
envisaged, the EDPS has scrious donbts about the necessily and propertionality of such &
right and therefore recommends that such & right be explicitly excluded.

2.3.3 Aceess to personal data

34, Article 23¢(1)(e) does not indicate the ¢ircumstances in which and the conditions under
which access can be required. Neither does it provide for important procedural guarantees
or safeguards against the risk of abuses. In the following paragraphs, the EDPS will make
some conerele suggestions in this direction.

35. Adticle 23¢(1) states that ESMA may require access to records of telephone and data
traffic in order to carry out the dutics under the CRA Regulation. According W the EDPS,
the circumstances and the conditions for using such power should be more clearly defined.
The EDPS recommends limiting access Lo records of telephone and data raffic to
specifically identified and serious violations of the proposed regulation and in cases where
a rcascnable suspicion (which should be supported by concrete initial evidence) exists that
a breach has been committed. Such limitation is also particularly important with a view to
avoiding the access power being used for the purpose of phishing operations or data
riining or for different purposes,

36. Morcover, the EDPS recommends introducing the requirement for ESMA to request
records of telephone and data traffic by formal decision, specifying the legal basis and the
purpose of the request and what information is required, the time-limit within which the
information is to be provided as well as the right of the addresses to have the decision
reviewed by the Cowt of Justice.

As said, the e-Privacy Directive establishes the general principle that traffic data must be erased or made
anonymons when it is-ne longer needed for the purpose of the fransmission of a communication. Such
data can be further processed only for the purpose of billing and interconncclion payments and up to the
exd of the period during which the bill may Jawfully be challenged or payment pursued. Any deroguiion
1o this principle nmst be necessary, appropriale and proporlionalc within a demacretic sociely for specific
public order purposes (i.e. to safeguard national sccurity (3o, Staie security), defence, public security or
the prevention, nvestigation, detection and proscestion of eriminal offences ar of onanthorised use of the
electronic commmnications systemns).

B
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2.4. Provisions concerning disclosure of information
2.4.1. Information concerning struciured finance msiruments

37. In the curzent proposal for amendments fo the CRA Regulation,” the proposed Article 3a
regarding information on structured finance instruments states that the Issucr, the
otiginator and the sponsor of a structured finance instrument shall disclose to the public,
information on the credit qualily and performance of the individual underlying assets of
the structured finance instrument, the structure of the securitisation iransaction, the cash

flows and any collateral supporting a scouritisation exposure as well as any information .

that is necessary to conduct comprehensive and well informed stress tests on the cash
flows and collatersl values supporting the underlying exposures. The cbligation to
disclose informatior shall not extend to the provision of such information that would
bhreach statutory provisions governing the protection of confidentiality of information
sources or the processing of personal Jdata,

38. This Article is simed at the issuer, the originator and the sponsor of a structured finance
instrument. The EDPS welcomcs that, in the current proposal for amendments to the CRA
Regulation, the proposcd Article 8a introduces that the obligation to disclase information
to the public shall not extend (o the provision of such information that would breach
statutory provisions governing the protection of confidentiality of information sources or
the processing of perscmal data.

39, This way of emphasising the safeguards offcred by laws goveming the processing of
personal data is in the opinion of thc EDPS a step in the right dircetion, but in line with
recommendations made abave, a clear and explicit reforence in 2 substantive Article of the
CRA Regulation to the national rules implementing Directive 95/46/EC shouid be made.

2.4.2 Information concerning periodic penalty pé!ymerersj ¢

40. Articte 36d of the CRA Regulation states that ESMA shall disclose to the public cvery
periodic penalty paymont that has been imposed mless such disclosure to the public
would scriously jeopardise the financial markets or cause disproportionate damage to the
parties invelved.

41. According i Article 36b and Article 23b(1} persons involved in'credit rating activitics
and persons otherwise closely and substantially related or comnected to CRAs or credit
rating activities can be subject to periodic penalty paymcnts.

42. The CRA Regulation thus empowers ESMA to impuse sanctions, not only on credit
institutions, but also on the individuals materially responsible for the breach. In the same
vein, Article 36d obliges ESMA to publish every periodic penalty payment imposed for a
breach of the proposed Regulation.

¥ COM2011) 747

» See also recent EDPY Opinions on the legislative package on the revisios of the banking Ie gislation
(Section 2.4), markets in finaneiad instruments (MEFTYMTFTR) (Section 2.5) and market abuse (Scetion
2.0). :
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43. The publication of saactions would comiribute to increase deterrence, as actual and
poteniial perpetrators would be discouraged from cotmmitting offences to aveid significant
reputational damage. Likewise it would increase tansparency, as market operators would
be made aware that a breach has been commiticd by a particular person. This ebligation is
mitigated only where the publication would cause 2 disproportionate damage lo the parlies
involved, in which instance the compelent authorities shall publish the sanctions on an
anoirymons basis.

44.‘Ihe EDTS is not convineed that the mandatory publication of sanctions, as it is currenily
drafted, meets the requirements of data protection law as clarified by the Courl of Justice
in the Schecke judgment™ He tokes the view thai the purpose, necessity and
proportionality of the measure are not sufficiently estzblished and that, in any event,
adequate safeguards should be provided for against the risks for the rights of the
individuals.

2.4.3. Necessity and proportionality of the mandatory prblicution qf'sancrz'dm

45. In the Schecke judgment, the Court of Justice annulicd the provisions of a Council
Regulation and a Commission Regulalion providing for the mandatory publication of
information concerning beneficiaries of agricultural funds, including the identity of the
beneficiaries and the amounls received. The Court held that the said publication
constituled the processing of personal data falling under Ariicle &(2) of the European
Charter of Fundamental Rights (the 'Charter') and therefore an interforence with the rights
Tecognised by Articies 7 and 8 of the Charter.

46. After analysing that 'derogations and limiiations in relation to the prorection of personal
daia wust apply only in so far as is strictly necessary', the Court went on fo analyse the
purpose of the publication and the proportionality therzof. Tt concluded that in that case
there was nothing to show that, when adopting the legislation concerned, the Council and
the Commission teok into consideration methods of publishing the information which
would be consistent with the objective of such publication while at the same time causing
less interference with those beneficiaries.

47_ Article 36d of the CRA Regulation scems fo be affected by the same shortcomings
highlighted by the TCJ in the Schecke judgment. It should be bomne in mind that for
assessing the compliance with dafa protection requirements of 2 provision requiring public
disclosure of personal information, it is of crucial importance to have a clear and well-
defined purpose which the cnvisaged publicaticn intends to serve. Only with a clear and
wall-defined purpose can it be assessed whether the publication of personal data involved
is actually necessary and proportionate.**

48.The EDPS is therefore under the impression that the purposc, and comsequenily the
necessity, of this measure is not clearly established. The recitals of the CRA Regulation
are silent on these issues. If the genera! purpose is increasing deterrence, it seems that the
Commission should have explained, for instance, why heavier financial penaltics (or other
sanctions not amounting to naming and shaming) would not have been sufficient.

¥ Joined Cases C-92/09 and C-03/09, Schecks, paragraphs 56-64.
™ Ses also in this tegaid EDPS Gpinjen of 15 April 2014 on the Financial rules applicable to the annual
budget of the Union, O C 215, 2172011, p. 13-1R.
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50.

49,

Furthermore, less intrusive methods sheuld have been considered, such as publication
timited to CRA’s or publication to be decided on a case by case basis. In parlicular the
latter option would seen to bo prima ficie a more proportionate solution.

However, in the EDPS view, Lhe possibility to assess the case I light of the specific
circumstlances makes this solution more proporionate and therefore a preferred option
compared to mandatory publication in all cases. This discretion would, for example,
enable BSMA to avoid publication in cases of less serious violations, where the violation
cansed no significant harm, where the party has showa a cooperative attitude, etc.

2.4.4. The guestion ofadegum‘e safeguards

51.

52.

33.

The CRA Regulation should have foreseen adequate safeguards in order to cnsure a fair
balance between the different interests at stake. Firstly, safepuards are necessary in
relation to the right of the persons concerned to appeal and the presumption of innocence.
Specific language vught to have been included in the text of Asticle 36d in this respect, so
as to nblige ESMA to take appropriete measures with regard to both the situations where
the decision is subject to an appeal. and where it is eventually anaulled by a court. ™

Secondly, the CRA Regulation should ensure that the rights of the data subjects are
respected i a proactive manner. The EDPS appreciates the fact that the CRA Regulation
foresees the possibility to excludc the publication in cases where it would cause
disproportionate damage. However, a proactive approach should imply that data subjects
are informed beforehand of the fact that the decision imposing a periodic penalty payment
on them will be published, and that they are granted the right io object under Article 14 of
Directive 95/46/BC on compeliing legilimate grounds.*

Thirdly, while the CRA Regulation does not specify the medium on which the information
should be published, in practice, it is imaginable that the publication will take place on the
Tnternet. Internet publications ralse specific issues and risks concerning in particutar the
need to ensure that the information is kept online for no longer than is necessary and that
the data cannot be manipulated or altered. The use of external search engines also entail
the risk that the information could be taken out of context and channelled through and
oulside the web in ways which cannot be easily controlled.”

54.In view of the above, il is nccessary to oblige BSMA to ensure that porsonal data of the

persons concerned are kept online only for a reasonable period of time, after which' they
are systematically deleted *® Moreover, Member States should be required to ensure that
adequate security measures and safeguards arc put in place, especially to protect rom the
risks related to the use of external search engines.

34

k2

4

a7

" For examyple, the following, measures conld be considered by national authorities: to delay the publication
uniil the appeal is rejecied ar, as suggested in the impact assessment report, to clearly indicate that the
decision is still subject 1o appeal and that the individual is to be presumed innocent wntil the decision
becomes final, to publish a rectification in cases where the decision is annulled by a coust.

Sec ENPS Opinion of 10 April 2007 on the finapcing of the Commeon Agriculiural Policy, OT 2007
C134/1 O1 C 134, 16.6.2007, p. 1-3.

Ses in this tegand the document published by the ltalian DPA Personal Data As Also Contained in
Records and Docnments by Public Administrative Bodies: Guidelines for Their Processing by Public
Bodies in ConnectHon with Web-Based Communication and Dissemination, available on the website of
the Ttaliam DPA, hitp:/fwww. ganuteprivacy.it/garante/doc jsp?TN=1803707

These concerns ave aleo linkad to the 1nore general right to be forgotien, whose inchision in the new
Isgislative framework for the protection of personal data is under discussion.

These Tneasures and safegusrds may consist for instance of the exclusion of the duia indexation Ly means
of external search engines, ’
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2.4.5, Coniclusion regurding disclosure of information regarding perindic penalty payments

55.The BDPS is of the view that the provision on the mandatory publication of periodic
penalty payraents -as it is currently drafted- does not comply with the fundamental rights
to privacy and data protection. The legislator should carefully asscss the necessity of the
proposed system and verily whether the publication obligation poes beyond what is
necessary to achieve the public inferest objeciive pursucd and whether there are not less
restrictive measures to attain the same objective. Subject to the outcome of this
proporticmality test, the publication cbligation should in any event be supported by
adequaie safeguards to ensure respect of the presumption of innocenee, the right of the
persons concerned o object, the sceuniy/avcuracy of the data and their deletion after an
adequale period of time.

3. CONCLUSIONS

56. The EDPS makes the following recommiendations:

Inserting a subsiantial provision in the CRA Regulation with the following
wording:'With regard to the processing of personal data carried out by Member States
within the fromework of this Regulation, competent authorities and sectoral
competences aithorities shall apply the provisions of national rules implementing
Directive 95/46/LC. With regard to the processing of personal daia carried out by
ESMA within the framework of this Regulavion, ESMA shall comply with the
provisions of Regulation (RC) 45/2001"

adding specific safeguards to Article 34 of the CRA Regulation, as has been done in
Article 23 of the proposal for a Regulation of the Furopean Parliament and of the
Council on insider dealivg and market manipulation. In the EDPS Opinion on this
proposal he welcomes the use of such a provision containing appropriate safegnards,
snch s case-by-case assessment, the assurance of the necessity of the transfer and the
existence of an adequate level of protection of personal data in the third couniry
receiving the personal data;

clearly specify the categories of telephore and data traffic records which CRAs are
required to rctain and/or to provide to BSMA. Such data must be adequate relevant
and not excessive in relation to the purpose for which they are processed;

make explicit that access to telephone and data traffic directly rom ielecom providers
18 exchuded;

limit access to records of telephone and data traffic to identified and serious viclations
of the proposed regulation and in cases where a reasanable suspicion (which should be
supported by conciete Indtial evidence) exisis that a breach has been committed;

assess the necessity of the proposed system for the mandatory publication of periadic
ponally payments and verify whether the publication obligalion does not go beyond
what is necessary v achisve the public interest objective pursued snd whether thers
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arc not loss restrictive measures to allain the same objective. Subjecl to ths ovicorne of

this proportionality test, the publicaiion obligation should in any event be suppoetsd

by adequale saleguards to ensure respect of the presumption of innocence, the right of

the persons concerned to object, the ssourity/accuracy of the dats and their deletion
after an adeguate period of time.

Noue in Brossels, 10 February 2087

Crovanmi BUTTARTLLI
Assistant Buropcan Data Proteciion Supcrvisor

- k) s
S QTR l(\_1A/v1’W'L'ff
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