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EURGEEAN TIATA
PROTECTION SUPERVISOR

Cpinioz of the Faropean Data Profection Supervisor

en the Commissicz proposals for a Dircetive of the Europcan Parliament and of the
Comneil om markess in finaacial mstrumenis repeafing Directive 2004/39EC of the
Exrapean Parlisment and of the Council (Recast), and for 2 Repnlation of the Earopean
Parliament and of the Coumcil on marksts in francial nstruments and amending
Repulation an OTC derivatives, central eranterparties and trade repositories

THE EURGPEAN IDATA PROTECTION SUPERVISOR,

Having regard o the Treaty on (he Functioning of the Buropean Union, and in péﬁicular
Article 16 thereof,

Having regard to the Charter of Fundamental Righis of the Furopean Union, and in particular
Agticles 7 and 8 thereof, '

Having rcgard to Directive 95/46/EC of the European Parliament and of the Courcil of 24
Octaber 1995 on the protection of individuals with regard lo the processing of personal data
and on the free movement of such datal,

Having regard to Regulation (EC) No 45/2001 of the Buropean Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard 1o the processing of

personal data by the Cominnnity institutions and bodies and on the free movement of such
data®, and in particalar Article 28 (2) thercof,

HAS ADOPTED THE FOLLOWING OPINTON:

1. INTRODUCTION

1.1. Consuliation of the EDI'S

1. 'This Opinion is part of a package of 4 EDPS’ Opinions relating to the financial sectos, all
adopted on the same day’.

2. On 20 Ociober 2011, the Commission adopted a proposal for a Direclive of the Faropean
Partiament and of the Council on markets in financial instrianents repealing Directive

! 07 L 281,23.11.1995, p.31.

: QI L 8, 12.01.2001.

3 EDPS Opinicns of 10 February 2012 oz the legislative package on the Tevision of the banking legislation,
credit rating agencies, markels in fmancial instruments (MIFLDAMIFTR) and market abuse.
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2004/39/TC of the Furopean Parlisment and ol the Council (Rocast) (the 'proposed
Dircetive') and a propesal for a Repulation of the Buropean Parliament and of the Couneil
on markets in financial instruments and amending Regulation [EMIR] on OTC
derivatives, venlral counierpariies and trade repositories (the 'proposed Regulation”) (beth
texts hereinafter jointly referred to as 'the Propoesals').

The EDPS was informally consulied prior to the adoption of the proposals. The EDPS
notes that several of his comments have been taken into account in the propoesals.

1.2. Objective and scope ef the propoeals

A.

1.3

Tha Mailratn in 'E'w-nn-nrwrﬂ Tretmimente Dhirariive ('7\11131'1'3". in fores oines Nowember ')nn'?

is a core pillar in EU Opancial market mtega‘uon Tt carrently consists of a ﬁ‘amework
Directive (Directive 2004/39/EC), an implementing Directive (Directive 2006/73/EC) and
an implemeniing Regulation (Regulation No 1287/2006).

MiFTD establishes a regulatory framework for the provision of investment serviccs im
financial instruments (such as brokerage, advice, dealing, portfolio management,
underwriting ete.) by banks and investment firms and for the operation of regulated
markets by market operators. It also establishes the powers and duties of national
compeient authoritics in relation to these activities. Concretely, it abolishes the possibility
for Member States 1o require all trading in financial instruments to takc place only on
specific exchanges and enables Europe-wide competition between traditional exchanges
and alternative venues.

After more than three years in force, more competition between venues in the trading of
financial instruments and more choice for investors in terms of services providers and
available financial instroments have emerged. However, some problems also have
surfaced. For instance, the benefits from the increased competition have not flowed
equally to all market parii¢ipants and have not always been passed on to the end investors,
retail or wholesale, market and technological developments have cutpaccd various
provisions in MiFID and the linancial crisis has exposed weakness in the regulation of
certain instruments.

The aim. of the MiFID revision is to adapt and update the current rules to the market
developments, including the (inancial crisis and techuolegical development and improve
their effectiveness.

Aim of the EDPS Opiaion

Several aspects of the proposals have an impact on the rights of individuals relating to the
processing of their personal data. These are: 1) obligations to keep records and iransaction
reporting; 2) powers of competent authorities (including power o inspect and power to
require telephone and data traflie); 3) publication of sanctions; 4) reporting of violations,
and in particular provisions on whistle-blowing; 5) cooperation between competeni
authorities of Member States and the BSMA.



2. ANATYSIS OF THE FROPOSALS

2.1. Applicability of data profection legislation

a9,

10

il.

12.

Several recitals® of the praposals mention the Charter of Fundamental Rights, Dircctive
95/46 and Regulation 43/2001. However, a reference to the applicable data protection
tegislation should be inserted in a substantive article of the proposals.

A good example of such a substantive provision can be found in Article 22 of the proposal
for a Regulation of the Buropean Parliament and of the Council on insider dealing and
macket manipulation”, which explicitly provides as & genersl rule that Directive 95/46/EC
and Regulation (EC) 45/2001 apply fo lhe processing of persvnal daie within ihe
framework of the proposal. The EDPS rocently issued an Opinion on this proposal where
he very mmch welcomes this overarching provision. However, the BDPS supgests that the
refarence to Directive 95/46/EC be clarified by specifying that {he provisions will apply in
accordance with the national rules which implement Directive 95/46/EC.

The EDPS therefore suggests inscrting a similar substantive provisien as in Azticle 22 of
the proposal for a Regulation of the Buropean Partiament and ol the Council on insider

- dealing and market mani ulation®, subject to the suggestions he made on this roposal’,
P g P

i.e. emphasising the applicability of existing data protection legislation and clarifying the
reference to Directive 95/46/RC by specifying that the provisions will apply in accordance
with the national rales which implement Directive 95/46/EC.

The recitals should also consistently usc the wording that Member States 'shall' and not
only ‘should' respect the relevant data protection legislation, as the latter is in force and
there is no discretion as Tegards its applicability.

2.2. Obligation to keep records and transaction reperting

2.2.1. Obligation under the proposed Regulation

13.

14.

Recital 27 and Articles 21 1o 23 of the proposed Regulation introduce the principle
according to which competent authotitics coordinated by ESMA shall monitor the
activities of investment firms to cnsure that they act honestly, fairly and profcssionally
and in 2 mammer which promotes the tegrity of the market. To do se, the aulhoritics
should be able to identify the person who has made the investment decision, as well as
those responsible for its cxecution (recital 28).

Int arder to implement this monitoring activity, Ariicle 22 phliges invesiment firms to keep
at the disposal of the competent authority, for at least 5 years, the relevant data relating to
all transactions in financial instriments which they have carried out. These records shall
inchide all the information and details of the identity of the client. The details of
{ransactions in financial instruments arc to be reported to competent authorities (o cpable

See recitals 20, 30 and 45 of the proposed Regulation and recitals 41, 43, 69 and 103 of the proposed
Directive.

CIOM (2011) 651,

Commission proposal for a Regularion of the Eunropean Parfiament and of the Cowneil on insider dealing
and market maniputation, COM{Z011} 651.

Sees RDTS Opinon of 10 February 2012 on the proposal for 2 Regulation of the Furopean Parliament und
of the Council un iusider dealing and markei uanipulation, COM@01 T} 651,
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them to detect and investigate potential cases of market abuse, to monitor the fair and
orderly functioning of markets, as well as the activiiies ol Investment fmms. ESMA can
also request aceess to these data.

15. The investment firm has to report details of these transactions, including the identity of
the clienls, to the competent authorities as quickly as possible (Article 23). If the clients
involved are natvral persons, these operations involve the proccssing of perscual data
within the meaning of Directive 95/46/EC and Reguolation 45/2001 and possibly the
creation of goneral data bases.

16. The impact assessment does not seem to address the evaluation of the retention period of
5 vears for the transaction reports. Az Article &(1)e) of Directive 95M6/EC requires,
personal daia should not he kent for ldnger than it is necessary for the murnnse for which
the data were collected. In order to comply with this roquircment, the EDPS suggests
Teplacing the minimum retention period of 5 vears with a maximum refeniion period. The
chosen period should be necessary-and proportionate for the purpose for which data have
been collected.

2.2.2. Obligaiion under the proposed Direcitive

17. Article 16 of the Directive includes organisational requirements applicable to investment
firms. In particular, the firms have {o ensure thal records ol all services and transactions
undertaken are kept, which would enable the relevant competent authorities to monitor
‘compliance with the requirements under the Direciive. Such records would allow
verifying that the investment firm has complied with the obligations related to clients or
potential clients. Although not specified in the text, it is to be assumed that such data
would contain personal data of cuslomers and eroployees.

18. The Commission is empowered by Article 16(12) to adopt delegated acts to specify the
concrete organizational requircments spelled out in the Asticle. 1o this respoct, the EDPS
invites the Commission to consult him at the moment of the adoption of the delegated
acts. In any case, such measures should aim sl minimising the storing and provessing of
persenal data to be recorded by the investment firms. As already noted in relation to the
Regulation, the Commission should also thoroughly evaluate which retention period
should be introduced for such data in order to make sure that the retention is adequate and
proportionate.

2.3. Duty to record tefephone comversation or electronic communications

19. According to the proposed Tirective telephone conversations or electronic
commnunications shall be recorded.

20. Records of {elephone conversations or electronic communications normally coniain
personal data of the partics to the communication, cven though they relate to financial
transactions or professional activities. Nata relating o electronic communications may
convey a wide range of personal information, including traffic data but aiso conlent.
Moreover, the uvse of the tcan ‘cenversation’ implics that the content of the
communications will be recorded.

21. As far as personal data within the meaning of Directive 95/46/EC and Regulation 45/2001
are involved, the main data proteciion rules apply and in particular the principles of



purpose limitation, necessity and proportienality and the obligalion not to keep the daia
for longer than it is necessary.

Purpose limifation -

22

24

25.

26.

27.

28.

According to Article 6.1 () of the Dircctive 95/46, personal dala must be collected for
specified, explicit and logitimate purposes and not further processed imoa way
incompatible with those purposes.

. Ariicle 16.7 ol the proposed Directive does mot specify exphicitly the purpose of the

recording of the telephonz comversations and electronic communications. However,
several different purposcs arc referred to in Recilal 42, Article 16.6 of the proposed
Direclive, in the CESK advice and the impact asscssment.

Article 16.6 of the proposed Directive provides that an investment firm shall keep records
of all scrvices and transactions it underiaken “in order to enable ihe competent authority
1o mowitor compliance with the requirements of the proposed Directive and in particular,
to ascertain that the investmeni firm has complied with oll obligations with respect fo
clients or potential clients’.

Recital 42 of the proposed Directive explains that 'Recording of telephone conversations
or electronic communications involving client orders () is justified in order fo
strengthen investor protection, lo improve marker surveillance and increase legal
certainty in the interest of investment firms and their clienfs'. The recital also refers o the
technical advice to the European Commission, released by the Commilles of European
Sccurities Regulators (CESR) on 29 July 2010 on the issue of the importance of such
recordingss.

The CESR advice highlights that, according to the competent authorities, recording of
conversations would be necessary (i) to ensure that there is evidence to tesolve disputes
betwoen an, investment firm and its clients over the terms of transaclions; (ii) to assist with
supervisory work in relation to conduct of business rules; and (ui) to help deter and detect
market abuse and to facilitaie enforcement in this area. The recording would not be the
only means to ensure supervision by the anthorities, but it "can help” to agsist 2 competent
suthority to check compliance with, for exumple, the requirements in MIFID on
information to clients and potential clients, on best execution and on client order handling.

The mpact assessment explains that “competent authorities need this imformation (i.e
telephone and electronic recording) in order to ensure muarket integrity and enforcement of
complignee with business of conduct rules™.

The different purposes referred to in Recital 42, Adicle 16.6 of the proposed Directive,
CESR advicc and the impact assessment are not described in a logical and consistent way,
but are to be found in several places in the Proposal and side docoments. According to
Asticle 6.1 of Dircctive 95/46, the data must be collected for specified, cxplicit and
logitimate purposes. The EDPS thercfore urges the legislaior to clearly and precisely
define the purpose of the recording of telephonc conversations and electronic
comununicalions in Article 16.7 of the proposed Dirvective.

CESR technical advice to the Luropean Commission in the Comtext of the MiFID Review Mmvestor
Prolection and Tntermnediaries, 29 July 2010, CESR/10-417 p.7,
hiip:/iwww.csina.enrapa.cw/system/Bles/10_417.pdf.

Tmpact Asscssinent, page 150,



MNecessity and proportionality

29.

30

32,

33.

Accarding to Arficle 6.7 (¢} of Directive 95/46, personal data must adequate, relevant and
not excessive in relation to the purposes for which they are collecied andfor forther
processed, ie. data collected have to be limited {0 what is appropriate to achisve the
objective pursued and not go beyond what is necessary to achieve it.

Article 16,7 refers to the telephone conversations or electronic communications inciuding
at leasi transactions concluded when dealing on own account and client orders when the
services of roeeption and transmission of orders and execution on behalf of clieniz are
provided.

Firgtly eveent for the traneactiong P?’i’l]!{‘iﬂ‘\’ mentinned Article 167 does not shecify
why.h telephone conversations and electronic communications the records are 1eferrmg to.

The EDPS understands that they concemn commmications related to the services and
transactions undertaken by an investmeni irm. However this should clearly be specified.
Furthermore the use of the terms ‘mcluding at least” leaves room for the recerding ol
various series of telephone conversations or clectronic communications. This provision
should on the contrary clearly define the communications that will be recorded and Linit
them to those necessary for the purpose of the recerding.

Secondly, the provision does not precise what categories of data will be kept. As already
mentioned, data relating 0 clectronic communications may convey a wide range of
personal information, such a3 the ideniity of the persons making and receiving the
communication, time indications, the network used, the geographic location of the user in
case of portable devices, ete. This also implies possible access to the conienl of
communications. Furthermore, the reference to the ‘conversalions’ implics that the
conteni of the commumications will be recorded. In line with the principle of
proportionality, personal data contained in records of telephone conversalions and
electronic communications must be limiled to what is nceessary for the purpose for which
they have been collected.

1f for instance the purpose of the recording of the commmications is keeping evidence of
the transactions, it seems that there would be no other alternatives but 1o record the
content of the commmumications in order to be able (o retricve any evidence of the
transactions, However, the recording of the content of the communications for the
purposes of helping and detecting market abuse or [or the general monitoring the
compliance with the requirements under the proposed Directive would be excessive and
disproportionate. In this respect, Article 7.2 (d) of the proposcd Directive which provides
to the competent authority the power to require telephone and traffic data records held by
an investment firm when there is a reasonable suspicion of a breach of the proposed
Dircetive explicitly exciudes the content of the commumication. In a same way, Article
17.2 (f) of the proposal for a Regulation of the Curopean Parliament and of the Council on
insider dealing and market manipulation'® providing the same investigatory power to the
competent authorities m arder prove insider dealing or market manipulation also explicitly
excludes the content of the communication.

Jiij

COM(Z011) 651 tinal.



34.

‘The EDPS therefore strongly recommends specifying in Article 16.7 of the proposed
Directive what kind of telephone conversations and electronic communications as well as
the calegories of data related to the conversations and communicaiions will be recorded.
Such data rmst be adequate, relevant and not cxccssive having regard {o the same

purpose.

Ferind of data refention

35

36.

37

38.

2.4.

39,

4fh

i
12
13

According to Article 6.1 (2) of Directive §5/48/EC, personal data should be kept in a form
which permits the identification of the data subjects for no longer than necessary for the
purposce for which the data were collected.” The reiention period indicated in Article
16(7) is fhree years. The impact assessment recognizes that any measure in this field
should respect BEU data pretection tules laid down in Directive 95/46/EC. However, it
highlights that the retention period o be set should take account of existing B legislation
on retention of data generated or processed in connection with the provision of publicly
availahle electronic commmmications for the purposes of lighting serious crime. Tt argues
that this therefore maximum of three years has been found to comply with the principles
of necessity and proportionality necessary to guarantes a lawful interference with a
fundamental right. ™

Tn the EDPS’ view, the analysis on necessity and proportionality of the duration of the
measure is not adequate. None of the different (and somewhat unclear) purposes for the
recording of telephone conversations and electronic communications referred to in Article
16.6, Recital 42, the impact assessment or the CESR advice mention the fighting of
serious crime.

The evaluation has o be made in accordance with the purposes of the recording in the
[ramework of the proposed Ditective. If for instance, the purpose is 'to casure that there is
evidence to resoive disputes between an invostment firm and its clients over the terms of
transactions™, then the impact assessment should evaluate how long data must be kept in
rclation to the statute of limitations of rights on the basis of which such disputes can be
initiated. )

‘The EDPS therefore invites the legislator (o theroughly cvaluate which retention period is
necessary for the purpose ui the recording of telephone conversations and electronic
communications within the specific scope of the proposal.

Powers of competent authorities

Article 71 of the Directive lists the supervisory and investigatory powers of the competent
authoriiies.

Article 71(4) refers to Directive 95/46/EC, by stating that the processing of personal data
collected in the cxercise of the supervisory and investigatory powers shall in any event be
casried out while respecting the fundamental rights to privacy and data protection. The
EDPS welcomes this provisions which specifically addresses the connection belwoen the
role of anthoritics as investigators and the processing of personal data which is involved in
their activities.

Article 6(1)(c) of Dicctive 95/26/EC.
tmpacl assessment, pege 150,
See the CRSR stedy smentioned in paragraph 26 abave.



2.4.4. The power to carry owt on-site inspections

41

Article 71(2)(c) provides for the compeient authorities' power to cary oul oo-site
inspections. Contrary o the proposal for a Regulation of the European Parliament and of
the Council on insider dealing and market manipulation™ the present provision does not
contain any reference to the power of the competent authorities to "enter private premises
in order 1o seize documenis”. This mighl suggest thal the inspection power is hnited to
the premises of Investment firms and does not cover private premises. For the sake of
clarity, we therefore suggest clarifying this limitaticn expressly in the texl. Should the
Commissien instead inlend to allow inspection of private premises, the EDPS refers to the
comment he made on this issue in his Opinion on the above mentioned proposal
according lo which he considers thai the general requiremoent of a prior judicial
antharieotion regardlese af whether natinnal law raanirse o warnld be nctified in view ol

the potential intrusiveness of the power al slake.

2.4.2. The power to request records of felephone and data traffic

42,

43,

Article 71(2Xd) of the proposed Directive empowers compelent authoritics to "reguire
existing telephone and existing data traffic records held by investment firms". 1t clarifies
that the request is subject to the existence of a "reasonable suspicion” (hat such records
"may be relevant 1o prove a breach by the invesiment firm of its obligations” under the
Directive. Tn any case, the records shall not include “rhe content of the commmmication to
which they relate”. The EDPS appreciates that the text qualifies the powers of the
competent authorities by requiring as a condition for access to the records the reasonable
suspicion of a breach and by excluding access by the competent authorities to the content
of the communications.

However, there is no definition of the notions of telephone and data’ traffic records’ in the
propased Directive. Directive 2002/38/FC {eFPrivacy Directive} only refers to "traffic data'
but not to 'telephone and data traffic records’. Il goes wilhoul saying that the exact
meaning of these notions defcrmines the impact the vestigative power may have on the
privacy and data protection of the persons concerned. The BDPS suggests to use the
terminology already in place in the definilion of raffic data’ in Dircctive 2002/58,

.Data relating to use of electronic communication means may convey a widc range of

personal infermation, such as the identity of the persons making and receiving the call, the
time and duration of the call, the network used, the geographic lecation of the user in casc
of portable devices, ote. Some traffic data relating to internet and e-mail use (for example
the list of websites visited) may in addition reveal important details of the content of the
commumicalion. Furthermore, processing of tvaffic data conflicts wifh the secrecy of
correspondence. In view of this, Directive 2002/58/EC has established the principle that
traffic data must be erased or made anomymous whem if i3 no longer needed for the
purposc of the transinission of a communication.’® According to Article 13.1 of this
Directive, Member States may include derogations in natiomal legislation for specific
legitimale purposes, bul ithey musl be nccessary, appropriate and proportionate within a
democratic society to achieve these purposes.

14
15

15
7

COM (2011) 651,

See recent EDPS Opinion of 10 February 2012 om the proposal for a Regulation of the Lvropean
Parliament and of the Cowncil on msider dealing and market manipulation. ’
See Aricle 6(1} of Directive 2002/58/EC, 07 2002, L201/45,

Axticle 15.1 of Dircclive 2002/58EC provides that such resticticns must ‘constifute a pecessary,
appropriatc and proportionate wneasure within a depocratic society to safeguard mational security (i.e

8



45.

49,

47,

48.

49,

The EPS acknowledges that the aims pursued by the Commission in the CRA
Regulation are legitimate. He wnderstands the need for initiatives aiming at strengthening
supcrvision of financial markets in order to prescrve their soundness and beller protect
investors and economy at large. However, investigatory powers direcily relating to traffic
data, given their potentially intrusive nature, have (o comply with the requirements of
nccessity and proportionality, i.e. they have to be limited o what is appropriate to achieve
the objective pursued and not go boyond what is necessary to achicve it.® Tt is therefore
essential in this perspective that the provisions are clearly drafted regarding their porsonal
and material scope as well as the circumstances in which and the conditions on which they
can be used. Furthermore, adequate safeguards should be provided for against the risk of
abusc.

Records of telophone and data traffic concerned will obviously involve personal data
within the meaning of Directive 95/46/EC, Directive 2002/58/EC and Regulation 45/2001.
Therefore it should be assured that the conditions for fair and lawful processing of
porsonal data, as laid down in the Dircctives and the Regulation, are fully respected. As
long as this is the casc, it should be assured that the conditions for fair and lawinl
processing of personal data, as laid down in the Direciives and the Regulation, are fully
respected. '

The EDPS notes that Article 71(3) makes judicial authorisaiion obligatory whenever such
authorisation is required by national law. Ilowever, the EDPS considers that a gencral
roquircment for prior judicial authorisation in all cases - regardless of whether national
law requires so - would be justificd in view of the potential inlrusiveness of the power at
stake and in the interest of harmenised application of legislation across all EU Member
States. Tt should also be considered that various laws of the Member States provide for
special guaraniees on home inviolability against disproportionate and not cazelully
regulated inspections, searches or seizures especially when made by institutions of an
administrative nature.

Morcover, the EDPS recommends introducing the requirement for ESMA fo request
records of telephone and data traffic by formal decision specifying the legal basis and the
purpuse of’ the request and what information is required, the time-limit within which the
information is to be provided as well as the right of the addressee to bave the decision
reviewed by the Courl of Justice.

The expression 'existing telephone and traffic data records' does not seem i be
sufficientty clear. Telephone and daia traffic yecords are not defined, although Article
71{2)(2) of the MiFID proposal specifies that they are only the ones 'held by investment
firms'. Data keld by investment firms are probably these indicated in Articles 16.6 and
16.7, commented above. This should mean that the text excludes records held by
elecironic communications providers that have a supply contract with the concomed
investment firn. For the sake of clarify, the EDPS recommends clarifying to what
telephone and traffic data records held by an investment firm are referting to.

14

State security), defence, public security and the prevention, iuvestigation, detcetion and prosecution of
criminal offences or of unauthorised nsc of the electronic communication systom, us referred to in Article
13.1 of Directive 95/46/EC. T'o this end, Meiuber States may, inter alia, adopl lcgislative measures
providing for the retention of data for a limited period justified on the grounds laid down in this pavagraph
{0 :
Ses, e.2., Joined Cases C-92/09 and C-93/00, Volker und Markus Schecke GhR (-92/09), Hartirurt Eiferr
(C-92/00} v. Land Hessen, not yet published in ECR, point 74.

9



2.5. Publication of sanctions or other measures

2.5.1. Mandatory publication of sanctions

50. Article 74 of the proposed Directive obliges Member States to ensure that the competent

52.

authoritics publish any sanclion or measure imposed [or breach of the proposed
Regulation or of the national provisions adopted in the implementation of the proposed
Direciive without undue delay, including information on the type and nature ol the breach
and the identity of persons responsible for i, unless such dizclosure would seriously
jeopardise the financial markets. This obligation is mitigated only where the publicaticn
would cavsc a "disproportionatc damage” to the parics involved, in which instance the
competent authorities shall publish the sanctions on an arenymeous basis.

. The publication of sanctions would contribute 1o increase deterrence, as actual and

potential perpetralors would be discouraged (fom commilling offences 1o avold significant
reputational damage. Likewise it would increase transparency, as maiket operatprs would
be made aware that a breach has been commitied by a particular person.’® This obligation
is mitigated only where the publication would cause a disproportionate damage to the
partics involved, in which instance the competent authorilies shall publish the sanctions
on an gnonymous basis. Furthermore, while acknowledging that introducing a sanctions
regime (whether through a minimum or a full harmonization) would have an impact cn
fundamental rights such as Articles 7 (respect for private and family life) and § (protection
of personal data) and potentially also on Articles 47 (right to an effective remedy and a
fair trial) and 48 (presumption of innocence and right of defence) of the EU Charter™, the
impact assessment does not seem to explore the possible effects of the publication of
sahctiens themselves on those rights.

Under Article 75(2)(a), the competent authorities already have, among their sanctivning
powers, the power 1o issuc 4 public statement indicating the person responsible and the
nature of the breach™. Tt is not clear how the publication obligation under Article 74 can
be reconciled with the power to issue a public slatement under Ariicle 73(2)(a). The
inclusion of the power to issue public statement in Article 753(2)(a) demonstrafes that the
publication is in itself a real sanction, which should be assessed on a case by case basis in
lipht of the proportionalily criteria cushrined in Article 767,

1%
10

21

2z

Sce the impact assessoent report, p. 42 ef seq.
Sce also page 43 - assessment of the impact on fimdamental rights of the option "minimum
Larmonization™: "Oplion interferes with Articles 7 (respect for private and fomily life) and 8 (protection
of personal dutd) and potentiafly alse with Atticles 47 {right o an effective remedy and a fair wial} and
48 (presumption of innocence and right of defence) of the EU Charter. Option provides for limitation of
these rights in law while respecting the essence of these rights. Limiting these rights is necessary to meet
the general inierest objective of ensuring compliance with MIFID rules to ensure fair and orderly wading
and investor protection. In order to be lawfal the administrative measures and sanctions which are
imposed must be proportionate 1o the breach of the offence, respect the vight not to be tried or punished
twice for the smne offence, the presumption of innocence, the right of defence, and the right to an
effective remedy and fair trial in all chrevmstances [...]" ’

See the recent EDPS Opinion of 10 February 2012 on the proposzal for a Directive on the access to the
activity of credit Institutions and the prudential supervision of credit institutions and investment firms and
a proposal for 2 Regalation on prodeatial requirements for credit instimitions and investment firms.
"Member States shall vasure that when determining the type of administrative sanctions or measures and
the level of administrative pecuniary sanctions, the competent authorities shall take into account all
velevant circwnstances, inchiding: o) the gravity and the duration of the breach; b) the degree of
sespensibility of the responsible natwral or legal persen; ) the financial strength of the responsible natural
or legal person, as Indicaicd by the total twnover of the responsible legal person or the annual income of
the respodsible natural person; &) the impoertance of profits gained or losses aveided by the responsible
natural or Jegal person, insoTer as they can be determined; ¢} the losses for third parties caused by the
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53.

The EDPS iz not convinced thai the mandatory publication of sanctions, as it is curtently
formrmlated, meets the Tequircrucnts of data protection law as clarified by the Court of
Justice in the Schecke judgment.” Tle lakes the view that the purpose, necessity and
proportionality of the measure arc not sufficiently established snd that, in any event,
adequate safeguards against the risks for the dghts of the individuals should have been
foreseen.

2.5.2. Necessity and proportionality of the publicaiion

54.

55.

56.

57.

In the Schecke judgment, the Court of Justice amulled the provisions of a Cougncil
Regulation and a Commission Regulalion requiting the mandatory publication of
information: concerning beneliciarics of agricultural funds, including the identity of the
beneficiarics and the amownts teceived. The Court held that the said publication
constitnied the processing of personal data falling under Article 8(2) of the European
Charter of Fundamental Rights (the 'Charter’) and therelore an interference with the righls
recogniscd by Artickes 7 and 8 of the Charter. '

Afler analysing that 'derogations and limitations in relation to the proteciion of personal
deda must apply enly in so far as is strictly necessary, the Cowrt went on to analyse the
purpose of the publication and the proporiionality thereof. Tt concluded that therc was
nothing to show that, when adopting the legisiation concemed, the Couneil and the
Commission took into consideration methods of publishing the information which would
be consistent with the objective of such publication while at the same fime causing less
nterference with those beneliciarics.

Arficle 74 of the proposed Directive scems to be affected by the same shortcomiings
highlighted by the ECJ in the Schecke judgment. Il should be bome in mind that lor
assessing Lhe compliance with data protection requirements of a provision requiring public
disclosure of personal information, it is of crucial importance o have a clear and well-
defined purpose whick the covisaged publication intends to serve. Only with a clear and
well-defined purpose can it be assessed whether the publication of personal data involved
is actually necessary and pl‘upurtin:ma‘ue.zﬁl

Aftcr reading the proposal and the accompanying documents {i.c., the Lmpact assessment
report), the EDPS is under the impression that the purpose, and consequently the
necessity, of this measure is not clearly established. While the recitals of the proposal are
silent on these issues, the jmpact assessment reporl mercly states that the ‘publicarion of
sanclions is on important element in ensuring that sanctions have a dissuusive effect on
the addresses and is necessary to ensure that sanctions have o dissuasive effect on the
general public' ™ Such a general statement does not appear sufficient to demonsirate the
necessity of the measure proposed. If the general purpose is increasing deterrence, it
seems that the Commission should have explained, in particular, why heavier financial
penaltics (or other sanctions not amounting to naming and shaming) would not have been
sufficient.

3
L

breach, fnsofar as they can be determined; f) the Tevel of couperation of the responsiblc natural or lzgal
porson with the competent autherity; g) provious violations by the responsible natural or legal persom
[

Toined Cases C-92/09 and C-93/09, Schecke, paragraphs 56-64.

Sce also in (his regard SDPS Ovinion of 15 April 2011 ou fhe Financiat rules applicable to the annual
hdget of the Undon, OF C 215, 217 2011, p. [3-18.

Sec [oulmote 11 ahove.
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58.

59.

60.

Furthermaore, the impact asscssment report does not scem to sufficiently take into accoumt
less inizusive methods, such as publication limited to credit institutions or publication to
be decided on a casc by casc basis. In particnlar the latier option would scom to be prima
jfacie a more proportionate solution, especially #f one considers that -as recognised in
Article 75(2)(a)- publication is a sanction, which therefore is to be assessed on 4 case by
case basis, taking acconmt of the relevant circumstances, such the gravity of the breach,
the degree of personal responsibility, recidivism, losses for third parties, ete.*

In the EDPS view, the possibility to assess the case in Hight of the specific circumstances
makes this sohstion more proportionate apd therefore a preferred oplion compared to
mandatory publication in all cases. This discretion would, for example, enable the
competent authorily 1o avoid publication in cases of less serlous viclations, where the
violation consed no dmificsat hamm swwhere the nerty hae chowm  cnonerative aftibade

ctc.

Article 25(0) of the proposed Regulation concerns the publication on ESMA s website of
a notice for any decision to tmposc or renew any limitaiion on the ahility of a person ta
cater infe a commodities derivatives contract. The identity of persons whose negotiating
ability has becn limited by BSMA is therefore to be published, alongside the applicable
[insncial instruments, the relevant quantitative measures such as the maximum number of
contracts the person or class of persons in question can enter inio, and the reasons thereofl
The entry into effect of the measure is hound o the publication itself (Article 35(7)). On
the basis of the reasoning developed in relation to the provisions of the Directive, the
EDPS encourages the legislator to comsider whether publication is necessary and whether
other less restrictive means exist in cases where natural persons are involved.

2.5.3. The need for adequate safeguards

61.

62,

The proposed Tirective should have foreszen adequate safepuards in order to ensure a fair
balance belween the different interests at stake. Tirstly, safepuards are necessary in
relation to the right of the accused persons to challenge the decision belore a court and the
presumpiion of innocence. Specific language ought to have been included in the text of
Article 74 in this respect, so as to oblige competent authorities to take approprate
measures with regard to both the sthiations where the deeision is subjcct to an appeal and
where it is eventually annulled by a cout.

Secondly, the proposed Pirective should ensure that the rights of the data subjects are
respected in a proactive manner. The EDPS appreciates the fact that the final version of
the proposal foresees the possibility to exclude the publication in cases where it would
cause disproportionate damage. Howcever, a proactive approach should imply that data
subjects are informed beforehand of the fact that the decision sanctioning them will be
publisked, and thai they are granted lhe I'i%hl o object under Ariicle 14 of Directive
95/46/EC on compelling legitimate grounds.”

Le.in accordance with Asficle 74 of the proposed Directive kaying dows the eriteria for the determination ,
of sanctions.
For example, the tollowing measures could be considered by national authorities: to delay the publication
until the appeal is rejected or, as suggested i the impact assessment report, to clewly indicate that the
decision is still subject to appeal and that the individual is to be presumed innocent wntil the decision
becomes final, ta publish a rectification in cases whers the decision is ammtled by a cowt. .
See BDPS Opinion of 10 April 2007 on the financing of the Comunon Agricultural Policy, OJ 2007
£124/1 01 C 134, 16.6.2007, p. 1-3.
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63. Thirdly, while the proposed Dircetive does not specify the mediun oo whicl: the

nformalion should be published, in practice, it is imaginable that in most of the Member
States the publication will take place in the Internet. Internet publications raisc specific
issues and risks concerning in partieniar the need to enswre lhat the information is kept
onling for ne longer than is necessary and thal the data cennot be manipulated or allercd.
The use of external search engines also entail the risk that the information could be taken
out of cuni%xi and channclled through and outside the web in ways which cannot be easily
contralled.

&4. In vicw of the above, it is necessary to oblige Membor States to ensure that personal data

of the persons concerned are kepl onlinc only for a reasonable period of time, after which
they are syslematically deleted ** Moreover, Member States should be required to ensure
that adequate security measures and saleguards are pint in place, especially to protect from
the risks related to the use of cxternal search engines.

2.5.4. Conclusions on publication

65. The EDPS is of the view that the provision o the mandatory publicalion of sanctions -as

it 1s currently formulated- does not corply with the fundamental right to privacy and data
protection. The legislator should carefully assess the necessity of the proposed system and
verify whether the publication-obligation goes beyond whal 13 necessary to achieve the
public inferest objective pursued and whether there are not less vestrictive measures {0
attain the same objective. Subject to the oufcome of this proportionality test, the
publication obligation should in any event be supported by adequate safeguards fo ensure
respect of the presumption of innocence, the right of the persons concerned 1o object, the
security/accuracy of the data and their deletion after an adequate period of time.

2.6. Reporting of breaches

66. Article 77 of the proposed Direciive deals with mechanisms for reporting breaches, also

known as whistle-blowing schemcs. While they may serve as an elleclive compliance
tool, these syslems raisc sipnificant issues from a dala protection perspective. ™ The EDPS
welcomes the fact that the proposed Directive contains specific safeguards, to be lurther
developed at national level, concering the protection of the persons reporting on the.
suspected violation and more in general the protection of personal data. The impuact
assessment mentions the whistle-blowing schemes as part of the optivns o introduce
sanctions in the fundamental rights assessment and recalls the attention to the rieed for

29

30

al

32

See in this regard the dociment published by the Italian DPA Tersonal Dula As Also Contained in

Records and Pocuments by Public Adminisirative Bodies: Guidelines for Their Processing by Public

Dodies in Cormection with Web-Based Communication and Dissernination, available on the website of

the Hakian DPA, hitp:/fwrww. garanteprivacy.it/garante/doc jspTID=1803707

These concerns are also linked fo the mare general right to be forgotten, whosc inclusion in the new

legistative framework for the protection of personal data is nnder discussion.

These measires and safeguards may consist for nstance of the exclusion of the data induxation by means

of external search engines.

The Articls 29 WP published an opinion on such scheries in 2006 dealing with the data protection related

aspects of this phenomenon: Opinion 1/2006 on the application of EU dafa protection rules o internal

whistle blowing schemes in the fields of uccowunting, internal accounting controls, auditing matiers, fight

against bribery, banking and foeucial crime (WP Opinion on whistle blowing). The Cpinion can be

found on the Article 29 WP website:

Titp:/fec. europa.cw/justicespolicies/privacy/workinggroup/index en.him.

See Impact Assessment, p. 137-138: "Regarding the introduction of "whistle blowing sehomes”, this

Taises issues regarding the protection of personal data (Art. 8 of the EU Charter and Art. 16 of the TFEL)

and the presumption of innocence and right of defence (Att. 48) of the LU Charter, Therelore, ay
13



67.

68,

implementing legislation 1o comply with dala protection principles and criteria indicaied
by data protection aufharities. The EDPS 15 consclous of the fact that the Directive only
sets out the main elements of the scheme to be implemented by Member States.
Nonetheless, he would like to draw the attention to the following additional poins.

The EDPS highlights, as in the easc of other opimons™, the need to inlroduce a specific
reference to the need to respect the confidentiality of whistieblowers' and informants'
identity. The EDPS vnderlines thai the position of whisileblowers is a sensitive one.
Persons that provide such information showld be puarantced that their identity is kept
conﬁdcntlai in parlicular vis-a-vis the person about whom an alleged wrongdoing is being
reported”™. The confi identiahity of the identity of whistleblowers should be guaranieed at
all stages ol the procedure, so long as this does not contravene national rules regalating
}hd‘lma] mrocedires. In [):ai‘hr‘lﬂﬁr; the identity 5 iy nead 10 he discloged in the context of
lurther investigation or subsequent judicial proceedings imstipated as a result of the
enguiry (mcludmg if it has been established that they maliciously made false statements
about hlmfher) In view of the above, the EDPS reconunends to add in letter b of Article
77.1 the following provision: 'the identity of these persons should be guaranteed at all
stages of the procedure, unless its disclosure is required by national law in'the context of
Jurther investigation or subsequent judicial proceedings’.

The EDPS further highlights the importance of providing appropriate rules in order to
safeguard the access rights of the accused persons, which are closely related o (he rights
of defence.”” The procedures for the receipt of the report and their follow-np referred 1o in
Article 77.1(a)} should casure that the rights of delence of the accused persons, such as the
right to be informed, right of access io the invesfigation file and presumption of
imocence, arc adoquately tespected and Jimited only to the extent necessary.™ The EDPS
snggests in this regard to add also in the proposed Dircetive the provision ol Ariicle 29
letter d) of the Commission proposal for a Regulation of the Furapean Parliament and of
the Councit on insider dealing and market manipulation, which requires Member State to
pul in place 'appropriate procedures to ensure the right of the accused person of defence
and fo he heard before the adoption of a decision concerning him and the right to seek
effective judicial remedy against any decision or measure concerning him'.

34

35

%

7

a8

implemeentalion of whistie blowing schemes should comply and integrate data protection principles and
ctiteria mdicated by EU data protoction authoritics and ensure safegoards in compliance with the Charter
of fimdamental rights .

See for istance, the Opim'on on fnancial rules applicable to the annual budpget of the Usion of
15.04.2011, and the opinion on imvestigations conducted by OLAF of 01.06. 2011 hoth available at
wWwWw.edps.europa.etl.

The importance of keeping the identity of the whisllcblower confidentizl has already been underlined by
the EDPS in a letter to the Buropcan Ombudsman of 30 Joly 2010 in case 2010-0458, to be found on the
EDPE website (www.edps.europa.eu). See alsu EDPS prior check Opinions of 23 June 2006, on OLAF
internal investigations (Case 2005-0418), and of 4 Qcteber 2007 regarding OLAT external investigations
(Cases 200747, 2007-48, 200749, 2007-50, 2007-72).

See Opinion on financial rules appliceble to the annual budpet of the Unioa 15/04/2011, available at
WRW.eOPs.curopa.eu.

See in this regard EDPS Guidclines concerning the processing of personal data in admjmstranve ingriries
and disciplinary proceedings by Furopean ingtilntions and bodies, poindng out the close relationship
between the right of access of the «data subjecis and the right of defence of the persons being accused (see
p. 8md

hitpfwww.edps. curopa. (_ufFDPQ\VFH!webdavﬁsne/mwqltersharedeocllmen‘[sfbupervlsmnf Cmidedines/1
0-04-23 Guidelines_inguiriesFN.pdf

See Working Parly 29 Opininn on whisile-blowing, p. 13-14.
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69. Finally, as regards Jotter ¢} of Article 77.1, the EDPS is pleased to see that this PrOVISIOn

raquires Member States to ensure ihe protection of personal data of buth accused and the
accusing person, in compliance with the principles aid down in Directive 95/46/EC. Ho
suggests however removing 'the principles laid down in!, to make the reference to the
Directive more comprehensive and binding. As to the need i respert data protection
legislation in the practical implementation of the schomes, the EDPS would like to
underline in particular the recommendations made by the Article 29 Working Perty in its
2006 Opinion on whistle-blowing. Among others, in implementing national schemes the
cntitics concerned shonld bear in mind the need to respect proportionality by limdting, as
far as possible, the catsgories of persons entitled to report, the categorics of persons who
may be incriminated and the breaches for which (hey may be incriminated; the need i0
promate ideniified and confidential reports against anonymous. reporls; the need to
provide for disclosure ol the identity of whistleblowers where the whistleblower made
malicions statements; and the need to comply with strict data retention periods.

2.7. Cosperation between competent authorities of Member States and ESMA

2.7.1 Cooperation under the proposed Directive

70. Arlicle 83 introduccs the obligation to cooperate between competent authoriiies of the

71.

Mesrber States and between these and ESMA. In particular, paragraph 83(5) envisages an
obligation for competent autharities to notify to ESMA and other anthorities the details of
(a) any request to any person who provided information on total exposure to ake steps to
reduce such exposure {pursuzni to Article 72{1)(f)) and of (b} any limits on the ability of
persens o enter into commodity contracts (pursuant io Article 72(1)(g)). The notification
shall include the details regarding the identity of the person who is the addressce of such
measures, as well as the scope of the limits, the type of financial instroments covered and
other information.

Furthermore, it is provided that competent authorities ol Member States which receive the
above described notifications 'may take measuees in accordance with Article 72{(1)(f) or
() where 1t is satisfied that the measure is necessary to achicve the objective of the other
competent authority.! The EDPS would like to highlight that this type of decision fo be
taken by the competent authority might bo interpreted as to be fulfilling the critcria of an
*automated individual decision" as deseribed in Axticle 15 of Directive 95/46/EC: this
interpretation is trigpered by the fact thal Article 72 requites the receiving competont
authority to verify whether the measure at stake can achicve the objective of the other
competent authority. The competent authority of the Member State receiving the
netification is therefore not specifically required to carry oul an independent analysis of
the circumstances of the case -also based on personal data of the subject- in order Lo issuc
a measore which limits his rights. Article 15 of Divective 95/46/EC provides that every
person should be granted the right not to be subject lo a decision which produces legal’
effects concerning him or significantly alfocting him and which is based solely on
automated procession of daia intendod to evahiaie certain personal aspects such as work
performance, creditworthiness, reliability ete, For ihe context under examination,
paragraph 15(2) of Directive 95/46/EC is relevant: it provides that a person may be
subjected to a decision of ihe kind referred to above, If the decision “is authorized by law"
and safogaards to protect the data subject's legitimate interests are in place. The natioual
laws implementing the Directive would constitute the legal basis for the cxception of
Article 15(2) of Direclive 93/46/REC, however no specific safcguards are infroduced to
protect the data subjects” iegitimate inletesis.



72, The text of the proposed Dircctive scems therefore o be infroducing the possibility of an
automated decision affecting the ability to conclude contracis by an authority based in 4
Memnber State different from the onc in which the sanction was oripinally applied. Given
the impact that such a decision can have on the rights of a person professionally engaged
in imvestment activitics, the EDPS highlights that the text should specifieally introduce a
reference to the right to object to automated individual decisions pursuant to Atticle 15 of
Directive 95/46/EC. It should expressly introduce safeguards in order to guarantee that the
data subject can be made aware of the transfer aind of the existence of a process initiated
by the receiving competent authority to adopt such a decision, in order to be able fo
effectively exercise the right to object. '

2.7.2 Cooperation under (he propesed Regulation

730 Articlc 34(2) of the Regulation establishes ihai afler nofification of any measure under
Article 83(5) of the Directive, ESMA shall record the measure and the reasons thereof,
and it shall mainiain and publish on its website a database with summaries of the
measures in force in relation to measures pursuant to Article 72(1) subparagraph (f) and
() of the Dircetive, "including details on the person or class of persons concerned”.

74. Such publication constitutes a further processing activity which involves personal data.
The same cbservations raised in relation to the publication of sanctions in Chapter 2.5
above apply in this case. There seem io be no evaluation in the impact assessment of the
impact on fundamental rights of this type of intomct publication. The EDPS therefore
encourages the legislator to reflect about the actual necessity and proportionality of this
INEASHFC,

2.8. Infermation cxchanges with third countrics

75, The EPDS notes the reforcice to Dircctive 95/46/EC, particularly to Chapter 4 and the
Regulation (EC) 45/2001 in Article 92 of the proposed Directive. )

76. However, in view of the risks concerned in such transfers the EDPS recommends adding
specilic safeguards such as the case-by-case assessment, the assurance of the necessity of
the transfer, the requircment for prior cxpress avthorsation of the compelent authority to a
further transfer of data to and by a third country and the existence of an adequate level of
protection of personal data in the third country receiving the personal data.

77. A good example of soch a provision confaining appropriale saleguards can be found in
Article 23 of the praposal for a Regulation of the European Parliament and of the Council
on insider dealing and merket manipulation™ .

* Article 23 of the proposal for a Regulation of the Puropean Parliament and of the Council on insider

dealing and market manipulation COM (2011} 631 states as follows:
‘1. The competent authority of 2 Member State may transfer personal data to a third coupiry provided the
Tequirements of Directive 95/46/EC, partficularly of Articles 25 or 26, are fulfilled and only on a case-by-
case basis, The coropetent authority of the Member State shalt ensure that the transter is necessary for the
purpose of this Regulation. The compstent authority shall ensure that the third country does not transter
the data to another third conntry unless it is given express written authorization and complies with the
condifions specified by the competent awthority of the Member Stats. Personal data may only be
transferred to a third country which provides an adequate level of protection of personal data’,
2. 'The competent authority of a Member State shali only disclose information received frem a competent
athority of another Member State to a competent authority of 4 thurd country where the competent
authority of the Member State’ concerned has obtained express agreement of the competent autherity
16



3. CONCLYSICNS
78. The EDPS makes the following recommendations:

e insert a substantive provision in the proposals with the following wording: With
regards 1o the processing of personal data carried owt by Member States within the
framework of this Regulation, compeient owthorities shall apply the provisions of
national rules implemeniing Directive 95/46/EC. With regards to the processing of
personad data carried out by ESMA within ihe framework of this Regulation, £SMA
shall comply with the provisions of Regulation (EC} 45/2001°.

» replace in Article 22 of the proposed Repgulation the minimum refention period of 5
years with & maximum reterition petiod,

» gpeeify in Article 16,7 of the proposed Directive (i) the purpose of the recording of
telephone conversations and clectronic communications and (i) to what kind of
telephone conversations and elecironic communications it is referred toas well as the
categories of data related to the conversations and communications will be racorded.

o clarify in Article 712 (c) of the proposed Directive ihat the inspection power Is
limited to the premises of investment firms and does not cover private premises;

o introduce in Article 71.2 (d) concerning the power to require telephone and traffic
dalz, the prior jndicial authorisation as a general requirement and the requirerent af a
formal decisinn specifying: (i) the Icgal basis (ji) the purpose of the request (jif) what
information is required (iv) the time-limit within which the information is to be
provided and (v) the right of the addressec to have the dacision reviewed by the Court
of Justice;

e clarify to what telephone and traffic data records Auxticle 71.2 (d) is referring to;

a in lNght of the doubts expressed in the present Opinion, asscss the necessity and
propartionality of the proposed system ol mandatory publication of sanctions. Subjoct
to the outcome of the neccssity and proportionality fest, in any event provide for
adequale safcguards to ensure respect of the presumption of innocence, the right of the
persons concerned to object, the sceurity/accuracy of the data and their deletion after
an adequate period of time,

e with regard to Articte 77.1 (i) add in letter b) a provision saying that : 'the identity of
these persons shonld be guaranteed at all stages of the procedure, unless ils disclosore
i required by national law in the comtext of further investigation or subsequent
judicial proceedings'; (i) add a letter d) requiring Member States to put in place

which transmilled the information and, where applicable, the mformation is disclosed solely for ihe

3. Where a cooperalion agreement provides for the exchange of personal data, it shall comply with
Dircciive 9546/EC. . '
17



‘appropriate procedures to ensure the right of the aceused person of defence and to be
heard bofore the adoption of a decision concerning him and the right to seck effective
judicial remedy against any docision or megsure concerning him’; (1ii) remove 'the
principles laid down' from letter ) of the provision;

Tione in Brusscls, 10 February 2012

Giovanni BUTTARELLL

Aesiciand Rarnnean Nats Protecticrn Srmerrient
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