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NOTE

From: General Secretariat of the Council
To: Delegations

Subject: Developing a 'toolkit' for assessing the necessity of measures that interfere
with fundamental rights

Delegations will find in the Annex the paper 'Developing a ‘toolkit' for assessing the necessity of
measures that interfere with fundamental rights' drawn up by the European Data Protection
Supervisor for the purpose of launching a stakeholders' consultation.
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Subject: Stakeholders' consultation on the Background paper "Developing a "toolkit' for
assessing the necessity of measures that interfere with fundamental rights"

Dear Mr President,

As the independent advisor to the EU institutions and bodies under Regulation (EC) No.
45/2001 on all matters concerning processing of personal data, the Furopean Data Protection
Supervisor intends to issue a "Toolkit" which will provide guidance on the requirement
stemming from EU primary law that any interference with the right to the respect for private
life (Article 7 of the EU Charter of Fundamental Rights, based on Article 8 of the Furopean
Convention on Human Rights) or limitation to the right to personal data protection (Article 8
of the Charter) must be "necessary”.

Through this exercise, the EDPS aims at assisting the EU institutions and bodies in the
difficult task of ensuring that any limitations of the fundamental rights to personal data
protection and the respect of private life are compliant with the requirements of EU primary
law,

Before issuing the "Toolkit", the EDPS is launching a stakeholders' consultation on the
background paper, which you will find enclosed.
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In this respect, please share with your relevant services the draft for comments. The deadline
for receiving input from stakeholders is 8 July 2016. The replies to the consultation should be
sent to the EDPS Secretariat - EDPSi@edps.curopa.eu, referring in the subject line to Case
2016-0380,

Yours sincerely,
Giovanni 7'0 TTARELLI

- _
W P\—«/‘”‘

Annex: Background paper "Develaping a toolkit' for assessing the nesessity of measures that
interfere with fundamental rights"

Ce: Mr Jeppe TRANHOLM-MIKKELSEN, Secretary-General
Mr Peter DE GOOIJER, Permanent Representative of the MNetherlands
Mr Ralph KAESSNER, Secretariat General of the Council

Contact person: Gabriela ZANFIR (tel: 02 228 30654)
Romain ROBERT (tel: 02 228 31999)
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EUROPEAN DATA PROTECTION SUPERVISOR

Developing a 'toolkit' for
assessing the necessity of
measures that interfere with
fundamental rights

Background paper

- for consultation -

EDPS

_______
llllllll

16 June 2016
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The Euragpean Data Protection Supervisor (EDPS) is an independent imstifution of the EU,
responsible under Article 41¢2) of Regulation 43/2001 “With respect to the processing of
personal data... for ensuring that the findamental rights and fresdoms of natural persons,
and in particular their right fo privacy, arve respected by the Community instifutions and
bodies’, and ' for advising Commumity institutions and bodies and data subfects on all
matters concerning the processing of personal data”. Under Article 28(2) of Regulation
45/2001, the Commission is reguired, 'when adopting a legislative Proposal relating to the
profection of individuals' rights and freedoms with regard to the processing of personal
data...” to consult the EDPS.

He was appointed in December 2014 together with Assistant Supervisor with the specific
remit gf being constrictive and proactive. The EDPY published in March 2015 a five-year
strategy sefting out how he intends to implement this remit, and fo be accountable for doing
50.

The initiative to issue a "foollit" based on this background paper and following a
stakeholders' consultation relates to the EDPS" mission to advise the EU instifutions on the
implications for fundamental vights and in particular the rights fo privacy and fo data
profection of specific policies and measures, including legislative measures. It is in line with
Action 9 of the EDPS Strategy: Facilitating responsible and informed policymaking'. With
the "toolkit" that will result from the consultation the EDPS hopes to equip befter EU
policymakers and legislators responsible for preparving and scrutinising measures that
imvolve processing of personal data and which are likely to interfere with the rights to
privacy and to data protection and with other rights and freedoms lnid dovwn in the Charter
of Fundamental Rights aof the EUL
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L Purpose of this document

When designing and implementing new policies, or when adopiing any new legislative
measure the F1J institutions and hﬂmes mmist respect the Union's core values, which include
the protection of fundamental nghts as laid down in the Charter of Fundamental Rights of
the European Union (hereinafter, the Charter). As the independent advisor to the EU
mstifutions and bodies under Regulation (EC) No. 452001 on all matters concerning
processing of personal data, the EDPS aims at assisting in the difficult task of ensuning that
any limitations on the exercise of the fundamental rights to personal data protection and the
respect of private life are compliant with the requirements of EU primary law.

Once adopted, the "toolkit" will provide guidance on the requirement stemming from EU
primary law that any interference with or limitation on the exercise of the right to the respect
for private life {Article 7 of the Charter, based on Article 8 of the European Convention on
Human Righfs ECI—IR} or the right to personal data protection (Article § of the Charter)
st be "necessary” (Article 52 of the Charter). It is based on the case law” of the Court of
Justice of the EU {CJ'EL"} the Furopean Court of Human Rights (ECtHE), previous Opinions
of the EDPS and of the Article 29 Working Party. Before issuing the "toolkat”, the EDPS 1s
lannching a public consultation on the background paper.

"Mecessity” is also a recumrent condition in almost all the reqmremenis on the lawfilness of
the processing of personal data stemming from EU secondary law”. However. necessity of
processing operations in EU secondary law and necessity of the limitations on the exercise of
fundamental rights refer to different concepts. The former is oufside the scope of this
background paper.

While the background paper and the toolkit. once adopted, will focus on the assessment of
necessity of any linutation on the exercise of the fundamental rights protected by the Charter,
the limitations, in addition, nwst comply with the following set of criteria, as laid down in
Article 52(1) of the Charter:

» limitations must be provided for by law,

¢ they nmst respect the essence of the night,

* once proved necessary, they must comply with the principle of proportionality, and

o they must genuinely meet objectives of general interest recognised by the Union or

the need to protect the rights and freedoms of others.

The test of necessity should be considered as the first step with which a proposed
measure involving processing of personal data must comply.

Once adopted, the "toolkit" will be useful for any legislative measure and any policy which
limits the exercise of findamental rights. irrespective of their field of application. It is all the
more relevant today, when the EU is faced with the difficult task of proposing and adopting
measures that address the current security challenges of the EU while complying at the same
time with the right to personal data protection and the right to respect for private life*. The
Paris and Brussels ferrorist attacks of 2015 and 2016 triggered an immediate response from
EU. Adoption of legislative proposals under debate for some years” was accelerated and
packages of new pmposalsﬁ were annommneced. All of these measures — whether already
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adopted. currently under debate or merely announced in Commmunications - have in common
that they increasingly use personal data in new. complex ways and interfere in the private
sphere of individuals . This raises concerns with regard to respect for fundamental rights.

This paper provides a short background on the role of necessity in the limitation on the
exercise of the rights to data protection and respect for private life and proposes a checklist to
guide the legislator in assessing necessity, composed of specific questions and supported by
concrete examples from case law and practice.

I1. The importance of necessity in limiting the exercise of the rights to data protection
and to respect for private life

1. The Charter and the ECHE

Following the entry into force of the Lisbon Treaty, the Charter has become the main
reference for assessing compliance of EU secondary law with fundamental rights®. Settled
case-law of the CIEU states that the ECHR "does not constitute, as long as the European
Union has not acceded to it. a legal instrument which has been formally incorporated into EUJ
law"™. In consequence, the CJEU has affirmed in recent case law that an examination of the
validity of a provision of secondary EU law "mmst be undertaken solely in the light of the
fundamental rights guaranteed by the Charter"”.

However, in accordance with Article 6(3) TEU. the CJEU has also recalled that the specific
provisions of the ECHE. mmst be taken mio account "for the purpose of interpreting” the
corresponding  provisions of the Charter''. In particular, Article 6(3) TEU states that
"Fundamental rights. as guaranteed by the European Convention for the Protection of Human
Riphts and Fundamental Freedoms and as they result from the constitufional traditions
common to the Member States, shall constitufe general principles of the Umion's law".
Moreover, the Charter itself requires that in so far as it contains "rights which correspond to
nghts guaranteed by the [ECHR], the meaning and scope of those rights shall be the same as
those laid down by [ECHE]" (Article 52(3) of the Charter).

Therefore, while the main reference when assessing the necessity of measures that limit
the exercise of the rights suaranteed under Articles 7 and 8 of the Charter is Article
52(1) of the Charter and how it is applied by the CJEU, the criteria in Article 8(2)
ECHE - and specificallv the condition for an interference to be necessary in a
democratic society'”, as interpreted in the ECtHR case-law must also be taken into
account in the analysis.

1. Relationship between the necessity requirements in the Charter and the ECHR with
regard to interference in private life and data protection

The notion of necessity is central to European hman rights law in any assessment of the
lawfulness and 1e§itimacy of measures wlich interfere with or limit the exercise of
findamental rights™. There are. nevertheless, some differences between the requirements of
necessity when limmting the exercise of rights under the Charter, on the one hand, and under
the ECHR. on the other hand.

Arficle 32(1) of the Charter is a general, comprehensive provision, which sets the same
criferia for restrictions of any of the fundamental rights prescribed in the Charter. The
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requirement for the limitation fo be necessary is one of them. In contrast, the ECHR provides
different criteria for the restriction of each fundamental right. which have been further
developed by the case law of the ECtHE. In particular, the ECHR imposes different standards
of necessity, from absolutely necessary (the right to life). to sirictly necessary (the right to a
fair trial), to necessary in a democratic sociefy (the rights to respect for private life, freedom
of expression, freedom of thought etc.), to simply necessary (protection of property).

The right to respect for private life (which the ECtHE has imnterpreted to embrace the
processing of personal data) is enshrined in Article § of the ECHE. The second paragraph of
this article provides that any interference with the exercise of the right to private life must be
provided for by law and must be necessary in a democratic society for the legitimate aims
emmmerated therein or for the protection of the rights and freedoms of others. The ECtHR,
mterpreting this condition, found that "necessity" does not have the flexibility of expressions
such as "admissible”, "ordinary”, "useful”, "reasonable”. "desirable”. but necessity "implies a
pressing social need"l_“. In addition. ECtHE. suggests that "strictly necessary” is synonymous
with "indispensable""’.

3. Relationship between proportionality and necessity under EU law

With regard to the relationship between the concepts of necessity and proporiionality, it
should be recalled that proportionality is a general principle of EUJ law which requires that
"the content and form of Uruun action shall not exceed what is necessary to achieve the
objectives of the treaties™ ﬁccmdmg fo settled case law of the CIEU. "the principle of
proportionality requires that acts of the EU institutions be appropriate for attaining the
legitimate objectives pursued by the legislation at issue and do not exceed the limits of what
is appropriate and necessary in order to acldeve those objectives”. It therefore "restricts the
authorities in the exercise of their powers by requmng a balance to be struck between the
means used and the intended aim (or result reached vl

According to Article 52(1) of the Charter, "subject to the principle of proportionality,
limitations [on the exercise of fundamental rights] may be made only if they are necessary
{...)". Therefore, before subjecting any such limitation to the principle of proportionality, it
mmst first be ascertained that the limitation is necessary. Even if not always explicit, this
sequencing of the lawfulness test for limitations ::-f fundamental nghts is reflected in the case
law of the CJEU in the field of data pmtectmﬂ Moreover, in the recent Schrems ruling
where the CJEU found that a legal act of the Union was not compliant with the Charter, the
Court did not even go on to assess proporfionality after finding that the limitations to the
rights in Atticles 7 and 8 of the Charter were not strictly necessary’".

4. Limitations on the exercise of the rights to respect for private life and data protection
must be sirictly necessary

The case law of the CTEU and the ECtHE. converge in applving a sirict mecessify test for any
limitations on the exercise of the rights to personal data protection and respect for private life:
"the right to respect for private life requires that dﬂ'ﬂgahﬂﬂs and limitations in re]atmﬂ to the
protection of personal data must apply only in so far as is siricily necessary™". This
confirms the important role that necessity plays in the lawfulness of measures that mte:lftrc in
the private sphere of individuals.
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In addition, the CJEU has recently affirmed that the strict necessity test applies above all
other conditions for lawfulness of EU legislation involving the limitation on the exercise of
the fundamental rights guaranteed by Arficles 7 and § of the Charter.

The ECtHR also applies a test of sfrict mecessify when assessing the compliance of
mterferences to the right to respect for private life. as enshrined in Article 8 of the ECHE.
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Having regard to all of the above, following a stakeholders' consultation the EDPS will
propose a checklist of criteria for the EU institutions and bodies to follow when
assessing the necessity of any proposal that involves interferemce with the rights
guaranteed under Articles 7 and 8 of the Charter. For instance, this analysis could be
part of the Impact Assessment accompanying relevant legislative pmpusalsﬂ.

5. Necessity in data protection law, a facts-based concept

An analysis of the case law of the CJEU and ECtHR also indicates that necessity in data
protection law i1s a facts-based concept, rather than an abstract legal notion — necessity is a
consegquence of the factual details of a processing operation, considered in the light of the
circumstances surrounding the adoption of the measure and the concrete purpose it aims to
achieve.

For instance, the ECtHR. made it clear that the necessity in a democratic society of a measure
depends on all the circumstances of the measure.

II. Checklist for assessing necessity of new legislative measures

The checklist is likely to consist of six steps. Since necessity is a direct consequence of the
factual reality of a given measure, the first step (Step #1) is preliminary and it implies a
detailed factual description of the measure proposed and its purpose, in the absence of any
substantive assessment.

The following five steps imply an assessment of the details resulting from the first step. Each
step, to be addressed consecutively, corresponds to a set of questions which will facilitate the
assessment.
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e  Step #2 will help identify if the proposed measure represents an interference with
fundamental rights - in particular the rights to data protection or respect for private
life, but possibly also with other rights. like effective judicial redress, freedom of
expression or non-discrimination. The condition of necessity is only triggered if there
15 interference with any of the findamental rights. Otherwise, no further analvsis is
needed;

Step #3 assesses several conditions linked to the objective of the measure;

*  Step #4 provides guidance with regard to the objective evidence needed to propose
the measure;

*  Step #5 assesses the effectiveness of the measure;

Step #6 facilitates the analysis of whether the specific obligations and rights created
by the measure comply with strict necessity requirements as developed by the CJELT

If the assessment of any of the elements detailed in Steps #2 to #6 leads to the conclusion
that a measure does not comply with the requirement of necessity, then the measure
should either not be proposed, or it should be modified so as to comply with these
requirements.

#1: Factual description of the measure proposed

Guidance

¥ The measure needs to be described so as to enable a clear vnderstanding of what
exactly is being proposed.

¥ This description will enable identification of the rights and freedoms affected and will
help assess the seriousness of the interference. At the same time. it will facilitate the
application of conditions already established by the CJEU in particular cases. to
assess whether the measure is necessary.

¥ It is important to precisely identify what the proposed measure entails in terms of
personal data processing and what the objective of the measure is.

Ask vourself:

What is the purpose of the measure?
Why is this specific measure needed?

Describe the measure

. 3
.

» Dioes it imply use of personal information?

» If yes, what kind of personal information? Information related to whom?
# How is the personal information used?

= Are there authorities involved? Are there private parties involved?
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#1: Fundamental rights and freedoms affected

Guidance:

v

¥

If the proposed measure involves the use of personal dafa, it must respect the night to
personal data protection (see Section 4) and it may interfere with the right to respect
for private life™.

In this respect, the sefiled case law of the CIEU states that "to establish the existence
of an interference with the fundamental right to respect for private life, it does not
matter whether the information is sensitive or whether the persons concerned
have been inconvenienced in any wny"‘u: whereas the ECtHE. for instance,
repeatedly held that the storing by a public authority of data relating to the private life
of an mdividual amounts to an inferference with the right to t for his private
life™* and that the use made of them has no bearing on that finding™.

If the measure involves access of the competent national authorities to the data
processed, such access constitutes a further interference with the findamental right to
respect for private life™.

Other rights and freedoms may be affected by the proposed measure, independent
of the use of personal data, which tniggers subsequent analysis. For instance, the right
to effective judicial redress may be affected”’, or the right to non-discrimination®®, or
the right to freedom of EKpl‘E:SSi{JIlﬂ.

The nature of the rights affected, together with the nature and seriousness of the
interference with those rights, the area concerned and the object pursued by the
interference - which can be assessed based on the faciual details of the measure, may
lead to a reduced discretion of the EU legislature to adopt a measure® (for the
assessment of the object pursued).

If the proposed measure uses sensitive data, a higher threshold should be used in the
assessment of necessity. For instance. biometric data are peculiar in nature, being
unequivocally linked to the individual, whose body is made "readable™ .

Ask vourself:

Does the measure proposed involve in any way the use of personal
information?

» If ves, how is it used (e.g. collected, stored. transferred etc.)?
» Who has access to it?

Which are the fundamental rights and freedoms affected?
= [5 there a "difference of treatment” created between individuals which could
lead to discrimination?

» Are there any consequences for the possibility of individuals to seek judicial
remedies?

= Are there any consequences on freedom of speech, freedom of thought, freedom
to receive information?

How are the fundamental rights and freedoms affected?

« How many persons are affected?
» What are the consequences of the processing of the personal information?
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To do:

If neither of the fundamental rights to data protection and to respect for private life are
affected, the following analysis is not necessary.

If one or more fundamental rights are affected, the mere fact that A measure limits the
exercise of findamental rights does not as such mean that the measure should not be
proposed. It means. however, that the measure must comply with the conditions for it
to be lawful as laid down in Article 52(1) of the Charter. The following steps to
assess necessity arve particularly relevant for measures limiting the rights to data
protection and respect for private life. They may also be used fo assess necessity in
the other areas mentioned above, where relevant.

Eelevant examples:
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#3: Objectives

Guidance:

¥ The purpose of the measure must genuinely meet an objective of general interest
recognised by the Union (see Example 10) or the need to protect the rights and
freedoms of others.

¥ An interference will be considered by the ECtHR. "necessary in a democratic society”
for a legitimate aim "if it answers a pressing social need, (and, in particolar, if it is
proportionate to the legitimate aim pursued) and if the reasons adduced by the
national authorities to justify it are ‘relevant and sufficient™**(for the assessment of
the reasons adduced, see #4 below).

¥ The problem to be addressed must be "pressing”. which means that it must be real,
present or imminent, critical for the functioning of the society.

Ask vourself:

What is the problem to be addressed?

Is the problem pressing, critical for the functioning of the society?

What is the purpose of the measure?

+ |5 the purpose clear and precise?

To do:

+ If the problem to be addressed is not pressing, or the purpose of the measure is not
precise, then the measure is not necessary and it should not be proposed.

Eelevant examples:
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#4: Justification
Guidance:
v The reasons why action is needed must be detailed by the legislator.
¥~ The objective evidence must be convincingly supported by documents and available
statistics and they mmst constitute valid references.
¥ The documentation nmst be relevant, accurate and sufficient.

Ask vourself:

Why is this measure being proposed?

What is the objective evidence justifying the need for the measure?
= Which are the documents and statistics available?

Is the evidence relevant and sufficient?

To do:

¥ If there is no objective evidence justifying the need for the proposed measure, or if the
existing evidence is not relevant or sufficient. the measure should not be proposed.
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Eelevant examples:

#5: Effectiveness

Guidance:

7

v

In order for a measure to be necessary to meet the identified need. it must be essential
to meet that need rather than being the most convenient or cost effective’™.

There must be a link between the limitation or interference and its intended
protective function for one of the legitimate aims identified. which means that the
abjective pursued must be achieved as a direct consequence of the limitation.

It should also be assessed whether the resulting loss of privacy is proportionate to any
anticipated benefit. "If the benefit is relatively minor, such as an increase in
convenience of a slight cost saving, then the loss of privacy is not appmpriahe"a" {see
also Example 16).

There m%st be a link between the information used by the measure and the objective
pursued™.

v Iuaﬂdiﬁmnntﬂrﬁyﬂlingthat"mightpmwmbemcﬁll"fma::ﬂ'tajnpm]?)'oseis

"desirable or can be considered as a necessary measure in a democratic society” £
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Ask vourself:

Is the measure essential for satisfying the need to be addressed?

Are there existing measures that could achieve the same purpose if they were

effectively applied and enforced?

Do the benefits of the measure outweigh the detrimental effects?

To do:

¥ If the measure is not essential to satisfy the need to be adressed, or if existing
measures are already in place that can achieve the same purpose if they were
effectively applied, or if the benefits of the measure do not outweigh the detrimental
effects, then the measure is not necessary.

10510/16 VH/np 19
ANNEX DGD 2C EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=108979&code1=RAT&code2=&gruppen=Link:10510/16;Nr:10510;Year:16&comp=10510%7C2016%7C

10510/16 VH/np
ANNEX DGD 2C

www.parlament.gv.at

20
EN


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=108979&code1=RAT&code2=&gruppen=Link:10510/16;Nr:10510;Year:16&comp=10510%7C2016%7C

#6: The circumstances surrounding the measure

Guidance:

¥ The measure in question nmst be "hased on clear and precise rules” governing its

scope and application and impose munimmm safeguards for the persons to have
sufficient guarantees to effectively protect their pemom] data against the risk of abuse
and against any unlawful access and vse of that data’’.

The seriousness of the inferference depends on the type of information to be used, the
number of the persons affected, the means used to process information (see Example
1.

The measure must differentiate, limit and make sul}je-:t to exceptions the persons
whose information is used in the light of the objective putsued [see also Example 2).

If the measure implies access by authorifies to the data, the measure mmst (1) lay down
objective criteria to determine the limits of the access™, (i) establish substantive and
procedural conditions relating to the access of the competent national authorities to the
data and to their subsequent nse™ . (1it) lay down an objective critericn by which the
number of persons authorised tn access and subsequently uvse the data retained is
limited to what is strictly necessary in the light of the objective pursued®..

In addition, if the objective puwrsued iz within the framework of procedures of
prevention, detection or criminal prosecutions, access by the competent national
authorities to the data retained must be made dependent on a prior review carried
out by a court or by an independent administrative body whose decision seeks to
limit access to the data and their use to what is strictly necessary for the purpose of
attaining the objective pursued and which intervenes following a reasoned request of
those authorities™.
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¥ When establishing a retention period for the data. the measure should make a
distinction between categories of data based om their possible usefulness for the
purposes pursuedﬁ and must use objective criteria for the determination of the length of
the retention period .

¥ In the specific case of public authorities processing personal data, the strict necessity
test also requires "in practice” that "there mmst be adequate and effective guarantees
against abuse"*.

Ask vourself:

What is the proposed measure?

» s the proposed measure clear enough?

What practical obligations are created and for whom?

Who will be affected by the measure?

What kind of information is going to be used and how?

» Is the information used relevant to achieve the purpose of the measure?
» Does the information belong to a special category of data?

Are there any differentiations or exceptions being made with regard to
the individuals affected, the means used to process data and the
information being used?

Who has access to the information?

» Under what conditions is access granted?

For how long is the information going to be used?
» What is the retention period and how is it justified?

To do:

¥" If the assessment shows that any of the specific conditions developed by the CTEU to
assess necessity of the content of a measure are not complied with, then the measure
should not be proposed or should be amended in order to comply with the conditions.
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Relevant example:
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ANNEX

Relevant case-law for assessing necessity
CJEU

1. Joined Cases C-465/00_ C-138/01 and C-139/01. Rechnungshof et al v. Osterreichischer
Rundfunk, 20.05.2003 (Protection of individuals with regard to the processing of personal
data - Directive 95/46/EC - Protection of private life - Disclosure of data on the income of
emplovees of bodies subject to control by the Rechnungshof).

2 Case C-524/06 Heinr Huber v. Bundesrepublik Deutschiand 16.12.2008 (Protection of
personal data — European citizenship — Principle of non-discrimination on grounds of
nationality — Directive 95/46/EC — Concept of necessity — General processing of personal
data relating to citizens of the Union who are nationals of another Member State — Central
register of foreign nationals).

3. Case C-73/07 Tietosuojavaltuutettn v. Satalmnnan Markdanapdrssi Ov. Satamedia Ov,
16.12 2008 (Directive 9546/EC — Scope — Processing and flow of tax data of a personal
nature — Protection of natural persons — Freedom of expression).

4 Joined Cases C-92/00 and C-93/09. Volker und Markus Schecke GbE (C-92/09). Hartomat
Eifert (C-03/00) v. Land Hessen ©9.11.2010 (Protection of natural persons with regard to the
processing of personal data — Publication of information on beneficiaries of agricultural aid —
Walidity of the provisions of Furopean Union law providing for that publication and laying
down detailed rules for such publication — Charter of Fundamental Rights of the European
Union — Articles 7 and 8 — Directive 95/46/EC — Interpretation of Articles 18 and 2007).

5. Case C-201/12 Michael Schwarz v. Stadt Bochum, 17102013 (Reference for a
prelininary ruling — Area of freedom, securify and justice — Biometric passport — Fingerprints
— Regulation (EC) No 22522004 — Article 1(2) — Validity — Legal basis — Procedure for
adopting — Articles 7 and 8 of the Charter of Fundamental Rights of the European Union —
Right to respect for private life — Right to the protection of personal data — Proportionality).

6. Case C-201/14 Smaranda Bara and Others v. Presedintele Casei Nationale de Asiguran de
Sandtate, 1.10.2015 (Reference for a preliminary muling — Directive 95/46/EC — Processing
of personal data— Articles 10 and 11 — Data subjects’ information — Article 13 —
Exceptions and limitations — Transfer by a public admimstrative body of a Member State of
personal tax data for processing by another public administrative body).

7. Joined Cases C-203/12 and C-394/12 Digital Rights Ireland Ltd (C-293/17) v. Minister for
Conmmunications. Marne and Natural Resources et al. and Eiminer Iandesregierung
(C-594/12). Michael Seitlinger. Chrstof Tschohl and others. 5.042014 (Electronic
communications — Directive 2006/24EC — Publicly available electronic communications
services of public commmmications networks services — Retention of data generated or
processed in connection with the provision of such services — Validity — Articles 7, 8 and
11 of the Charter of Fundamental Rights of the Furopean Union).

8. Case C-362/14 Maxinullian Schrems v. Data Protection Commuissioner. 6.10.2015
{Reference for a preliminary miling — Personal data — Protection of individuals with regard
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to the processing of such data — Charter of Fundamental Rights of the European Union —
Articles 7, 8 and 47 — Directive 9546 EC — Arficles 25 and 28 — Transfer of personal data
to third countries — Decision 2000/520/EC — Transfer of personal data to the United
States — Inadequate level of protection — Validity — Complaint by an individual whose
data has been transferred from the Furopean Union to the United States — Powers of the
national supervisory authorities).

0 C-601/15 PPU J. N. v. Staatssecretanis voor Veiligheid en Justitie. 15.02.2018 (Reference
for a preliminary mling — Urgent preliminary mling procedure — Standards for the
reception of applicants for infernational protection — Directive 2008/115EC — Lawful
residence — Directive 2013/32/EU — Article 9 — Right fo remain in a Member State —
Dhrective 2013/33/EU — Point (e) of the first subparagraph of Arficle 8(3) — Defention —
Protection of national security or public order — Validity — Charter of Fundamental Rights
of the European Union — Articles § and 52 — Limitation — Proportionality).

ECIHR

1. Case of Handvside v. the United Kingdom. Application no. 5493/72. 7.12.1974.

2. Case of Klass and others v. Germanv. Application no. 5029,/71. 6.09.1978.

3. Case of Leander v. Sweden. Application no. 9248/81. 26.03.1987.

4. Case of Chapman v. UK, Application no. 27238/05, 18.01.2001.

5. Case of Weber and Saravia v. Germany, Application no. 54934/00_29 06.2006.

6. Case of 5. and Marper v. UK. Applications nos. 30562/04 and 30566/04. 4 122008,

7. Case of Cvasnica v. Slovakia. Application no. 72004/01. 9.06.2000.

8. Case of Kemnnedv v. UK Application no. 26830/05. 18.05.20140.

9. Case of Soltvsvak v. Russia, Application no. 4663/05. 10.02.2011.

10. Case of Foman Zacharov v. Bussia. Application no. 47143/06. 4122015,

11. Case of S5zabd and Vissv v, Hungarv, Application no. 37138/14. 12.01.2014.
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NOTES

! Article 2 of the Treaty on the European Union (TEU) states that " The Uion is based on the values of respsct
for human dignity, fresdom, democracy, equality. the rule of law and respect for human rights, including the
rights af persons belonging to minorities". In addition, Article 6(1) TEU recogmizes the rights, freedoms and
prnciples set out in the Charter of Fundamental Fights of the European Unicn of 7 December 2000, as adapted
at Strasbowrg on 12 December 2007, which shall kave the same legal value as the Treaties, and Article 6{3) TEU
states that "fundamental nghts, as guaranteed by the European Convention for the Protection of Human Rights
and Fundamental Freedoms and as they result from the constitutionzl traditions commeoen to the Member States,
zhall constitute peneral pnnoiples of the Umon's law”™.

* For an overview of the relevant case law of the CTEU and ECtHE. see "Handbook on Ewropean data protection
Law", published by the EU Fundamental Rights Agency im June 2014, See also "Factsheet - Personal data
protection”, isswed 1m April 2016 by the ECiHE through the Preszs Umnit, available here:
bttp:fwrww. echr.coe intDocumentsFS_Data ENG pdf

* See Arficle 7 of Directive 95/46, Article 5 of Regulation 452001, Article 6{1) of Regulation 2016/679 and
Article B{1) of Directive 2016/680.

* Foeusing on the assessment of pecessity of measures inferfaring specifically with the rights to personal data
protection and respect for private life, the background paper should be read in connection with other existing
guwidance m the area of fundamental nghts, such as the Operational Gudance on takmg account of Fundamental
Fights in Commizsion Impact Assessments (Commussion Staff Weorking Paper, Operational Guidance on taking
account of Fundamental Fights m Compussion Impact Assessments, Brussels, §.5.2011, SEC{2011) 567 final.)
and the Better Regulation Guidehnes (Commission Staff Working Document "Better Regulaton Gudehnes",
Strasbowrg, 19052015, SWD(2015) 111 final). The background paper and the resulting “toolkit”, once adopted,
sheould also be seen as complementary fo the Charterpedia. an online tool developed by the Fundamental Raghts
Agency, which provides mnformzanon about the encompassing fundamental rights framework of the EU and
includes the full text and lezal explanations of the Charter arficles, related EU and national case law, and related
FEA publications, provided on an article-by-arhicle basis.

* See, for instance, Directive (EUT) 2016/681 of the Furopean Parliament and of the Couneil of 27.04.2016 on
the use of passenger name record (PR data for the prevention, detechion. wvestigation and prosecution of
terronist offences and serious crume, OJ L 119, 04.05. 2016, p. 132-149; Proposal for a Dwective as regards the
exchange of information on third countrv nationals and as regards the Ewropean Cnminal Records Information
Swystem (ECRIS), COM(2016) 7 final, Strasbourg, 12.1.2016.

% See Commmmication from the Commission to the European Parliament and the Council "Stronger and Smarter
Information Systems for Borders and Security”™, COM(2016) 205 final, Brussels, 06.04.2016.

"  See Opmion 52015 of the EDPS on the EU-PME  Directive, 24.092013
bttps://secure edps.europa en EDPSWER f'webdav/site/miy Site/shared Docmments Consultation'Ommons 201 5/1
5405-24 PHNE EMpdf Opmion 32016 of the EDPS on the ECEIS Proposal for the exchange of information on
thard county nationals, 13.04 2016,
bttps://secure edps.europa en EDPSWEE webdavzite 'ty Sita shared Documents 'Consultation Opimeons 201 6/1
6-04-13 ECEIS EN.pdf; Opimon 0272016 of the EDFS on the proposed Ewropean Border and Coast Guard
Begulation, 18.03.2018,
https://secure edps.europa. en EDFSWEE fwrebdav/zite 'my Site/shared Documents Consultation Opinions 20 16/1
£-03-18_EBCG_EM.pdf.

* The recent landmark cases of the CJEU i datz protection, particularly Digital Rights Jreland and Schrems
Ulustrate this.

* CIEV, judgments in Akerberg Fransson, C-817/10, parazraph 44, Tawit Tapiriic Eanatami and Others +
Commiszion, C-398/13 P, paragraph 45, and, C-601/15 PPU JN. v Staatzsecretariz van Veilicheid em Justitia,
15.02.2016, paragraph 45,

W CTEU, judgments in Otz and Others, C-199/11, paragraph 47, and Towir Tapiriit KEanatami and Others v
Commiszion, C-398/13 P, paragraph 46 and JN. v Staatzsecretariz van Feiligheid en Justitie, paragraph 46.
YWCIEU, JN. v Staatssecretaris van Veilighsid en Justitie, paragraph 77.

"2 For a detailed analysis of the ECtHR case law on the application of the requitements m Article 8(2) of the
Convention. see Opimmion 0172014 of the Artiele 29 Working Party on the applicaton of necessity and
proportionality concepts and data protection within the law enforcement sector, 27.02.2014.

'* For ECHE, see, for instance, Article 8(2) of the European Convention on Human Rights — "There chall be na
interference by a public authonty with the exercize of this right except such as 15 In accordance with the law and

iz mecessary in a democratic society in the interests of national secunty, public safety or the economue well-
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being of the countrv. for the prevention of disorder or crime. for the protection of health or morals, or for the
protection of the rights and freedoms of others" For the Charter, see Article 52(1) — "Any himitation on the
exercise of the nght= and freedoms recogmised by thus Charter mmst be provided for by law and respect the
essence of those nghts and freedoms. Subject to the pnneciple of proportionality, mitations may be made only if
they are meceszary and gemunely meet objectives of zeneral mterest recogmsed by the Umon or the need to
ante:’tfﬂ.e rights and freedoms of others.”

ECtHE., Handyside vz UL, paragraph 48,
" EC{HE, Handvzide ve UL, paragraph 48, in particular "whilst the adjective ‘necessary’, within the meaning of
Article 10(2), 15 not syvoonvmous with 'Indispensable’ (cf. m Articles 2(2) and 6(1), the words ‘absolutely
pecessary and ‘sinectly necessary' and, 1 Arhicle 15(1), the phrase “to the extent strnctly requuwed by the
exigencies of the situation' (..)".
" See Article 5(4) of the Treaty establizhing the European Union.
" E. Lenzerts, P. Van Nuffel, Furopean Union Law, Sweet and Maxwell, 3rd edition, London, 2011, p. 141.
(Case C-343/09 Afron Chemical, paragraph 43; Folker und Markus Schecke and Ejferr. paragraph 74; Caszes
C-581/10 and C-629/10 Nalson and Others, paragraph T1; Case CU-28%11 Sk Osterreich, paragraph 50; and
Case C-101/12 Schaible, paragraph 297
" For mstance, in Jomed Cases C-293/17 and C-594/12 Diigital Rights Ireland, the Court first establizhed that
the interferences with the nghts protected 1n Arheles 7 and 8 were not necessary (see paragraphs from 51 to
65). This finding, 1o additton to the earlier finding 1n paragraph 4% lead in the end to the finding that the
interferences were not proportionate (paragraph 6%
" Case C-362/14 Schrems. paragraphs 92, 93 - where the CTEU anzlyses necessity and paragraph 98 - where the
CJEU found the 5afe Harbor Decizsion te be mmvalid without making any reference to proportionality before
reachmg this conclusion.
M Sea Joined cases C-32/09 and C-93/09 Folker umd Markusz Schecke, paragraph 77; Case C-473/12 IPL
paragraph 39; Jomed Caszes C-293/12 and C-594/12 Digital Righiz Ireland and Seitlingsr and Otherz, paragraph
52; Casze C-212/13 Rymes, paragraph 28 and Case C-362/14 Schrems, paragraph 92.
M In addition, the following grid could be read together with the Befter Regulation toolbox 24, as it
complements the general assessment regardmg fundamental nghts with specific details concerming the
limitations of the rights to respect for private life and the protection of personal data.
2 CIEU, Digital Rights Ireland, paragraphs 33, 34 and 35.
¥ CIEU, Cases C-463/00. C-138/01 and C-139/01 Osterveichizcher Rundfunk and Others, paragraph 75 and
Diigital Rights Ireland, paragraph 33.
¥ ECtHR. Leander v. Sweden, paragraph 48.
= ECtHR., Amman v. Switzerland, paragraphs 65, 69 and 80.
e regards Article 8 of the ECtHE. see Laander v. Sweden, 26 March 1987, paragraph 48; Rotaru v. Romarnia
[GC]. mo. 28341/95, paragraph 46 and Weber and Saravia v. Germany no. 3493400, paragraph 79, ECHHE
2006-X1 For Article 7 of the Charter, see CIEU, Digital Rights Ireland, paragraph 35.
T CIEV, Schrems, paragraph 97.
** CTEU, Huber, paragraphs 75, 79, 80. 81
* CIEV, Digital Rights Freland, paragraph 28.
HCIEV, Digital Rights Ireland, parazraph 47.
1 See Article 2% Working Party, Opinton WP193 on developments in biometric technologies, 27.04.2012.
I ECHER, 5. and Marper v. UE, paragraph 101. The CJEU incorporated this jurisprudence in its case-law, re-
stating it in one of the first cases on the interpretation of Directive 95/46 (CIEU, Ostarreichizcher Rundfimk and
Orhers, paragraph £3).
* Article 29 Working Party, Opinien 3/2012 on developments in biometnic technologies, 27.04.2012, WP193, p.
8.
3 Article 29 Working Partv, Opimon 32012 on developments m biometric technologies, 27.04.2012, WP193, p.
g
* CIEU, Digital Rights Ireland, paragraph 59.
# Article 29 Working Party, Opinion 92004 on a draft Framework Decision on the storage of data process
and retained for the pamrpose of providing electronic public communications services, WF 99, 8112004,
i1 CIEU. Digital Rights Irsland, paragraph 34 and the cited ECHE. case-law (Liberty and Others v. the Ukited
Eingdom, paragraphs 62 and 63; Rotaru v. Romania, paragraphs 57 to 59, and 5 and Marper v. the United
Eingdom, paragraph 99).
f“ CIEU, Digital Righis Ireland, paragraph 57 and CJEU, Schrems, paragraph 93.
* CIEU. Digital Rights Irsland, paragraph 60 and CIEV, Schrems, paragraph 93.
# CIEU, Digital Rights Ireland, paragraph 61.
' CIEU, Digital Rights Ireland, paragraph £2.
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qﬂ CIEU, Digital Rights Ireland, paragraph 62.
4? CIEU, Digital Rights Ireland, paragraph 63.
* CTEU, Digital Rights Ireland, parazraph 64.

* ECtHR. EKennedv v. UE, paragraph 153.
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