- Council of the European Union
General Secretariat

Brussels, 4 January 2017

CM 1011/17

CYBER
POLMIL
TELECOM
RELEX
JAIEX
COPS

IND

COslI

COMMUNICATION

NOTICE OF MEETING AND PROVISIONAL AGENDA

Contact: cyber@consilium.europa.eu

Tel./Fax: +32.2-281.74.89/+32.2-281.83.14

Subject: Joint Meeting of the Horizontal Working Party on Cyber Issues and the
JHA Counsellors

Date: 20 January 2017

Time: 10.00

Venue: COUNCIL

JUSTUS LIPSIUS BUILDING
Rue de la Loi 175, 1048 BRUSSELS

1.  Adoption of the agenda

2. Information from the Presidency, Commission, EEAS and EU Agencies

Presidency:
- work programme and calendar of events for the Horizontal Working Party on Cyber Issues

Commission:
- update on recent developments in relation to Internet Governance
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EEAS:

- information on the EU cyber dialogues and other international developments

- update on the implementation of the Cyber Diplomacy Toolbox

- update on the OSCE Confidence Building Measures and the COM-CHECK exercise
- update on International Cyber Threat Landscape (poss.)

EU Agencies (EUROJUST, EUROPOL, ENISA)

*k*k

JOINT SESSION

3. E-evidence
- presentation of the Commission of their work programme for 1st semester 2017 and debrief
on the expect meeting on connecting factors for enforcing jurisdiction in cyberspace
- presentation of the final report of the E-Evidence Project

4.  (poss.) Challenges to LEA with regard to criminal investigation in cyberspace
- presentation by EUROPOL/EUROJUST of their updated paper
doc. 5013/17 (to be issued)

5. Encryption - follow-up and future steps
- presentation by the Commission on their proposed work programme
- presentation by ENISA/EUROPOL on their joint positioning paper and initial exchange of
views
doc. 5014/17 (to be issued)
- presentation by EUROPOL on their services to Member States and discussion

6. The Carrier-Grade NAT technology - use and challenges
- presentation by EUROPOL and initial debate

*k*k

7. Prevention and cyber awareness
- presentation by Europol of their prevention and awareness programmes
- presentation by ENISA of the outcome and lessons learned of the cyber awareness month
and Cyber EUROPE 2016 exercise and initial discussion
doc. 5015/17 (to be issued)
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8.  Detection Capabilities - scoping the problems
- presentation by the Commission Joint Research Centre on their related projects & activities
and initial discussion
doc. 5016/17 (to be issued)

9.  Accreditation - the way ahead
- update by the Commission on related work and by Member States on national accreditation
schemes
doc. 5017/17 (to be issued)

10. AOB

NB: Council documents are available on Delegates Portal. A limited stock of documents
produced immediately prior to the meeting will be available in the meeting room. Room
attendants will provide copies on request at the earliest opportunity.

NB: Delegates requiring day badges to attend meetings should consult document 14387/1/12
REV 1 on how to obtain them.
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