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Opinion on the European Travel Information and Authorisation System

With regard to Regulation (EC) Mo 45/2001 of the European Parliament and of the Couneil of
18 December 2000 on the protection of individuals with regard to the processing of data by
the Community institutions and bodies and on the free movement of such data, and in
particular its Article 28(2), I send you an Opinion on the Proposal for a European Travel

Information and Authorisation System.

I have written in similar terms to the President of the European Commission and the President

of the European Parliament.
Yours sincerely,

Giovanni BUT Ie;':.‘_F_’REI_.Ll

oA -

Annex: Opinion on the Proposal for a European Travel Information and Authorisation System

Ce:  MrJeppe TRANHOLM-MIKKELSEN, Secretary-(ieneral
Ms Marlene BONNICI, Permanent Representative of Malta
Mr Ralph KAESSNER. Secretariat General of the Couneil

Contact persons: Lara Smit {tel; 02 2831966}, Priscilla de Loghi {tel: 02 2841246}
= Postal address: rue Wierlz 60 - B-1047 Brussels )
Offices; rus Montoyer 30
E-mail ; edpsiiedps europa.eu - Website: www dps uropa.cu
Tel.; 02-283 19 00 - Fax ; 02-283 19 50
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EUROPEAN DATA PROTECTION SUPERVISOR

Opinion 3/2017

EDPS Opinion on the
Proposal for a
European Travel
Information and
Authorisation System
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The European Data Protecion Supervisor (EDFS) is an independent instimition of the ELT
responsible wunder Article 41(2) of Regulation 432001 ‘With respect to the processing of
persenal data ... for ensuring that the fundamental rights and freedoms of natural persons, and
in parficular their right to privacy, are respected by the Community institutions and bodies ’,
and .. for advising Community mstitutions and bodies and data subjects on all matiers
concerning the processing of personal data’. Under Article 25¢2) of Regulation 43/ 2001, the
Commission is required, ‘when adopfing a legislative Proposal relating fo the protection of
individuals* rights and freedoms with regard fo the processing of personal data...’, fo consult
the EDF5.

He was appointed in December 2014 fogether with the Assistant Supervisor with the specific
remit of being constructive and proactive. The EDPS published in March 2015 a five-year
strategy sefting out how he intends to implement this remit, and to be accountable for doing
50.

This Opinien relates to the EDPS mission fo advise the EU institutions on the data protection
implications of their policies and foster accountable policymaking - in line with Action 9 of the
EDPFE Strategy: Facilitating responsible and imformed policymalking” The EDPS considers
that compliance with data protection requirements will be key to the success of the fumre
European Travel Information and Authorisation System.
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Executive Summary

EU border management policy has witnessed notable developments over the past years, due to
the challenges posed by the influx of refugees and migrants, as well as security concerns
heightened by the attacks in Paris, Brussels and Nice. The situation at present and the need to
guarantee safety within the territory of the Member States prompted the Commission to launch
several legislative initiatives aiming at improving control over persons accessing the Schengen
Area,

One of these initiatives is the Proposal for a Regulation establishing a European Travel
Information and Authorisation System (*ETIAS’), tabled by the Commission on 16 November
2016,

According to the Proposal, the system would ieguite visa=cxempl iravellers to undergo a risk
assessment with respect to security, irregular migration and public health risks prior to their
arrival at the Schengen borders. This assessment would be carried out by means of cross-
checking applicant’s data submitted through ETIAS against other EU information systems, a
dedicated ETIAS watchlist and screening rules. This process will result in granting -or denying-
an automated authorisation for entering the EL,

With the ETIAS Proposal, the EU legislator appears to follow the increasing trend of
addressing security and migration management purposes jointly, without taking into account
the substantial distinctions between these two policy areas, The establishment of ETIAS would
have a significant impact on the right to the protection of personal data, since various kinds of
data, collected initially for very different purposes, will become accessible to a broader range
of public authorities (i.e. immigration authorities, border guards, law enforcement authoritics,
ete). For this reason, the EDPS considers that there is a need for conducting an assessment of
the impact that the Proposal will entail on the right to privacy and the right to data protection
enshrined in the Charter of Fundamental Rights of the EU, which will take stock of all existing
EU-level measures for migration and security objectives,

Moreover, the ETIAS Proposal raises concems regarding the process of determining the
possible risks posed by the applicant. In this regard, specific attention should be given to the
definition of those risks as such. Given that the consequence for an individual eould be 2 denial
of entry, the law should clearly define what the assessed risks are. The EDPS also questions
the existence of the ETIAS screening rules. The EDPS understands that the legislator’'s
objective is to create a tool enahling the aulomatic singling out of visa.exempt third country
nationals suspected of posing such risks. Nonetheless, profiling, as any other form of
computerised data analysis applied to individuals, raises serious technical, legal and ethical
questions. Therefore, the EDPS calls for convincing evidence supporting the necessity of using
profiling tools for the purposes of ETIAS.

Furthermore, the EDPS questions the relevance of collecting and processing health data as
envisaged in the Proposal. He asks for better justification of the chosen data retention period
and of the necessity of granting access to national law enforcement agencies and Europol.

Finally, he provides recommendations for instance on the division of roles and responsibilities
between the different entities involved and the architecture and information sceurity of ETIAS,
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THE EUVROPEAN DATA PROTECTION SUPERVISOER,

Having regard to the Treaty of the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fimdamental Fights of the European Union, and in parficular
Articles 7 and 8 thereof,

Hawving regard to Directive 93/46/EC of the Ewropean Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data®,

Having regard te Fegulation (EC) MNe 452001 of the European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the processing of personal
data by the Commumity institutions and bodies and on the free movement of such data®, and in
particular Articles 28(2), 41(2) and 46(d) thereof,

Hawving regard to Council Framework Decision 2008/977/THA of 27 November 2008 on the
protection of personal data processed in the framework of police and judicial cooperation in
criminal matters®,

HAS ADOPTED THE FOLLOWING OPINION:

I INTRODUCTION

1. The Ewropean Commission’s matiative of establishing a European Travel Information and
Authonsation System (heremnafter referred to as ‘ETIASY) dates back to a Commumication
of 2008 entitled “Preparing the next steps in border management in the European Union™.
In this Commumication, the Commission suggested new tools for the future management
of Europesn borders -notably the Entry/Exist System ("EES "} and the Fegistered Traveller
Programme (“B.TP")- and considered for the first time the introduction of ETIAS, called an
EU Electronic System of Travel Authonisation ("ESTAT) at the time. The EDPS issued

preliminary comments” on this Communication the same year.

[

In February 2011, the Commission issued a Policy Study® analysing four different options
for the introduction of an EU ESTA . The Study reached the conclusion that the conditions
were not met at the time to justify building an EU ESTA. In a Communication’ of 2012
related to Smart Borders, the Commission considered that the establishment of an EU
ESTA should be temporanly discarded but announced its intention to continue the work on
the EES and the ETP.

3. In the Commumication® “Stronger and Smarter Information Systems for Borders and
Secunity”™ of 6 Apnl 2016, the Commission announced that it will assess the necessity,
technical feasibility and the proportionality of establishing a fiure Euwropean Travel
Information and Authorisation System. The same year, the Commission carmed out a
Feasibility Study. which nsed as a benchmark three other existing fravel authonsation
systems in the world: the ESTA in the USA, the €TA m Canada and the eVisiter in
Australia.

L4
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4.

LA

=]

On 16 November, the Commission released the Final Report of the Feasibility Study®
(hereinafter referred to as “2016 Feasibility Study™) as well as the Proposal for ETIAS
(hereinafier referred to as “the Proposal™).

The EDPS welcomes that he was informally consulted by the Commussion services before
the adoption of the Proposal. However, he regrets that due to the very tight deadline and
the importance and the complexity of the Proposal it was not pessible to provide a
meaningful contribution at that time

AIM OF THE PROPOSAL

The EDPS mnderstands from the Proposal and the accompanying documents, that ETIAS
would be an automated IT system created to 1dentify migration, secunty and health nsks
associated with a visa-exempt visitor travelling fo the Schengen Area. He notes that data
processed in ETIAS could also be accessed by national law enforcement authorities and
Europol when this is necessary to prevent, detect and investigate terrorist offences and other
serious criminal offences.

Under the Proposal, all visa-exempt third country nationals will have to msert a set of data
in an online application prior to the date of their tmp. When venfying and assessing the
mformation submitted by visa-exempt travellers in order to grant or deny a trawvel
authorisation, the system will automatically cross-check each application against:
other EU mformahon systems: the Schengen Information System ("5I57), the Visa
Information System (“VIS™), Europol data, the Interpol database for Stolen and Lost
Travel Documents (*5LTD"), as well as possibly the Eurodac database, the future
European Cnminal Records Information System ("ECEIS™) for third country nationals
and the future EES,
a dedicated ETIAS watchlist which will be established by Europol and will consist of
data related to persons who are suspected of having committed or taken part in a
criminal offence or persons regarding whom there are factal indications or reasonable
grounds to believe that they will commit criminal offences,
and screening miles defined within the ETIAS Cenfral System.

Where the automated processing does not report any hit, the system will automatically 1ssue
a travel authonsation. If there is one or several hits, the application shall be manually
processed by the ETIAS National Unit of the Member State of the traveller’s intended first
entry as declared in the application form. The task of the responsible ETIAS National Unit
would be to assess the irregular migration, security or public health nisk and decide whether
to 1ssue of refuse a travel authonsation.

III. MAIN RECOMMENDATIONS

DGD1A

www.parlament.gv.at

1. Impact of ETIAS on privacy and data protection
9. The EDPS notes the growing number of EU policy measures on secunty and migration
issues. In his role as advisor to the legislator, the EDPS is not a prien for or against any
6|Page
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10.

11.

13.

14.

measure but focuses on the question to what extent the choice of the legislator is constrained
by -and if so in accordance with- the principles of data protection.

The EDPS recalls that the nght to the protection of personal data, as enshrined in Article 8
of the Charter of Fundamental Rights of the European TUnion (hereinafter referred to as “the
Charter’), applies to every individual whose data are processed by a controller in the ETJ
whether or not he/she 13 an EIT citizen, a migrant (iregular or nnt] an asylum seeker or a
presumed mnocent. Pursuant to the necessity and proportionality prineiples, as enshnned
Article 52 (1) of the Charter, any interference with or limitation on the exercise of the right
to the protection of personal data must be necessary and genunely meet objectives of
general interest or the need to protect the rights and freedoms of others. The EDPS stresses
that these principles are high-level legal requirements of EU law and as such inevitably
come under scrutiny of the Court of Justice of the ET.

The EDPS first welcomes the attention paid to data protection throughout the Propesal. In
parficular, he notably welcomes the alismment with the definitions in the General Data
Protection Regulation'?, the Directive for the police and justice sectors!! and Regulation
452001 (Article 3(2), (3) and (4)); the provizion of training on data security and data
protection for the European Border and Coast Guard Agency’'s staff working m the ETIAS
Cenfral Unit and the staff of ETIAS National Units before they are authonsed to process
data recorded in the ETIAS Central System (Article 65(2) and Article 66(3)); the reference
to the data protection legal frameworks applicable to the different stakeholders (Article 49);
and the prehibition of transfers and omward transfers of ETIAS data to third countries,
mmternational organisations and private parties i or outside the ET (Article 55).

. According to the Explanatory Memorandum and the decumentation accompanying the

Proposal, the ETIAS as curmently proposed, would contribute -amongst others- to prevent
uregular migration, ensure enhanced internal secunty and protect public health. In thus
context, the EDVPS notes that the Proposal establishes another additional system in the area
of immigratien and security that will collect an even more significant amount of data on
third country nationals (including health and judicial data). The EDPS recalls that both
necessity and proportionality of this scheme are to be azsessed globally, taking into account
the already existing systems m the EU, the nature of the data (including judicial and health
data} and the scale of the envisaged processing operation (all visa-exempt third country
nationals travelling in the Schengen area).

The EDPS notes that the Propoesal is not accompanied by a data protection impact
assessment. that would analyse vanous policy options to achieve the stated objectives,
taking into account all EU-level measures in the same policy area and assess impact on (the
fundamental nghts of) individuals for each option. The EDPS underlines that the lack of
a data protection impact assessment, which is a fundamental prerequisite, does not
make it possible to fully assess the necessity and proportionality of ETIAS as it is
currently proposed. Nevertheless the EDPS underlines a few of the issues which need to
be addressed i this data protection impact assessment such as:

1) The distinct public pelicy areas of immigration and security
The EDPS observes that migration management and secunity purposes are increasingly

assoclated mn the context of granting access to exsting systems for law enforcement
purposes (e.g. VIS and Eurodac'?), building new information systems (e.g. the proposal for

7|Page
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16.

17.

13.

(B
b

19.

an Entry/Exit System') or extending the competences of an existing body (eg. the
European Border and Coast Guard'*).

. By addressing uregular immigration and secunty objectives together and creating a single

database which will contain both migration and criminal related data, the ETIAS Proposal
15 part of this curent frend. This has an mmpact in ferms of data pretection since more
personal data will be collected and be accessed by varnious authonties (Immigration
authorities, border guards, law enforcement authonities, etc). In addition, there might be a
risk of an overlap of tasks and data processing since under the Proposal, both the European
Border and Coast Guard Agency (hereinafter referred to as ‘EBCG Agency”) and Europol
will -to some extent- be mvolved mn secunty nsk assessment. The EDES would ike to siress
that, while there might be synergies between nugration and mtemal secunty, these are two
different areas of public policy with distinet objectives and key actors.

2) The nsk of unbalanced treatment between visa-exempt travellers and visa-required
travellers

The EDPS questions whether the Proposal does not create a more intmsive regime for visa-
exempt travellers than for visa-required travellers since more data will be centralized at EU
level m ETIASY than in the VIS. As a consequence more data may also be accessed by
various authorities having an access to ETIAS. Besides, the EDPS notes that data of the
applicant for an electronic travel authorisation will be cross-checked with specific nsk
mndicators and a watchlist, which are not used to deliver a visa.

3) The redundancy of ETIAS with API and PNE. data processing

Moreover, the EDPS questions the redundancy of the ETIAS with Advance Passenger
Information ("API") and Passenger Name Fecord ("PNE") data already collected on visa-
exempt travellers before they reach the Schengen area. The EDPS notes that for all visa-
exempt third country nationals travelling by air, much of the information to be collected by
the ETIAS is already collected through API and PINE. data to assess passengers prior to
their amival on the Schengen termitory (once the system will be up and running). The EDPS
wonders whether the ETIAS would not duplicate available information in this context.

In conclusion, the EDPS stresses that a privacy and data protection impact assessment
of ETIAS should take stock of all EU-level measures taken for migrafion and security
objectives and analvse in-depth their concrete implementation, their effectiveness and
their impact on individuals® fundamental rights before creating new systems involving
the processing of personal data. This analysis should also take into account the policy
area in which these measures apply and the respective role of the kev actors invelved.

Defining the objectives of ETIAS

The EDPS recalls that according to the purpose limitation principle, which 15 at the heart of
data protection, personal data mwmst be collected for specified, explicit and legitimate
purposes. The purpose(s) must be detailed enough to determine what kind of processing is
imcluded within the specified purpose. Only a clear defimition of purpeses will allow a
correct assessment of the proportionality and adequacy of the personal data collected.
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. The EDPS also underlines that a definifion of the purposes is not only fimdamental from a

data protection perspective but 1s also essential to ensure the efficiency of the system: How
could a competent authority assess whether an individual poses an imegular migration
and/or security risk without a clear definition of what these terms encompass?

. Article 1 of the Proposal mentions that ETIAS aims at deternuning whether the presence of

a visa-exempt traveller in the temtory of the Member States poses an oregular migration,
security and/er public health nsk. The EDPS notes that the Propesal defines the public
health risk by referring to specific categories of diseases'® but does not define security and
trregular migration nsks.

. (Immigration 15 usually identified in a binary way as esther legal (regular) or illegal

(irregular). However, in practice imegular migration can mvolve a wide spectrum of
viclations of immigration and other laws; ¢.g. entenng into a Member State without the
necessary authornization or documents, overstaying a visa-free travel period, absconding
during the asylum procedurs or failing to leave a host Member State after a negative
decision

. The EDPS notes that the Proposal does not clearly specify the categones of violafions of

immigration (and other) laws that may pose a nsk of uregular migration. He understands
through various provisions of the Proposal that overstaying or being subject to a refum
decision would -amongst others- be elements to be considered to assess the nisk of tregular
migration. The EDPS recommends to better consider which violations of (im)migration
laws should be taken into account. The gravity of the infringement is different whether a
third country national has entered into a Member State using false documents or he has
overstayed for a couple of days.

. As regards secunty risks, the EDPS notes that the Proposal also dees not define them.

Securnity means at basic level maintaining public order and safety. This may accommodate
a plethora of sitwations, ranging from vandalism to terrorism acts. Although this 15 not
clearly specified in the Proposal, the EDPS understands that a key element to assess secunty
nisk would be whether or not the third country national 15 suspected of or has been comcted
for criminal offence(s). As for immigration risks, only serious criminal offences should be
considered to determine security risks.

. The EDPS recommends to include a definition of irregular migration risks and

security risks in the Proposal. The definition of irregular migration risk should specify
the categories of serions violations of immigration laws (for evample, defining a gravity
threshold of the vielation) that may pose a visk of irregular migration. As regards the
definition of security risks, the EDPS recommends to consider which criminal offences
are to be targeted, bv also considering those defined in Article 3({1)3(m) of the Proposal.

ETIAS screening rules as a profiling tool

FProfiling through ETI4S

26.

Article 28(1) of the Proposal provides that ETIAS application files will be assessed against
ETIAS screeming rules defined as “an algorithm enabling the comparizon between the daia
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recorded in an application file of the ETIAS Central Svsiem and specific risk indicators
poiniing to irregular migration, security or public health risks "

. Article 28(2) lists the kind of information to be taken into account for the identification of

the mregular migration, secunty or public health nsks (fe stafistics and mformation
provided by Member States), while Article 22(4) contains a list of data upon which the
ETIAS Central Unit will establish the specific nsk mdicators. The ETIAS Central Unat will
be in charge of defining and adapting these specific risks indicators after consultation with
the ETIAS Screening Board, composed of representatives of Europel and of each ETIAS
Wational Units (Article 28(5)). Article 28 further specifies that the algonthm will be stored
mn the ETIAS Cenfral System and the Commussion will adopt delegated acts to further
specify the iregular, secunty and public health nsks. Nonetheless, in accordance with what
the EDPS mentioned before, prior specification of the exact meaning of these nisks 1s
required’.

. The EDPS understands that the objective of the ETTAS screening miles 15 to create a tool

enabling the automatic singling cut of visa-exempt third comtry nationals suspected of
posing m‘eglﬂar migration, security of public health nisks. This tool will potentially have
adverse consequences on such persons as the aim is, ultimately, to prevent them from
entering the termitory of the Member States. For the sake of clnnt:. and transparency, the
techmique of data processing proposed in Article 18, which clearly constitutes
profiling, should be explicitly named as such, so that all necessary safeguards for such
processing be provided for.

Impact assessment covering profiling

29

30.

Profiling, as any other form of computenised data analysis, when used in the process of
decision makmg that affects mdividuals, rases semous techmical, legal, and ethical
gquestions. Cne major concem regarding profiling is the fact that 1t 1s md.lspﬁnsabl} related
to a high degree of generalisation and uncertainty regarding both the correcmess of the
predicted behaviours, and the accuracy of atmbunng detected pattems” cormrelations to
parficular features of the mdividuals. Furthermore, the assessment of individuals from the
perspective of a created profile, requires not only prior categonsation of a person, but may
also result in the unjust or prejudicial treatment of certain categories or groups of people!®.

Therefore, the EDPS is concemed whether the use of the ETIAS screening rules will be
fully in line with the fundamental nghts enshrined in the Charter, particularly with the rights
te privacy, data protection and non discnmunation The EDPS recommends that “the
proposed ETTAS screening rules be subject to a prior comprehensive assessment of
their impact on fundumenml vights, which will alse assess the necessity and
proportionality of using such tool.

Necessity of profiling tools

DGD1A

www.parlament.gv.at

31. In addition to being assessed against ETTAS screeming muiles, the ETIAS Proposal foresees
that every application entered imnto the ETIAS Central System will also be automatically:
- cross-checked against information m other EU IT systems listed in Article 1802}, and
- matched against specific values (e.g. a phone number or an IP address) included m the
ETIAS watchlist established pursuant to Arficle 29.
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32. While the method of screening miles relies on data analvtics and constitutes pmﬁ]jng. these
two methods rely on the companson of ETIAS data with information available in EU
databaszes or gathered in the watchlist in search for potential cormmespondences (“hits™).
Information stored in other IT systems and the watchlist should be more reliable than a
screening against a non-ransparent profile created b} an algcmﬂ]m Therefore, the EDPS
mvites the legislator to reflect on the necessity of using screening rules for the purposes of
ETIAS, while the Proposal provides for other instruments for examuning whether the
presence of the applicant on the termtory of the Member States would pose an irregular
migration, security or public health nisk.

33. The EDPS calls for convincing evidence supporting the necessity of using profiling
tools for the purposes of ETLAS and, guod non, encourages the legislator to reconsider
to which extent the use of profiling is necessary with the purposes to be achieved.

FProportionality

34. If proven necessary, the use of prefiling tools should alse be proportionate. The EDPS
welcomes that the Commission draws attention to the fact that the nsk indicators shall be
targeted and proportionate. The EDPS questions whether the Proposal prowvides safeguards
to achieve this goal and ensure a sufficient level of protection of fundamental rights.

35. The Proposal provides for the assessment of all visa-exempt third coumiry nationals’
applications against ETIAS screening rules®, while only a limited mumber of them may in
reality pose certain types of risks and be denied a travel anthorisation. These automated and
non-transparent operations on persenal data entail as such a senous interference with the
fimdamental rights of an unlimited number of applicants, who would be subject to profiling;
it should be balanced against the expected outcome of such a tool.

36. Furthermore, depending on the method used to develop the specific nsk indicators, which
could be construed m a very broad manmer, the number of people denied antomated
authorisation due to a hit based on the screening rules may be relatively high, even though
these persons do not actually present a risk.

37. The EDP5 welcomes that in case of denial the application will ke firther processed
mamually by ETIAS Nabonal Umits {Arhcle 227). However, a demal of automated
anthorization 15 a decision which can substantially affect the applicant. Given the lack of
transparency in the process of creating profiles, one can doubt of the effectiveness of the
manual processing of applications camed out by the ETIAS Central Unit or ETIAS
National Units. How could a real in-depth scrutiny of the detected potential risks be
guaranteed as staff of these units might not themselves know or understand the reason for
the refusal of travellers’ authonsations? The EDPS does not see m the Proposal any
mstruments allowing the ETIAS Central Unit or ETIAS National Units to assess the hit
based on ETIAS screening rules on its merits.

32. Simularly, the EDPS has doubts regarding the effectiveness of the nght to appeal exercised
by an applicant, when the authonisation 15 refused following a match with a profile. In order
to provide an applicant with a true legal remedy, the Member State m charge of this
procedurs would have to be able to know and understand the rationale behind the nsks’
recognition. The applicant whose authorisation has been denmied would also need to
understand this decision in order to have a chance to have it overtured by an appeal body.
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Risk of discriminaiion

39,

40

41.

43

The Pmpusal prohubits estahhshmg the specific nsk mdicators based on a person's race or
ethnic ongin, political opinions, religion or p]:l.llusop]ucal beliefs, trade union membership,

sexnal life or sexual omentation. This may however not entirely reduce the nsk of
discrmination based on such criteria. According to Article 28(4), the data used for
establishing the specific nsk indicators will encompass, among others, current nationality,
couniry and cify of residence of an applicant, as well as sex and current occupation.

. The EDPS would like to point out that, although the nsk indicators will not be directly

established with the use of such cntena, the cutcome might in fact be very similar as if they
were used. Information such as nationality and a place of residence, especially while
combined with other data, may allow for making a reasonable assumption of the applicant’s
race or ethnic ongin. Similarly, the nsk indicators canmot be based on the trade union
membership, but they mught be established on the information concemning current
occupation. These types of mformation are very closely linked, and therefore profiling on
such basis would not truly prevent the risk of discrimination.

For all the reasons explamed above, the EDPS calls on the legislator to demonsirate the

necessity and proportionality of the profiling in a thorough data protection impact
assessment.

Health data

. One of the objectives of ETIAS 15 to assess whether a visa-exempt thurd couniry national

may pose a public health risk prior to his'her armival in the Member State. For this purpose,
apphr:ants for a travel authorisation will hawve to answer back ground questions related to
their health when filling in their request through ETIAS. Arficle 15(4)(a) provides that any
applicant would be asked whether he or she is subject to any disease with epidemic
potential as defined by the International Health Fegulations of the World Health
Organisation or other infectious or contagious parasific diseases. The content and format
of these questions must be determined later on by the Commussion by dflegated acts. The
only data relevant for pubhr health purposes StﬂIEd]]lETL'!LS are the “yes™ or “no™ answers
to the background questions related to health. A “yes” answer to any of the background
guestions would mgger a manual follow-up of the application and require the provision of
additional mformation from the applicant.

Data concerning health are particularly sensitive data that deserve a higher level of
protection™.

. The EDPS welcomes that consulitation of health data in ETIAS has been limited m the

Proposal in such a way that they could not be accessed for law enforcement purposes,
nen‘her by national law enforcement authorities (Article 45(2)), nor by Europol (Article
25(3)). However, the EDPS questions the added value of processing and collecting health
data through the ETIAS system for the purpose of contributing to the protection of public
health in the ETJ as provided for in the objectives of the Proposal (Articles 1 and 4).

. Health data will be collected dectly from the fraveller without any possibility to check

the accuracy of these data. Even if the applicant has answered truthfully to the questions
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46.

47.

48

48,

th
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related to lus or her health, the ETIAS authonsation would be valid for 5 years and for
multiple travels, while a persen’s health situation 1s reasonably expected to change duning
such a period of time and there is no possibility for the applicant to modify the data
submitted in the online application form. Therefore the health data stored could become
outdated and irrelevant to serve the public health purpoeses.

In this regard, the 2016 Feasibility Study provides that, while public health risks (e.g. the
elinination of tuberculosis) have recently been lughlighted as a priority for the EU, there
15 a linuted link between achieving this goal and collecting health information from all visa-
exempt third country nationals®. In fact, the Study explains that the countries concerned
by those misks are those with which the EU 1s only m the process of negofiating visa
liberalisafion agreements. This alse brngs the EDP5S fo question the relevance and
efficiency of using ETIAS as currently proposed to contribute to the protection of public
health

Fecital 48 to the Propesal provides that the ETIAS system will be mteroperable with
exishng systems, such as for instance the SIS, the VIS or ECEIS in order fo assess the
security, irregular migration or public health nsk that could be posed by wisa-exempt
travellers to allow cross-reference between those systems. However, none of these systems
concerns health issues and are therefore imelevant to serve the public health purposes of
ETIAS.

The EDPS doubts that the processing of this particularly sensitive category of data on such
a large-scale and for this peried of ime would meet the conditions laid down in Article
52(1) of the Charter and accordingly be considered as necessary and proportionate.

The EDPS guestions the relevance of collecting and processing health data as
envisaged in the Proposal due to the lack of their reliability and the necessity to
process such data due to the limited link between health risks and visa-exempt
travellers.

Access by law enforcement anthorities

. The Proposal envisages from the outset access by national law enforcement authonties and

Europol to ETIAS Central System for the purposes of the prevention, detechion and
mvestigation of terronst offences or of other senous criminal offences (Article 1(2)).

. Granting access to ETIAS for law enforcement purpeses would fit into a general rend

observed in the EU in the past years of granting these authonities access to large-scale IT
systems for borders and migration - similarly to Eurodac and VIS and the proposed EES
and ECRIS™. Access to existing and future EU databases by law enforcement authorities
and Europol should not become the principle, but rather be allowed in limited cases where
the need and proportionality of granting such access 1s fully justified and demonstrated.

. The EDPS considers that access to ETIAS for law enforcement purposes should only be

provided for in the Proposal on the condition that such access be proven necessary and
proporticnate.
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33. In the Explanatory Memorandum, the Commission provides that “it is imperafive that
competent law enforcement authovifies, have access to relevant and clearly defined
information in ETIAS, when this is necessary fo prevent, defect and invesifigafe terrovist
offences or other serious criminal offences "=,

34. However, the Commussion does not mention the future EES that would contain
mformation on all third country nationals -both visa-required and visa-exempt travellers-
entering the Schengen Area and would alse be accessible to law enforcement authonties.
The dataset stored in the EES would be almost similar to the dataset of the VIS (except for
data related to the visa itself, e g. the visa sticker)™* and complements this information by
adding records of entries and exits of all travellers. The EES wonld thus be able to offer at
least the same level of mformation on wisa-exempt flurd country nationals to law
enforcement authonties as the VIS for visa-required third country nationals. The EU PINE
will also be accessible to law enforcement authornifies and Ewropol and contam farther
mformation on all air passengers, whether or not they detan a visa.

55. Furthermore, the Commussion refers to the VIS as an example of system for which access
for law enforcement purposes has proven effective. The Commussion supports this
statement by referming to the fact that “Aecess fo data confamed in the Visa Information
System (TVI5) for law enforcemeni purpose has already proven effective in helping
investigators to make substantial progress in cases related fo human being trafficking,
terrorism or drug trafficking. The Visa Information System, however, does not contain
data on visa-exempt third-country nationals "*. The EDPS points out that “effective” is
not the same as “necessary” in terms of data protection”®. Furthermore, the Report on the
evaluation of the VIS system released by the Commussion late 2016, concludes that its
evaluation as regards law enforcement access “remain fragmentary and inconclusive ™.

56. Given the above considerafions, at this stage the EDPS recalls the need to provide
convincing evidence supporting the necessity of making ETIAS data available to
national law enforcement authorities and Eulnpnl The EDPS recalls that necessity
and proportionality of new schemes are to be assessed both globally, taking into
consideration the already existing large-scale IT systems in the ET, and specifically,
in the specific case of the third country nationals concerned who are legally visiting
and entering the EUE

IV. ADDITIONAL REECOMMENDATIONS
1. Data quality and data minimisation

37. The EDPS recalls that according to the data quality and data mimmisation prnciples,
personal data must be adequate, relevant and limited to what 15 necessary in relation to the
purposes for which those data are processed.

Relevance of the data collected from the applicant
52, Article 15 of the Proposal lists the data on the applicant that will be collected through the

app]icaliun form. The 2016 Feasibility Study on ETIAS explans that thers will be
maximm 26 data fields in the ETIAS application form to be filled, instead of 44 as it is
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m case of visa application®. Nonetheless, the EDPS notes that, these numbers are hardly
comparable, becanse according to the Proposal, all collected data (including health and
judicial data) will evenimally be cenfralised and stored i ETIAS. Therefore, in practice,
more data will be stored in ETTAS than in the VIS.

39. Regarding the specific types of data collected m ETIAS, the EDPS would like to reiterate
that there is a need for an in-depth assessment of necessity of each type of data processed
for the purposes foreseen in the Proposal. The EDPS fails to consider all types of data
listed in Article 15 of the Proposal necessary for the security, migration or public health
purposes. Hence, he insists on the need for justification m this respect, with the special
attention paid to data such as for mstance education of the applicant, current occupation or
IF address.

60. In addition, the EDPS notes that while the watchlist established by Europol will be based
on terronist offences and other serious criminal cffences (Article 29), the background
questions the applicant has to answer to refer to the conviction of any criminal offence in
amy couniry (Article 13(4)). The EDPS considers that a number of offences (eg. traffic
offences subject to criminal sanctions) would a prion not be relevant for the purposes of
ETIAS He recommends that the information collected in relation to criminal offences
should be strictly limited to tervorist offences and serious criminal offences as defined
in Article 3 (1) (I} and (m) of the Proposal (i.e. the offences which comespond or are
equivalent to those refemmed to Atticles 2(2) of Framework Diecision 2002/584/THA | if they
are punishable under national law by a custodial sentence or a detenfion order for a
maximum period of at least three years).

Relevance of information collected fiom other systems

§1. The Proposal sets up a system that will be interoperable with other police, judicial and
mmmigrafion systems m order fo cross-check informaton contamed in ETIAS against
mformation recorded mn these systems. The EDPS notes that cross-checking data available
m ETIAS with all information contained in other systems may not be relevant for the
ETIAS purposes. For mstance, the EDPS questions how an alert in the SIS on persons
sought to assist in a judicial procedure as witness would be relevant to address inmmigration.
secunity or health nsks. Simularly, not all cnmunal offences for which the applicant have
been convicted and that are stored in the ECRIS system are relevant for the purposes of
ETIAS. The EDPS therefore recommends to define precisely which information in

other svstems is relevant to the purposes of ETTAS and to stvictly limit the cross-check
of ETIAS data with this information.

2. Diata retention

2. Article 47(1) of the Proposal foresees that each ETIAS application file will be stored m
the system:

a) for the validity peniod of the granted authonsation,
b} for the followimg five years from the last entry record of the applicant stored m the EES,
or

¢} for the following five years from the last decision to refuse, revoke or anmul the travel
authonsation.
15|Page
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63. When choosing the data retention period, EU data protection standards call for a penied of
time as short as possible in relation to the purpose pursued®.

Five years of the validity period

64. The EDPS takes note of the five-year peniod of validity of ETIAS authonsations (Article
3002)). The penied of validity chosen for ETIAS authorisations will directly impact the
retention peried of personal data stored in the system.

65. The 2016 Feasibility Study argues that “Convenience for fravellers advocates for the
longest period possible” and mentions that “cesis and werkload related fo application
management would also benefit from the longest period pessible™. However, the
advantages of a long validity period wonld be counterbalanced by the fact that “with time,
the risk assessment performed after the application is submitted loses relevance as the
person s situation may change”. The Study concluded that a validity period from two to
five years would be the most appropnate solufion.

6. The EDPS guestions the choice by the Commission of the longest penod of five years
envisaged by the 2016 Feasibility Study instead of a shorter one.

Five years from the last entry record

67. In the majority of cases™, the data retention period for ETIAS would in practice match the
one of the EES - in accordance with point b) of Article 47(1).

52. A.ct_'nrdjng to the Explanatory Memorandum to the Proposal, the Commission wants to
ensure “thar both the entry record and the related travel authorisation are kept for the

same duration”™ to allow that each entry of a visa-exempt third country national in the
EChEng Area will be linked to a travel authorisation in ETIAS and a cc:n‘espundmg entry
record in the EES.

§9. The EDPS considers that the fact that the proposed retention period for ETIAS data would
be aligned on and coherent with the retention period of the EES -which is itself aligned on
the retention period of the VIS- does not per se justify this choice®.

Five years from refusal, revocation or annulment

70. The EDPS does not see the need to keep the denied, revoked or annulled ETIAS
application for a period of time as long as five years - in accordance with point ¢ of Article
47(1).

Other commenis

71. Should the need for the three above-menfioned data retention penods be demonsirated, the
EDPS pomnts out that, if the mfention of the Commission 15 mndeed to maintam a lnk
between the travel authonsation in ETIAS and the related enfry record in EES, 1t is not
clear from point b) of Article 47(1) that the starting point of the ﬁve—wa.rretentmn peniod
for ETIAS application files is the last entry record registered in the EES on the basis of the
corresponding travel authorisation.
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. Furthermore, the EDPS wonders what would be the added value of keeping the content of

the whole ETIAS application file beyond the validity peniod of the travel authonsation and
for as long as the mn‘espundmg entry record. The sole mformation of the status of the
application file (i.e. “granted” or “demed”) and not the content of the whole application
file could be sufficient for the purposes of the EES.

. The EDPS also wonders what would be the added value of storing “yes™ and “no™ answers

to the backgromnd questions for such leng penods of time. In addition to the fact that
ETIAS data are of lower reliability given that they are purely declarative and collected
from the applicants, answers to the very same background questions might truly change
over the course of five years.

. The EDPS asks the legislator to better justify the chosen data retention periods in

Arricle 4T(1) (a), (b) and (¢} 50 as to ensure that storage of ETIAS data will be limited
to what is strictly necessary for the purposes of the system. The EDPS also
recommends setting different data vetention periods for the different categories of
data stored.

Interactions with other information systems

. The EDPS notes that ETIAS would be inferoperable with other police, judicial and

immigration systems. The EDPS stresses that each of these systems has been created for a
specific purpose which may not be compatible with the purpose of ETIAS. As an example,
the purpose of the Eurodac system 13 to assist in determuning which Member State 15 to be
responsible for examining an appllcahnn for international protection and to facilitate the
application of the Dublin Regulation®. It is not intended to assist in identifying
mmmigrafion risks. Simalarly, the pending Proposals to amend the legal basis of existing
systems (7.e. Ewrodac, 5IS ]I ECEIS) or to create new ones (i.g the EES} also provide for
specﬂic purposes which may differ from the purposes of the ETIAS system. In particular,
the EDPS tnderstands that the objectives of an ECRIS including convictions on third
country nationals is to assist and provide judges and prosecutors with easy access to
mformation on the criminal history of persons concemed.

. The EDPS is not aware of any E‘ﬂmpﬂtl]]]]ll"l assessment in-between the respective

purposes of the svstems referr ed to in the Proposal and the stated purposes of the
proposed ETIAS, He stresses that following the outcome of the assessment, changes
in legal bases of the other systems as well as additional conditions may be require-:].
He comsiders that, before considering the access to and the use of data collected and
processed in other systems, such an assessment is essential.

. Data subject rights and remedies

. The EDP5 welcomes the possibility for data subjects to appeal the refusal of a travel

authonsation, enabling them to file actions in the Member State that took the decision and
m accordance with the national law of that country (Article 31).

. However, the EDPS considers that some of the grounds for refusal listed in Article 31(1)

are as such not siraightforward encugh, e g the applicant “(h) poses an fregular
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30.

21.

6.

83.

migraiion risk" or “fc) poses a securiiy risk”. The applicant should receive sufficiently
clear mdication of the ground(s) for refusal in order to efficiently exercise his appeal and
contest the reasons for the refusal. The EDPS recommends further specifving the
information to be provided to applicants in case of a refusal of anthorisation, notably
if the refusal is due to a hit with any another IT syvstem. This would also allow the
applicant to know for which system he should exercise his nights of access to personal data
concemning him m that system, and possibly lus nghts of rectification and/or deletion in
case an error has been found or his data have been processed unlawfully.

. The same should apply accordingly in case the ETIAS authonisation has onginally been

granted and is later annulled or revoked (Articles 34 and 35).

Independent review of the conditions for access

Should the need and proportionality of using ETIAS as a law enforcement tool be
demonstrated, the conditions of such access would then have to be strictly regulated. The
EDPS takes note of the condibions for such access to ETIAS data in Article 45 of the
Proposal. The EDPS welcomes Recital 35 of the Proposal which provides that access
request to ETIAS data by law enforcement authonties will “be subject fo a prior review by
a court or by an authority providing guarantee of full independence and impartiality”. The
EDPS considers that such a prior independent review is of utmost importance and
recommends to specifically mention it in Article 45.

However, the EDPS considers that Arficle 44(2) creates a certain ambiguity. On the one
hand, Article 44(2) provides that Member States will have to ensure that law enforcement
authonties’ requests for access undergo an efficient and timely venfication that the
condifions of Article 45 are fulfilled mn accordance with their national law and procedural
law. Article 44(3) then says that, if the conditions referred to in Article 45 are fulfilled the
central access point will have to process these requests and fransmit the data. On the other
hand, Fecital 37 of the Proposal provides that ETIAS Natonal Units should act as the
central access point and should venfy that the conditions to request access to the ETIAS
Ceniral System are fulfilled in the concrete case at hand.

. Read together with Fecital 35, Article 44(2) suggests that there will be another actor

mvolved, i.e. a court or an [other] independent and impartial authority, that will venfy the
fulfilment of the conditions in-between the transmission of the request to the central access
pomnt and the processing of the reguest by the central access point if the conditions of
Article 45 are met. On the contrary, Recital 37 clearly assigns this role to ETIAS National
Units acting as central access points. The EDPS therefore recommends clarifving the
procedure for access.

Division of roles and responsibilities

In data protection legslation, the term “controller” refers to the entity that defines the
purposes and means of the processing. Where the purposes and means of the processing
are determuned by law, the law may also include (the cnitena for) designating the controller.
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26.

27,

38.

39.

90.

. The division of roles and responsibilities as regards the proposed ETIAS system 1s quite

complex and the EDPS appreciates the effort to clearly delineate them in the Pmpnsal The
EBCG Agency will be controller, while en-LISA will be processor (Articles 50 and 51).
The Proposal also provides that eu-LISA will be in charge of the development of the whole
system and will be responsible for its security. According to the Proposal, it appears that
eu-LISA will carry out these roles without the EBCG Agency’s involvement.

. While of course the purposes (and to a certain extent the means) for ETIAS are defined in

the Proposal, the controller is accountable for implementing appropnate techmical and
organisational measures to ensure that the processing 15 cammed out in accordance with data
protection rules, as well as should be able to demonstrate that this 1s the case (e.g. providing
evidence that mformation secunty 1s properly managed).

With the distribution of roles as included in the Proposal, the EBCG Agency could find
itself m a position where 1t could be held accountable (as controller) for matters being
outside of the scope of its influence (g.g. how eu-LISA manages information security in
ETIAS), as they are exclusively allocated to eu-LISA.

The EDPS recommends a more accurate description of the division of roles between
the EBCG Agency and eu-LISA by considering, where appropriate, their designation
as joint controllers*.

Prior verification of Europol requests of access by the EDPS

Under certain conditions, ETIAS data would be accessible to law enforcement authorties.
Article 4402} of the Proposal provides that Member States shall ensure “that according fo
[their] national law and procedural law a request for consultation undergoes am
indgpendent, gfficient and timely verification”. The Explanatory Memorandum clarifies
that thus refers to venfication by “a court or by an authority providing guaraniees of full
indegpendence and imparfiality ™.

According to Arficle 46 of the Proposal, Europol shall also have access to ETIAS data
under simmilar condifions as national law enforcement authonfies (e g the consultation 1s
necessary in a specific case, other databases have yielded no results, etc). Smularly to
access by national law enforcement authonfies, access by Euwropol i1s subject to prior
verification, assigned to the EDPS in the Proposal, “where appropriate in accordance with
the procedure of Article 44 of Regulation (EU) 2016/794".

Most importantly, the EDPS 15 not a functional counterpart to the anthonfies in charge of
authorising access on the national level. On the national level, the verifying authonties
would be courts or other smular authomfies {dependjng on the national legal system:
investigating judges, public prosecutors, etc). It is true that there curremtly is mo clear
eqmvalent on the European level - the Evropean Court of Justice does not have such a role
in authonsing individual investigative measures and the European Public Prosecutor 15 not
established et (and 15 likely to have a different remat than Exropel). The role of the EDPS
15 to monitor and check compliance with data protection rules, not to authonise mdividual
mvestigative activities. The EDP5 has recommended that venfying awthonties be
independent of the authonty whose activities they authorise®®, but it does not follow that
the EDPS should be the wrnf}mg authority.
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91.

93,

Furthermore, under the procedure of Article 44 of Regulation (EU) 2016/794*% on Europol,
if a case concerns data onginating from a Member 5tate, the EDPS has to consult that
Member State’s Data Protection Authority ("DPA”) before taking a decision. In the case of
a revoked or anmulled travel authornisation (decision taken by an ETIAS National Unaf), the
data can be considered to fall under this provision. In such consultations, the EDPS can set
the deadline for the Member State’s DPA to reply between one and three months®. In
“extremely urgent”™ situations, the EDPS can take immediate action and inform the
concerned DPA afterwards, justifying the wrgency as well as the action taken. This appears
to be mtended to be an exceptional simation, and not as standard operating procedure.
While the Proposal does not define or detail what is to be understood by “gfficient and
fimely” prior venficafion (Arficle 46(3)). 1t appears that the timescales expected are
significantly sherter than what the procedure under Article 44 of Regulation (EU) 2016794
15 capable of delivening. As currently drafted, the procedure could thus put the EDPSin a
position where it legally cannot deliver what he is requested.

. For the reasons mentioned above, the EDPS recommends to designate an independent

verifving anthority other than the EDPS.

Verification by the ETIAS Central Unit

Two aspects of ETIAS are not described in enough detail neither in the Proposal nor in the
Explanatory Memeorandum: the kind of searches to be performed on other mformation
systems and the way they would be performed; and the kind and amowunt of information to
be contained m a hut. According te Article 3(1)k) of the Propesal, hit means “the existence
af a correspondence established by comparing the persomal data recorded i an
application file of the ETIAS Central Sysrem with the persenal data stored in a record [._.]
in an mformation system queried by the ETI4S Central System [ . From this definition,
the hit can be yimderstood as purely a Boolsan field which only possible values are frue or
false. In relation to how the searches are going to be performed, the EDPS understands
from Article 19(3) that they will provide inconclusive answers as to the identification of
the applicant™. In case there are inconclusive searches associated with an application, the
ETIAS Central Unat 15 supposed to have the capacity to “verifi whether the data recorded
in the application file corresponds o the data present in ong of the consulted information
systems/databases [ ]9

04, However, how can the ETIAS Central Unit perform that venfication when the only

information available to the ETIAS Central Unit is the application file and the hit'no-hit
information? There are only two possibilities: a hif will contain in reality more information
that what i1s nght now i the cwrent Propoesal exposing the information in the systems
mterconnected to ETIAS to the different parties invelved in any checking, i.e. the ETIAS
Ceniral Unit and ETIAS National Units (which may or may not have a legal basis for
accessing that kind of information); or ETIAS Central Unit and ETTAS Mational Units are
supposed to have access to all the information systems the ETIAS will be querving. Both
scenarios require a revision of both the ETIAS Proposal but also of the legal texts of all
the systems accessed by ETIAS.

03. The EDPS recommends clarifving how the verification by the ETIAS Central Unit

can be performed. Onece this is clear, the legislator should introduce any required
changes in the Proposal so that (a) the access by the ETIAS Central Unit to the
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6.

7.

98.

99.

information required to verify the applications is completely specified and/or (b)
eliminating the role of the ETIAS Central Unit as verifier of inconclusive applications.

Architecture and information security

With so many different entities accessing the data, and the ETIAS Central System accessing
50 ALY others, the coordination of information security 1s of paramount importance as any
of the information systems or enfifies involved will be as secure as the weakest link. Also,

proper information security cam only be achieved through a proper amalysis of the
mformation secunty nsks the mformation system 15 subject to. Even if the information
securty measures contained in the Proposal could be considered as a mmimum baseline,

the EDPS stress the mmportance of performung a proper mmformaton securtty sk
management as mandated by Article 22 of Eegulation (EC) No 45/2001, also mentioned in
Article 52 of the Proposal.

ETIAS would introduce a fundamental change to the cwrent architecture of large scale IT
systems hosted and managed by eu-LISA: from a closed environment accessible only to
Member States and, maybe, some other European Union entities, a door will now be opened
to the whole internet™. The information security consequences of such a decision cannot
be underestimated and a proper analysis needs to be mandated, performed and revised.
Also, no systems before have shared infrastmucture like it 1s proposed to do with ETIAS
and EES: again this kind of architectural technical decision needs to be very well thought
and documentary supported and a specific analysis of the nsks of any solufion needs to be
envisioned and performed by en-LISA.

Furthermore, the Proposal i1z very detaled regarding the architecture of the system,
linuting the technical choices that may be adopted when analysing and defining the
techmical solufion(s). The proposed regulation should not mandate any specific
architectural decision unless it has impacts on other parts of the regulation but it should
mandate a proper data protection and secunty analysis to gmide the development of the
system.

Finally, Article 63 of the Proposal descnbes the development and operational management
responsibilities for the ETIAS system. However, there are not any menfions of data
protection or secunty: Any new system, and any major change to an existing system (in
this case not just one but EES, VIS, the Europol data, SIS, Eurodac and ECRIS*?) can only
be professionally achieved by: (1) following a proper security process which includes a
detailed amalysis of the mformation secunty nisks, and (2) following data protection by
design and by default principles.

100 Moreover, the Proposal charges the Commission to “adept detailed rules [. ] on the data

proteciion and security rules applicable [.]. Those implsmenting measures shall be
adopted in accordance with the examination procedure referred fo in Article 792" e.g.
conceming the public website and the mobile app for mobile devices*, access to data for
verification by carriers*’ or regarding the use of data for reporting and statistics*. In all
those cases, the Proposal should impose the need to base those defailed rules on data
protection and secunty on information secunty sk management and data protection by
design and by default, respectively.
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101.The EDPS recommends adding the obligation to perform and maintain an
information security risk assessment and to follow the principles of data protection
by design and by default to Article 63.

102.Concerning those articles mandating the Commission to adopt detailed rules on data
protection and securnty ules (Articles 14, 39, 40 and 73), the EDPS recommends adding
in those articles the need to consider information security risk management and data
proteciion by design and by default.

103 Also, the EDPS recommends changing Article & to only mention those elements really
needed to the proposed regulation, and leave to eu-LISA and the rest of the
stakeholders invelved to devise the final architecture of the ETIAS system.

104 Albeit the EBCG Agency 15 assigned the role of confroller by the Proposal m Araicle 50,
it is not assigned any responsibility conceming the security of the processing. However,
as a controller is indeed responsible for the secunty of the processing operation*®. Even if
eu-LISA™ were to provide all security analysis and measures and assume most or all of
the secunty respﬂnslbﬂ.ltles for the ETIAS system, the EBCG Agency should stll be
responsible for the processing of personal data done by the ETIAS Central Unit.

105. The EDPS recommends changing Article 52 and/or Article 65 to recognise the EBCG
Agency’s responsibility concerning information security.

1, Statistics

106.The EDPS understands the need for the duly authorised staff of the competent authonities
of the Member States, the Commission, eu-LISA and the ETIAS Central Unit to produce
reporting and statistics on the data contained in the ETIAS. However, the amownt of data
that may be accessed may allow for identification of individuals, contrary to what is stated
m Article 73 of the Proposal. For example, the combination of nationality, gender and date
of birth of a third country national may lead to identification.

107. The EDPS therefore recommends a redrafting of Article 73 recognising that the data
Listed under Article 73(1). pumt& (a) to (i) may lead to identification of individuals
and thus must be protected in a similar way as the rest of the ETIAS. This includes
performing a proper mformation secunty nisk assessment, and mmplementing adegquate
security measures, priof to providing this additicnal central repository.

108. The EDPS strongly cautions that the current propoesed selufion for prowviding stahishics
would impose a heavy burden on eu-LISA, which would have to maintain and secure
appropriately a second repository, and on the EDPS which would have to supervise this
second repository. The EDPS would favour a selution which does not require an additional
central repository but rather requires eu-LISA to develop functionalifies that would allow
the Member States. the Commussion, en-LISA and the ETIAS Central Umit to
automatically extract the required statistics directly from the ETIAS Central System,
without the need for an additional repository.
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109 However, if a different repository is implemented, and in line with the expressed
willingness to use anonymous information, the Proposal could explore the possibility to
implement some kind of pnvacy enhancing technology like remote data access and
differential privacy so as to indeed allow the processing of personal data without actually

accessing it.

110 Finally, contrary to other regulations concerning large scale IT systems, there is no
obligation to make the vear stafistics public m Artcle 73.

11. Role of the EDPS

111. The EDPS is the data protection authority supervising both eu-LISA and the EBCG
Apency’’. While the EDPS has the power to obtain all relevant information for the
performance of his tasks from EU institutions, bodies and agencies™, the process should
be streamlined by including the EDPS in the list of recipients of the reports that eu-LISA
of the ETIAS Cenfral Unit will present to the Commission, the Council or the European
Parliament™.

112 Furthermore, the EDPS recommends that a similar provision to Article 56(2) be added
to Article 37 so that the EDPS be allocated the resources necessary to perform an
adequate supervision of this new system.

V. CONCLUSION

113. The EDPS welcomes the attention paid to data protection throughout the Proposal for the
establishment of ETIAS.

114 In full respect for the role of the legislator in assessing the necessity and the proporhonality of
the proposed measures, the EDPS recalls that these two high-level legal requirements
enshrined by the Charter can be scrutinised by the Court of Justice of the EU and that the
EDPS is tasked with safeguarding them. He underlines that the lack of a (data protection)
impact assessment does not make it possible to assess the necessity and proportionality of
ETIAS as it is cuarently proposed.

115.5mce the Proposal establishes an additional system involving the processing of a
significant amount of personal data of third country nationals for Jm.uugxahﬂn and security
objectives, the EDPS advises the legislator to take a stock tacking exercise of all EU-lev el
measures involving data processing for migration and security cbjectives and to conduct an
in-depth analysis in terms of theirs goals and achievements.

116.In this context, the EDPS recommends to include a definition of irregular migration risks
and security risks in the Proposal to comply with the purpose limitation principle.

117 Furthermore, the EDPS 15 concerned whether the use of the ETIAS screemang miles will be

fully in line with the fundamental rights enshrined in the Charter. He recommends that the
proposed ETIAS screening mules be subject to a prior comprehensive assessment of their
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impact on fundamental rights. He also wonders whether convincing evidence supports the
necessity of using profiling tools for the purposes of ETIAS and, guod non, encourages the
legislator to reconsider the use of profiling.

118.The EDFPS questions the relevance and the efficiency of the collection and processing of
health data as envisaged in the Proposal due to the lack of their reliability. He also wonders
about the necessity to process such data due to the limited link between health risks and
visa-exempt travellers,

119.As regards law enforcement and Europol access to ETIAS data, the EDPS stresses that
convincing evidence supporting the necessity of such access is today missing. The EDPS
recalls that necessity and proportionality of new schemes are to be assessed both globally,
taking into consideration the already existing large-scale IT systems in the EU, and
specifically, in the specific case of the third country nationals concerned who are legally
vigiting and entering the EU.

120.In addition to the main concemns identified above, the recommendations of the EDPS in the
present opinion relate to the following aspects of the Proposal:
- the necessity and proportionality of the set of data collected,
- the chosen data retention periods,
- the interoperability of ETIAS with other IT systems,
- the data subjects’ rights and provided remedies,
- the independent review of the conditions for access by law enforcement authorities,
= the division of roles and responsibility between the EBCG Agency and eu-LISA,
= the venfication by the ETIAS Central Unit,
- the architecture and information security of the ETIAS,
- the statistics generated by the svstem, and
- the role of the EDPS.

121. The EDPS remains available to provide further advice on the Proposal, also in relation to
any delegated or implementing act adopted pursuant to the proposed Regulation, which
might have an impact on the processing of personal data.

Brussels, & March 2017

Giovanni BUTTARELLI
European Data Protection Supervisor
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protection of individwals with regard to the processing of personal data by thelUnion institutions, bodies, offices
and agencies and on the fres movemsnt of such data.and repealing Begulaton (EC) Mo 452001 and Decizion
Ho 12472000EC, COM(201T)E final.

1" Explanatory Memorandum p. 12

% EDPS Opinion 046/201 6 on the Sacond ETT Smart Borders Packzpe_ point 86; EDPS Opinion 7/2016 of 21
September 2014 on the First reform packaze on the Common Enropesn Acyhum System, pomt 58

1 Begulation (E1T) 2016/ 784 of the European Parliament and of the Council of 11 May 2016 on the Europesn
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions
2009/371/THA, 2009/934THA, 2009/935/ THA, 20089346/ THA and 2009968 THA, OJ. L 135, 24 52014, p. 53—
114

4 Regulaton (ELT) 2016/784, Articla 44(4).

* Ibid.

4 This may happen becanse hits are not based oo exsct matches but on similarities between the information of
the application form and the information in the database searched or beczuss when searching by using several
atributes from the applicaton form, enly some of them match the information in the database searched.
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* Articls 20 of the Proposal — Verification by the ETLAS Central Unit.

# Aricle 6 of the Proposal — Set up and technical architectare of the ETIAS Information System.

45 211 (those) listed in Armicle 10 of the Proposal — Interoperability with other information systems,

4 Articla 14 of the Proposal — The public website and mobile app for mobile devices.

47 Articla 39 of the Proposal — Access to data for verification by carriers.

4 Article 73 of the Proposal — Use of dats for reporming and statistics.

4 In accordancee with Article 22 of Regulation (EC) Mo 4352001

* According to Article 23 of Regulation (EC) Mo 43/2001, en-LI5A would also need to comply with the
cbligations of the coniroller set out n Article 22: “The carryving out of a processing operaiion by way of a
proceszor shall be governed by a contract or legal act binding the processor o the controller and stipulating
particular ihat: (af the processor shall act only on instruciions from the conroller; (B the obligarions sef out m
Articles 21 and 22 shall alse be mcumbent on the processor [..]"7.

#I This is reiterated in Article 491} of the Proposal, repeating that Regulation (EC) Mo 45/2001 apply to both
enr-LI5A and 1o the Europesn Border and Coast Guard Agency, therefore, the EDPS is their supervisory
authority concerning the processing of personal data.

% Article 47(2) of Regulation (EC) 452001 ; and the successor provision (Article 39(1)) is similar in the
Proposal of 10 JTanuary 2017 for a Fegulation of the European Parliament and of the Council on the protection
of individuals with regard to the processing of personal data by thelinion instimtions, bodies, offices and
agencies and on the free movement of such data and repealing Regulation (EC) Mo 45/ 2001 and Decision No
12472002/EC, COM(2017)8 final.

*To do this, the EDPS should be added as a recipient for the reports mentioned in the following Articles: 77(3),
TE(H), 81(2), B1{4) and 81(3). Also, in Article 52(4), the EDPS should be informed of the measures en-LI54
takes pursuant to Article 52 not only for the start of the operations of the ETLIAS bat throughout the whols
lifecycle of the ETIAS and its data
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