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NOTICE OF MEETING AND PROVISIONAL AGENDA

Contact: cyber@consilium.europa.eu

Tel./Fax: +32.2-281.74.89/+32.2-281.83.14

Subject: Joint Meeting of the Horizontal Working Party on Cyber Issues (capital
level) and the JHA Counsellors (COPEN)

Date: 22 March 2017

Time: 10.00

Venue: COUNCIL

JUSTUS LIPSIUS BUILDING
Rue de la Loi 175, 1048 BRUSSELS

1.  Adoption of the agenda
2. Information from the Presidency, Commission, EEAS and EU Agencies
Presidency:

- update on the outcome of the informal meeting of the Justice and Home Affairs
Ministers, held on 26-27 January, Malta

—  update on the outcome of the GENVAL discussion on data retention on 3 February and
the CATS Meeting, 8 March 2017
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Commission:

- update on the state-of-play of the 2016 Communication on Cyber Resilience
implementation, in particular the work in relation to certification and labelling

—  debrief on the Cooperation Group kick-off meeting, 9-10 February 2017
- update on the state-of-play of the cPPP on cyber security

- debrief on the Council of Europe Cloud Evidence Working Group meeting, 31/1-
1/2/2017, Strasbourg

- update on the EU Internet Forum meeting 9-10 March 2017, US

EEAS:

- information on the EU cyber dialogue and other international developments
EU Agencies:

- EUROJUST - update on the European Judicial Cybercrime Network (work
programme, future meeting) and other cyber-related developments

- ENISA - information on the CSIRT network kick-off meeting

JOINT SESSION

*k*k

Cyber Threat Landscape - emerging trends
- presentations by EUROPOL, ENISA, EUROJUST, INTCEN and exchange of views
- information about the Hybrid Threat Fusion Cell by EEAS

EU Cyber Security Strategy review - state-of-play and future steps

- information by the Commission and EEAS and exchange of views

Common challenges to LEA and judiciary in combatting cybercrime
- update on Encryption and E-evidence expert processes state-of-play by the Commission
—  joint presentation by Europol and Eurojust
doc. 7021/17 (to be issued)
Carrier Grade NAT - exchange of good practices
- information from Europol/EC3 on the CGN Network meeting, 31/1/2017, the Hague
- (poss.) presentation by BE on their model and discussion on possible steps ahead

doc.5127/17
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7. United Nations Intergovernmental Expert Group on Cybercrime meeting, 10-
13 April 2017, Vienna
- discussion of draft lines-to-take
doc. 7130/17 (to be issued)
*k*x
8.  Digital Object Architecture - cyber risks
- presentation by the UK delegation
9. Joint EU Diplomatic Response to Cyber Operations (Cyber Toolbox)
- presentation by the EEAS and discussion
doc. WK 2569/2017 INIT
10. Prevention and cyber awareness
- presentation of the questionnaire outcome and discussion on the way ahead
doc. CM 1124/17
doc. 6142/17 (to be issued)
- presentation by the Commission on the funding options
- presentation by the Czech delegation of their National Cyber Awareness Campaign
11. AOB
NB: Council documents are available on Delegates Portal. A limited stock of documents
produced immediately prior to the meeting will be available in the meeting room. Room
attendants will provide copies on request at the earliest opportunity.
NB: Delegates requiring day badges to attend meetings should consult document 14387/1/12
REV 1 on how to obtain them.
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