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NOTE

From: General Secretariat of the Council
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Subject: Proposal for a Regulation of the European Parliament and of the Council

establishing a European Travel Information and Authorisation System
(ETIAS) and amending Regulations (EU) No 515/2014, (EU) 2016/399,
(EU) 2016/794 and (EU) 2016/1624

Delegations will find attached a letter from the Article 29 Data Protection Working Party on the

Proposal for establishing a European Travel Information and Authorisation System (ETIAS).
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Brussek, 10 April 2017

Ms Markene BONNICI

Ambassador Extraordinary and
Pletipotentiary Permanent Representative
The Makese Presidency of the Council of
the EU

By e-mail prmalnrepialoo v mi

Sohject: Letter on proposal for establishing a European Travel Information and
Authorisation System (ETIAS)

Dear Mz Bormicy,

In November 2016 the Commisson presented a Frupci@n] on establishing a European Trawvel
Information and  Authorisation  System (ETIAS). The proposal & a Blowap w the
Communication on Stronger and Smarter Borders’ published in April 2016 and comstiutes
one more picce A scrics of documents and measures aimed at the enhancement of both the
external border manegement and the memal security in the Eumpea.n Union. It accompanies
the prior proposal for the creation of an EntryExit system (EES)?, in particular.

Having taken note of the ETIAS propesal, the Europesn data protection authorities assemibled
in the Article 29 Working Party (hereafier “the WP29") would ke to confirm once more ther
dedicaton o European values and principles and, i particular, w the necessity of ensuring an
appropriate balance between pubBc security requrernents and the right fo the protection of
private life and of personal data.

As stated before by the WP29 i several opinions®, any new lepishative proposal must be
compliant with fimdamental rghts i peneral and with the rght to data protection and  the
right e privacy i particular, as enshrmed in Aricle 7 and 8 of the Charter of Fundamental
Rights of the Ewopean Union and in Article  of the Ewopean Comvention on Human Righis.

: Proposal for 8 REGULATION OF THE EUROPEAN PFARLIAMENT AND OF THE COUNCIL st ahlishmg a Europ-ean
Trevel Infommarion amd Awtharisaion System (ETIAS) and amending Regulmions (U} Mo 51520104, (ELI 2006388, §EL)
201679 and (ELI), COM (2016), T31 final,

l"nmmmmlnn an Sirmager and Smarier Informaiion Sysicms for Boeders e Security, O0M (201 6) 208 final,

" Prapasal for a regulation of the European Parlinment and of the Coancil establishing an Entre/Exit Systen {EES) fo register
entry and el diata amd refusal of endry data of third cowmiry nationals crossing the exemsd bonbers of the Member Staies of
the Europesn Lneen el detemiming the conditives for access to the EES for low enforcement purposes md amesding
Regulsiion [ECT Mo 7673008 and Fegulaion (ELT) Mo 10773011, COM(h0163 194 final
¥ leter alin opiion WE 145 an the use of Passenger Name Fecond (PR for lw enfarcement purposss, WPTE on the global
approach to dmnsfers of Fassenger Name Reeord (FNR) dita o thind countries, WP 206 on Sman Barders, WP 211 om (he
wpp Beation of necessity and proportionality concepts and dara provestion within the lw enforcemmi secior

This Warking Parfy w 5% 5ai up undar Asticks 28 of Direclive S5WEEC. | s an indepandent Eurcpean ackisory Body on data
profection and privacy . 15 lasks are described in Arficls 30 of Directi e DSMEIES and Article 18 of Directve 2D02/SAES,

The secretarial is provided by Cireciorate: G (Fundamendal rights end rule of lew ol the Eiropean Cammssion, Directorata
Gemeral Justies and Consurmers, B.1049 Brusses, Beigium, Cffics Mo MOSS 0535
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The ETIAS proposal inchades the recording and processing of the applcanis data in a central
systen, amommated checks agnmst several other data bases during the authorization procedure,
more autcrmated checks during the retention perisd and access for bew enforcement parposes.
Swch interferences with the fimdamental rights to privacy and the protection of personal data
have 10 be justified by legitimate goals of general inerest within the EU and they have 1o be
mecessary and proportionate — as well in the context of other existing major data bases. Ini this
regard, the WP 29 regrets, that the proposal is nol accompanied by o data protection impact
pssessment, which would allow for a [l and proper assessment of the necessity and the
proporticnality of the ETIAS. The feasibilly sudy that was conducied docs noi consider the
different options.

Notwithstanding the legitimate need fr enhancng border management on the one hand and
enhancing mternal securly on the other, the ETIAS proposal in peneral and i details raises
serious doubls as to s necessity and proportiomality. The WP 20 siales s concerns i the
appendp 1o ths ketter,

W remain at your disposal for any questions or clarfications you may requive on these
subjects.

Yours sincerely,

On behalf’ of the Article 29 Working Party,

e -

Isabelle FALQUE-PIERROTIN
Chairwoman

A letier in wentical terms s being forwarded o Mr Mores Chairman of the LIBE Conribtes
of the European Parfament and to Mr Dimiris Avramopoulos Commissioner Migration,
Home Affairs and Citizenship.
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APPENDIX

Already m i= basic approach, the Working Pamy 29 (WP 29) finds that the proposal
encourters comsidernble doubts, The envisagped storage of sensitive persomal data from
apphcations i & central reposiory, the asommted comparison of these data with other
information systems during the approval procedure, firther automated comparisons during the
retention period and access by securty suthorities are to be considered as ierferences with
the fiundamental rights to privacy and data protection, &s enshrined i Artickes 7 and & of the
Ewopean Charter of Fundamental Rights, These iterferences require a sufficient kil basis.
This lepnl bast must abo justify that nterference whilst pursuing legitivate objectives of
pereral inierest within the EU. As with existing relevant large-scale IT systems at EU level,
the principke of proportionality must be matamed. In this regard, the WP 29 regrets, that the
proposal & not accompanied by a comprebenshe data protection impact assessment, which
would allow for a fill and proper assessment of the necessiy and the proportionality of the
ETIAS. The feasbility shuly that was conducted does not corsider the different less mmsie
options, The Workig Party 297z opinion is that the following ssues need 1o be addressed.

To begin with, there are comsidernble doubts as w0 whether the proposal will achieve the
objectives referred to n Art 4:

- An addional benefiit w a high kvel of security brought by this proposal seems
questionable. Border controls as forescen in the Schengen Borders Code (SBC)
aeady inchude a check of relevamt slerts in te Schengen Infrmation Sysiem [1
(315 1T} and relevant netional data bases, The recent propesal for the ntreduction of an
Entry- Exit-System (EES) sccompanied by adaptions of the SBC forcsces that fimure
border procedures for thind couniry nationals would nchide checks aginst the EES,
the SIS 11, the Interpol database on siolen and lost ravel documents, natonal
databases on stolen, msspproprizied, lost and onalidated wavel documents and if
mecessary & consukation of the VIS, Why the anticipation of ths comparison shoukd
bring abowt any obvious mcrease m socurity & not evident in ilsell There & also a lack
of comvincing examples for how the comparison wih screening nles and the Breseen
waich list should lead io any security-relevant hits at all Persons traveling in bad Fith
are wnlkely to provide sincere answers o background questions. The general
reference o good experiences i other coumries & not comincing at ths pomt
Furthermore, st least with regard to air passengers, PNR-data will also be available in
the fimure,  affer  the FNR  Directive  has  bheen  implemented.

- The contrbuton to the prevention of irepulsr migration & wnclear and nquartified.
The assessment of migraton risks requires mfbrmation on the purpose, terms and
duration of the ntended stay in the Schemgen area as well as the proof of sufficient
financial means for the stry and retum (such as in the visa procedure). The proposal

1
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docs not explain comvincingly how it should be possible to make a viable assessment
by means of the datn set stored in ETIAS. The Inking of the unverified data elerments
such as country of orgn educational level and professional occupation seems 1o be
hardly sufficient andior potentially discriminatory. There are discrepancies with the
VISA procedures (namely, visa-free travellers having to provide more infonmation
than @ visa applcation procedures c.p regarding thet educational level and carens
occupation)  which  are  also  difficult 0 wnderstand i ths  regard.

- The relevant contribution fo the protection of public healh seems disproporionate.
Information about the state of health & ofien subject to short-tenm changes amd m
order i serve #s pupose effectively, & has to be accurate and updated in border
controks at the time of entry, amyway, as foreseen in At § para, 3 Bt a, n combirsition
with An. 6 para. 1 i e SBC. Therefore there should be at least a shorter vabdity and
reiertion perind for health data or refisak based on health data,

- A fGcilitation of effective border checks by reducing refisals of entry at borders seems
possible as to the extent that the conditions for isuing / refisig an ETIAS
authorisation maich the eniry conditions of the SBC or are even stricter. However, if
facilitation of borders controls & the main benefit of the proposed system, this rases
questions regarding the necessty of the system in all its paticulars (e retention
periods) and repardng possible alematives for the fcilitation of border controk.

- Wih a view lo supporting the objectives of the 515 11, this & only assumed but not
made clear for all categories of 515 11 alerts. Some types of akens (e a8 wilmesses n
a judicial procedure) seem quite irelevant for the ETIAS risk assessment. The
relevant fypes of alkers (e.p Ewopean arest warrant), on the other hand, would be
checked dumg border procedures at the ltest and the added vale of anticipating
these checks = questionable, More detafled justification & required in order o exphin
why an  carlier comparison of dam B mecessary  and  proportionate,

= The assumed contribution to the prevention, detection and imvestigation of terrorist or
other serious criminal offerces by law enforcement access 1o the ETIAS data is not yet
Justified comvincingly. It has not been sufficiently explined which cases genuinely
require this procedure. At this pomt, the general reference to the VIS as an important
sowrce of information for bw enforcement authoritics B not comvineing.  Specific
situations which are not akeady covered by other sources of mfbrmation are - abo due
o the bck of concrete examples - difficull to magine. Al this poie, it st be
assumed that the imention of the proposal & rather (0 establish a possibility of access
a8 a “just in case” measure, which & simibr io the possibility of access i the EES
proposal

In addition to the overall opmion, the following Ardiclkes have been assessed in detsil:

2
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Definitions _ (Ari. 3)

The following ferms shoukd be taken wp in the definiions: “security risk”, “irregular
migration rik”, “carrier gateway” as well as “identity daw”. Furthermore, the definiion of
“public health risk” should be clarified and namowed down (eg to contagious illnesses). By
tol defimng those terms or defming them oo broadly, cvery ETIAS Mational Unit could wse
them in their own way, which would kead 10 a non-consistent application of the regulation.

[mieroperability (An. 10}

ETIAS & mended to perform an swomated comparieon of data with memerous systems,
which were created for different purposes (Ar. 18). Af this point, the question arses to what
exterdt and on what grounds the comparsons that shall be carmed owt go beyond the check of
the entry conditions under the Schengen Borders Code. The comparison with the EES
replaces, o that cxtent, the examination of the entry and exit stamps. (At this point, it & not
miended 10 delve ino findamental concerms abowt the establshment of storage of the
respective data i the EES insiead of the previous on-the-spot-checks of the data only held by
a person) The extension o EURODAC and BCRIS requires a detailed explanation of the
mecessity in order 10 assess ther suitability, and, in view of the imobed change of pupose,
this requires an eppropriste balince between the objectives and the interferences with
findamental rights associsted with the data comparison In addition, the details concerning
the modalities and the dat that will actually be “necessary” are stll beking. Through the
mized purposes of ETIAS, the pupose imiation principle loses s essence.

Personal data of the apphcant (At 15]

In priveiple, only data which are necessary for the respecthve pupose shall be collected. This
data minimisation principke seems to have been ignored i particulr with regard o the
mandatory completion of the education level (Art 15 para. 2 & h) and the current occupation
fields (. ). These data arc not even part of the applhcation procedures for a Schengen visa
(category C). Therefore it s questiomble why visa-free travellers should be required 1o
provide more infrmation As pegards the cumen! occupation field, this i easily subject to
changes and does not constitlule a secure indicator of the risks 1o be assessed. Therefore the
randatory fiells on educatioral level and current occupation seem to be disproportionate and
should be erased.

Furthermore, the domestc permanent residence address should rather be an obligaiory field
than an optional field, which resulis n a hit when not filled in (see Art. 18 para. 3).
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In addition, we ask owrseives, whether it & really necessary to require an application with an
clecwronc signawe.  This provision could be potentially restrictive, especially for applicants
from less developed countries,

Another discrepancy to the visa procedure relates to the background questions, which partly
g beyond the respective questions in the Schengen visa procedwre. Again, there & a lack of
sufficient justification as to why vsa-free travellers should be asked to provide n advance
more background data than wavellers requiring a visa. We wonder if this & still proportionate
with regard 0 conceded visn lberalsation Previously, it was uwp to the border officiak'
discretion to ask fiwther questions when a person entered a couniry. The extent o which a
systematic advanced questioning & suitable, necessary and propertionate i the strict sense
has neither been comvineingly explained vet, nor been apparent.

Reparding background questions on ctiminal comactions, there needs to be a lmitation as o
which criminal offences need o be declared. These offerses should have a stong link to
ETIAS puposes like terrorist or other scrious offences. Furthermore there needs to be some
kind of time linf regarding which “spent” comvictions are necessary o declars.

In sdditon, whenever an application s made, the [P-address fom which the application has
been submited & stored automatically, This kads 0 numerous  additional possibiities  for
comparsons and access. The IP address is allowed as a singk search criterion for police
authorities, as well as an admissible single criterion for systcratic conparison by means of
the watchbst However, the faciltatom of searches on its own & not a sufficient reason for the
need and necessity and could lead 1o erroneois hits,

A special regame should be foreseen for sensitve data, like heakh data. In ary case, frther
restrictions  should be pliced on the processing of sensiive persomal data and different
retention periods shoukl be foreseen for each category of personal data,

Screens g (Art. 28

The screening rules are alporithms allowing a comparison between the data stored in ETTAS
with certam risk indicators. These risks shall be determmed on the folbowing basis:
- Statstics penerated by the EES indicating abnormal rates of overstayers and refimsals
of entry for a “specific group of travellers”,
- Siatistics penerated by the ETIAS mdicating abnormal rates of refissk of travel
authorisations for a “specific group of travellers™,
- Bmatstics  generated by the ETIAS  indicatng comelations  between  information
collected through the appleation form and overstay or refisak of entry,
- Information from the MS on centain risk ndicators,
Information fiom the MS on abnormal rates of overstayers or refisals of eniry,
- Information on specific public heakh risks.
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On this basis the ETIAS Coenral Uni &5 Intended to describe specific risk indicators by
combming  different characteristics such as age, sex, natonality, plce of Tesidence,
educational level or cument employment. Thereby, the specific rsk indicators are o0 be
targeted and proportionate. In our view, the latier does not seem to be possible according ©
ﬂ'ﬂaﬁ:mrrﬂi'xm:dpmvhbrs.aslh:scmnmhm#‘agu.n:.“nwnxactl}'canﬂlcEHﬁE
Sereening Board, by using the catabygne of characteristics available in the ETIAS, describe
“certain categories of travellers” having umsually high rates of refisal of emry or overstays?
'I“here'sark}:lha:ﬂw:i:mpossﬂ:-ﬁymd:scrﬂmsuﬂi:iemhlmmmdpammmﬂﬂm
whoke groups of persons are generally refised as a precautionary measure. The fact that an
appbeation can be rejected on the bask of screening rules, based on statistics and nformation
from the Member States, could be questionable from a findamental right protection. pord of
view as il might lkead to mass discrimimtion,

Whether being abk io descrbe sufficiently targeted pattems or mot, it i n any case the
objective of the ETIAS screening ks to singk out applicants who pose imegular migration,
securily or public health risks by the we of targeted alporithms. And the ubtimaie objective is
to prevent them Fom entcring the territory of the Member States ie. the processing might
result i negative consequences for the idividusl This constiutes profling m owr view. It
should be lsbelled as such explicitly and be provided with all the necessary safeguards.

With regard 1o the non-discrimmation nule, we wonder why, in so far as the same grounds of
discrimmation are mentioned as n An. 12, not the same erminobgy i wed {eg mce or
cthiic origin versus racial or ethnic origin religions or philosophical bebiefs versus religion).
The formuolstion should be aligned with the usual formubtion of non-discrimination nules,
such as Art. 14 of the ECHR or An. 21 (1) of the EU Charier of Fundamental Rights,
Moreover, the grownd “irade-union membership” seems to he somewhst wwswal or
ummportant n relation to the other possble grounds for discrimination. Concerning Bt £ we
ask oursetves whether selfdeclrations can actually provide an added value with & view to the
protection of public health,

ETIAS watchli . 25

The necessiy of the ETIAS watchlist remairs unclear, and the WP29 would urge  the
Commission o be specific on the legal bass for this watchlist. We assume that nformation
on mematonally wanted war crminak as well as temorst or other sers offences or
equivalent risks can already be found in the availbble police nformation systens which are to
be checked amyway. It is not evident who eke shall be lisied especially for the ETIAS. A4
presenl, a need for a particdlar ETIAS waichBst & not apparent. Rather, the possibilie 1o
compare a single piece of personal data with the whole ETIAS data store & opered up. This
ako appbes to a pure check of IP addresses which can be on the watchbist without any
additional infbrmation (sce At 29 para. 3).
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Refisal of a travel authorisstion {Ar. 31}

If the applcant has nol provided amy supplemeniary mfvmation within the required seven
days (Art. 23, para. 2), which appears to be a short deadlive (especially for the heakh data
proof), this should not yet be a fral pround for refisal A possibiity of subsequent provision
of formation, of restifioc n mlegrum, or simdar mesns should be opened up or the

Furthermore, Article 31 para. | simply states that the national mothority has to indicate the
reason for the refisal of the permit (the risk of iregular migration, security ik, eic). An
efficient system of redress requires, however, a clear indication on the refisal as 1o what
information or which data in the system are the reasons for the repection

Revocation of a travel authorjsation (A 35)

Linder Art. 35 para. 3 each new refisal of entry akert or cach new enty on stolendost ravel
documemns in the SIS 11, as well as each change of the ETIAS watchlist keads 1o an automeated
check of all data records stored in ETIAS, In the evemt of a hit, the ETIAS Natonal Uhni,
which has granted the awthorsation, will awomatically be notified and ot will have to assess a
revoCation.

Once they are stored, the appleants data are sibject throughow the entire retention period fo
o permanent autormated comparison with new findings. This seems  disproportionate given the
fact that n finre border procedures as foreseen m the proposaks for the EES and the
respective amendments of the SBC would include not ondy checks agamst the EES, the SIS 11,
the Imterpol database on stokn and lost mavel docwnents, matomal databases on stolen
misapproprigted, lost and inalidated travel documents and if necessary a consultation of the
VIS, We assume that there are possible less mbushe measures (e.g  non-penvanent checks at
the time of border procedwes). Such aliernatives should have been assessed in a proper data
protaction impact assessment,

Procedure for access to the ETIAS Cendral S r law L 44

We do not understand why onlv where the consultation of data referred o m Article 15(2)1)
and (4)b} o (d) & soupht, the reasoned elkcirone request shall nehde 3 justification of the
necessity o comsull those specific data. This justification shoukd be requested m each case. In
fact, the LEA are onfy allowed to have access to datn when this access is necessary (Arl. 45)
or when the requirements of Anicle 45 are fulfilled. The necessity should arse fom the
grounds of the application (Article 44 para, 1),
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Data are, in pricple, only to be stored as Jomg as they are necessary, Therchre, we are
astonished that the perind of vabdity of the ravel awthorkation & not taken imo account as the
general mule. It = during this period that a potential cross-check i carried ow by camiers and
border guards. The period of walidity of the travel authorsation & amyway Emiled by the
perod of walidity of the travel document.

It & not clear why a storage for a period of fve years from the date of the last decision on
refisal, revocation or withdrawal of an ETIAS wavel authorsation i appropriate, especially
as this suiomatically resulls in a hil and a mamml risk assessment when an applcation &
submitted at a later stage (of Art. 18 para. 2 B e). This comesponds o an icreased risk of
refisal It seems doubtfid whether the sk assessient, which was once carried oul or which
wis hier revised, can justify this for five years,

It also requires firther justification why a fve-year retention period fom the last eniry record
in the EES i deemed appropriate. Pure aspects of mteroperabiity between both systems - in
the EES a five-year retention period for the data records stored there is envisaged - cannod be
sufficient.
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