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NOTE

From: General Secretariat of the Council

To: Permanent Representatives Committee/Council

No. prev. doc.: 9572/17

Subject: Draft Revised Guidelines for the EU Strategy for Combating Radicalisation

and Recruitment to Terrorism
Background

1. The Council on 4 December 2014 agreed on a set of guidelines® to complement the Revised
EU Strategy for Combating Radicalisation and Recruitment to Terrorism?, endorsed in June
2014. Under point 2 of the guidelines "in order to ensure that new and emerging threats are
effectively addressed, it is necessary to monitor these guidelines and the priority setting
therein, as well as their implementation and to adapt when needed". Furthermore and
according to the guidelines, point 4, the state of implementation and the guidelines should "be
reviewed every two years and updated where appropriate in order to ensure effective action

at national and EU level in view of the changes of the terrorist environment".

! 13469/1/14.
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2. Since the adoption of the guidelines, the threat picture has changed®.

3. The responsibility for countering and preventing radicalisation and recruitment to terrorism
primarily lies with the Member States. However, the terrorist attacks in Europe in 2015 and
2016 have once more demonstrated the importance of addressing radicalisation leading to
terrorism and violent extremism also at European level. At the Informal meeting held on
12 February 2015 after the terrorist attacks in Paris in January 2015, the Heads of State or
Government, under the heading of "Preventing radicalisation and safeguarding values", called

for:

- adequate measures to be taken, in accordance with national constitutions, to detect and
remove internet content promoting terrorism or extremism, including through greater
cooperation between public authorities and the private sector at EU level, also working
with Europol to establish internet referral capabilities;

- communication strategies to promote tolerance, non-discrimination, fundamental
freedoms and solidarity throughout the EU, including through stepping up inter-faith
and other community dialogue, and narratives to counter terrorist ideologies, including

by giving a voice to victims; and

- initiatives regarding education, vocational training, job opportunities, social integration
and rehabilitation in the judicial context to address factors contributing to radicalisation,

including in prisons.

4.  Since the adoption of the guidelines, the policy framework has evolved. Annex Il provides an
overview of the relevant policy documents identifying measures and initiatives to be taken to
enhance efforts to prevent and counter radicalisation leading to terrorism and violent
extremism. This list includes primarily conclusions from the European Council, Council
Conclusions, Commission communications, but also resolutions from the

European Parliament and opinions from the Committee of the Regions.

See for instance 6699/17 (""Update on the conclusions, recommendations and way forward
on the INTCEN and Europol threat assessments mechanism™).
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On 2 February 2017, a Network of National Prevent Policy Makers was launched by the
Commission with the twofold objective to:

- strengthen and institutionalise the exchange of expertise and experiences on prevent

approaches and prevention policies in Member States; and.

- involve Member States more closely in the activities of the Radicalisation Network
(RAN).

5. The growing challenge of European returning foreign terrorist fighters, including women and
children, from Syria and Irag was discussed by the JHA Council in December 2016, based on
a paper drafted by the EU Counter-Terrorism Coordinator. Discussions are ongoing in
relevant working parties as well as in the framework of the G15 and the Radicalisation
Awareness Network Centre of Excellence. The results of a questionnaire on children and how
Member States are tackling the situation was presented to COSI in March 2017. Consolidated
results of the different initiatives will be presented to the JHA-Council later this year.

6.  Since early 2015, several initiatives have been undertaken. Annex I11 provides an overview

of the main developments.

7. Against this background, the guidelines have been revised to duly reflect the changed threat
picture and recent policy developments. They have been adapted building on the
achievements, further developing concrete and tangible actions and readjusting priorities to

effectively address current challenges.
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Way forward on the revised guidelines - issues to be considered / closing gaps / setting

priorities

10.

Recent reports from Europol and IntCen* have highlighted and confirmed a number of
challenges and threats including in particular threats from lone actors and small cells, use of
social media for the purposes of radicalisation and recruitment, attempts to recruit asylum
seekers/refugees/migrants, returning FTFs and children, new pathways of radicalisation, rise

of rightwing extremism and risks of polarisation.

Recent policy documents have highlighted a number of additional challenges including in
particular youth radicalisation, the role of ideology, gender aspects of radicalisation,
radicalisation in prison and de-radicalisation or disengagement more generally. In view of
these challenges, policy responses need to make use of all relevant policy areas and
instruments, including criminal justice, education, social inclusion, citizenship and European
values etc. Cross-cutting aspects include prevent strategies and action plans at national,
regional or local level, multi-agency approaches involving all relevant stakeholders,
cooperation models, fora for exchange of expertise and experiences, as well as awareness

raising and training measures.

In light of the above, the guidelines further develop concrete actions to implement the
recommendations set out in the relevant policy documents and provide for the tools to

effectively tackle the identified challenges. Following discussions at the TWP of 15 March

2017 and the request for contributions, a number of delegations provided written comments to

the draft presented at the meeting, most of which have been taken into account in this revised

version.

EEAS (2017) 10081 of 17 February 2017 ("Six Monthly Assessment of the Threat from Islamist

Terrorism: part 1 - Europe” (EU CONFIDENTIAL)).

5499/17 (EDOC "870884 — v3 ("An Outlook on Developments in Jihadist Terrorism™ (EU

RESTRICTED)).
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11. Itis suggested that the Network of National Prevent Policy Makers, which is to meet
approximately four times per year, includes these guidelines in their future work. The

Network could be instrumental in taking forward the implementation of the guidelines.

The Commission is invited to regularly report to the TWP on the activities of the Network. On a
yearly basis, TWP should take stock of the implementation and review the guidelines and update

where appropriate in order to ensure that new and emerging threats are effectively addressed
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10.

ANNEX I

Policy framework - conclusions, statements, measures, etc.
adopted since January 2015

Riga joint statement following the informal meeting of Justice and Home Affairs Ministers in
Riga on 29 and 30 January (5855/15)

Council Conclusions on Counter Terrorism (Foreign Affairs Council) of 9 February 2015

Statement of the Informal meeting of Heads of State and Government of12 February 2015
[SN 10/2015]

Council conclusions on the EU Regional Strategy for Syria and Iraq as well as the Da'esh
threat of 23 May 2016 (9105/16)

Declaration on Promoting citizenship and the common values of freedom, tolerance and non-
discrimination through education — Informal meeting of European Union Education Ministers,
Paris, 17 March 2015°

The 2015 Joint EU Youth Report of the Council and the Commission on "“the implementation

of the renewed framework for European cooperation in the youth field (2010-2018)".
Council conclusions on the Renewed Internal Security Strategy of 17 June 2015 (8911//15)

European Parliament Resolution of 25 November 2015 on the prevention of radicalisation and

recruitment of European citizens by terrorist organisations.

Conclusions of the Council of the European Union and of the Member States meeting within
the Council on enhancing the criminal justice response to radicalisation leading to terrorism
and violent extremism of 20 November 2015 (14419/15)

Council Conclusions on Counter-Terrorism of 20 November 2015 (14406/15+ COR 1)

°Y:\DG D 1\DG D 1C\TWP\Meeting documents\2017\2017.05.17\citizenship-education-

declaration en.pdf
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11.

12.

13.

14.

15.

16.

17.

18.

19.

2015 Joint Report of the Council and the Commission on the implementation of the Strategic
framework for European cooperation in education and training (ET 2020) New priorities for
European cooperation in education and training - Council conclusions (23 November 2015)
(14440/1/15)

Conclusions of the European Council of 18 December 2015 (EUCO 28/15))

Joint statement of EU Ministers for Justice and Home Affairs and representatives of EU
institutions on the terrorist attacks in Brussels on 22 March 2016 (7371/16)

Council conclusions on the role of the youth sector in an integrated and cross-sectoral
approach to preventing and combating violent radicalisation of young people of 30 May 2016
(9640/16)

Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions supporting the prevention
of radicalisation leading to violent extremism (COM(20156) 379 final) of 14 June 2016
(10466/16+COR1)

Opinion from the Committee of the Regions, 15-16 June, on "Combating radicalisation and

violent extremism prevention mechanisms at local and regional level" (CIVEX-V1/010)

Follow-up to the statement of the Members of the European Council of 12 February 2015 on
counter-terrorism: Report on implementation of measures (9422/1/15 of 10 June 2015;
12318/15 of 5 October 2015; 14734/15 of 30 November 2015; 6785/16 of 4 March 2016)

Council Conclusions on Developing media literacy and critical thinking through education
and training of 30 May 2016 (9641/16)

Conclusions of the Council and of the Representatives of the Governments of the Member
States, meeting within the Council, on the prevention of radicalisation leading to violent
extremism of 21 November 2016 (14276/16)
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20. Conclusions of the Council and of the Representatives of the Governments of the
Member States, meeting within the Council, on Inclusion in Diversity to achieve a High
Quality Education For All of 17 February 2017 (6356/17)

21. Member States' approaches to dealing with accompanying family members of Foreign
Terrorist Fighter Returnees, in particular children: results of the questionnaire and follow-up
(6900/17+ ADD 1)

22. DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 15 March
2017 on combating terrorism and replacing Council Framework Decision 2002/475/JHA and
amending Council Decision 2005/671/JHA (OJ L 88, 31.3.2017, p. 6)
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ANNEX 11

MAIN ACHIEVEMENTS UNDER-THE2014-GUIDELINES

Among the main measures/initiatives/tools under the 2014 guidelines and taken at EU level are the

following:

—  The establishment of the RAN Centre of Excellence in October 2015 (with additional tasks,
such as Member State support, research and increased focus on practical guidance and
handbooks);

—  The initiatives under the EU Internet Forum (with two main objectives being :reducing

terrorist content online and supporting alternative narratives), including in particular:

—  The EU Internet Referral Unit (IRU), which started working as of July 2015 and is now
part of the European Counter Terrorism Centre (ECTC), established in January 2016;

- The Civil Society Empowerment Programme (CSEP), bringing together in particular
internet companies, RAN and ESCN, launched at the occasion of the 2nd High Level meeting

of the EU Internet Forum;
- Development by industry of database of hashes.

—  The Syria Strategic Communications Advisory Team (SSCAT) with a particular focus on
foreign fighters and successor project European Strategic Communications Network
(ESCN), operational since October 2016 offering a platform for enhanced exchange of
expertise and targeted counselling in the field of strategic communications to counter violent

extremism and terrorism.

—  The dialogue with industry on hate speech, which led to the agreement by major IT
companies (Facebook, Twitter, Microsoft and YouTube) on a Code of Conduct on illegal

online hate speech
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- The Network of national prevent policy makers (launched in February 2017), with the aim
to strengthen and institutionalise the exchange of expertise and experiences on prevent
approaches and prevention policies in Member States and to involve Member States more
closely in RAN activities taking into account priorities and needs as identified by MSs

- Funds and programmes to finance relevant projects in the field of research, especially
FP7/H2020 and ISF. Initiatives in the area of education and youth (youth empowerment,
strengthening resilience, combating discrimination, racism and intolerance etc.), such as the
toolbox for youth workers and recommendations for policy makers (“The contribution of
youth work to preventing marginalisation and violent radicalisation”), e-Twinning, RAN
Young, the work going on under the ET 2020 Working Group on promoting citizenship and
common values, the European Voluntary Service (EVS), the European Solidarity Corps, the
preparatory work and launch of the network of role models, etc. , with funds provided, inter

alia, by Erasmus+.

- Initiatives in the area of justice (prison de-radicalisation, justice response towards
violent extremist groups and individuals), e.g. related to exchanges of best practices and
training of first-line prison professionals and prisoners (e.g. RAN papers on prison and
probation, collaboration between RAN, Europris and the European Network of Penitentiary
Training Academies (EPTA), the work of the European Judicial Training Network (EJTN),
with funds provided, inter alia, by the Justice Programme and the European Social Fund.

—  The external dimension: Cooperation with third countries in particular Western Balkans,
MENA, Turkey in particular through counter terrorism and targeted and upgraded security

dialogues leading to the creation of counterterrorism packages and roadmaps.
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