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EUROPEAN UNION AGENCY
FOR FUNDAMENTAL RIGHTS

To the attentlon of:

Ambassador Kaja Tael

Permanent Representation of Estonia to the EL
Rue Guimard 11/13,

1040, Brussels, Belglum

Via email: kaja.tael@mfa.ee

Vienna, 3 July 2017
201 7-oltgoing-000969

Dear Ambassador Tael,

On 21 June 2017, the EU Agency for Fundamental Rights (FRA) recelved a request from

the European Parliament to deliver an opinion on "The impact on fundamental rights of the
{prnpusid Regulation on the European Travel Information and Authorisation System
ETIAS) .

In response, FRA has farmulated the Opinlon altached to this letter.

The Agency remains available to provide any additional information you might need,

Yours sincerely,

Michael Q'Flaherty ]

Lo Jeppe Tranholm-Mikkelsen, jeppe.tranholm-mikkelzen@consillum.europa.eu
Christine Roger, christine.roger@consilium.europa.eu
Nathalie Pensaert, nathalie.pensaert@consilium.europa.eu
Raoul Ueberecken, raoul.ueberecken@consilium.europa.eu
Ralph Kaessner, ralph.kaessner@eonsilium.suropa.eu
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Requlation on the European Travel Information and
Authorisation System (ETIAS)

Opinion of
the European Union Agency for Fundamental Rights

11180/17 FL/cr
DGD1A

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=150686&code1=RAT&code2=&gruppen=Link:11180/17;Nr:11180;Year:17&comp=11180%7C2017%7C

FRA Opinion - 2/2017 - ETIAS

Contents

Opinicns 4
Introduction... 11
1. Fundamental rights compliance 16
1.1. Fundamental rights impact assessment 16
1.2 Practical guidance on fundamental rights 17
1.3. Best interests of the child. 17
2. Protection of personal data...... 19
21 Processing of health data. 20
2.2 Other data which may reveal sensitive information 20
23. Automated processing and interoperability .. 22
24 Data retention . 24
3. Equality and non-discrimination 26
3. Egquality in treatment 26
32 Preventing risks of discriminatory profiling 27
4. Access by law enforcament and fundamental rights. 31
5. The right to asylum. 38
5.1. Respacting the principle of non-rafoulement and access to international
protection....._. 36
5.2. Retaining the rules on issuing authorisation to entar with limited terrtorial
validity 37
53. Proventing political opponents from leaving their countries of origin....____. 38
5.4,  Managing data transfars to third countries without exposing people in need of
international protection to risks ... 39
6. The right to an effactive remeady 41
6.1. Appeals against a refusal, annulment, or revocation of an authorisation to
entar . 41
6.2 Establishing administrative complaints mechanism 42
6.3. Accuracy of data, right of access, correction and erasura__. 43
& FRA
11180/17 FL/cr 3
DGD1A EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=150686&code1=RAT&code2=&gruppen=Link:11180/17;Nr:11180;Year:17&comp=11180%7C2017%7C

FRA Opinion - 2/2017 -ETIAS

THE EUROPEAMN UNION AGEMCY FOR FUNDAMENTAL RIGHTS (FRA),
Bearing in mind the Treaty on European Unien (TEU), in particular Artide & thereof,

Recalling the obligations set out in the Charter of Fundamental Rights of the European
Union (the Charter),

In accordance with Councl Regulation (EC) No. 168/2007 of 15 Februwary 2007
establishing a European Union Agency for Fundamental Rights (FRA), in particular Articla 2
with the objective of FRA “fo provide the relevant insfifufions, bodies, offices and
agencies of the Community and is EU Member States when implamenting Community
law with assistance and expertise relafing to fundamental rghts in order to support them
when they take measures or formulate courses of action within their respective spheres
of competence fo fully respect fundamental rghts”,

Having regard to Artide 4 (1) (d) of Council Regulation (EC) No. 168/2007, with the task
of FRA to “formulate and publish conclusions and apinions on specific thematic topics, for
the Union institutions and the EU Mamber Stafes when implamenting Community law,
either on its own initiative or at the request of the European Parliament, the Council or
the Commission”,

Having regard to previous opinions of FRA on related issues, in particular the FRA opinion
relating to the proposal for a revised Furodac Regulation' and the FRA opinion on the
future European Criminal Records Information System for third-country nationals,®

Having regard to the request of tha Europaan Parliament of 21 June 2017 to FRA for an
opinion “on the fundamental rights and personal data profection implications” of the
proposed Regulation for the creation of a European Travel Information and Authorisation
System (ETIAS), including “an assessment of the fundamental rights aspects of the access
by law enforcament authorities and Europol”,

SUBMITS THE FOLLOWING OPINIOMN:

1

Ewropean Union Agency for Fundamental Rights (FRA) (2016}, Opinion of the Ewropean Union Agency
for Fundamental Rights on the impsct on fundamental nights of the propossl for & revised Eurodsc
Requiation, FRA Opinion - 6/20116 [Eurodac], Vienna, 22 December 2010 6.

FRA (2015), Opinion of the European Union Agency for Fundamental Rights conceming the exchange
of information an third-country nationals wder 8 possible future system complementing the Ewopesn
Cnminal Records information System, FRA Opinion - 12015 [ECRIS], Vienna, 4 Decembner 2015.

i FRA

11180/17 FL/cr

DGD1A

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=150686&code1=RAT&code2=&gruppen=Link:11180/17;Nr:11180;Year:17&comp=11180%7C2017%7C

FRA Opimion — 2/ 2017 - ETIAS

Opinions

1. Fundamental rights compliance

1.1 Fundamental rights impact assessment

ETIAS affects fundamental rights, as the proposal itself acknowledges. Nonatheless, an
assessment of the proposal’s impact on data protection and other fundamental rights is
absent.

FRA Opinion 1

In line with EU better requlation guidelines, the EU legislator should identify ways to
compensate for the absance of 3 comprahensive impact assassment of the proposal,
including on fundamental rights issues, such as protection of personal data.

1.2 Practical guidance on fundamental rights

In the absence of a full impact assessment, it is particulary important to ensure that the
impact on fundamental rights is monitored and that fundamental rights considerations
are embeadded into its practical implementation.

FRA Opinion 2

The mechanisms to monitor, guide and evaluate the implementation of ETIAS - envisaged
in Articles 7, 2, 53 and 81 - should cover fundamental rights implications and, in particular,
the protaction of parsonal data. For example, the ETIAS Screening Board established under

Article 9 could include 3 member with fundamental rights expertise (particularly on
personal data protection and non-discrimination).

The terms of references of the Practical Handbook, suggested by the general approach of
the Coundl {document No. 10017717, 13 June 2017), should spedfically also cower
fundamental rights. This would anable FRA to support the drafting with its research
findings, similarly to the contribution FRA made fo the Eurosur Handbook,

1.3 Best interests of the child

Article 24 of the Charter requires that in all actions relating to children, whether taken
by public authorities or private institutions, the child's best interests must ba a primary
consideration. Unlike other proposals on larga-scale EU information systems, such as
the Entry-Exit System or Eurodac, the ETIAS proposal does not reflect the principle of
the best intarests of the child.

FRA Opinion 3

The EU legislator should explicitly refer to the principle of the best interasts of the
child in the ETIAS Regulation, to remind all those entrusted with its implementation to
always pay the necessary aftention to this principla in practice.
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2. Protection of personal data

2.1. Processing of health data

Information on public health risks provided by applicants may soon become outdated and
may not be reliable, as it is based on self-dedarations. Therefore, procassing sensitive
health information would not meat the nacessity and proportionality threshold required by
EU law

FRA Opinion 4

Tha EU logislator should remove the question on health in Articla 15 (4) (3) of the ETIAS
proposal. Public health risks should be assessed at the border when border guards carry
out entry checks, as is currently the casa.

2.2. Other data that may reveal sensitive information

Some of the data that applicants are required to provide may reveal sensitive information
(either alone or in combination with other data) or may lead to severe consequences for
the individual for unjustified reasons. Their processing does not appear to be necessany
and/or proportionate to achieve the purpose of ETIAS and raisas issues under the principles
of data minimisation and purpose limitation.

FRA Opinion 5

To honour the rights to respect for private life (Article 7 of the Charter) and protection of
personal data (Article 8 of the Charter), and in light of the principles of data minimisation
and'wrpuse, the EU legisfator should:
fimit the guestions on education and occupation in Article 15 (3) to broad
categories as necessary for risk analysis purposes or second-line chacks, avoiding
the collection of job title or other detailed information until the necessity of
coflecting such information is batter demonstrated:
* ra-formulate the question on presence in conflict zones in Article 15 (4) (c) so that
it only captures information relevant for ETIAS;
* raplace the reference to criminal offences in Article 15 (4) (b) with 2 more specific
and exhaustive list, as suggested in the general approach of the Council;
»  consider removing Article 15 (4) (d), as information on past refum decisions
showld be retrioved from 515;
* introduce 3 provision on issuing guidefines for applicants, to avoid having them
misundarstand quastions and vnintantionally provide inaccurate information.

2.3. Automated processing and interoperability

Artide 22 (1) of the Ganeral Data Protection Regulation and Article 19 of Regulation (EU)
45/2013 prohibit any “dacision basad solely on automated processing, induding profiling™
which “significantly affects” a data subject. Although excaptions may be made where
authorised by EU or Member 5State law, data comtrollers must provide appropriate
safeguards.

FRA Opinion 6

To promote compliance of the automatic checks envisaged by the proposed ETIAS
Regulation with fundamental rights, the EU lagisiator should:
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s [imit interoparability only to thosa other IT-systams and databasas that have the
purpose of supporting border checks of wisa-free nationals, thus excluding
intaroparability with Eurodac, ECRIS and VIs;

+ undarline the need for oparational guidance to ensure that the different data
protection frameworks applicable to Europol data and data in the eu-LISA
managed IT-systems are adherad to;

* replace the reference to criminal offences in proposed Article 29 with an explicit
list, as suggestad in the general approach adoptad by the Coundlin fune 2077,

2.4. Data retention

ETIAS data will be retained for five years, aligning it to the proposed EES. The large
amount of personal data to be stored in ETIAS and the planned interoperability with
other information systems heightens the risk of unlawful access and use, in addition to
other data sacurity breaches.

FRA Opinion 7

The necessity and proportionality of retaining the personal data for five years following
the last entry record of the authorisation, or its annulment, refusal or revocation, would
nead to be battar justified in light of the purposes of ETIAS,

3. Equality and discriminatory profiling

3.1. Equality in treatment

Options available under ETIAS for parsons who justifiably have difficulties in complying with
the apolication requirements should not ba more limited than those available to persons
who are required to hold 2 visa. Article 35 of the Visa Code contgins a fall-back option for
issuing, in exceptional cases, a visa at border-crossing points.

FRA Opinion 8

To operationalisa the non-discrimination safeguards in Article 12 of the ETIAS proposal -
which requires that particular attention be paid to children, older persons and persons
with disabilitias - the EU logislator should envisage an effactive fall-back option,
particulary to avoid hardship where the travel is justified by urgent reasons. This could

ba done by infroducing into ETIAS 3 role for obtaining the fravel authorisation diractly at
the bordar, similar to Article 35 of the Visa Code,

Provision could also be made to ensure that such applications ara assisted at border-
crossing points,
3.2. Preventing risks of discriminatory profiling

That only limited research is available on the feasibility of using risk indicators without
engaging in discriminatory profiling weaighs in favour of pestponing to a later stage the
possible use of risk indicators.

FRA Opinion 9

Porsonal data procassed in ETIAS should not be chacked against risk indicators until 2
tast phase demaonstrates that the screening rulas are necessary, proportionate and do
not result in discriminatory profiling, given the significant risk of inadvertently
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discriminating against certain catagories of travellars based on prohibited grounds
listed in Article 21 of the Charter.

Tharafara, the EU legislator should ramowe the relevant provisions on screaning rules
- such as those in recital {(40), Article 7, Article 18 (5), the last sentence of
Article 21 (3), Article 22 (7), and Article 28 - from the proposed ETIAS Regulation.

An amendment of the regulation to introduce such rules could be considered following
2 tast phase demonstrating that the screening rulas are necassary and proportionate
and do not rasult in discriminatory profiling. In that case, the regulation should defina
the screening rules in more detail, limiting the discretion of implementing rulas.

4, Access by law enforcement and fundamental rights

Tha absance of an impact assessment and the limited availability of comparable evidence
maka it difficult to justify the interferance with tha right to respact for private life (Article 7
of the Charter) and the right to protection of personal data (Articla & of the Charter) that
accass to ETIAS by law enforcerment authonties would entail.

FRA Opinion 10

The EU legisiator should postpone the dedsion of granting law enforcement authorities
accass to ETIAS until the functioning of the systam has been tasted in practice and more

solid conclusions can ba drawn on the proportionality and nacassity of accassing personal
data beyond what would be includad in the EF5.

Should law enforcament accass nevarthelass be grantad from the outsat, the ElU lagislator
should:

»  aflow [aw enforcement accass to childran’s data, particularly those bolow the age
of criminal responsibility, only to protect missing children or children who are
victims of sarious crimeas (e.qg. trafficking in human beings);

*  afign the conditions for accass by [aw enforcement authorities in Article 45 (1) of
the proposed ETIAS Regulation to the wording of Article 27 (1) of the proposed
Eurodac Regulation;

= dentify an independent entity other than EDPS fo verify Europol requests for
access to ETIAS data.

5. The right to asylum

5.1. Respecting the principle of non-refoulement and access to
international protection

The ETIAS proposal does not refer to the right to asylum, or to the principle of non-
refoulement. Howewer, asylum applicants from visa-free third countries confinue to
arrive in the EU - for example, Venezualans to Spain and Ukrainians to Malta, Slovakia
and Spain. The absence of a safeguard clause for parsons in nead of international
prataction may rasult in serious interferences with the Charter rights to asylum and non-
refoulemeant (Articles 18 and 19).

FRA Opinion 11

The EU legisiator should underline that the implementation of ETIAS must not affact
Member States’ obligations resulting from the Geneva Convention relating to the
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Status of Refugees of 28 July 1951, as amended by the New York Protocol of 31
January 1967, as well as EU and international obligations relating to access fo
international protection.

5.2. Retaining the rules on issuing authorisation to enter with
limited territorial validity

Article 38 of the ETIAS proposal envisages a special procedure allowing ETIAS Mational
Units to issue travel authorisations with limited territorial and temporal validity, when
this is justified by humanitarian reasons, reasons of national interest or because of
international obligations.

FRA Opinion 12

Tha Ell legisiator should ensure that Article 38 of the proposal continuas to provide for
travel authorisations with limited territorial validity to offer persons in need of
international protection a legal channel at national level through which they can seek

safety.

5.3 Preventing political opponents from leaving their countries of
Ol'igil'l

Parsons in need of international protection face a8 number of difficultios when saoking

safety through legal channels. Applying carriers” liability in the context of ETIAS will

aggravate this situation. It will be more difficult for visa-free third-country nationals to
reach EU Member States’ territory to seek international protection.

Third countries wishing to limit the possibilities of persons in nead of international
protection, such as political opponents, may report their travel documents in Intarpol
databasas to prevent them from leaving.

FRA Opinion 13

The European Commission’s future evaluation of ETIAS, provided for under Article 81

{5) of the proposal, should espedially examine how obligatory travel authorisation
checks carried out by carriers pursuant to Article 32 affact the right to seak asylum.

Based on tha results of such an evaluation, the Furopeaan Commission should propose
the necessary legislative changes.

Interpol information on travel documents originating from third countries should be
subjact to the verification procedure within the automated processing (Article 20 of
tha proposal), given that oppressive regimes may include information about
opponents to prevant them from leaving tha country.

5.4. Managing data transfers to third countries without exposing
people in need of international protection to risks

Parsonal information that allows the country of origin to deduce - directly or indirectly -
that a person has applied for asylum in another country is extremely sensitive, as it can
expose to retaliation measures tha person concermed and,/or his or har family mambers
remaining in the country of origin.

11180/17 FL/cr

DGD1A

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=150686&code1=RAT&code2=&gruppen=Link:11180/17;Nr:11180;Year:17&comp=11180%7C2017%7C

FRA Opinion - 2/2017 - ETIAS

FRA Opinion 14

The EU lagisiator should not provide for the option of sharing personal data storad in
ETIAS with third parties, in light of possible severa risks for applicants and their
familias and the fact that infarmation on the individuals would already ba availabla in
other systems governed by strict sharing rulas,

6. The right to an effective remedy

6.1. Appeals against a refusal, annulment, or revocation of an
authorisation to enter

The ECtHR has consistently held that remedies must be effactive both in law and in
practice. The appeal scheme as currently framed in the ETIAS proposal raises serious
issues from the perspective of effectiveness of the legal remedy by virtue of Article 47
of the Chartar, as interpreted by the CJEU and ECtHR.

FRA Opinion 15

The EU legislator should introduce, in Articles 32 and 36 of the proposal, minimum
standards concerning the appeals procedure in the Mamber States. Amongst othars, 3
judicial body should be responsibla for supervision by virtue of Article 47 of the
Charter; and sufficient information should be given about the reasons for refusal,
annulment or revocation to allow affected individuals to formulate maeaningful
appeals. To this end, the EU legislator should also change the term “right to appeal”
to “right to an effactive remedy™ throughout the proposal to better align it with the
requirements flowing from Article 47 of the Charter.

6.2. Establishing administrative complaints mechanism

The proposal doas not designate a competent body within Frontex or at the Mamber
Stata lewel with which applicants can lodga complaints in cases of delay or imagularities
in the processing. Creating an easily accessible administrative complaints mechanism
could reduce the need for applicants to resort to judical remadies.

FRA Opinion 16

The proposal should indude 2 provision for a complaints mechanism, comparable fo
the ona sef up by Frontax in accordance with Article 72 of Regulation (EU) 2076/1624.
Howaevaer, the ETIAS Regulation would also need to impose on National ETIAS Units the
duty to provide sufficiently reasened replias to requasts by the complaint mechanism
within a short deadline.

6.3. Accuracy of data, right of access, correction and erasure

Article 54 of the ETIAS proposal regulates tha right of accaess, correction and arasure of
data, which are essential data protection safeguards.

FRA Opinion 17

Due to the planned interoperability between ETIAS and other large-scale EU
information systems, including a common repository with EES, the EU legislator should
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add a provision informing applicants how to exercisa their right of accass, corraction
and erasure, including whera the information originates from other systems.

Membar Statos’ embassias and consulates in visa-free third countrias should support
applicants in exercising effectively their right of access, correction and erasure of
data. Their role could be reflected in the proposal.,

As inaccurate data included in interoperable databases can cause false hits, due
weight should be given to applicants’ statements during the manual processing phase.

10
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Introduction

On 16 Movember 2016, the European Commission proposad a Regulation astablishing
2 European Travel Information and Authorisation System (ETIAS) and amending
Regulations (EU) No. 515/2014, (EU) 2016/399, (EU) 2016/794 and (EU) 2016/1624 3
At its 3546th meeting held on 8-9 June 2017, the Council of the European Union agreed
on a genaral approach relating to the proposal.® The articles referred to in this opinion
gre those included in the proposal of the European Commission, unless otherwise
indicated in the text. FRA welcomes that the proposal uses the term “irregular
migration”, which is non-criminalising languaage, and therafore preferred over the term
“illegal immigration”, proposed in the general approach document of the Council.

What is ETLAS?

As proposed by the European Commission, the European Travel Information and
Authorisation System (ETIAS) is a new large-scale information system to be set up at
EU level. It will apply to all EU Member States that are part of tha Schengen area, as well
as to lceland, Liechtenstain, Norway and Switzerland

In essence, it will screan nationals from visa-free third countries to astablish whether
or not they should be allowad to anter tha EU. In future, a visa-free traveller who, for
whatewver reason, has not boan able to submit an application in advance will not be
granted entry into the Schengen area.

ETIAS will collect personal data on visa-free third-country nationals prior to their arrival
at the EU's external borders. The European Border and Coast Guard Agency (Frontex)
and the relevant EU Member State(s) will crosschack such data. If the checks conclude
that the person does not pose a security, imegular migration or public health risk, he or
che will receive authorisation to travel to the EU. Such authorisation does not in itsolf
entitle the holder to enter tha EU - in other words, he or she will still be chacked at the
border-crossing point and could be refused entry - but it will significanthy simplify the
border crossing procedure. The travel authorisation will be valid for five years (though
the Council suggests reducing the period of validity to three years). Apart from a few
exceptions, all persons from wisa-free third countries must hold advance travel
authorisation if they want to enter tha EU.

The proposal explzins that ETIAS would fadlitate travel by providing early indication of
admissibility into the Schengen area. The risk that a person comes all the way to the
external border and is then refused entry would be reduced. At the same time, the
information provided by the traveller in advance enables EU Member States to batter
examine if the traveller is likely to overstay or pose a security risk, a task that curranthy

' Euwropean Commission (2018), Proposal of a Regulation of the Ewropean parfiament and of the Council
establishing a European Travel information and Authonzation System (ETIAS) and amending Reguiations
(EL) Moo 515/2074 (EU)2076/399, (ELN2076/794 and (EU) 20767524 , COMI20148) 731 final,
Bruzsels, 16 Movember 2016.

¥ See Council of the Eurcpean Union (2017), Annex to Proposal for a Reguiation estabiishing a European
Travel Information and Avthonsation System (ETIAS) and amending Reguiation (EU) and amending
Regulstions (EU) No 5T5/2074, (ELD 2075/309, (EU) 2076/794 and (EU) 2078/1624 - General
approach, Mo, 10017 /17, Brussals, 13 June 2017.

*  Denmark will decide six months after the Coundl has dedded on this regulation whether it will
implement i in natienal law, according to Article 4 of Protocol (no. 22) on the position of Denmark
annexed to the Treaty on Eurcpean Unien (TEU) and the Treaty on the Functioning of the European
Union (TFEU}. Croatia, Cyprus, Bulgana and Remania will have to apply these conditions when becoming
implementing Schengen members, see Explanatory Memorandum to the Proposal, p. 22,
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has to be completed by border guards within a few seconds.® The idea to establish a
system for advancad checks is not new_ ETIAS can be comparad with tha ESTA set up in
the United States,” the eTA in Canada® and the ETA in Australia.? In terms of information
collacted, only US ESTA collects more or lass the same amount of information as ETIAS.
ETIAS also includes @ more comprehensive profiling mechanism compared to the other
systems.

Recital (20) of tha proposal - according to which ETIAS will examine whather a traveller
fulfils the entry conditions under Article & of the Schengen Borders Code (Regulation
(EU) 2016/399) - presents ETIAS as a system to anticipate tha bardar chack before the
parson travels. This is, however, a simplified description of ETIAS, as the content of
checks carried out at the border and of the advance checks proposed under ETIAS are
differant. Under the proposed ETIAS, third-country nationals will have to provide
information about themsealves - for example, on their level of education, occupation, or
health status — which they would normally not give when checked at the barder or only
give if they travel for specific purposes. In this way, ETIAS is comparable with a
simplified visa procedure. Particularly for third countries who were subject to a visa
liberalisation process, through @ pre-border chedk ETIAS also compensates for the
absence of a vetting procedure of individual travellers within the visa application
process. Table 1 illustrates the relationship between border checks under the Schengen
Borders Code (unless referred to @ more thorough second-line check), ETIAS and the
assesemants undar the Visa Code.

Table 1: Content of checks everyone is subjected to at the border, in the proposed
ETIAS and when requesting 3 visa

Purpose Buif'g:::ks Schengen Visa Procedure ETIAS
Security Risks Alerts im IT systems
= Rizk indicators: age, sex,
nationality, residence,
education, ocoupation
Irregular Alerts im IT systems
Migration = Supporting = Proof of employment = Risk indicators: age, sex,
Risks documents = Letter issued by nationality, residence,
verifying educational institution education, ocoupation
intention of = "Profiles” of applicants
return presenting an irregular
migration risk
Public Health Extermal Sources
Risks + Risk indicators: age, sex,
nationality, residence,
education, ocoupation

Sowrce: FRA, 2017

ETIAS will be a new large-scale EU information system complementing those already
existing - in particular the Schengen Information System (515), the Visa Information

*  See Frontex (2014), Twelve Seconds to Decde, Luxembourg, Publications Office of the European Union
{Publications Office).

L5, Customs and Border Protection, Electronic Systemn for Travel Authorization.

Government of Canada, Electrenic travel suthorization.

¥ Australian Government, Electronic Travel Suthoriby.
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System (V15), and Eurodac™ - as well as the planned EU Entry-Exit System (EES), which
will record any time when a third-country national crosses the extarnal border. " ETIAS
impact on fundamental rights must be examined considering this broader context.

ETIAS will both fall undar EU level as well as national-level responsibility. Frontex, as
the ETIAS Central Unit, will carry out the automated processing of the applications
submitted on-line. ETIAS National Units within EU Member States will be required to
review the applications of those travellers deemead to pose a risk by the automated
check. The European Agency for the operational management of larga-scale IT-systems
in the area of freedom, security and justice (eu-LISA) would maintain the Central IT-
System for ETIAS.

The automated processing in ETIAS as proposad in Article 18 includes:

» checking whether the applicant has provided information leading to a refusal
of the application;

» checks against other information systems: the EES, 515 I, VIS, Eurodac, the
European Criminal Records Information System (ECRIS), Europol data, as well
as relevant Interpol databases, namely the Stolen and Lost Travel Documents
(SLTD) and Travel Documents Associated with Motices (TDAWN);
checks against ETIAS itsalf;

» checks against the Europol-managad ETIAS watch list on persons having
committed crimes or against whom there are factual indications or reasonable
grounds to baliava that they will commit criminal offancas; and

s soreening the personal data collected against specific indicators to identify
immigration, security and public health risks through the ETIAS screening rulas
as proposed in Article 28.

If the automated checks do not flag any risks, the system immediately sends a travel
authorisation to the applicant. If there are doubts concerning the reliability of a positive

™ Regulation (EC) No. 1987,/2008 of the European Parliament and of the Council of 20 December 2006
on the establishment, operation and use of the second generation Schemgen Information System (515
I, 0] 2006 L 381, pp. 4-23 (515 Il Regulation); Regulation (EC) Mo. 76772008 of the Eurcpean Parliamant
and of the Council of 9 |uly 2008 concerning the Visa Information System (V15) and the exchange of
data between Member States on short-stay visas, 0] 2008 L 218, pp. 80-21 (V15 Regulation); Regulation
(EU) Mo. &03/2013 of the European Parliament and of the Coundl of 26 June 2013 on the establishment
of "BEurodac’ for the comparison of fingerprints for the effective application of Regulation (EU) Mo
604,/2013 establishing the criteria and mechanisms for determining the Member State responsible for
examining an application for international protection ledged in one of the Member States by a third-
country national or a stateless person and on requesis for the comparison with Eurodac data by Member
States’ law enforcement authorities and Eurcpol for law enforcement purposes, and amending
Regulation (EU) Mo 10772011 establishing a European Agency for the operational management of
large-scale IT systems in the area of freedom, security and justice (recast) (Eurodac Regulation). See
glso: European Commission (2014), Proposal for 2 Regulstion of the Ewropean Parlament and of the
Council on the establishment of ‘Eurodac’ for the comparison of fingerprints for the effective spplication
of [Regulztion (EU) No 604,203 establishing the criter2 and mechanisms for detarmining the Member
State responsible for examining an application for intermationsl profection lodged in one of the Member
States by 3 third-country national or 3 stateless person], for identifying an illegally staying third-country
national or stateless person and on requests for the comparison with Ewodsc data by Member States'
law enforcement authonities and Europol for faw enforcement purposes (recast), DOM{2018) 272 final,
Brusszels, 4 May 2016,

" Eurcpean Commission (2018), Proposal for 2 regulation of the Furopean Parfiament and of the Coundl
estabiishing an Entryy/Exit System (EES) fo register entry and exit dats and refissl of entry data of thind coundry
nationals crossing the extemnal bonders of the Member States of the European Union and determining the
conditions for access o the EES for [sw enforcement punposes and amending Reguizton (EQ) No. 7672008
and Regulstion (EL) No 10772071, COM (20146) 194 final, Bresseks, & Apnl 2016.
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match, Frontex verifies manually the reliability of the “hit”™ (Article 20). If the automated
checks point to a security, irmegular migration or public health risk based upon
information in the application form, one or several hits in databasas, or profiling done
throwgh the screening rules, the application is reviewed by the ETIAS Mational Unit in
the Member State through which the traveller plans to enter the EU (Article 22). Frontex
is not entitled to reject an application. The concernad Member State may, if necessary,
request additional information or, in exceptional circumstances, reguire tha applicant to
ao to the embassy for an interview (Article 23). Figure 1 illustrates the flow of the
processing.

Figure 1: Processing of an ETIAS application

Check of datain
the application

Mite: Checks by Frontex in blue; checks by the EU Mamber Siates in orange.
Source: FRA, 2017

ETIAS and fundamental rights

The Explanatory Memorandum to the ETIAS proposal explains that ETIAS facilitates
travel as well as checks at the border. It also acknowledges that ETIAS has an impact on
various fundamental rights.

In its opinion on ETIAS, the European Data Protection Supervisor (EDPS) concluded that
it has not been possible to assess the necessity and proportionality of the proposad
ETAS, due to the lack of an impact assessment.”” The dangers of conwverging
immigration and security is @ central concerm articulated in the opinion of the EDPS.

This FR& opinion touches in particular on the following rights of the Charter of
Fundamental Rights of the Europaan Union {Charter):

» respect for private and family life {(Article 7);

» the right to protection of personal data (Article 8);

* right to asylum (Article 18) and protection in the event of removal, expulsion or
extradition (Article 19 (2));

* right to non-discrimination (Article 21);

¥ European Data Protection Supervisor (EDPS) (2017, ECPS Opinion on the Proposal for 3 Eurcpean Travel
information snd Authorsation System (ETIAS), Opinicn 3/2017, 6 March 2007, p. 7.

& FRA
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» the protection of the rights of the child (Article 24);
# the rght to an effective remedy (Articla 47).

These rights must be read togather with Article 1 of the Charter on human dignity. The
dignity of the human person is part of the substance of the rights laid down in the
Charter.” None of the rights laid down in the Charter may be used to harm the dignity
of another person.™

As explained in Chapter 1, this FRA opinion does not replace a full-fledged fundamental
rights impact assassment and some fundameantal rights issues would require further
analysis.

¥ EU network of independent experts on fundamental rights, Commentary of the Charter of Fundamental
Rights of the Ewropean Union, June 2006, Article 1, Human Dignity.

™ Explanations relating to the EU Charter of Fundamental Rights (2007/C 303/02); Explanation on
Article T — Human dignity.

& FRA 15
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1. Fundamental rights compliance

The EU Charter of Fundamental Rights binds Member States and EL agencies when they
implament ETIAS. According to Article 12 of the proposal, processing of data within ETIAS
must not lead to discrimination.

1.1. Fundamental rights impact assessment

ETIAS affects fundamental rights, as the proposal also acknowledges. Monetheless,
there is no impact assessment of the proposal on data protection and other fundamental
rights, as EU better regulation guidelines would require.'®

Whereas this FRA opinion draws attention to 8 number of fundamental rights issues, it
cannot replace a fully-fledged fundamental rights impact assessment. Dua to time
constraints, this opinion doas not address all fundamental rights questions. For example,
it does not axamine the proposal’s impact on the rights of third-country nationals who
are family members of nationals of the EU, the European Economic Area (EEA) and
Switzaerland, or the impact of the provisions relating to carriers on the freedom to
conduct a business [Article 16 of the Charter). Similarly, it does not review if the
proposad system is compatible with the rights of certain categories of Turkish nationals
deriving from the 1970 Ankara Protocol™ and its “standstill clause™ as interpreted by
the Court of Justice of the EU (CJEU)," or the applicability of ETIAS to persons having to
cross the EW's external borders in unforeseen emergency situations wnder
Article 5 (2) (b) of the Schengen Borders Code (Regulation (EU) 2016/399). Mor does
this opinion cover the issues of logality and conformity with principles of EU law-
making'® in light of delegating considerable powers to the European Commission to
adopt implementing rules and more detailed regulation (by “delegated acts™ under
Article 220 TFEU) on a number of significant matters that have a tangible impact on
fundamental rights. Examples are the adoption of & pre-determined list of answers
concerning the guastions on education, occupation and job titles or specifying further
the securty, irregular migration or public health risks for the establishment of the risk
indicators.™

FRA Opinion 1

In line with EU better regulation guidelines, the EU legislator should identify ways to
compensate for the absence of a comprehensive impact assessment of the proposal,
including on fundamental rights issues, such as protection of personal data.

Ewropean Commission (2015), Commission Staff Working Document: Better Reguiation Guidelines,

SWD (2015) 111 final, Strashourg, 19 May 2015,

™ Additional Protocol and Financial Protocol signed on 23 Movemnber 1970, annexed to the Agreement
establishing the Assocation between the Ewropean Econamic Community and Turkey and on measures
to be taken for their entry into force - Final Act - Dedlarations, 0] L 293, 29 December 1972, pp. 3-56.

7 See CJEU, C-228/08, Soysal and Savatl v. Germany, 19 February 2009,

W See similarly Alegre, 5, Jeandesboz, |, Vawoula, N (2017), Euwropean Trave! Information and
Avuthonsation System (ETIAS): Border manzgement, fundamental rights and data profection, Study
commissioned by the Directorate General for Internal Policies, Policy Department C: Citizens’ Rights and
Constinutional Affairs, Civil Liberties, Justice and Home Affairs, European Parliament, April 2017,
pp. 42- 43

"™ See recital (50) as well as Article 15 (3} and (53-(8], Article 15 (£), Article 22 (3}, and Article 72 (1) and

(%) of the proposal

i© FRA
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1.2. Practical quidance on fundamental rights

The absance of a fundamental rights impact assessment makes it even more important
to monitor the impact on fundamental rights and to embed fundamental rights
considerations into its practical implementation.

Tha proposed ETIAS Regulation anvisages a number of mechanisms to monitor or guida its
implementation. These include:

» rogular audits of the use of the screening rules by the Central Unit, induding how
they impact on fundamental rights, particulary privacy and protection of personal
data (Article 7);

* ppinions, guidelines, recommendations and bast practices on the risk assessmant
b the ETIAS Screening Board composed of Member States representatives, Europol
and Frontex {Article 9);

» salf-monitoring by Frontex, Europol and the Member States (Article 53);

* procedures for monitoring the development and functioning of ETIAS by eu-LISA
relating to technical output, cost-effectiveness, secwrity and guality of sanvice
{Article 81); and

* regular evaluations of the functioning of ETIAS by the European Commission,
including its impact on fundamental rights (Artide 81).

Tha Practical Handbook suggested by tha general approach of the Council in proposed

Artide &1a offers a good opportunity to provide guidance on how to reduce risks of
unlawful access. More ganerally, such a handbook could provide good practices on how to
promote a fundamental rights sensitive implementation of the ETIAS Regulation.

FRA Opinion 2

Tha mechanisms to monitor, guida and evaluate the implementation of ETIAS - anvisaged
in Articles 7, 9, 53 and &1 - should cover fundamental rights implications and, in particular,
the protection of personal data. For example, the ETIAS Screening Board established under
Article 2 could include 3 member with fundamental rights expertise (particularly on
parsonal data protection and non-discrimination).

The tarms of referencas of the Practical Handbook, suggasted by the general approach of
the Councl (document No. 10017/17, 13 June 2017), should spedfically also cover
fundamental rights. This would enable FRA to support the drafting with its research
findings, similarly to the contribution FRA made to the Eurosur Handboolk,

1.3. Best interests of the child

The best interasts of the child is one of the four core principles of the UN Convention on
the Rights of the Child {Article 3). Article 24 of the Charter protects the rights of the
child and emphasises tha best interasts of the child as a key principle of all actions taken
in relation to children by public authorities and private actors. Whanever acting within
the scope of EU law, Membear States must provide to the child such protection and care
as is nacessary for the child’s well-being and development.

The best interest of the child is also reflected in the legal instruments establishing the
individual large-scale EU information systems. Article 9 (2) of the proposed EES
Regulation, for example, stipulates that the best interests of the child must ba a primary

17

11180/17 FL/cr

DGD1A

www.parlament.gv.at

18
EN


https://www.parlament.gv.at/pls/portal/le.link?gp=XXV&ityp=EU&inr=150686&code1=RAT&code2=&gruppen=Link:11180/17;Nr:11180;Year:17&comp=11180%7C2017%7C

FRA Opinson —2/2017 - ETIAS

consideration when retaining a child’s data. Recital (26) of the proposad recast Eurodac
Regulation also reiterates the principle of the best interests of the child.*™

Tha proposed ETIAS Regulation, in contrast, merely asserts that when processing personal
data within the ETIAS Information System, particular attention must be paid to children
{(Article 12). EU data protection rules provide spedal protection to children’s parsonal data.
Tha ECtHR imposas clear limits, prohibiting the blanket retention of children’s biometric data
by law enforcemant authorities.?” Children's data is also particularly sensitive bacause the
retention of their data may affect their lives even where they had no say in their parents’
decision to travel.

FRA Opinion 3

The EU legislator should explicitly refer to the principle of the best interests of the
child in the ETIAS Regulation, to remind all those entrusted with its implementation to
always pay the necessary attention to this principle in practica.

i Ewropean Commission (207 6), Propasal for 3 Regulztion of the European Pariament and of the Counci
on the establishment of Ewodac' for the comparison of fingerprnts for the effective application of
[Regulstion (EU) No &04/2012 establishing the criteris and mechanisms for determining the Member
State responsible for examining an application for intemnational profection lodged in one of the Member
States by 3 third-country national or 3 stateless person] for identifying an ilegally staying third-country
national or stateless person and on requests for the comparizon with Eurodac data by Member States'
law enforcement authorities and Europol for law enforcement purposes (recast), DOM{2018) 272 final,
Brussels, 4 May 2016.

' ECHR, 5. and Marper v. United Kingdom, Mos. 3056204 and 30565,/04, 4 December 2008,
paras. 124-125.

& FRA
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2. Protection of personal data

Artide 7 of the Charter stipulates the right to respect for private life. According to
Artide 8 (1) of the Charter, everyone has the right to the protection of their personal data.
Tha right to protaction of personal data is not an absolute right. Interferances with this right
can be justifind, but they hawve to respect the roquirements of the Charter and of the
European Convention on Human Rights (ECHR). Under EU law, any limitation on
fundamental rights guaranteed by the Charter must be in line with the requirements of
Artide 52 (1) of the Charter, namely: limitations must be provided for by law, must
genuinely meet objectives of genaral interest racognised by the Union or the nead to
protect the rghts and freedoms of others, respect the essence of the right and be
proportionate. The aim of amy such limitation, therefore, needs to be carefully considered.

The right to protection of personal data is detailed in secondary EU law, which is different
for EU institutions, bodies and agencies, and EU Member States. Until the European
Commission propesal on the processing of data of EUinstitutions and agencies is adopted, 2
Fromtex and eu-LI54 are bound by Regulation (EC) Mo. 45/2001, which applies to EU
institutions, agencies and bodies. As of May 2018, EU Member States will be bound by
Regulation (EU) 2016/679 (General Datz Protection Regulation)” and Directive (EU)
2016/680.

The proposed ETIAS Regulation envisages the processing of sensitive data. Proposed
Artide 15 lists the data that applicants must provide in the application form. By combining
information on name, aliases, residence, country of orgin, education, occupation and email
addrass, information on race, ethnic origin or religion may bocome evident. The question
ahout occupation in the application form may reveal trade union mambership (see Section
3.2). In addition, broad information about haalth {see section 2.1) is collected.

Artide 9 of the Genaral Data Protection Regulation significantly limits tha processing of such
spedal categories of data (sensitive data). It may only be allowed for reasons of, for
instance, substantial public interest, on the basis of Union or Membear State law, provided
certain safeguards are applied. The processing needs to be proportionate to the aim
pursued, respect the essence of the right to data protection, and provide for suitable and
spedfic measures to safeguard the fundamental rights and the interasts of the data subject.

ETIAS would carry out pre-border chedks to identify irmegular immigration, security and
public health risks. This appears to satisfy tha pursuit of a legitimate aim, but the necassity

and proportionality of processing some of the information requested is not sufficiently
demonstrated.

The processing of data in ETIAS neads to respect the principles of purpose limitation and
data minimisation. Tha purpose limitation is mirrored in Article 8 (2) of the Chartar, as well
a5 in Article 5 (1) {b) of the General Data Protection Regulation. According to the regulation,

¥ European Commission (2017, Proposal for a Reguiation of the Euwropean Parfament and of the Goundl on the
protection of indvidual with regand to the processing of personal data by the Union institutions, bodies, offices
and agendies and an the free movement of sudh data, and repealing Regulation (B0 No 45,2007 and Dedsion
No 1247,/2002,/8C, COM{2017) & final, Brussels, 10 January 2017,

**  Regulztion (EU) 2016/679 of the Eunopean Parliament and of the Coundl of 27 April 2018 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Diredive 95,/46/EC (General Data Protection Regulation), O L 119, 452016, pp. 1-B8

* Directive (EUy 2014/680 of the Eurcpean Pardizment and of the Coundl of 27 April 2016 on the protecton of
natural persons with regard to the processing of personal data by competent authorities: for the punposes of the
preventon, investigaibon, detecton o prosecution of miminal offences or the execution of ciminal penalies,
and on the free movement of such data, and repealing Coundl Framework Deasion 2008977 HA, O L 119,
452016, pp. 32-131.

© FRA
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personal data may only be collected for specified, explicit and legitimate purposes and must
mot be further processed in a manner that is incompatible with those purposes. The parson
concernad should be able to forasees the purpose for which his or her data will be processad.

Artide 5 of the General Data Protection Regulation spells out the prindple of data
minimisation, whareby porsonal data must be “adequate, relevant and limited to what is

mecessany in ralation to the purposes for which they are processed”. Data minimisation
refers to both the amount of data collected and the data processed.

2.1. Processing of health data

The first question to examine is whether the processing of personal data on health -
proposed Article 15 (4) (8) - respects the principles of purpose limitation and data
minimisation.

According to Articla & (1) (e) of the Schengen Borders Code, a person is allowed entry at
tha external border if not considered to be a threat to public health. Article 15 (4) (a) of the
proposed ETIAS Regulation intends to capture the threat to public health indudad in the
Schengen Borders Code into @ question on the applicant’s health condition. The question is
broadly formulated basad on the provision in the Schengen Borders Code. The applicant
needs to declara if he or she is subjact to a list of diseases drawn up by the World Haalth
Organization (WHO) and whethar he or she is affectad by “other infactious or contagious
parasitic disaases”.

Tha information provided will sarve to issue a travel authorisation for a pariod of five years
{or three years in the views of tha Council). During this time, the applicant’s health situation
may change and the information provided may easily become outdated. Moreover, the
reliability of the information can be questioned as the information builds upon a salf-
dedaration.

By contrast, third-country nationals who request a Schengen short-stay visa do not need
to provide information on their health status. Unlike some third countries, EU Member
States also do not require “embarkation cards”, om which travellers need to provide
information for the border chedk. it seems difficult to justify requinng nationals from visa-
free third-countries to provide such self-dedarations on health when those subject to a visa
requirement are not obligated to do this.

Information on public health risks provided by applicants is soon outdated and may not ba
reliable, as it is based on self-dedaration. Therefore, processing sensitive health information
would not meet the necessity and proportionality thrashold required by EU law.

FRA Opinion 4

Tha EU legislator should ramowve the quastion on health in Article 15 (4) {3) of the ETIAS
proposal, Public health risks should be assassad at the border when border guards carry
out entry chedks, as is currently the casa.

2.2. Other data that may reveal sensitive information

Tha second question to examine is whether the procassing of personal data on education,
occupation, presance in war zonas and raturn - proposed Articla 15 (3) and (4) - respects
tha principles of purpose limitation and data minimisation. The proposad ETIAS Regulation
formulates questions on these matters in very goneral torms and delagates tha further
definition of a pre-determined list of questions (Article 15 (5)) to the Europaan Commission.
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Moreover, to provida the intended information, the questions would need to be formulated
in & clear, transparent and unambiguows manner.

A general principle of data procassing laid down in Article 5 of Regulation (EU) 201&/679 s
that parsonal data must bo processed lawfully, fairly and in a trensparent manner.

Information on eocupation and education

Such information is primarily relevant for the development of screening rules to assess the
presence of @ security or imegular migration risk.  As further describad in Saction 3.2, the
screening rules proposad by ETIAS oreate a significant risk of discriminatory profiling. At the
same time, replias to questions on education and occupation could still ba useful for second-
line border chedks.

Challenges may &lso emerge in the categorisation of replies. Article 15 (3) of the proposed
ETIAS Regulation would task the Buropean Commission with establishing a pre-determined
list of levels and fields of occupation as well as education categories. In the absence of
agreed-on and commonly accepted categories, significant practical challenges may emearge
in standardising occupational groups, affecting the guality and reliability of the category
selected from a drop-down list by ETIAS applicants.

Moreowver, the need for any additional information in relation to occupation or education -
such as the job title currently envisaged under proposad Article 15 (3) - must ba cloarly
demonstrated.

Criminal offences and presance in conflict zones

Proposed Artide 15 (4) formulates the questions to the applicants on ciminal offences or
presence in war or conflict zones in a rather broad manner. This raises fundamental rights
CONCErmS.

Applicants would need to indicate if they have baan convicted of a aiminal offence in any
country. Third countries may oiminalise behaviour that is protected by EU law. For exampla,
some countries criminalise homosexuality or participation in certain political groups.

The Explanatory Memorandum to the proposal does not sufficiently demonstrate the
mecessity and proportionality of asking applicants to indicate any peried of stay in & conflict
zome during the past ten years. First, large parts of territories in some visa-frea third
countries hava boan hit by armed conflicts (o.g. Wastern Balkans, Eastarn Ukraine). Second,
there may be different interpretations as to whether or not an area qualifies as a conflict
zone (e.g. Abkhazia, South Ossetia, Transnistria). Third, most people would have visited a
conflict zone for justified purposes (eg. family or humanitarian reasons). If kept, the
question would have to be formulated in @ more targeted manner and tha pre-datermined
guestion defined in way that avoids affecting negatively victims of conflict and war or aid
workers, for instanca.

Refum

The question on whether the applicant has been subject to a return dacision - in proposed
Artide 15 (4) (d) - doos not appear to be necessany for ETIAS. In future, the plan is to record
information on the existence of a return decision as well as on entry bans in 515, according
to the SIS Il proposal on return.® Requesting the applicant to provide information of

*  European Commission (20716), Proposal for 3 Reguiation of the European Parfament and of the Coundl on the
use of the Schengen Information System for the retwm of Negally staying thind country nationals, 00M [2018)
881 final, Brussels, 21 December 20715,
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pravious return decisions would need to be better justified to be in line with the prindple
of purpose limitation.

In condusion, some of the data that applicants are required to provide may reveal sensitive
information (either alone or in combination with other data) or may lead to severe
consaquences for the individual for unjustified reasons. Their processing does not appear
to be mecessary and/or proportionate to achieve the purpose of ETIAS and raises issues
under tha principles of data minimisation and purpose limitation.

FRA Opinion 5

To honour the rights to respect for private life (Article 7 of the Charter) and protection of
personal data (Article 8 of the Charter), and in Fght of the principles of data minimisation
and purpose, the EU legislator should:

s [imit tha guestions on education and occupation in Artidde 15(3) to broad
categories as necessary for risk analysis purposes or second-line chedks, avoiding
the collaction of job titles or other detailed information until the necessity of
collecting such information is better demonstrated;

» ra-formulate the question on presence in conflict zones in Article 15 (4) (c) so that
it only captures information relevant for ETIAS;

s raplace tha referance to criminal offances in Arficle 15 {4) (b) with 3 mora specific
and exhaustive list, as suggested in the general approach of the Council;

s consider removing Article 15 (4) (d), as information on past refurn decisions
showld be retriavad from 5I5;

» infroduce 3 provision on issuing guidelines for applicants, to avoid having them
misunderstand questions and unintentionally provide inaccurate information.

2.3. Automated processing and interoperability

Artide 22 (1) of the General Data Protection Regulation and Artide 19 of Regulation (EC)
Mo. 4572001 prohibit any “decision based sclely on automated processing, induding
profiling” which “significanthy affects” a data subject. Although exceptions may be made
where authorisad by EU or Member State law, data controllers must provide appropriate
safeguards to data subjacts, including “the right to obtain human intervention [.], to
express his or her point of view and to contest the decision”. The natura of other safequards
is not specified, but Articles 13 and 14 of the General Data Protection Regulation state that
in casa of profiling, a data subject has the right to “meaningful information about tha logic
involyed”.

Pursuant to Article 17 (3) of the proposal, ETIAS will create its own database consisting of
mames, nationality, contact information, education, ocoupation, information on health,
prasence in conflict or war zones, and return decisions.

Tha automated processing envisagas chedds against the ETIAS Cantral System itself and a
number of other databases, namely 515 Il, Ewodac, ECRIS, EES, VIS, Europol databases, as
well as the Interpol databases SLTD and TDAWM. To aid the automated processing,
Artide 10 of the proposed ETIAS Regulation introduces interoperability among the EU
information systems.

* See also Artidle 24 of COM({2017) 2 final proposed to replace Regulation (EC) No. 45,2001,

n © FRA
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People will be increasingly surroundad by differant systems of control and surveillance, a
situation that requires additional safequards. FRA's paper on interoparability analysas the
fundamental rights challanges interoperability antails.”

Tha purpose of ETIAS is to undartake a pre-border check. For chacks carried out at the
external borders, the Schengen Borders Code envisages only checks against 515, V1S (only
for visa holders),* the EES (proposed)™ and relevant databases holding information on
stolen, misappropriated, lost and invalidated documents. Tha Schengen Borders Code does
not envisage that ECRIS and Eurodac be chedked at first-line controls and VIS chedks are
only expactad for visa holders (Articla 8 (3) (b)). Particularly for children, chedks against
ECRIS but also databases where iregular stay have recorded, such as 515 1l and Eurodac,
might result in disproportionate consaquences, as FRA pointed out in its opinions on ECRIS
and Eurodac.®

Tha respective purposes of the databases remain unchanged in spite of the fact that they
are interoperable with ETIAS. Extending interoparability beyond databases having the
purpose of supporting border checks of visa-free travellers would raises issues of purpose
limitation. Table 2 shows which IT systems and databases border guards are required to
consult upon entry when checking visa-free travellers.

Table 2: Systems consulted during border checks for visa-free travellers

Database 5I5 WIS EES Europol | Euwrodac ECRIS SLTD TDAWN
Yas Mo Yes Yoz Mo N Yes Yes

Source: FRA, 2017

T FRA (2017), Eundsmental rights and the interoperability of EU information systems: borders and
security, Lueembourg, Publications Office [forthcoming on 7 July 2017].

' Regulation (EC) Mo. 1987,/2008 of the European Parliament and of the Council of 20 December 2006
on the establishment, operation and use of the second generation Schengen Information Systemn (515
Iy, 0 2006 L 381, pp. 4-23 {515 Il Regulation); and Coundl Dedsion 2007 /533, JHA of 12 juna 2007 on the
establishment, operation and use of the second generation Schengen Information System (515 I, Of 2007 L
205, pp. 63-B4 (515 Il Dedsion).

*  Regulation (EC) Mo. 767 /2008 of the European Parliament and of the Cowncil of @ July 2002 conceming
the Visa Information System (WIS) and the exchange of data between Member States on short-stay
visas, 0 2008 L 218, pp. &0-81 (V15 Regulation).

¥ Euwnopean Commission {2016), Propasal for a Reguistion of the European Pariament and of the Council
establishing an Entry/Exit System (EE5) to register entry 2nd exit data and refusal of entry data of thind
country nationals crossing the external borders of the Member States of the Furopean Union and
determining the conditions for access to the EES for [aw enforcement purposss and amending
Reguiation (EC) No 767/2008 and Regulation (EU) No 10772071, COM(2016) 194 final, Brussels, &
April 2016,

' European Commission (2017, Proposal for a Regulation of the European Pardiament and of the Cound!

establishing 5 centralised system for the identification of Member States holding conviction

information on ihird country nationals and stafeless persons (TCN) to supplement and support the
Criminal Records Information System (ECRIS-TON system) and amending Reguation (EU) Na

10772071, COM{2017) 344 final, Brussels, 29 June 2017.

FRA (20115), Opinion of the European Union Agency for Fundameniz/ Righis conceming the exchangs

of information on third-country nationals under 2 possibie future system complementing the European

Cnminal Reconds information System, FRA Opinion - 1,/2015 [ECRIS], Vienna, 4 December 2015,

FRA (2018), The impact of the proposal for 3 revised Furodac Reguiation on fundamental nights. Oginion

of the Eurppesn Union Agency for Fundsmenial Righis, FRA Opinion - 6720716 [Eurcdac], 22 December
2016, p. 36.
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The automated processing compares the information in the application forms with data
contzined in other information systems or databases. Thesa systems ara governed by
similar but not identical rules on access rights, transfer of data, erasure of data, etc.
Such rules are contained in the system-spacific regulations, wheroas for Europol
databases, thay are laid down in Regulation (EU) 2016/794 (Europol Regulation). In
particular, according to Article 19 of the Europol Regulation, Member States may restrict
access, use, or the right to transfer the information they provided to Europol. These
limitations will have to be considerad in the development of operational solutions for
checking Europol data within the automated processing (Article 18 of the proposed
ETIAS Regulation) and the consultations of Europol data by ETIAS Mational Units
(Article 25 of the proposed ETIAS Regulation).

Besides checking the application against the above-mentioned infermation systems and
databases, every applicant is also checked against an ETIAS watch list established and
managed by Europol. The watch list is broadly defined by Article 29 of the proposed
ETIAS Regulation to cover any persons “who are suspected of having committed or
taken part in a criminal offence or persons regarding whom there are factual indications
or reasonable grounds to believe that they will commit criminal offences”. This provision
doas not require the criminal offence to be serious, thus going beyond offences for
which Europol is competent, as Europol is responsible for preventing and combating
seripus crimes, terrorism and forms of crime which affect 8 common interest covered
by & Union policy™ and related criminal offences, according to Articdle 3 (2) of the
Europol Regulation. Article 9@ of the proposed ETIAS Regulation establishes an ETIAS
Screening Board, composed of Member State ropresentatives, Europol and Frontesx,
which should be consulted on the implementation of the ETIAS watch list.

FRA Opinion 6

To promofe compliance of the automatic checks envisaged by the proposed ETIAS
Regulation with fundamental rights, the EU legislator should:

*  limit inferoperability only to thosa other IT-systems and databases that have the
purpose of supporting border checks of visa-free travellers, thus excluding
interoparability with Eurodac, ECRIS and VIS;

s undarfine the need for operational guidance to ensure that the differant data
protection frameworks applicabla to Furopol data and data in the eu-1I154
managed IT-systems are adhered to;

* raplace the referance to criminal offences in proposed Article 29 with an explict
list, as suggestad in the general approach adoptad by the Coundl in Juna 2017,

2.4. Data retention

ETIAS data will be retained for five years (proposed Article 47), aligning it to the
proposad EES, mainly due to the envisaged interoperability with EES. ETIAS and EES
would shara & common repository of parsonal data of third-country nationals. Data in
Artides 15 (2) and {4) are included in the common repository. ETIAS will contain an
extensive set of personal data {including sensitive data) and travel document details of
all visa-free third country nationals intending to travel to the EU. The retention peried
in ETIAS of five yoars applies equally to children, also as of tha last entry record in EES,
and for refused, revoked and annulled travel authorisations (Article 47).

** Annex | of Regulation (EU) 794,206 of the European Parliament and of the Counicil of 11 May 2016.

© FRA
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Data in common with EES are surmames, first names and given mames, nationality or
nationalities, date and place of birth, information about the travel document and its
validity. Data included only in ETIAS would be: aliases, residence information, the data
subject’s email address, phone number, education and current occupation, IP address,
whether the applicant is subject to any disease with epidemic potential, information on
criminal offences, stays in conflict zones, and on return dedsions. Moreaver, for childran,
tha name(s) of their legal guardians or parental autharity are included. if a form is fillad in
on behalf of an applicant, the name(s) and contact information of the firm, organisation or
person doing 5o are also required. The comman repository would hold large amounts of
personal data of third-country nationals and would be attractive for hackers and opprassive
regimes tracking movement of political opponents.

For a variety of reasons, ETIAS may be particularly attractive to hackers. The large
amount of personal data envisaged to be stored in @ new EU large-scale information
system heightens the risks for the data subjects in case of unlawful access and use.

Therefora, there is, on the one hand, a need for robust data security measures and strict
supervision of their implementation to prevent unlawful access and data legkages. On
the other hand, data retention periods should not be longer than strictly necessary. As
FRA pointed out in its opinion on Eurodac, for persons in need of international protection,
unlawfuzlqaccess could also undermine the right to asylum enshrined in Article 18 of the
Charter.

FRA Opinion 7

The necassity and proportionality of retaining the parsonal data for five years following
tha last entry record of the authorisation, or its annulment, rafusal or revecation, would
nead to ba batter justified in light of the purposes of ETIAS.

M Sae FRA (2016), The impact of the proposal for 8 revised Eurodac Beguizstion on fundsmental nights. Opinion of
ihe Europesn Linion Agency for Fundamental Rights, pp. 31-33; and FRA (2018), Ooinion of the Eurapean Linion
Agency for Fundamental Rights on the imped on chidren of the propossi for 3 revised Dublin Reguiztion
(COM20TE1270 final 2016,0733 COD), pp. 54-55.
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3. Equality and non-discrimination

Article 20 and 21 of the EU Charter of Fundamental Rights provide for aquality before
the law and freadom from discrimination. This chapter examines the risk of not having
all applicants treatad equally in the application processes, mainly due to lack of access
to, or knowledge of, modem information technologies. It also examines the risk of ETIAS
Screening rules resulting in discriminatory profiling.

3.1. Equality in treatment

Tha general prindple of aqual treatment in Article 20 of the Charter requires that
“comparable situations not be treated differently and different situations not be treated
alike unless such treatment is objectively justified™® The proposal foresees a standard
procedure for lodging an ETIAS application, which may in practice vnduly complicate the
obtaining of a travel authorisation for some persons in companson with other applicants.

Article 13 stipulates that applications must be lodged by filling in an online application
sufficiently in advance of any intended travel, directly by the applicant or another
person {such as a parent of an underage child) or commercial intermadiary (such as a
travel agent) authorised by the applicant. The Explanatory Memorandum notes that this
would allow the lodging of applications also for persons who cannot create the
application themselves for reasons such as old age, disability, literacy level and
language knowledge, and lack of accass to, or inability to use, information technology 38
This clearly acknowledges that unimpeded access to and ability to use the internet
should not be automatically presumed for all categories of potential travellers.

Parsons without access to information technology or unable to use it to the oxtent
necessary to fill in the ETIAS application may also have difficulties in obtaining the
assistance of another person. Such persons, if required to submit an online application,
ara mora likely to provide incomrect or incomplete data leading to an increased likelihood
of their application being rejectad. This could even result in 2 business model where
intermediaries (not all of them necessarily travel agents or other lagitimate businesses)
offer services against @ fee, @ model familiar from third countries with wvisa
requirements.

Age, disability or social origin - all prohibited discrimination grounds under Article 21 of
the Charter - may put a porson at @ significant disadvantage, resulting aither in
additional costs or the inability to travel to the EU. This will affact persons who were
previously subject to no such formalities due to visa-frea travel, including nationals of
neighbouring third countrias who may have legitimate intarasts to visit the EU urgantly
for family ar other reasons.

¥ CJEU, C-203/88, Kingdom of Spain v. Cowncil of the Ewropean Union, 20 September 1988, para. 25 and
CJEU C-15,95, EARL de Kerlast v. Union régionale de coopératives agricades (Unicopa) and Coopérative
du Trieux, 17 April 1997, para. 35.

¥ Eurppean Commission (2018}, Proposal of a Reguiation of the Ewopean pariament and of the Councii
establishing 2 European Travel Information and Authonizetion System (ETIAS) and amending Regustions
(EU) MNo. 515/2014 (EU2076/300, (EUN2076/794 and (EU) 2015/1524 , COM2016) 731 final,
Brussels, 16 Mowember 2016, Explanatory Memorandum, p. 7.
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A similar concern arises for persons reguested to submit additional information
according to Article 23 of the proposed ETIAS Regulation, or who are invited for an
interview at a consulate under proposed Article 23 (4), which may invaolve extensive
travel and additional costs.

Megative consequences may more frequently result for peaple who fail to provide
complate information due to reduced ability to use information technologies, including
their literacy level and knowledge of required languages of communication.™

The ETIAS proposal envisages a fall-back procedure for carriers in Article 40, as well as
for the border authorities in Article 42, in cases where it is technically impossible to
procead with the consultation of the system. Mo such option is planned for travellers
providing good reasons for not having completed the ETIAS formalities before travelling.

Options available to persons falling under the scope of ETIAS should not be more limited
than those available to persons required to hold a visa. Articla 35 of the Visa Code
contains a fall-back option for issuing, in exceptional cases, a visa at border-crossing
points where the person was not able to obtain the wvisa in advance and proves
unforeseaable and imperative reasons for entry, such as a sudden serious illness of a
close relative or urgent medical care ®®

FRA Opinion 8

To operationalise the non-discrimination safequards in Article 12 of the ETIAS proposal -
which requires that particular attention be paid to children, older parsons and persons
with disabilitias - the EU legislator should envisage an effective fall-back option,
particulary to avoid hardship where the traval is justifiad by urgent reasons. This could
bo done by intreducing infe ETIAS a rule for obtaining the travel authorisation directly at
the border, similar to Article 35 of the Visa Code.

Provision could also be made to ensure that such applications are assistad at border-
crossing points.

3.2. Preventing risks of discriminatory profiling

Article 20 of the Charter sets out the right to eguality before the law and Article 21
contains the right to non-discrimination. Non-discrimination law prohibits direct as well
as indirect discrimination. These two concapts are defined in Article 2 {2) of the Racial
Equality Directive as follows:

o Diract discrimination is “taken to occur where ona person is treated loss
favourably than another is, has been or would be treated in @ comparable
situation on grounds of racial or ethnic erigin™:¥

T This is further exacerbated by the medification to Article 23 (2] proposed by the general approach
docurnent of the Council, which seeks to give the Member 5tates a possibility to presoibe the
languages in which the requested additional information or documents may be submitted.

W Commission Decision 02010 1620 final of 193 2010 establishing the Handbook for the processing
of viza applications and the modification of issued visas and Commission Implementing Decision C
(2011} 5501 final of 4.222011 amending Commission Decision Mo. C (2010) 1620 final of 12 March
2010 establishing the Handbook for the processing of visa applications and the modification of issued
visas (¥isa Handbook), p. 93.

¥ Gimilarly: Employment Equality Directive, Article 2 (2) (a); Gender Equality Directive (Recast),

Artiche 2 (1) (3); Gender Goods and Services Directive, Article 2 (a).

© FRA
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s  Article 2 (2) (b) of the Racal Equality Directive states that “indirect
discrimination shall be taken to ocour where an apparently neutral provision,
criterion or practice would put persons of a racial or ethnic origin at a particular
disadvantage compared with other parsons™ ¥

Article 28 of the proposed ETIAS Regulation envisages a system to predict if a traveller
constitutes a risk for irregular migration, security or public health by comparing
information submitted by the applicant to specific risk indicators. The proposed
regulation leaves significant flaxibility in defining which categories of travellers pose
such risk. Essentially, the European Commission will determine such risks by dalegated
acts (Article 78) on the basis of various sources, including data stored in ETIAS and in
the EES, information provided by Member States and by the European Centre for
Diseasa Pravention and Control (ECDC). Specfically, these includa:

s EES statistics for overstayers and refusals of entry for a specific group of
travellars;

»  ETIAS statistics on risks associated with spedfic groups of travellers;

» (Correlation betweaen ETIAS and EES risks;

s |nformation on specific security threats, rates or overstayers for particular
groups of travellers provided by individual Membear Statas;

* Information on public health risks provided by individual Member Statas and
ECDC.

The ETIAS Central Unit in Frontex will develop screening rules (algorithms) to
operationalise the risk indicators associated with a spacific group of travellers. The
proposal does not define the concapt “specific groups”. Such algorithms would usa the
following personal data: age, sex, nationality, place of residence, education lavel and
occupation. The algorithm would compare the individual profile of the travellers with
groups &t higher risks of irregular migration. As a result, 3 bona fide traveller, who
happens to fit a risk profile, would be put in a disadvantageous position compared to
other travallers. He or she would have to go through a considerably more cumbarsome
procadure, even though thare are no individual reasons - apart from falling into a
possible risk profile - to conclude that the person constitutes a risk of irmegular migration.
One can also question whether the fact of being part of a group at risk of irregular
migration meets the threshold of “reasonable grounds® as per Article 3 (1) (d) of the
proposad ETIAS Regulation.

The risk that this may unintentionally lead to discrimination of groups of travellars,
based on their age, sex, ethnic or social orgin, or membership of a national minority -
all prohibited grounds wnder Article 21 of the Charter - is not negligibla. One could
imagine, for example, that members of a minority group in a specific region of a third
country hawve the lowest education level and are primanly involved in a particular
occupation (e.g. agriculture), a feature which s not shared by other groups. The
prohibition of discrimination in Article 12 of the proposed ETIAS Regulation only refers
to “racial and ethnic ongin® and does not explicitly prohibit discrimination based on
“social onigin®. This could lead to a risk that occupation is wsed to discriminate, for
example, against low skilled workars.

' Similarly: Employment Equality Directive, Article 2 (2] (B); Gender Equality Directive (Recast),
Article 2({1)(b); Gender Goods and Services Directive, Article 2 (b).
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Figure 2: ETIAS screening rules and impact on fundamental rights

health and imegular stay
of specific groups of
travellers

Sowrce: FRA, 2017

If data from the EES show that farmears with low education levels from that area were
a category at high risk of irregular migration, the screening rules would result in
targeting members of such ethnic group. This means that even in the absence of direct
personal information about protected characteristics such as ethnic arigin or gender,
discrimination can ocour inadvertently through the combination of the other information
included. As discrimination would mosthy occur inadvertently, the proposed safeguard
in Articla 28 {5) - whereby specific risk indicators may “in no cdrcumstances ba based
on a person's race or ethnic origin, political opinions, religion or philosophical beliefs,
trade union membership, sexual life or sexual orientation™ — would not be sufficient to
mitigata this risk.

In addition, tha use of algorithms to identify possible criminal behaviour or irragular
migration risk factors is still largely untestad territory. Research is still inconclusive on
how to make fair predictions wsing statistics and algorithms without engaging in
discriminatory profiling.*” Moraover, in the field of immigration control, groups at risk
of irregular migration may change quickly and it would take some time to update the
screening rules to reflect new trends.

The limited research available on the feasibility of using risk indicators without engaging
in discriminatory profiling weighs in favour of postponing a possible use of risk
indicators to a later stage. Meanwhile, the assessment of entry conditions as per
Article & (1) {c) of the Schengen Borders Code could continue to be carried out by
border guards at border-crossing points based on availabla risk analysis information. In
its opinion on ETIAS, EDPS also questions the necessity of the screening rules and
encourages legislator to reconsider such profiling rules_*

FRA Opinion 9

Personal data procassed in ETIAS should not be checked against risk indicators until 3
tast phasa demaonstrates that the screening rules ara necassary, proportionate and do
not result in discriminatory profiling, given the significant risk of inadvertently
discriminating against certain categorias of travellers based on prohibited grounds
listed in Article 27 of the Charter.

' The White Houss (2016), Big Dats- A report on Algorithmic Systems, Opportunity and Gl Rights.
¥ European Data Protection Supervisor (EDPS) (2017), EDPS Opinion on the Proposal for 5 European
Travel information and Authorisation System (ETIAS) Opinion 3,207, & March 2007, p_ 11.
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Therafore, the EU lagislator should remowve the relevant provisions on screening rules
- such as those in recital (40), Article 7, Article 18 (5), the last sentence of

Article 21 (3), Article 22 (7), and Article 28 - from the proposed ETIAS Regulation.

An amendment of the regulation to introduce such rules could be considered following
a test phase demonstrating that the screening rulas are necessary and proportionate
and do not result in discriiminatory profiling. In that case, the regulation should define
the screening rules in more detail, limiting the discretion of implementing rules.
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4,  Access by law enforcement and fundamental rights

One of the purposes of ETIAS is reinfordng EU internal security. According to the proposal,
this would be done in two ways: first, through the identification of persons that posa a
seourity risk before they armive at the Schengen external border; and second, by making
information from the system available to national law enforcemeant authorities and Europol
for combating terrorism and serious crime.® This section focuses on the latter, ie. on
provisions that allow law enforcemant authorities to access the data submitted to the
system by past applicants.

The justification for law enforcement accass to ETIAS data provided by the European
Commission relies on a comparison with the VIS, The Explanatory Memorandum refars to
the cross-border nature of criminal activities — such as trafficking in human beings or
smuggling - and the effectiveness and usefulness of VIS for law enforcement purposes.®
The fact that information similar to that on visa travellers is currently not available to law
enforcement agencies for visa-exempt third-country nationals is automatically presanted
as a gap that requires dosing.

With the notable exception of health and education-related data, national law enforcement
authorities and Europol would have access to all information collected through ETIAS.
Raquests for certain types of information (related to occupation, past criminal record, stay
in & conflict zone or being subject to a return decision in the past) would require specific
justification, but are otherwisa subject to the same access conditions.

Access to personal data by law enforcement represents a limitation on the right to respect
for private and family life (Article 7 of the Charter) and the right to protection of personal
data (Artide 8 of the Charter). As such, it must comply with the principle of necessity and
proportionality. Under Article 52 (1) of the Charter, any limitation on the axercise of the
rights and freadoms recognised by the Charter must be provided for by law and must
respect the essonce of those rights and freedoms. With due regard to the principle of
proportionality, limitations may be imposed on the exercise of those rights and froedoms
only if they are necessary and if they genuinely meet objectives of general interast
recognised by the Ewopean Umion or the need to protect the rights and freedoms of
others.*® Usefulness of @ measure is not in iself sufficient to comply with these
requirements. According to the JEU, even whera a measuwre pursues an objective of
general interest, induding a fundamental one such as tha fight against organised crime and
terrorism, it does not in tself mean that the measure would be considered necessary for
the purpose.®

Although specific individuals covered by the ETIAS proposal may be connected to
organised crime or even terrorism, these persons represent a small segment of the
overall number of paople whosa data are processed in ETIAS. The lack of an even
indirect or remote connection between the data retained and the purpose of thair

**  European Commission, (2018), Proposal of 2 Reguwation of the Ewropean parffament and of the Council
establishing a European Trawvel information and Authorization System (ETIAS) and amending Regulations
(EU) Wo. 5715/2014 (ELN2016/3009, (ELN2076/704 and (EL) 207&/7624, COM{2016) 731 final, 16
Nowvember 2016, Explanatory Memorandum, p. 4.

' Ibid, p. 20.

= CJEU, 801 M5 PRU, L M. v. Stastssecretans van Veiligheid en fustitie, 15 February 2016, para. 50.

*  CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Irefand Ltd v. Minister for Communications,
Marine and Natura! Resources, Minister for fustice, Equality and Law Reform, The lommissioner of the
Garda Siochdna, lreland and the Attorney General, and Karntner Landesregierung, Michael Seitfinger,
Christof Tschohl and Others, 8 April 2014, para. 51.
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retention - serious crime - was amaong the arguments used by the CJEU in the Digital
Rights Ireland case to conclude that the Data Retention Directive was not in ling with
the Charter.*

This argument is particularly strong in the case of children. Given that thare is no age
limit for inclusion in ETIAS, the same data would be available to law enforcement
authorities in relation to adults and children. Whan addressing the issue of blanket
retention of biometrc data by law enforcement authorities of persons not convicted of
a crime, in the case of 5. and Marper, the European Court of Human Rights (ECtHR)
emphasised that this may be especially harmful in the case of children, given their
special situation and the importance of their development and integration in society.®
As emphasised by FRA in relation to the proposed revision of the Eurodac Regulation,
these arguments are also applicable whare law enforcement accesses data that were
originally collected for other purposes.®

There is insufficient evidence of the need to process personal data of children to
prevent, detect and investigate terrorism and serious crime, particularly for children
below the age of criminal responsibility. At the same time, in some cases, ETIAS could
possibly help to protect children who are victims of trafficking in human beings. If a child
who was previoushy recorded in 515 Il a5 missing or as a victim of human trafficking applies
for authorisation to re-enter the EU, alerted law enforcement authorities could develop a
targeted rosponsa.

The ETIAS proposal as @ whiole has not been subject to an impact assessment examining in
detail the fundamental rights implications of establishing an EU travel authorisation system.
For VIS or Eurodac, law enforcement accoss was added at a later stage, after some
exparience with the functioning of the systam had already boan collactad. By contrast, the
ETIAS proposal envisagas this functionality from the outset, without any assessment period
that would allow taking stock of the functioning of the database and its effects on
fundameantal rights. Furthermore, in its assessment of VIS, the Europaan Commission admits
that the conclusions about the usefulness of law enforcement’s access to VIS ara based on
sources of “limited analytical value”. By the and of 2015 - the pariod used to assess the
functioning of law enforcament access to VI5 —access was still recent and very fragmented;
anly @ minority of the Member 5tates used the system regularly, with a number of Member
States actually making dadining use of the systam.™

The nacassity and proportionality of law enforcement access should also be examined in
the overall framework of the architecture of existing or planned EU information systems in
tha fiald of freedom, security and justice, including the ongoing discussions on
interoperability of thoso databases. The owerlap with information collacted undar the
planned EES is particularly important. Given that EES should record the entry and exit of
both visa holders and visa-free travellers, the benefit of a separate access by national law
enforcement authorities and Europol to ETIAS is unclear. Moreover, due to the envisaged
interoperability of the two systems, data making a traveller identifiable would be induded

T Ibid, paras. 5B-59.

' ECHHR, 5. and Marper v. United Kingdom, Mos. 3056204 and 30568/04, 4 Decemiber 2008, paras. 124-
125

* FRA (2018), Opinion of the Euwopean Union Agency for Fundamental Rights on the impact on
fundamentsl rights of the proposal for a revised Eurodac Regulztion, FRA Opinien - /2016 [Eurodac],
22 December 2016, pp. 22-23.

* European Commission {200 8), 5tafF Working Document: Evaluation of the implementation of Regulation
(EC) No. F67/2008 of the European Parfament and Coundl conceming the Viss Information System
(VI5) and the exchange of dats between Member States on short-stay vise (VIS Regulation) / REAT
Ewvaluation, SWI2018) 328 final, Brussels, 14 October 20146, pp. 28-29.
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in the common repository mentioned to in the Explanatory Memorandum of the proposal.
It wiould, therefore, be possible to access data that is important for the identification of a
person through EES onby. It would need to be explained what the added valua would be of
having access to data that will be stored in ETIAS only, such as, for example, occupation.

In addition to the question on the extent to which law enforcement authorities should be
entitled to consult ETIAS data, the conditions for such access also need to be examinad.
Access would be subject to a set of conditions inspired partly by the proceduras for VIS and
partly by those of Eurodac. The conditions are similar for national law enforcement
autharities and Furopol. Accoss will be indiract, based on submitting a reasoned requast for
consultation of the data to the cantral access points, and only receiving further information
if thore is a match with the data containad in ETIAS {"hit/no-hit systom”).

According to Articla 45 (1) of the proposed ETIAS Regulation, such a request needs to be
basad on a legitimate purpose - the necassity for combating terrorism or other sarious
crime in & specific case - and there need to be reasonable grounds to consider that the
consultation of the data may substantially contribute to the objective, particulady where
the suspect, perpetrator or victims falls under the category of persons covered by ETIAS.

Finally, a5 in case of Eurodac and beyond what is required in case of law enforcemeant access
to VIS data, consultation of ETIAS by law enforcement would only be possible if the
information has not bean obtained by a prior consultation of *all relevant national databasas
and the Europol data’. Althouah the requirement is less specific than in the case of Eurodac
{which contains a list of databases to be consultad), it is a key safeguard to ensure that
ETIAS data is only consulted where the information cannot be obtained from dedicated
databases, i.e. in a more proportionate manner.

When comparing ETIAS with Eurodac - which features more advanced safeguards for law
enforcement access than VIS - notable differonces noverthelass axist. These differonces
make conditions to access ETIAS less stringent. Concerning the duty to first consult other
databases, the proposed ETIAS Regulation does not clarify what information may bar a
subsequent search of ETIAS. In case of Burodac, law enforcement authorities are onby
permitted to conduct 2 search if the consultation of other databases did not establish the
person’s identity. ETIAS, on the other hand, can be consulted if the prier search in other
databases “did not lead to the requested information” (proposed Artide 45 (1) {d)). This
makas the condition susceptible to the specificty of the reguest and, thersfore,
considerably vague. Furthermore, whareas both Eurodac and VIS require the presumption
that their consultation “will" substantially contribute to the prevention, detection or
investigation of terrorism or serious crime, according to Article 45 (1) (c) of the proposed
ETIAS Regulation it is sufficient if there are reasonable grounds to consider that such
contribution may ooour. This reduces the threshold to the existence of @ mere possibility
that such data may be in any way relevant to the law enforcement objective.®' Such shift
implies a reduced responsibility of the law enforcement authorities to conduct their own
proportionality assessmemnt.

On the other hand, in comparison to the axisting systems, the ETIAS proposal places
additional emphasis on an independent verification of law enforcement requests for

*' The general approach of the Council to the proposal furthermore proposes to omit the waond
“substantially”, meaning that any potential contribution to the prevention, detection and investigation
of such offences would be sufficient. See Council of the European Union, Annex to Proposal for 3
Reguilstion establishing 2 Ewopean Travel Information and Authorization System (ETIAS) and amending
Regulation (EU) and amending Regulztions (EU) No 51520714, (EUV) 2076/300, (EU) 2076/704 and (ELI)
2078/ 1624 - General approach, Brussels, document Mo, 10007/17, 13 June 2017.
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information (with the possibility of an ex post verfication in exceptional cases of urgency).
Artide 44 (2) requires a law enforcement request for consultation of the ETIAS Central
Systemn to undergo an ‘independent, efficient and timely verification”. The Explanatony
Memorandum clarifies that such independent verification is to be conducted “by a court or
by an authority providing guarantees of full indapendence and impartiality™ which is “free
from any direct or indirect external influence”.® Responding to the CEU's requirement in
the Digital Rights irefand miling,® this would represent an additional safeguard in
comparison to the verification mechanism in place for law enforcement access to other EU
databases. In case of VIS, the verification is carried out directly by the central accass point
and there is no requirement of independence.® In case of Eurodac, the venfying authority
is supposed to act independently from the authority requesting the information (the
designated authority), but it shall be an authority responsible for combating terrorism and
sarious crime and may be part of the same organisation as the designated authority.** The
practical differance from the existing verification mechanisms will neverthaless depond on
the interpretation of the ‘independence’ requirement, in particular in combination with the
requirements of ‘efficiency” and “timeliness’, by the Member States. The fact that the
Council’s general approach document proposes to instead duplicate the Eurodac verification
mechanism already serves as an indication.*

The designation of a verification authority represents the most important difference
betweeon the access by national law enforcement authorities and Europal. Far the latter,
Artide 46 (3) envisages that this role be taken on by EDPS “where appropriate in
accordance with the procedure of Article 44 [of the Europol Regulation]”.™ Such direct
involvemeant of the EDPS would however mean, in light of the EDPS mandate, that it would
niot be sufficiently removed from a process that it is also responsible for supenvising. In its
opinion on the ETIAS proposal, EDPS raised concerns over its proposed role, underlining its
role to monitor and check compliance with data protection rules rather than to authorise
individual investigative activities.*® Furthermore, it considers that to meet the requirement
of “efficient and timely™ verfication, EDPS would have to verify the requests without a prior
consultation of the relevant Member State’s Data Protection Authority, as exceptionally
envisaged in “extremely urgent” situations under Artide 44 {4) of the Europol Regulation.
The EDPS, therefore, concludes that the cumrently proposad procedure would put it in a

*  Ewropean Commission (2018), Proposal of a Reguiation of the European parfiament and of the Council
establishing 2 European Travel information and Authorizztion System (ETIAS) and amending Regwations
(EL) Neo. 515/2014,(EU)2076/309, (ELN2076,/704 and (EL) 2076/7624, COM2016) 731 final, 16
MNowember 2016, Explanatory Memorandum, p. 21.

* CJEV, Joined cases C-293712 and C-594/12, Digital Rights kreland Ltd {C-293/12) v. Minister for
Communications, Manne and Natural Resources, Minister for Justice, Eguality and Law Reform, The
Commissioner of the Gards Sochdns, freland and the Attorney General, and Karminer Landesregienuing,
Michael Seitinger, Christof Tschoh! and Others{(-504,/72), B April 2014, para. 62.

* See Artide 4 (1) of the VIS Dedsion.

* Zee Artide & (1) of the Eurodac Regulation.

*  Council of the European Unizn (2017), Annex to Proposal for 3 Regulstion establishing 3 Furopean Travel
Information and Avthorisstion System (ETIAS) and amending Regulation (EU) and amending Regwations
(ELD Mo 51520704, (EU) 2016/300, (EU) 2018,794 and (EU) 20715/1624 - General approzch, Brussals,
document Me. 10017/17, 13 June 2017.

*T Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2014 on the
Ewropean Union Agency for Law Enforcement Cooperation (Ewropal) and replacing and repealing Council
Decisions 2009/371/JHA, 2000,/934/HA, 2009,/935/HA, 2000/936/JHA and 2009/968,HA, O L 135,
24 May 2016, pp. 53-114.

* Ewropean Data Protection Supervisor (EDPS) (2017} EDES Opinion on the Proposal for 2 Eurcpean Travel
Iinfarmation and Authorisation System (FTIAS) Opinion 32017, & March 2017, para. 90.
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position whare it legally cannot deliver what is requasted, and recommends designating a
different independaent authority to verify Europol’s requests for the consultation of ETIAS 5

To condude, the absence of an impact assessment and the limited availability of
comparable avidance make it difficult to justify the interfarence with the right to respect of
private lifa (Article 7 of the Charter) and the nght to protection of personal data (Artide 8
of tha Charter) that access to ETIAS by law enforcement authorities would entail.

FRA Opinion 10

The EUJ legislator should postpone the dacision of granting law enforcement authorities
accass to ETIAS until the functioning of the systam has been tested in practice and more
solid condusions can be drawn on the proportionality and necassity of accessing personal
data beyond what would be includad in the EF5.

Should [aw enforcament accass nevarthelass be granted from the outset, the EU legislator
should:

*  allow law enforcement access to children’s data, particularly those below the age
of criminal responsibility, only to protact missing children or children who are
victims of sarious crimas (e.g. trafficking in human beings);

* align the conditions for access by [aw enforcement authorities in Article 45 (1) of
the proposed ETIAS Regulation to the wording of Article 27 (1) of the proposed

www.parlament.gv.at

Furedac Regulation;
* jdentify an independant antity other than EDPS to werify Europol requests for
access to ETIAS data.
' Ibid, para. 92.
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