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COUNCIL OF Brussels, 9 July 2009
THE EUROPEAN UNION (OR. en)
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l. INTRODUCTI

Both in the course of lowing an intervention

of the representative ellors meeting on 1
July 2009, the Legal

above-mentioned Re

al aspects of the

request.

"This document contains legal advice protected under Article 4(2) of Regulation (EC)
No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding
public access to European Parliament, Council and Commission documents, and not
released by the Council of the European Union to the public. The Council reserves all its
rights in law as regards any unauthorised publication."
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1. The explanatory memorandum to the above-mentioned Recommendation from the
Commission recalls that the United States Department of the Treasury has developed a Terrorist
Finance Tracking Program (TFTP). TFTP is a programme under which the Treasury Department
requires, by means of administrative subpoenas *, the Society for Worldwide Interbank Financial
Telecommunications (SWIFT) in the United States to transfer to the Treasury Department sets of
financial messaging data transiting over SWIFT's financial messages network and which are stored
by SWIFT in a data base located on US territory. Many of these data originate in European Union

Member States.

2.  SWIFTisapri wide financial
messaging services w een financial
institutions. SWIFT s riod of 124 days at

two operation centres he messages contain
IFT and the

e personal data.

personal data such as
instructing financial i
SWIFT has more tha
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er the world, using its
ivity SWIFT has a

quasi-monopoly posit

he TFTP and its

pean Union and the

3. Following the r
impact on data proce
European Commissio Treasury Department
der the TFTP. Asa

f unilateral

concerning the latter'
consequence of these
commitments to the

The US legal bases for these subpoenas are the International Emergency Economic Power Act
of 1997 (IEEPA) and Executive Order 13224. The IEEPA is a statute passed in 1977, which
allows the United States government to compel the production of information pursuant to a
Presidential declaration of national emergency. In the case of SWIFT the subpoenas have
been issued pursuant to President Bush's declaration of an emergency with respect to
terrorism after September 11th in Executive Order 13224. That declaration has been renewed
every year since, in light of the continuing threat posed by Al-Qaeda and other terrorist
groups.

2 0OJ C 166 of 20.7.2007, p. 18-25.
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4. Inview of criticism voiced against the existing arrangement®, SWIFT announced in 2007 that
it would introduce a new system by the end of 2009. According to the new system, the European
zone will consist of the current European operating Centre accompanied by a new operating centre
based in Switzerland. Intra-European zone messages will only be processed and stored within their
zone of origin. The effect of the new system is that a significant part of data which were the object

of TFTP subpoenas will no longer be transferred to the United States in order to be stored there *.

5. Asa consequence of the imminent introduction by SWIFT of its new messaging structure, the

Commission has pres opening of
negotiations with the uire the transfer to
the United States of r

fight against terroris

the purpose of the
em according to

which "a public auth ould receive requests
from the United State | payment messaging
data stored in the ope orities to continue to
run the TFTP in the s

On receipt of such re

saging architecture.
quest according to the
rities. According to the
and 38 TEU.

Agreement and, as ap
Commission, this Ag

rective 95/46/EC
scale of US
| commercial purpose

In its Opinion 1
stated that the ¢
subpoenas, is a
for which the personal data were collected.
In the same opinion, the Article 29 Working Party also stated that it is always possible to
mirror processing outside the EU or EEA in a country that provides an adequate level of
protection. The WP referred to countries such as Argentina or Canada which, according to
European Commission Decisions, are considered as satisfying the requirements of Directive
95/46/EC. The "mirroring™ in a non-EU country without an adequate level of data protection
cannot be justified by Article 26 (1) (d) of Directive 95/46/EC.

According to the Belgian Data Protection Commission, the introduction of this new system is
an adequate measure to ensure the protection of personal data and it has encouraged SWIFT
to adopt it.
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Il. LEGAL ANALYSIS?

6.  According to Article 47 TEU, nothing in the TEU shall affect the Treaties establishing the
European Communities. Articles 24 and 38 TEU can therefore only constitute bases for the
Agreement if the Community does not have any competence to act in the area of the proposed

Agreement.

External Community competence

t of measures in
the AETR case-law.

xercised its internal

7. Exclusive exter
secondary legislation
In the AETR case /, t
competence by adopti ity acquires exclusive
external competence i acting individually or

even collectively to u f affecting those rules.

8. According to th munity must have its
basis in conclusions d n the agreement
envisaged and the Co clusion of such an
agreement is capable

However, itis n greement and the
Community legislatio a is already covered to
a large extent by Co rules in question but
also on their nature a nly the current state of
Community law in th oreseeable at the time

of analysis °.

The present opinion is limited to the question of the legal basis and does not address other
questions raised by the proposed mandate and negotiating Directives.

Even in the absence of internal measures the Community has exclusive competence to
conclude an international agreement if it is necessary in order to achieve a Treaty objective
which cannot be attained by the adoption of autonomous rules.

! Case 22/70 Commission v. Council [1971] ECR, 263.

®  Opinion 1/03 of 07.02.2006, para 124.

Ibidem, para 126. In the proposed negotiating Directives, the Commission has indicated that
in the event of the EU setting up an EU TFTP, competent United States authorities should
agree to transfer relevant financial messaging data to competent European Union authorities.
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The ECJ has stressed that the existence of an exclusive external competence of the
Community in order to preserve the full effectiveness of Community law is essential to ensure not
only the uniform and consistent application of the Community rules as such, but also the proper

functioning of the system which they establish (emphasis added) *°.

The system established by the Community in the fight against terrorist financing

9. Inthe area relating to the proposed Agreement, the following adopted Community acts are

relevant:

A. Directive e use of the financial

system for the purpos ctive is based on
Acrticle 47(2) and Acrti
10. The objective o ial system for the
ith international

(FATF), especially its

purpose of money lau
standards set out in th
Special Recommenda ention for the
Suppression of the Fi cil of Europe
Convention on the la om crime and terrorist
financing (Arts. 2 an
11. According to th natural persons
covered by the Direct measures as set out in
Chapter Il thereof. M
provisions of Chapter
transactions to financ . And finally, they

are to be made subject to the obligation to keep documents and information as referred to in Chapter

IV for use in any investigation into an analysis of possible money laundering or terrorist financing.

1o Opinion 1/03, paras 128, 131 and 133.
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B. Regqulation (EC) N° 1781/2006 of 15 November 2006 on information on the payer
accompanying transfers of funds.

12. This Regulation is based on Art. 95 TEC and lays down rules on information on the payer
which has to accompany transfers of funds for the purposes of the prevention, investigation and
detection of money laundering and terrorist financing (Article 1). It seeks to transpose uniformly

throughout the Community the Special FATF Recommendation VII.

13. The Regulation

payment service prov

sent or received by a
covered by the

Regulation must obta ame, address and
account number, and lete information on
the payer (Article 4 p cords for five years of

any information recei

14. According to A
fully to enquiries fro

rs have to respond
ering and terrorist
financing in the coun

Would Community r ited States?

15.  With the above
of measures defining
the EU, in actionto b
FATF Recommendati

r less complete system
ncial institutions in

g the model of the

the result of a
balancing of the need t the need to respect
the privacy interests system, a particular
responsibility lies with the financial institutions and other financial service providers, leaving it up
to them to alert the public authorities in cases where they have reasons to believe that certain
transactions are suspicious or irregular and are therefore to be reported.

It is on this basis that these institutions and operators and their clients establish their mutual

relations.
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16. The fact that this system is the result of a balancing of interests has been expressly laid down
in the recitals of the acts concerned, which not only state that they respect fundamental rights and

observe the principles recognised in the Charter of Fundamental Rights of the EU, but also that, in
accordance with the principle of proportionality as set out in Article 5 of the Treaty, they do not go

beyond what is necessary in order to achieve their objectives.

17. The present US system for countering terrorist financing, and in particular the TFTP of the

US Department of the Treasury, is different from that of the Community, in so far as it does not rely

on the initiative of th overnment, but rather
allow for the Govern to it in large
quantities, irrespectiv ent examine whether
its analysis of those d
18. It might be arg above-mentioned two
Community acts, sinc eaning of the
Directive, it does not have access to the
personal data contain and that, therefore,
the existing Commun
SWIFT.
However, the L
and function of SWIF
of 9 December 2008

isolation from its clie

igations exclusively on

isrepresent the role
ally from the Decision
nnot be considered in
to transfer in bulk data
vernmental authorities
doubtedly affect the

ts and users of SWIFT

(on financial transacti
in order to be analyse
functioning of the Co
to determine what sp
The position of the financial institutions, subject to the Community acts referred to above, both vis-
a-vis the national authorities of the Member States of their location and vis-a-vis their customers,

would be affected.

11 Accessible through http://www.privacycommission.be/fr/press_room/pers_bericht11.html.
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Relevance of the case-law of the ECJ in the PNR cases

19. Inits explanatory memorandum to the Recommendation, the Commission indicates that "the
jurisprudence of the Court of Justice provides that direct access to data by law enforcement services
engaged in a law enforcement activity cannot be regulated on a Community basis. An international
agreement for the transfer to the United States of relevant financial messaging data for the fight
against terrorism and its financing should therefore be addressed on the basis of Title VI TEU."

Joint Cases C-317/04
nt sought the

20. The case-law to
and C-318/04 (EC-U
annulment of:

- Council Dec an Agreement
between the E
PNR data by

sing and transfer of

d Security, Bureau of

Customs and Articles 95 and 300
TEC; and
- Commission protection of

rs transferred to the
5/46/EC on the

a and the free

personal data
United States.
protection of i
movement of
21. Inits findings i mission's Decision on
adequacy concerned urt, that transfer
constituted processin the State in areas of
criminal law which are excluded from the scope of Directive 95/46/EC according to Article 3(2)

thereof. It consequently annulled the Decision on adequacy .
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22. Inits findings in Case C-317/04, the Court of Justice ruled that Article 95 EC read in
conjunction with Article 25 of Directive 95/46/EC (emphasis added), cannot justify Community
competence to conclude the Agreement. The Agreement related to the same transfer of data as the
Decision on adequacy and therefore to data processing operations which are excluded from the

scope of the Directive. It consequently annulled the Council Decision.

23. Indeed, the PNR-Agreement relied entirely on the powers exercised by the Community
through the adoption of Directive 95/46/EC*? and the adoption of an adequacy Decision by the

Commission pursuan
Having annulled the e to any other
conclusion than it did | Decision pertaining

to its conclusion.

24. However, it mu nt what the

appropriate legal bas n particular, it did not
state that the conclusi
under Title VI TEU. |

indent, and as confir

n as a matter falling
rticle 3(2), first

f personal data "in the
course of an activity
Titles V and VI TEU"

regarding public safe

those provided for by
itles V and VI TEU
the area of criminal
law fall outside the sc ions incumbent upon

Member States unde sis added).

2 3rd recital: "Having regard to Directive 95/46/EC of the European Parliament and of the

Council of 24 October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data, and in particular Article 7(c) thereof".

13 5th recital: "Having regard to Commission Decision C(2004) 1799 adopted on 17 May 2004
pursuant to Article 25(6) of Directive 95/46/EC [...](hereinafter "the Decision™)" and point 2
of the Agreement: "Air carriers operating passenger flights in foreign air transportation to or
from the US shall process PNR data contained in their automated reservation systems as
required by CBP pursuant to US law and strictly in accordance with the Decision for so long
as the Decision is applicable." (emphasis added).
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25. Itis clear that, by making reference to activities referred to in Titles V and VI TEU, the
Community legislature intended to describe the sort of situations that it wished to exclude from the
scope of the Directive. However, it cannot be inferred from these provisions that:

a) there would be no possibility under Article 95 TEC to enlarge the scope of Directive 95/46/EC
beyond its present field of application'® ; and

b) that it would be possible under Title VI TEU to adopt legal instruments obliging economic
operators to retain data, collected in the exercise of their commercial activities, in order to allow for
law enforcement authorities to have access to those data, or to regulate the way in which economic

operators should mak

ed in 2006 and the

any internal

26. Thereisanimp
"SWIFT situation” of
Community legislatio bout their customers
other serious forms
to the US

y exercised its

to the authorities with
of crime, which was t
administration. For fi
competence and adop , as referred to in
paragraphs 9 and 12 to counter terrorist
financing, including t | authorities to be

used for law enforce

14 See the Contribution of the Legal Service in Doc. 16614/07 of 18 December 2007 JUR 462
CRIMORG 194 AVIATION 229 DATAPROTECT 61, paragraphs 20 and 30, point b).

15 See the Contribution of the Legal Service referred to in the previous footnote, paragraph 17.
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Implications of having existing internal legislation affected

27. As indicated in paragraph 18 of this opinion, the functioning of the system set up by these
Community acts would clearly be affected by the conclusion of an agreement as recommended by
the Commission. Following the well-settled case-law of the Court of Justice, the existence of
Community legislation entails an exclusive competence for the Community to negotiate and
conclude any international agreement that would affect or be capable of affecting that legislation.
Therefore, there is also in this case an exclusive competence for the Community to negotiate and

conclude such an agr n and the proper

functioning of the sys mmunity is to
exercise its external ¢ rcised its internal
powers, that is to say of the suggested
Agreement on the ba: n of Article 47 TEU.
28. The Legal Serv the basis for the
conclusion of the rec n, which could not be
irective 95/46/EC

lation than merely in

used as the basis for t
based on that Article,
the area of processin he acts adopted by the
Community on the ba ing financial
institutions in the fig nstrate this.
Moreover, even thou not apply to the
transfer of data under de the Community
from negotiating with d to the treatment and
protection of transfer ompliance with data

protection principles
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Elements of the negotiating directives which fall, or might fall, outside the competence of the

Community

29. Itis true that certain elements of the proposed negotiating directives, considered in isolation,

are (possibly) falling outside the powers of the Community.

30. For instance, the assurance that the competent US authorities will make available information

extracted from the TFTP data base to the competent authorities of one or another Member State

(assuming that the lat uropol and Eurojust

would, if deemed nec ment seems already
Legal Assistance in
4)) or Eurojust (Art.

urther analysis would

to be covered by exis
Criminal Matters, Art
8(2)) (based on the re
confirm that such is t ing directives.
Otherwise, it might b conformity with the
procedures applicabl
31. Asfarasthe "a ncerned, the
description of this "a In the absence of more
concrete information Legal Service to take
a position as to the le ed or designated,
taking into account in "authority" would be

vested and the way in

I11.  CONCLUSIO

32. The Council Le /60/EC of 26 October
2005 and Regulation (EC) N° 1781/2006 of 15 November 2006 and the functioning of the system
which they establish of involvement of financial institutions in action against terrorist financing
would be affected by an Agreement with the United States as envisaged. Consequently, it is for the

Community to negotiate and conclude such an Agreement on the basis of Articles 95 and 300 TEC.
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