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Subject: Roadmap to enhance information exchange and information management
including interoperability solutions in the Justice and Home Affairs area:

- Update following Council Conclusions on interoperability

At the initiative of the Netherlands Presidency, the Council at its meeting of 9-10 June 2016
endorsed the Roadmap to enhance information exchange and information management including
interoperability solutions in the Justice and Home Affairs area (9368/1/16 REV 1). It gives an
overview of specific, practical short- and medium-term actions and long-term orientations for
enhancing information exchange and information management aiming to contribute to tackling

migratory, terrorist and crime-related challenges.
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1. Update of the Roadmap

In its Conclusions on the way forward to improve information exchange and ensure the
interoperability of EU information systems of 8 June 2017, the Council invited the Presidency to
update the Roadmap as a comprehensive tool within the Council, incorporating the
recommendations of the High-Level Expert Group on Information Systems and Interoperability in
line with these Conclusions, the actions of the updated Information Management Strategy (IMS) for
EU internal security, and all other relevant actions contributing to the guidance, implementation and
monitoring of various activities aimed at improving information management and the
interoperability of EU information systems in the area of Justice and Home Affairs with a coherent

approach seeking synergy and avoiding overlaps.

The Presidency has therefore prepared a proposal to update the Roadmap in line with the

aforementioned Council Conclusions along the following lines:

- the recommendations of the High-Level Expert Group and some elements of the related
Council Conclusions have been added either as new actions or as sub-actions of the existing

ones;

- in the light of the recent developments, some related actions or sub-actions have been updated

and subsumed under the same action;

- following the aforementioned changes, the structure of the document was slightly updated to

reflect all the actions in a structured manner;

- the actions that can be considered completed have been moved to Chapter 5 containing the list

of the completed actions (no actions have been removed).

An overview of corresponding actions in the IMS action list is added as an Annex to the Roadmap.
As the IMS action list is due to be updated in the coming weeks, the new actions should also be

reflected in the Roadmap in the future.
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2. Implementation of the Roadmap

Two comprehensive implementation reports of the Roadmap have been submitted to the Council so
far (13554/1/16 REV 1 at its meeting on 18 November 2016 and 8433/17 at its meeting

on 8 June 2017) with comments regarding the implementation of each action.

In line with the general principles set out in the Roadmap, the comprehensive overview of the
progress made should be carried out by COSI once per year. Therefore, at this stage the Presidency
would like to only focus on the most important activities carried out since the last implementation

report.

a) Analysis of the EU information architecture in the JHA area, and the report of the High-

Level Expert Group on Information Systems and Interoperability

The Roadmap outlined that the analysis of the gaps and needs of the EU information architecture in
the JHA area was necessary. By decision C/2016/3780 of 17 June 2016, the Commission set up a
High-Level Expert Group on information systems and interoperability with an aim to identify and
address shortcomings and information gaps caused by the complexity and fragmentations of
information systems at the European level. It brought together the high-level representatives of the
European Commission, Member States, Schengen Associated Countries, the relevant EU agencies,
the Counter-Terrorism Coordinator, and the General Secretariat of Council and the European

Parliament Committee on Civil Liberties, Justice and Home Affairs as observers.
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The High-Level Expert Group published its final report on 11 May 2017 (8434/1/17 REV 1). It
included a number of specific recommendations and concluded that it is necessary and technically
feasible to work towards three instruments for interoperability: a European Search Portal (ESP), a
shared Biometric Matching Service (BMS) and a Common Identity Repository (CIR). The Council
in its Conclusions of 8 June 2017 welcomed the recommendations by the Group and invited the
Commission to present a legislative proposal on interoperability, which is currently expected on
12 December 2017. The aim would be to achieve interoperability of EU JHA information systems
by 2020.

The relevant recommendations of the High-Level Expert Group have been incorporated in the
updated Roadmap set out in the Annex.

b) Pursuing interoperability solutions and the work of the DAPIX: Friends of the Presidency

on interoperability of EU information systems

The Roadmap also outlined that interoperability solutions need to be pursued. As mentioned above,
the High-Level Expert Group provided recommendations in relation to three instruments for
interoperability: ESP, shared BMS and CIR. The feasibility studies in relation to these three
elements have either been concluded or are about to be concluded and will feed into the legislative
proposal on interoperability. The Commission presented the content of those feasibility studies at
two dedicated expert meetings on 27 July 2017 and 6 October 2017 as well as at the meetings of

DAPIX: Friends of the Presidency on interoperability of EU information systems.

The DAPIX: Friends of the Presidency on interoperability of EU information systems format was
set up by COSI at its meeting on 20 June 2017 on the basis of the note 10261/17 with the aim to
mainly discuss the outcome of the aforementioned feasibility studies on various aspects of
interoperability, to feed into the preparatory work by the Commission for the interoperability
proposal and to update the Roadmap. The group met on 26 July 2017, 22 September 2017, 5 and
27 October 2017 to carry out those tasks. It also held a comprehensive discussion on the law
enforcement access to EU information systems in the JHA area, and Member States' feedback in

relation to this issue was collected on the basis of the Presidency note 12258/17.
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¢) Improving existing information systems and creating new systems in the JHA area

The Roadmap also contains multiple references to the need for legislative improvements in relation
to the existing information systems and for creating new systems in the JHA area. As regards the
existing SIS and Eurodac information systems, important progress has been achieved on the related
legislative proposals: the trilogues on the three SIS proposals are expected to start in the near future
and the trilogues on Eurodac are ongoing. The new legislative proposal on VIS is expected to be

presented in June 2018.

As regards the new information systems, the co-legislators have already reached an agreement on
the Entry/Exit System, the implementation of which should be completed in 2020. The trilogues on
ETIAS are ongoing, and the system should be implemented in 2021.

*khkkx

The Standing Committee on Operational Cooperation on Internal Security (COSI) at its meeting on
21 November 2017 endorsed the proposal to update the Roadmap set out in the Annex and the
overview of the implementation thereof as set out above, and agreed to submit it to COREPER and
the Council for endorsement.
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ANNEX TO ANNEX

Overview of Roadmap actions which correspond to actions of the current IMS
Action List*?

Roadmap Action or Sub-action IMS Action
Action 7 Action 1
B) Develop training and exchange programmes for A.T.H.E.N.A. - SPOC training
SPOC personnel.
Action 11 Action 2
Develop the Automation of Data Exchange Process ADEP

(ADEP) project. (Automation of Data Exchange

Process)
Action 50 Action 3
Study on technical features for information sharing. PNRDEP

(Passenger Name Record Data
Exchange Pilot)

Action 4 Action 4

C) Disseminate common data quality indicators and Enhance Information Quality
standards with the help of joint manuals, best practices
and expertise among Member States. Develop relevant
training modules on data quality for staff responsible for
feeding the systems at national level.

Action 2 Action 5

A) Establish a Universal Messaging Format (UMF) Universal Message Format (UMF 3)
governance at EU level, enabling a structured decision-
making process and change management mechanism.
eu-LISA is to invest in the creation of ‘translators'
between UMF and SIS/VIS and possibly Eurodac
(subject to outcome of Action 38) as well as to ensure
the compatibility of UMF with the future systems,
including with the Entry/Exit System (see Action 32)
and with ETIAS (see Action 34).

13 5307/4/17 REV 4
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Action 17

B) Identify key obstacles and search for solutions in
relation to:

i: the connection to the Priim network;

ii: the full use of Priim possibilities!*.

Action 6
Prim DNA post-hit procedures

Action 6

C) Strengthen PCCCs and their cooperation with
SPOCs while ensuring a centralised (national or at least
state level) overview and monitoring of cross-border
information exchange.

Action 7
PCCC: European dimension

Action 7

C) Study the feasibility of Computer Aided Translation
to reduce both the information exchange lag and the
burden on the staff in SPOCs.

D) Develop/introduce effective case management and
workflow solutions specifically for SPOCs with a view
to mutual legal assistance cooperation.

Action 8
Strengthen SPOCs

Action 17

C) Examine the possibility for Europol to become a
partner in the Prim framework with a view to enabling
the cross matching of DNA, finger prints and vehicle
registration data with third countries with which
Europol has an operational agreement while fully taking
the data owner principle into account.

Action 9

Europol's involvement in Priim
information exchange

14 Current action 6 of IMS
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