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COMMUNICATION

NOTICE OF MEETING AND PROVISIONAL AGENDA

Contact: cyber@consilium.europa.eu

Tel./Fax: +32.2.281.7489/+32.2.281.36.02

Subject: Meeting of the Horizontal Working Party on Cyber Issues (Cyber Attachés)
Date: 7 September 2018

Time: 10.00

Venue: COUNCIL

JUSTUS LIPSIUS BUILDING
Rue de la Loi 175, 1048 BRUSSELS

1. Adoption of the agenda
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2. Information from the Presidency, Commission and the EEAS

Presidency:

= High-level Conference "Cybersecurity in the Energy Sector", 11 October 2018,
Brussels

= Outcome of the 6" ECSO NAPAC Meeting, 6 September 2018, Brussels

= Cybersecurity Act, planned Trilogues timetable

= Plans for a table-top exercise for the Horizontal Working Party on Cyber Issues on the
Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities (Cyber
Diplomacy Toolbox) in the context of the EU HEX-ML18 (PACE) exercise
Commission:

= Planned/upcoming legislative proposal to create a cybersecurity competence network
with a European Cybersecurity Research and Competence Centre

EEAS:
= International cyber developments and upcoming cyber dialogues

3. WHOIS domain names database reform: way forward

EU Legal framework regarding representation in external relations: presentation by the
Council Legal Service and exchange of views

Information by the Commission and discussion on possible lines to take

4.  Cybersecurity at the United Nations:

Draft lines to take in view of the UN GGE follow up: Proposal by EEAS and discussion
11783/18

New developments on cybercrime: draft lines to take: Proposal by EEAS and discussion
11884/18
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NB:

2018 OSCE-wide Conference on Cyber-ICT Security — Rome, 27-28 September 2018:
- Presentation by Italy

Implementation of the Framework for a Joint EU Diplomatic Response to Malicious
Cyber Activities

6.1. ""Common messages"

— Discussion
11782/18

6.2. Legal framework on EU Restrictive measures
—  Presentation by the EEAS and exchange of views
6.3 Attribution of malicious cyber activities

— Discussion
WK 7839/2018

AOB

Council documents are available on Delegates Portal. Room attendants will provide
copies on request at the earliest opportunity.
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