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Subject: Opinion on the Recommendation for a Council Decision authorising the
participation in negotiations on a second Additional Protocol to the Council of
Europe Convention on Cybercrime (CETS No, 185)

Dear Mr President,

Having regard to Regulation (EU) No 2018/1725 of the Furopean Parliament and of the
Council of 23 October 2018 on the protection of natural persons with regard to the processing
of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and in particular its article 42(1), we send you an Opinion on the
Recommendation for a Council Decision authorising the participation in negotiations on a
second Additional Protocol to the Council of Europe Convention on Cybercrime (CETS No,
185).

We have sent this opinion to the President of the European Commission and the President of
the European Parliament as well,

Yours sincerely,

Giovanni BUTTARELLI

71:‘3”"%4‘- Mu_ﬂ—r'

Encl.: Opinion

Ce:  Mrleppe TRANHOLM-MIKKELSEN, Secretary-General
* Ms Luminila Teodora ODOBESCU, Permanent Representative of Romania
Mr Ralph KAESSNER, Secretariat General of the Council
Ms Manika KOPCHEVA, Secretariat General of the Council

Contact persons: Claire-Agnes Marnier (tel: 02 28 31 952‘)_,_ Lara Snﬂt_ (Ic( 02283 f!?ﬁ@_!_
Postal eddress: rue Wiertz 60 - B- 1047 Brussels
Oftfices: rue Montoyer 30

E-mail : edps@edps. coropa.cy - Website: www.edps europa. ey
Tel: 02-282 1 00 - Fax : D2-283 19 50
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The European Data Protection Supervisor (EDPS) is an independent institution of the EU,

responsible under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of
personal data... for ensuring that the fundamental rights and freedoms of natural persons, and
in particular their right to data protection, are respected by Union insiitutions and bodies’,

and under Article 52(3) ... for advising Union institutions and bodies and data subjects on all
matters concerning the processing of personal data’ Under Article 42(1) of Regulation
2015/1723, the Commission shall ‘following the adoption of proposals for a legislative act, of
recommendations or of proposals to the Council pursuant fo Article 218 TFEU or when
preparing delegated acts or implementing acts, consult the EDPS where there is an impact on
the protection of individuals’ rvights and freedoms with regard to the processing of personal
data’ and under article 57(1)(g), the EDPS shall ‘advise on his or her own initiative or on
request, all Union institutions and bodies on legislative and administrative measures relating
to the protection of natural persons’ rights and freedoms with regard to the processing of
personal data .

He was appointed in December 2014 together with the Assistant Supervisar with rhe specific
remit of being constructive and proactive. The EDPS published in March 2015 a five-year
strategy setting out how he intends to implement this remii, and to be accountable for doing
s0.

This Opinion relates te the EDPS’ mission to advise the EU institutions on coherently and
consistently applying the EU data protection principles when negotiating agreements in the
law enforcement sector, in line with Action 5 of the EDPS Strategy: ‘Mainstreaming daia
protection into international agreements . It builds on the general obligation that international
agreement must comply with the provisions of the Treaty of the Functioning of the Furopean
Union (TFEU) and the respect for fundamental rights that stands at the core of EU law. In
particular, compliance with Articles 7, 8 and 47 of the Charter of Fundamental Rights of the
European Union and Articie 16 TFEU must be ensured.

2|Page
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Executive Summary

On 5 February 2019, the European Commission issued a Recommendation for a Council
Decision authorising the Commission to participate on behalf of the Union in the negotiations
of a second additional protocol to the Budapest Convention on Cybercrime. The Annex to the
Recommendation sets out the recommended Council’s directives to negotiate the protocol. This
protocol aims to improve the traditional cooperation channel and to include provisions for
direct cooperation between law enforcement authorities and service providers cross-border as
well as provisions on transborder direct access to data by law enforcement authorities.

The EDPS welcomes and actively supports the recommendation of the European Commission
to be authorised to negotiate, on behalf of the European Union, a second additional protocol to
the Cybercrime Convention. As the EDPS has long argued, the EU needs sustainable
arrangements for sharing personal data with third countries for law enforcement purposes, fully
compatible with the EU Treaties and the Charter of Fundamental Rights. Even when
investigating domestic cases, law enforcement authorities increasingly find themselves in
“cross-border situations” because informnation is stored electronically in a third country. The
growing volume of requests and the volatility of digital information put a strain on existing
modetis of cooperation, such as MLATs. The EDPS understands that authorities face a race
against time to obtain data for their investigations and supports efforts to devise new models
of cooperation, including in the context of cooperation with third countries.

This Opinion aims fo provide constructive and objective advice to the EU institutions as the
Council has to deliver its directives before the start of this delicate task, with broad
ramifications. The EDPS stresses the need to ensure full respect for fundamental rights,
including privacy and the protection of personal data. While the EDPS recognises that it is not
possible (o replicate entirely the terminology and definitions of EU law in an agreement with
third countries, the safeguards for individuals must be clear and effective n order to fully
comply with EU primary law. The Court of Justice of the European Union in recent years has
affirmed data protection principles including faimess, accuracy and relevance of information,
independent oversight and individual rights of individuals. These principles are as relevant for
public bodies as they are for private companies and become all the more important considering
the sensitivity of the data required for criminal investigations.

Many safeguards already envisaged are welcome, but they should be reinforced. The EDPS
has identified three main improvements which he recommends for the negotiating directives,
in order to ensure compliance with the Charter and Article 16 TFEU:

- ensuring the mandatory nature of the envisaged protocol,

- including detailed safeguards, including the purpose limitation principle, due to the various
potential signatories, not all of them being parties to the Convention 108 or having concluded
an equivalent agreement to the EU-US Umbrella agreement,

- opposing any provisions on direct access to data.

Additionally, the Opinion offers further recommendations for improvements and clarifications
of the negotiating directives. The EDPS remains at the disposal of the institutions for further
advice during the negotiations and before the finalisation of the protocol.

www.parlament.gv.at



TABLE OF CONTENTS

1. INTRODUCTION AND BACKGROUND T e L o e W 5
2. OBJECTIVES OF THE SECOND ADDITIONAL PROTOCOL ...cccovecinmmimssmmsssmismssssmssasenimns 6
3 MAIN RECOMMENI ATTONS ... i i i i s s S T R Wertsrsne 7
3.1. EU-level mandate and mandatory nature of the protocol 1
3.2. Need for detailed safeguards regarding international data transfers and the respect of fundamental
ey e S e S e (IR EE ) L MM TG I LR S S W e o 8
3.3. Direct access by law enforcement authorities t0 QAT ... ceeeeeerereeereresesareeaesiaeseresenes 9
4.  ADDITIONAL RECOMMENDATIONS 10
4.1. Legal basis of the Council Decision : 10
4.2. Onward transfers 11
4.3, Rights of data subjects 11
4.4. Control by an independent authority 11
4.5. Judicial redress and administrative remedies 12
4.6. Criminal offences covered by the protocol and eategories of personal daff.. . eimerrersssssssananan 12
4.7. Information security 13
4.8. Privileges and immunities 14
4.9. Emergency mutual assistance 14

4.10. Cross-border direct cooperation between law enforcement authorities and service providers.......... 14

a) Specific conditions under EU tow for the iransfer of personal data by Member States” law

enforcement auwthorities directly to services prowders established in third couniries .. e
b) Definitions Gnd tVpes of QALA..............ceoveeeeeeeercrri st vessve s siomsssnsansseintonns sosprssnson .14
¢) Involvement of judicial authorities in other countries parties to the protocol ... .. ... ... .15
d) Possibility for service providers to abject ... = e
4.11, Suspension of the protocol in relation to a country in breach of the pratocol and review ................. 16
5. CONCLUSIONS 17
NOTES 19
4|Page

www.parlament.gv.at



THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fundamental Rights of the European Union, and in particutar
Articles 7 and 8 thercof,

Having regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation)',

Having regard to Regulation (EU) No 2018/1725 of the European Parliament and of the
Council of 23 October 2018 on the protection of individuals with regard to the processing of
personal data by the Union institutions, bodies, offices and agencies and on the free movement
of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC ?, in
particular Articles 42(1), 57(1){g) and 58(3)(c) thereof,

Having regard to Directive (EU) 2016/680 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framewaork Decision 2008/977/JHA?,

HAS ADOPTED THE FOLLOWING OPINION:

1. INTRODUCTION AND BACKGROUND

1. On 17 April 2018, the Commission issued a package of two legislative proposals: a Proposal
for a Regulation on European Production and Preservation Orders for electronic evidence
in criminal matters* (hereinafier “the e-evidence Proposal™), and a Proposal for a Directive
laying down harmonised rules on the appointment of legal representatives for the purpose
of gathering evidence in criminal proceedings®. While work is ongoing at the European
Parliament, the Council of the European Union {the Council) has reached a general approach
on those two proposals®.

2. On 5 February 2019, the Commission adopted twe recommendations for Council Decisions:
a Recommendation te authorise the opening of negotiations in view of an intemnational
agreement between the FEuropean Union (EU) and the United States of America (US) on
cross-border access to electronic evidence for judicial cooperation in criminal matters’ and
a Recommendation to authorise the participation of the Commission, on behaif of the EU,
in negotiations on a second Additional Protocol to the Council of Europe Convention on
Cybercrime (CETS No. 185) (hereinafter “the Recommendation™)®. The first
recommendation 1s the subject of a separate EDPS Opinion®. However, the European Data
Protection Supervisor {(EDPS) considers that both negotiations with the US and at the
Council of Europe are closely linked.

3. The Recommendation was adopted on the basis of the procedure laid down in Article 218
of the Treaty on the Functioning of the European Union (TFEU) for agreements concluded
between the EU and third countries. With this Recommendation, the Commussion seeks to
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4,

obtain authorisation from the Council to be appointed as the negotiator on benalf of the EU
for the sccond additional protocol to the Budapest convention on cybercrime (CETS No
185)'°, along the negotiating directives annexed 1o the Recommendation. The Annex to the
Recommendation (hereinafter “the Annex™) is of utmost importance since it lays down the
recommended Council’s directives to the Commission to negotiate, on behalf of the EU, the
protocel. Once the negotiations are completed, in order for the agreement to be concluded,
the European Parliament will have to give its consent to the text of the agreement negotiated,
after which, the Council will have to adopt a decision concluding the agreement. The EDPS
expects to be consulted on the text of the draft agreement in due course in accordance with
Article 42(1) of Regulation (ELJ) No 2018/1725,

The EDPS welcomes that he has been consuled following the adoption of the
Recommendation by the European Commission pursuant to Article 42(1) of Regulation
(EU) No 2018/1725. The EDPS also welcomes the reference to this Opinion in Recital 8 of
the Recommendation. He wishes to underline that this Opinion is without prejudice to any
additional comments that the EDPS could make on the basis of further available
information, the provisions of the draft protocol during the negotiations and legislative
developments in third countries,

2.OBJECTIVES OF THE SECOND ADDITIONAL PROTOCOL

5. The Convention of the Council of Europe on enhanced international cooperation on

cyberctime and electronic evidence (hereinafter the “Cybercrime Convention™) is open to
Member States of the Council of Europe and non-members (upon invitation}. At present 62
countries are parties to the Convention, including 26 EU Member States (all except Ireland
and Sweden, who have signed it) and other third countries members of the Council of
Europe such as Armenia, Azerbaijan, Turkey as well as countries who are not members of
the Council of Europe, such as Australia, Canada, Ghana, Tsrael, Japan, Morocco, Paraguay,
Philippines, Senegal, Sri Lanka, Tonga and the US!. The Cybercrime Convention is not
open for signature by the EU.

6. The Cybercrime Convention is a binding international instrument requiring the contracting

parties to lay down specific criminal offences committed against or by means of electronic
networks in their national law and establish specific powers and procedures enabling their
national authorities to carry out their criminal investigations, including for collecting
evidence of an offence in clectronic form. It entails minimum requirements on investigative
powers available in a criminal investigation. The Cybercrime Convention also fosters
international cooperation between the contracting parties,

7. In its guidance note # 3 adopted in 2014'%, the Cybercrime Convention Committee

(hereinafler the “T-CY™) stated that “fojverali, practices, procedures as well as conditions
and safeguards vary considerably between different Parties, Concerns regarding
procedural rights of suspects, privacy and the protection of personal data, the legal basis
Jor access to data stored in foreign jurisdiction or “in the cloud” as well as national
sovereignty persist and need to be addressed”.

8. In June 2017, to address the deficiencies and the ambiguities of the convention framework,

the Parties to the Cybercrime Convention decided to start working on a Second Additional

6|Page
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3.

Protocol to the Convention, with a view to finalise this process by the end of 2019'*. The
protoco! may include:

s Provisions for more effective mutual legal assistance:

- a simplified regime for mutual legal assistance requests for subscriber
information;

- international production orders;

- direct cooperation between judicial authonties in mutual legal assistance
requests;

- Joint investigations and joint investigation teams;

- requests in English language;

- audio/viceo hearing of witnesses, victims and experts;

- emergency MLA procedures.

e Provisions allowing for direct cooperation with service providers' in other
jurisdictions with regard to requests for subscriber information, preservation
requests, and emergency requests.

e Clearer framework and stronger safeguards for existing practices of transborder
access to data's,

s Safeguards, including data protection requirements’®,

The European Commission takes part in plenary meetings of the T-CY as an Observer
Organisation.

MAIN RECOMMENDATIONS

3.1. EU-level mandate and mandatory nature of the protocol

9.

According to the Commission, the protocol “is of direct relevance to existing and future
development of common EU rules”. Once negotiations have been concluded, the protocol
“may eveniually include measures covering areas where the EU has already adopted
legislation — including on judicial cooperation and the protection of fundamental rights”.
The negotiations on the protocol “may also relate to future EU legislation — in particular
on cross-border access lo electronic evidence®’ (the e-evidence Proposal above
mentioned). [t is important that the EU participates in the negotiations to help shape this
protocol. Given the signiticance of the topics discussed at international level for EU policy
in the area of collecting electronic evidence in criminal matters, in particular for the
protection of personal data and privacy, and the already advanced stage of the discussion
after two years of negotiations, the EDPS strongly supports the adoption of a Council
Decision giving a clear mandate to the European Commission to participate, on behalf
of the EU, in these on-going negotiations. The Commission would be best placed to ensure
that the protocol is compatible with current and future EU legislation. This should allow
the EU together with its Member States to better ensure the legality of the future agreement
within the EU legal order, including compliance with the Charter of Fundamental Rights
of the EU (hereinafler the “Charter”), in particular the rights to privacy and to protection
of personzl data, and with Article 16 TFEU. Therefore, this Opinion aims to provide
constructive and objective advice to the EU institutions. The EDPS will remain at the
disposal of the Commission, the Council and the European Parliament to provide advice
at further stages of this process.

T|Page
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10.

As the various international agreements providing for cross-border exchanges of evidence
impact on the fundamental rnghts of data subjects 1o the protection of their personal data
and to privacy, it is important that the legal framework in which they operate is defined as
clearly as possible. It stems from paragraph (e) of the Annex that the protocol “may apply
in the absence of other more specific international agreements binding the European
Union or its Member States and other Parties fo the Convention, or, where such
international agreements exist, only fo the extent that ceriain issues are not regulated by
those agreements™"®. The use of the verb “may” leaves an ambiguity as to the nature of the
envisaged protocol. To ensure legal certainty, the EDPS recommends clarifying the
binding and mandatory nature of the instrument as a principle!® and subject to
bilateral agreements between parties to the protecol concluded on the same matters
“provided that this is done in a manner consistent with the convention's objectives and
principles”. It should be clarilied that such bilateral agreements also concern future
agreements as specified in the explanatory memorandum of the recommendation®.
The EDPS would recommend to specify that it should be the case only if the
application of the other specific international agreement provides the same or higher
level of protection regarding privacy and personal data than the envisaged protocol.

3.2. Need for detailed safeguards regarding international data transfers and the respect
of fundamental rights

L1

12.

13.

The Court of Justice of the EU (CIEU) found that “the obligations imposed by an
international agreement cannot have the effect of prejudicing the constitutional principles
of the EC Treaty, which include the principle that all Community acts must respect
fundamental rights, that respect constituting a condition of their lawfulness™'.

The EDPS considers that appropriate safeguards with regard to the right to data protection
requires in the first place full consistency with Article 8 of the Charter in the third
countries to which personal data would be transferred. He points out that according to
the case law of the CJEU, both Articles 7 and 8 of the Charter have to be assessed in
conjunction with the right to effective remedy enshrined in Article 47 of the Charter®?,

The EDPS therefore welcomes the attention paid to privacy and data protection in
the Annex. The EDPS shares indeed the view that the safeguards should apply to “al{
investigatory powers both existing in the context of the Convention and created by the
Second Additional pra{n{:rjf’?j_ Paragraphs (b) and (¢), in particular, seem to oppose
protection of personal data to protection of electronic communication data. The EDPS
recommends clarifying that the envisaged Protocol should ensure the respect for both
fundamental rights to privacy on the one hand, and to the protection of personal data,
whether or not they constitute electronic communication data, on the other hand.

. Purpose limitation is a key data protection principle. The recommended negotiating

directives neither specify any limits to the cooperation under the envisaged protoco! nor
contain ary specific limit with regard to the further processing of the transferred personal
data by the requesting thizd country authority. The EDPS recommends specifying
narrowly the purposes of the transfers in the Annex and the prohibition of further
processing incompatible with those purposes.

8|' e
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15.

16.

The EDPS stresses that compliance with this principle is clesely linked to the scope of
competence of recipients in the receiving third countries. The scope af competence of the
specific authorities in the third couniries to which dala would be transferred and which
would process these data should be clearly defined in order to ensure that they are also
competent for the purposes of the transfer. In that sense, therefore, the EDPS recommends
that the envisaged protocol be accompanied by an exhaustive list of the competent
authorities in the receiving countries to which data would be transferred as well as a
short description of their competences. This should also be reflected in one of the
directives of the Annex.

[n addition, sending and answering orders for the production of data under the envisaged
protocol would entail the transfer of personal data. In July 2017, the CJEU delivered
Opinion 1/15™ on the international agreement regarding the transfer of Passenger Name
Records (PNR) data to Canada, in which it sets out the conditions under which an
international agreement can provide a legal basis for transfers of personal data. The CJIEU
found that “a fransfer of personal data from the European Union to a non-member country
may take place only if that country ensures a level of protection of fundamental rights and
freedoms that is essentially equivalent to that guaranteed within the European Union™.
Therefore, it follows from Opinion 1/15 that the level of protection resulting from the
envisaged protocol for the exchange of personal data with third countries should
similarly (to the agreement between the EU and Canada on the transfer of PNR data) be
essentially equivalent to the level of protection provided for in EU law.

17.In this regard, the EDPS underlines that while all Member States are parties to the

Convention 108?® of the Council of Europe which is applicable in the law enforcement
area, not all third countries parties to the Cybercrime Convention are parties to the
Convention 1087, It is therefore particularly acute to ensure the inclusion in the
envisaged protocol of strong and detailed safeguards. Also, the EDPS draws the
attention on the importance of gathering information on the level of protection of personal
data of third countries parties to the Cybercrime Convention®® as well as on their political
context, so as to be able to define the precise safeguards necessary.

3.3. Direct access by law enforcement authorities to data

18. According to the Recommendation?, the protocol “may include provisions in relation to

the 'Extension of searches and access based on credentials™ and 'Investigative

Techniques ™. The Commission assessed in the Impact Assessment for the e-evidence
Proposal the possibility to introduce a direct access provision at EU level and decided not
to. However, it stems from the Recommendation®' that it is the Commission’s view, that
the adoption of an e-evidence package on the basis of the Commission proposals would
not prevent Member States from maintaining or adopting such measures®2,

19. The EDPS notes that safeguards are envisaged in the mandate under paragraph (m) of

the Annex. However, the EDPS considers this measure as particularly intrusive and
consequently with a bigger impact on the fundamental rights to privacy and data
protection. Hence, without further clanfications on the specific measures and stronger
safeguards envisaged, he recommends opposing the introduction of such provisions
in the protocol. He refers in this regard to the Article 29 Working Party comments on the
issue of direct access by third countries law enforcement authorities to data stored in other
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Jurisdiction, as proposed in the draft elements for an additional protocol to the Budapest
convention on cybercrime’®. He is not in favour of paragraph (n) of the Annex according
to which the EU “should also ensure that it does not restrict the possibilities for such
access that are currently provided for in Member States™.

4. ADDITIONAL RECOMMENDATIONS

20. The EPDS wishes to express the following general observations and specific
recommendations on the negotiation directives included in the Annex to the
Recommendation. The EDPS welcomes that several directives refers to ensuring
appropriate data protection safeguards. He considers that those principles and safeguards
should be further specified and reinforced.

21. The EDPS would like to insist on the importance of providing concrete, specific and
effective safeguards. Given the law enforcement context and the potential risks that such
transfers of data could pose to data subjects, the safeguards included in this protocol with
third countries should satisfactorily address and mitigate these risks.

4.1. Legal basis of the Council Decision

22. The explanatory memorandum of the Recommendation states that “the subject matier of
the Second Additional Protocol would fall [...] in particular in the field of instruments on
Judicial cooperation in criminal matters (Article 82(1) TFEU) and data pretection
([Article] 16 TFEU) (.. )"*. These two provisions are also referred to in Recital 6 of the
Recommendation, according to which “Articles 82(1) and 16 of the Treaty on the
Functioning of the Union specify Union competencies in the area of judicial cooperation
in criminal matters as well as in data protection and privacy. In order to protect the
integrity of Union law and to ensure that the rules of international law and Union law
remain consistent, it Is necessary that the Union participales in the negotiations on ihe
Second Additional Protocol”. However, the citations in the preambie of the
Recommendation do not refer to the substantive legal basis of the legal act.

23. In accordance with Article 296 (2) TFEU and the settled case law of the CJEU®, the
EDPS questions the fact that the citations in the preamble to the Council Decision only
refer to the appropriate procedural legal basis and do not equaily refer to the relevant
substantive legal basis.

24. The EDPS recommends that the citations in the preamble of the Council Decision
not only refer to the appropriate procedural legal basis but also to the relevant
substantive legal basis, among which Article 16 TFEU., It alrcady follows from section
1 of the Annex on the negotiating directives that the Commission should simultancously
pursue several objectives during the negotiations of the envisaged protoco!, among which
ensuring respect for the fundamental rights enshrined in the Charter, including the rights
to privacy and the protection of personal data so as to allow for the lawful transfer of
personal data. The envisaged protocol would thus indeed relate directly to the objective
pursued by Article 16 TFEU.

25, The EDPS recalls that, in a similar law enforcement context, the CJEU found that “the
Council Decision on the conclusion of the envisaged Agreement [between Canada and
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4.2,

26.

4.3.

27.

28.

4.4,

29.

30.

the European Union on the transfer and processing a,""Passenger_.f\kzme Record datal
must be based jointly on Article 16(2) and Article 87(2)(a) TFEU™.

Onward transfers

in relation to onward transfer by the receiving authority in the third country to another
third country, the EDPS points out that the CJEU held in Opinion 1/15 of July 2017 that
the same requirement as for transfers of ensuring a level of protection essentially
equivalent to that guaranteed in the EU “applies in the case of the disclosure of PNR daia
by Canada to third countries (...) in order to prevent the level af protection provided for
in that agreement from being circumvented by transfers of personal data to third countries
and to ensure the continuity of the level of protection afforded by EU law™. The Court
added that “such disclosure requires the existence of either an agreement between the
European Union and the non-member country concerned eguivalent to that agreement,
or fan adequacy] decision of the Commission (...) covering the authorities to which it is
intended PNR data be transferred’™’. Therefore, the EDPS recommends including this
additional requirement in the negotiating directives.

Rights of data subjects

The EDPS takes note of the fact that the Annex does not include any specific directive
regarding the data subject rights. The right of access and the right to rectification are
essential elements of the right to data protection under Article 8(2) of the Charter. The
EDPS recognises that exercise of data subjects’ rights are usually limited in the law
enforcement context in order to aveid jeopardising ongoing investigations. He recalls
however that in its Opinion 1/15, the CJEU found that “air passengers must be notified of
the transfer of their PNR data to Canada and of its use as soon as that information is no
longer liable to jeopardise the investigations being carried out by the government
authorities” considering that “ftfhat information is, in fact, necessary to enable the air
passengers to exercise their rights to request access to PNR data concerning them and, if
appropriate, rectification of that data, and, in accordance with the first paragraph of
Article 47 of the Charier, to an effective remedy before a tribunal™®.

Therefore, the EDPS recommends including the right to information and the right of
access in the negotiating directives so that the parties to the envisaged protocol ensure
that restrictions to the exercise of the right of access are selectively limited to what is
indispensable to preserve the public interests pursued and to strengthen the
obligation for transparency upon competent authorities.

Control by an independent authority

Article 16 TFEU and Article 8(3) of the Charter include as essential guarantee of the right
to data protection: the control by an independent authority. While each Member State has
appointed an independent authority in charge of supervising the data processing activities,
including the transfer of data to third countries, there is also a need for an effective
independent oversight once the data have been transferred in the receiving third countries.

The EDPS recalls that, pursuant to the CIEU case law®®, an independent supervisory
authority within the meaning of Article 8(3) of the Charter is an authority able to make
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3.

32,

decisions independently from any direct or indirect external influence. Such a supervisory
authority must not only be independent from the parties it supervises, but it shouid also
not be “subordinate to a further supervisory authority, from which it may receive
instructions” as this would imply that it is “not free from any external influence liable to

have an effect on its decisions”*,

The EDPS notes that the negotiating directives do not specifically address this
requirement.

The EDPS recommends that the negotiating directives aim at introducing in the protocol
a mechanism requiring each country party to the protocol to clearly identify the
specific authority or authorities entrusted by it with the independent oversight of
compliance with the rules of the envisaged protocol. The effective powers that this
specific authority or authorities may exercise over authorities to which personal data
would be transferred on the basis of the envisaged protocol should be specified in the
protocol.

4.5, Judicial redress and administrative remedies

394

34,

35.

36.

The EDPS recalls that the CIEU found®' that the lack of effective judicial redress when
personal data are transferred to a third country goes to the essence of Article 47 of the
Charter, which provides for the right to an effective judicial protection. In that context,
the CIEU found that "fegislation not providing for anv possibility for an individual to
pursue legal remedies in order to have access to personal data relating to him, or fo
oblain the rectification or erasure of such daia, does not respect the essence of the
Sundamental right to effective judicial protection, as enshrined in Article 47 of the
Charter" and that "the first paragraph of Article 47 of the Charter requires everyone
whose rights and freedoms guaranteed by the law of the Furopean Union are violated to
have the vight to an effective remedy before a tribunal in compliance with the conditions
laid down in that article"*.

Also, the CJEU has stressed that it is essential for individuals to be able to file complaints
with independent supervisory authorities®® and seek, therefore, administrative redress,

The EDPS recommends including in the mandate the objective of ensuring that the
Protocol does ensure that both redresses are available to all data subjects, all the
more that not all parties to the Cybercrime Convention fall under the jurisdiction of the
European Court of Human Rights.

4.6. Criminal offences covered by the protocol and categories of personal data

According to the CIEU case law, only the objective of fighting serious crime is capable
of justifying the access by public authorities to personal data retained by service providers
“which taken as a whole, allow very precise conclusions to be drawn concerning the
private lives of the persons concerned”™. Where such conclusions cannot be drawn and
therefore access could not “be defined as a serious interference with the fundamental
rights of the persons whose daia is concerned”, the Court further held that “the
interference that access to such data entails is capable of being justified by ithe objective
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37

41.

42.

of (..} preventing, investigating, detecting and prosecuting ‘criminal offences’ generally
without it being necessary that those offences be defined as 'serious’™**.

In relation to the acquisition of knowledge of the content data, it stems from the CIELU
case law that it may adversely affect the essence of the right to privacy*.

In relation to non-content data, the CYEU found as regard metadata such as traffic data
and location data, stored by providers of publicly available electronic communications,
that “taken as a whole, [they] may allow very precise conclusions to be drawn concerning
the private lives of the persons whose dala has been retained, such as the habits of
everyday life, permanent or temporary places of residence, daily or other movements, the
activities carried out, the social relationships of those persons and the social
environments frequented by them™" and “[provide] the means [...] of establishing a
profile of the individuals concerned, information that is no less sensitive, having vegard
to the right to privacy, than the actual content of communications ™.

The EDPS stresses the importance of laying down clear and straightforward
definitions of data categories in the envisaged protocol in order to ensure legal
certainty for all stakeholders involved. To the extent the definitions of data categories in
the e-evidence Proposal would be used as reference, as previously raised by the EDPB*”,
the EDPS recommends ensuring a clear delineation between data categories and
avoiding any overlap, which would also highly contribute to ensuring legal certainty
regarding the substantive provisions of the protocol.

To comply with the proportionality condition of Article 52(1) of the Charter, the EDPS
considers that a balance between the types of offences for which the production and
transfer of personal data could be ordered and the categories of data concerned should be
reached. Thus, distinctions should also be based on the seriousness of the offences
investigated or prosecuted and the level of intrusiveness and sensitivity of the data
categories sought. Thus, the EDPS recommends specifying in the negotiating
directives that distinctions should also be made based on the seriousness of the
offences concerned. In this regard, the EDPS is in favour of defining a common list of
offences distinguishing between the seriousness of the offences and which may vary
depending on the intrusiveness of the measures foreseen in the protocol.

. Information security

The EPDS considers that the envisaged protocol raises important questions regarding the
security of cross-border incoming and outgoing transmission of personal data. The EDPS
wishes to stress that ensuring the security of personal data is not only a clear requirement
under EU law®, but it is also considered by the CJEU in relation to the essence of the
fundamental right to data protection. Data security is also essential to ensuring the secrecy
of investigations and the confidentiality of criminal proceedings.

Therefore, the EDPS recommends to include further additional privacy and data
protection safeguards in the mandate in order to ensure an appropriate level of
security for the personal data produced and transferred. In addition, the mandate
should notably address the questions of the authenticity of orders and the security of
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4.8.

43.

4.9.

the transmission of personal data to the requesting authorities which should be
ensured.

Privileges and immunities

The EDPS recommends including in the mandate that in addition to providing for
appropriate safeguards for personal data protection, the protocol should ensure the respect
of other safeguards attached to the data such as privileges and immunities.

Emergency mufual assistance®

According to paragraph (g), the EU should support the draft text and explanatory report
preliminary adopted and the scope of mutual assistance should be identical to that set forth
in Article 25 of the Cybercrime Convention. In absence of any cross reference to a specific
version of the draft, the EDPS bases his comments on the provisional draft dated 28
November 2018 available online on the Council of Europe website’>. The EDPS
recommends to provide for the possibility to reconcile both objectives of fighting
against crime and respecting fundamental rights by ensuring that the protocol will
allow the requested party to impose specific safeguards and conditions for the transfer

and to be able to refuse assistance for data protection reasons?”,

4.10. Cross-border direct cooperation between law enforcement authorities and service

45.

46.

providers

a) Specific conditions under EU law for the transfer of personal data by Member States’
law enforcement authorities directly to services providers established in third countries

In this context, attention is drawn to Article 35(1) LED* that lists specific conditions for
a Member State law enforcement authority to lawfully transfer data to addressees
established in third countries, including the principle that, as a rule, the addressee of such
transfers shall be a competent authority of a third country for the purposes of “prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public
security”. Transfers from Member States law enforcement authorities to other addressees,
including private parties established in third countries, are allowed only as a derogation
under Article 39 LED* and only if further specific conditions®® are met. Such specific
conditions include notably information to be provided to the competent data protection
authority in their Member State, and an obligation to document the transfer®’. The EDPS
considers that the envisaged protocol should at least include those additional
conditions inspired by Article 39 LED so as not to lower the level of data protection
required by the LED.

b) Definitions and types of data

According to the Recommendation, the provision envisaged would concern subscriber
information®®. The EDPS welcomes paragraph (k) providing that the protocol should
include “appropriate fundamental rights safeguards, taking into account the different level

of sensitivity of the categories of data concerned and the safeguards included in the
European Production Orders for the different categories of data”.
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48,

49,

50.

5l

The protocol could be an opportunity to further refine the definitions of the categories of
data in order to facilitate the implementation of the convention, taking into account the
outcome of the negotiations on the e-cvidence Proposal as the case may be. In this regard,
the EDPS siresses the importance of laying down clear and straightforward
definitions of data categories in the envisaged protocol in order to ensure legal
certainty for all stakeholders involved in the EU and third contracting countries. The
possibility to order the production and transfer of content data or non-content data which
taken as a whole may allow very precise conclusions to be drawn concerning the private
lives of the persons concerned should be limited to serious crimes only (see section 4.6
ahove).

¢) Involvement of judicial authorities in other countries parties to the protocol

With regard to paragraph (1) of the Annex®®, the EDPS points out that it appears
premature to deem the safeguards consisting in “notification and consent by the state of
the sevvice provider and a prior review carried out either by a court or by an independent
administrative body” as being additional 1o the e-evidence Proposal as the latter is still
under negotiations. The EDPS recommends a more cautious approach by providing in
the Annex for directives to support relevant additional safeguards and grounds for
refusal compared to the EU secondary law on the collection of electronic evidence in
criminal matters, as required for ensuring the appropriate level of safeguards, in
particular with regard to data protection and privacy.

In particular, even in the EU context, in its Opinion on the e-evidence Proposal, the EDPB,
to which the EDPS is a member, found “ro justification for the procedure foreseen in the
draft e-Evidence Regulation to allow for the produciion of conteni data without any
involvement at least of the competent authorvities of the Member State where the data
subject is"%. In Council, no notification to the authorities of the Member State where the
data subject is was introduced.

Also, the EDPB expressed in its Opinion on the e-evidence Proposal “its concerns as
regards the removal of any double check by the receiving compertent authority of the order
transmiited, compared to the other instruments™'. In Council, several Member States
requested greater power to the notified authority, beyond the notification introduced in the
general approach and covering also non-content data®”.

In the traditional approach to cross-border access to electronic evidence, it is pnmarily the
responsibility of the enforcing country to ensure the review of limited grounds of refusal.
While the EDPS recognises the need to identify alternative approaches to gathering
evidence in a cross-border context, the need for effective guarantees for fundamental rights
of data subjects remains of paramount importance. It is imporfant to consider that relevant
laws in the countries parties 1o the protocol - inter alia on the admissibility of evidence
gathered in another country and what constitutes a criminal offence - may diverge.
Conditions for 1ssuing an order are not harmonised on substance at international level and
important objections against the recognition and enforcement of such order may exist®.
Furthermore, private entities may not be equipped to effectively deliver the required
assessment. It is critical to keep in mind that despite being the addressees of orders, service
providers are not the ones whose rights to privacy and to personal data protection are
limited by the order.
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52. EU Member States have the legal obligation to respect fundamental rights when
implementing EU law®®. In this regard, in the context of the European Investigation Order
(EIO) Directive® negotiations, the Fundamental Rights Agency recalled that “a failure to
ensure proper respect for fundamental rights in the execution of an EXO will engage the
responsibility of the executing state under instruments such as the ECHR™®.

53. The EDPS considers that effective protection of fundamental rights in this contexi
requires a degree of involvement of public authorities of the requested party to the
envisaged agreement. [t is also an additional safeguards in cases where the data subject
cannot be located or is located in a third country not party to the protocol. He therefore
recommends including as specific safeguard in the negotiating directives the
obligation for the competent authorities of the countries parties to the protocol to
systematically invelve judicial authorities designated by the enforcing country as
early as possible in the process of gathering electronic evidence in order to give these
authorities the possibility to effectively review compliance of the orders with
fundamental rights and possibly to raise grounds for refusal on the basis of sufficient
information and within realistic deadlines. Such involvement would also be more in
line with Article 82(1) TFEU (if this legal basis 1s included as one of the substantial legal
bases of the Council Decision)®’,

d) Possibility for service providers to object

54. Service providers receiving an order for electronic evidence addressed by competent
authorities of a thiré country party to the protocol may find themselves caught between
conflicting legal obligations under EU law and third country law. The EDPS welcomes

aragraph (c) of the negotiating directives, which provides that the protocol should
prevent conflicts of laws.

55. The EDPS considers that service providers served with an order for electronic evidence
should be able to object to it on specific grounds defined in the envisaged protocol, such
as missing or incorrect information or fundamental rights considerations®. Those grounds
should be clearly defined so as not to allow providers to decide on a case-by-case basis on
whether and how to cooperate. Therefore, the EDPS recommends specifying in the
negotiating directives that the protocol should provide for a mechanism allowing a
service provider the right to object to an order on specific grounds defined therein.

4.11. Suspension of the protocol in relation to a country in breach of the protocol and
review

56. The EDPS notes that the section 3 of the Annex provides for the possibility to denounce
the protocol along the provisions of the Cybercrime Convention. Similarly to existing
adequacy decisions based on Article 45 GDPR and to Article 36(5) LED regarding
adequacy decisions for law enforcement purposes, the EDPS considers it is of utmost
importance to include in the negotiating directives the introduction of a clause
allowing for the suspension of the pretocol with a third country in cases of breaches
of its provisions by the said country.

57. Also, the EDPS recommends that the negotiating directives provide for requesting
the introduction of a clause setting out the mandatory periodical review of the
practical operation of the protocol. To ensure a meaningful review, it should be provided
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58.

59.

60.

61.

for at the latest one year after its entry into force and then at regular intervals, specifying
the frequency of these additional reviews. The content of the review should be specified.
The review should focus not only on the implementation of the protocol but also on the
evaluation of its necessity and proportionality. For the purposes of such a review, it should
provide that Contracting parties shall co-operate with the T-CY in the gathering of
information, including statistics and case law, concerning the practical operation of the
Convention. The review teams should include data protection experts and involve EU Data
Protection Authorities.

CONCLUSIONS

The EDPS understands the need for law enforcement authorities to secure and obtain
electronic evidence quickly and effectively. He is in favour of using innovative approaches
to obtain cross-border access to electronic evidence and finding an EU response to existing
issucs in this context. A second additional protocol to be negotiated at EU level would
better preserve the level of protection guaranteed by the EU data protection framework
and ensure a consistent level of protection throughout the EUJ, rather than distinct
agreements concluded by Member States bilaterally. Therefore, this Opinion aims to
provide constructive and objective advice to the EU institutions as the Commission seeks
to obtain authorisation from the Council to participate in the negotiations in view of this
protocel.

The EDPS welcomes that the mandate aims at ensuring that the protocol contains
appropriate safeguards for data protection.

There are three major recommendations, the EDPS makes for the envisaged protocol to
ensure compliance with the Charter and Article 16 TFEU. The EDPS recommends that the
negotiating directives aim at:

- ensuring the mandatory nature of the envisaged protocol,

- introducing detailed safeguards - including the principle of purpose limitation - due to
the various potential signatories, not all of them being parties to the convention 108 or
having concluded an equivalent agreement to the EU-US Umbrella agreement,

- opposing any provisions on direct access to data.

In addition to these general recommendatiens, the recommendations and comments of the
EDPS in the present Opinion relate to the following specific aspects:

- the legal basis of the Council Decision;

- the onward transfers by third countries competent authorities;

- the rights of data subjects, in particular the right to information and the right of access;
- the control by an independent authority;

- the judicial redress and administrative remedies;

- the criminal offences covered by the envisaged protocol and the categories of personal

data;

- the specific safeguards to ensure an appropriate level of security of the data transferred;
- the specific sateguards for data protected by privileges and immunities;

- the emergency mutual assistance;

- in the case of direct cooperation, the transfer of personal data, the definition and types

of data, the involvement of other authorities, the possibility for service providers served
with an order for clectronic evidence to object based on specific grounds:;
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- the possibility to suspend the protocol in cases of breaches of its provisions ané to
review it.

62. Finally, the EDPS remains at the disposal of the Commission, the Council and the
European Parliament to provide advice at further stages of this process. The comments in
this Opinion are without prejudice to any additional comments that the EDPS could make
as further issues may arise and would then be addressed once further information is
available. He expects to be consulted later on the provisions of the draft protocol before
its finalisation,

Brussels, 2 April 2019

Giovanni Buttarelh
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NOTES

"OJL 119,4.5.2015, p. | (hereinafter “GDPR™).

10J L295,21.11.2018, p. 39.

YOI L 119, 4.5.2016, p. 89 (hereinafter “LED”).

* Propesal for a Regulation of the European Parliament and of the Council on European Production and
Preservatior. Orders for elecironic evidence in criminal matiers, COM(2018) 225 final.

' Proposal for a Directive of the European Parliament and of the Council laying down harmonisad rules on the
appointment of legal representatives for the purpose of gathering evidence in criminal proceedings,
COM(2018)226 final

% The Council adopted its general approach on the propossd Regulation on 7 December 2018, available at
htps://www.consilium.europa.ew/en/press/press-releases/2018/1 2/07/regulation-on-cross-border-access-to-e-
evidence-council-agrees-its-position/# The Council adopted its general approach on the proposed Directive on 8
March 2018, =svailable at htps//www.consilium europa euw/en/press/press-releases/2019/03/08/c-evidence-
package couucil agrees-its-position-on-rules-to-appoint-legal-representatives-for-the-gathering-of-evidence/.

7 Recommendation for a Council Decision authorising the opening of negotiations in view of an agreement
between the European Union and the United States of America on cross-border access to electronic evidence for
Jjudicial cooperation in eriminal matters, COM(2019) 70 final.

¥ Recommendation for a Council Decision authorising the participation in negotiations on a second Additional
Protocel to the Council of Europe Cenvention on Cybercrime (CETS No. 185), COM(2018) 71 final,

¢ EDPS Opinion 2/2019 on the negotiating mandate of an EU-US agreement on cross-border access to electronic
evidence.

I Convention on enhanced intermaticnal cooperation on cybercrime and electronic evidence, Budapest,
23 November 2001, CETS No. 185.

' See the Chart of signatures and ralification of the Cybercrime Convention for 2 complete and updated list of
countries parties to the Cybercrime Convention, available at: https:/fwww coe.int/en/ web/conventions/full-list/-
{conventions/treaty/1853/signatures?p auth=77awh38m

2 T-CY Guidance Note # 3 Transborder access to data (Article 32) T-CY {2013)7 E , p. 3, available at:
https://rm.coe.int/ 16802=726a

'3 See Council of Europe webpage available at: htips:/rm.coe. int/t-cv- .
" This concerns cases where authorities may directly request to 2 service provider in another jurisdiction: the
preservation and production of data,

'% This concerns cases where authorities may themselves directly access data transborder, without the help of an
intermediary.

% Terms of References for the Preparation of a Draft 2nd Additional Protocol to the Budapest Cybercrime
Conventicn, June 2017, availzble at: htips://rm.coe.int/terms-of-reference-for-the-preparation-of-a-draft-2nd-
additional-prote/168072362b.

17 See European Commission fact sheet available at http://europa.ew/rapid/press-release MEMO-19-865 en.htm
'® Emphasis added.

1 See Prel. Doc. No 10 of December 2008 - The mandatory / non-mandatory character of the Evidence Convention
[in civil 2nd commercial matters): hitps://assets. hech.net/upload/wop/2008pd 1 0e.pdf.

20ip 7.

2 Joined cases C-402/05 P and C-415/03 P, Kadi v. Council, ECLLEU:C:2008:46 1, par. 285, [Emphasis added].
 Case C-362/14, Maxinuliian Schrems v Data Protection Commissioner, ECLIEU:C:2015:650, par. 95.

% Sze in parlicular par. (b), (¢) {m) and (o) of the Annex.

% Opinton 1/15, FU-Canada PNR Agreement, ECLLEU:C:2017.562.

¥ Opinion 1/15, EU-Canada PNR Agreement, ECLIEU:C:2017:592, par. 214; see also par. 93 of Opinion 1/15.
* Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, Strasbourg,
28 January 1981, ETS 108 (hereinafter “Convenlion 108™).

¥ See in this regard, Art. 29 WP Opinion 4/2001 on the Council of Furope’s Draft Convention on Cyber-crime,
©f 22 March 2001 (53001/01/EN/ Final WP 41}, p. 6: “signatories should be requested to sign up to the Council of
Europe’s Convention 108",

21t appears in particular that not all third countries parties to the Cybercrime Convention are parties to the
Convention 108 or to the European Convention of Human Rights and that some are parties 1o the African Union
Convention on Cyber Security and Personal Data Protection. The protocol amending the Convention 108 so called
Convention 108 + has not yet entered inte force. It has been signed by many Member States but has not yet been
ratified - see table of  sipnature and ratification  of  the convention 108+:
hitps:/www .coeant/en/web/conventions/full-list/-/conventions/treaty/223/slenatures
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 Explanatory memorandum p. 6.

* Commission Staff Working Document: Impact Assessment, SWD(2018) 118 final (hereinafter “Impact
Assessment on the e-gvidence Proposal"}, available at: lttps://eur-lex.eurcpa.eu/legal-
content/ ENFTX T/ 2uri=SWD%3A2018%3 A1 18%3 AFIN, p. 33: "Extended access, 1.2. use of a device of a suspect
or witness seized as part cfan investigation {e.g. with a search and seizure warrant) to access the data accessible
from the devige (which can include the cloud). Most Member States allow their public authorities to carry out this
type of direct access .

*! Explanatery memcrandum p. 6.

" Impact Assessment on the e-evidence Proposal, p. 11: 'The national law in at least 20 Member States empowers
authorities, subject to judicial authorisation, to seize and search a device and remotsly stored data accessible from
it, or to use credentals for an account to access and search data stored under that account. This tool becomes more
relevant as data is now regularly stored not on the local device but on servers in a different location, possibly
outside of the Member State concemed or even outside of the EU

Often, the lecation of this data 1s ncet known to law enforcement (so-called "loss of knowledge of location”), and
it may be practically impossible to determine, such as in cases where the data is hosted on Darknet services thar
use muitiple layers of IP relays to disguise their location. As a result, it can be difficult o delermine whether such
searches have a cross-border compoenent.

Member States have different approaches to direct access and the data storage location ”,

3 Comments of 5 December 2013, available at https.//ec.eurcpa.ew/justice/article-29/documentation/other-
document/files/2013/20131205 wp292 letter to cvbercrime committee. pdf

The Article 22 Working Party drew “the attention te the risks involved in 2 potenual Additional Protocol thar
would legitimise a direct access to data by law enforcement authorities of a Party to datz stored within the
jurisdiction of another Party. The Article 29 Working Party stresses (hat the application of such a principle,
independently of the way in which it is implemented (e.g. by applying the law or the definitions of consent of the
searching Party) would infringe upon key data protection rules and have an adverse impact on individuals’
fundamental rights™. Tt added: “An additional protacol to an international Convention that would appear to provide
for access o data stored on computers abroad by applying the law {or the definitions of consent) of the searching
party would be in violation of the EU data protection acquis.” It insisted also that “transborder data transfers in
the field of law enforcement must exclude blanket/mass transborder access, collection or transfer to/of data, which
is incompatible with the EU Charter of Fundamental Rights and the European Cenventicn of Human Rights.”
*P.6.

3% See CJEU Case C-687/15, European Commissicn v Council of the EU, ECLI:EU:C:2017:803, par. 48 and
following.

¥ Opinion 1/15, EU-Canada PNR Agreement, ECLELEU:C:2017:592, par. 232,

¥ Opinion 1/15, EU-Canada PNR Agreement, ECLLEU:C:2017:592, par. 214,

* QOpinion 1/15, EU-Canada PNR Agreement, ECLLEEU:C:2017:592, par. 220. [Emphasis added].

¥ See Case C-518/07, Commission v Germany, ECLL:EU:C:2010:125, par. 25; Case C-514/10, Comunissicn v
Austriz, ECLELEU:C:2012:631, par. 36 and 37; Case C-288/12, Commission v Hungary, par. 48; Case C-362/14,
Maximillian Schrems v Data Protection Commissioner, ECLI:EU:C:2015:650, par. 41.

40 Opinion 1/15, EU-Canada PNR Agreement, ECLL:EU:C:2017:592, par. 230.

W Case C-362/14, Maximillian Schrems v Data Pretection Commissioner, ECLIEU:C.2015:650, par. 95.

2 Case C-362/14, Maximillian Schrems v Data Protection Commissioner, ECLIEU:C:2015:650, par. 95,
[Emphasis added].

¥ Case C-362/14, Maximillian Schrems v Data Pretection Commissioner, ECLI:EU:C:2015:650, par. 56 to 58,
“ Case C-207/16, Ministerio fiscal, ECLI:EU:C:2018: 788, par. 54, see also par. 56.

* CJEU, Case C-207/16, Ministerio fiscal, ECLI:EU:C:2018:788, par. 62. [Emphasis added].

* CIEU, Joined Cases C-263/12 and C-594/12, Digital Rights [reland and Seitlinger, ECLLEU:C:2014:238,
par. 36.

“1 CIEU, Joined Cases C-293/12 and C-594/12, Digital Rights [reland and Seitiinger, ECLLEU:C:2014:238,
par. 27.

“ CIEU, Joined Cases C-203/15 and C-658/15, Tele2 Swverige and Watson, ECLIEU:C:2016:970, par. 99.

* See European Deta Protection Board Opinion 23/2018 of 26 September 2018 on Commission proposals on
European Producticn and Preservation Orders for electronic evidence in criminal matters (hereinafter “EDPB
Opinion 23120187), available ar:
https.//edpb.europa.ewsites/edpb/files/files/filel /eevidence_opinion final en.pdf, p. 12: “Indeed, the four
categories proposed do not appear to be clearly delineated, and the definition of “access data™ still remains vague,
compared to the other categories”.

* Personal data shall be processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using
appropriate techmical or organisational measures (principle of ‘integrity and confidentiality’ tnder
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Article 5(1) (f) GDPR and Article 4(1)(f) LED). The security of the processing covers in particular the ability to
ensure the ongoing confidentiality and integrity of processing systems.

' According to the draft explanatory report, par. 2, p. 6: “[e]mergencies involving a significant and imminent risk
to the life or safely of a person often involve hostage situations in which there is a credible risk of imminent loss
of life, serious injury or other harm to the victim and the suspect is negotiating for ransom via ema:l or social
media so that the location of the vicim may be determined through data stored by the provider, sexual abuse of a
child as evidenced by the discovery of recently produced child sexual exploitation or child sexual abuse materials,
or other indicia of abuse, immediate post terrorist attack scenarios in which authorities seck to determine with
whom the gitackers communicated in order (o delerming if further altacks are imminent, and threats Lo the security
of critical infrastructure in which there is a significant and imminent risk of danger to life or safety of 2 natural
person”,

*? htips://rm coe.int/t-cy-2018-23rev-protoprov-pub-text-v4/1 6808490

¥'See Art. 29 WP Opinion 4/2001 on the Council of Europe’s Diaft Convention on Cyber-crime, of 22 March
2001 {(5001/01/EN/ Final WP 41), p. 5 and following.

See also Study “Criminal procedural laws across the European Union - A comparative analysis of selected main
differences and the impact they have over the develepment of EU legislation™ commissioned by the European
Parliament’s Policy Depertment for Citizen's rights and Constitutional Affairs, PE 604 977, p. 30

See finally Fundamental Rights Agency, Opinion on the draft Directive regarding the European Investigation
Order, 14 February 2011, p. 11: “fa] fundamental rights-based refusal ground could act as an adeguate tool to
prevent fundamental rights violations occwrring durtng cross-border imvestigations. At the same time, the
executing state would be required io be familiar with the criminal law rules and procedures of the issuing siaze,
as well as the details of the case at hand. Therefore, a fuliy-fledged fundamental rights assessment in every case
would not only counteract the idea of mutuai vecognition, but due to complex and long procedures it might afse
undermine some of the fundamental rights standards set out in seclion 2.2. For this reason, any establishmeni of
a fundamental righis-based refusal ground in the directive should ideally be complemented by explicit parameters.
Such parameters could limit the vefusal ground to circumstances where an EU Member Stale has a well-founded
fear thai the execution of an EIO woiild Izad to a vielation of fundamenial rights of the individual concerned n
this way, a fundamental righis-based refusal ground could serve as o ‘safety-valve’, faciluaring EU Member
States” complionce with fundamental rights obligations flowing from EU primary law without Member Staies
having to deviate from EU secondary law”".

“ Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the precessing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA, GJ L 119,
4.52016, p. 8BS

%% This is a specific derogation from Article 35(1)(b) LED tha: personal data are transferred by law enforcement
authorities in the EU Member States to a controller in a third country or international organisation that is also a
law enforcement authority.

% The additicnal conditions are :

“1 (...) {a) the transfer is strictly necessary for the performance of a task of the transferring competent authority as
provided for by Union cr Member State law for the purposes set out in Article 1(1);

(b) the transferring competent authority determines thet no fundamental rights and freedoms of the data subject
concerned override the public interest necessitating the transfer in the case at hand;

(c) the trensferring competent authority considers that the transfer to an authority that is competent for the purposes
referred to in Article 1(1) in the third country is ineffective or inappropriate, in particular because the transfer
cannot be echieved in goed time;

{d) the authority that is competent for the purposes referred to in Article 1(1) in the third country is informed
without undue delay, unless this is ineffective or inappropriate;

{e) the transferring competent authority informs the recipient of the specified purpose or purposes for which the
personal data are only to be processed by the latter provided that such processing is necessary. (..)

3. The transferring competent autherity shall inform the supervisery authority about transfers under this Article.
4. Where a transfer is based on paragraph 1, such a transfer shall be documented ™.

" See EDPB Opinion 23/2018,p. 9.

5% Subscriber information is defined under the convention in Article 18(3): “any information contained in the form
of computer data or any other form that is held by a service provider, relating to subscribers of its services other
than traffic or content data and by which can be established: (a) the type of communication service used, the
technical provisions taken thereto and the period of service; (k) the subscriber’s identity, postal or geographical
address, telephone and other access number, billing and payment information, available on the basis of the service
agreement or arrangement; (¢) any other mformation on the site of the installaticn of communication cquipment,
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available on the basis of the service agreement or arrangement”, See also explanatery report of the Cybercrime
Convention par. 177 and following,

3% Par. (1) states that: “[W]ith regard to the provisions on ‘International productions orders’, the European Union
should not opposc the inclusion in the Second Additional Protocol of additional safeguards and grounds for refusal
compared to the Commission’s e-evidence proposals, including as they evolve in the legislative procedure
negotiations by the co-legislators and eventually in their final (adopted) form, such as 2 notification and consen:
by the state of the service previder and a prior review carried oul either by a court or by an independent
administrative body, as far as this does not disproportionately reduce the effectiveness of the instrument under the
Second Additional Protocol (for example in cases of validly established urgency). Any additionzl safeguards and
grounds for refusal shou!d not affect the functioning of the EU’s e-evidence proposals amongst Member States™.
%0 See EDPB Opinion 23/2018, p. 16.

! See EDPB Opinion 23/2018, p. 17.

2 See footncte 24 of the Council general approach: “Crech Republic, Finland, Germany, Greece, Hungary and
Latvia have a reservation on the nolification procedure advocating for a procedure with more effect that also
includes transactional data and a fimdamental rights clause, i e. providing for grounds fur refusal 1o the notified
authority, furthermore also rule on what should be considered a “national case” should be reversed; finally
Germany advocating for submission of the Order instead of the Certificate, whereas Czech Republic is of the view
that both the Order and the Certificate should be submitied”.

3 See the list of grounds to ohject mentioned under Article 14 of the e-evidence Proposal and the case law
developed by the CJEU in the context of the European Arrest Warrant (CJEU, Case C-404/15, P2l Aranyosi and
Robert Calddraru v Generalstaatsanwaltschaft Bremen, ECLIEU:C:2016:198, par. 82 and following)

% See Arlicles 6 TUE and 67(1) TFUE. See alsc Fundamental Rights Agency, Opinion on the draft Directive
regarding the European Investigation Order, 14 February 2011, footnote 56° “fi/n this context, one should be
reminded of the principle of exiraterritorial responsibility under the ECHR. EU Member States are responsible
under the ECHR for human rights violations commitied in another tervitory wheve through their action they have
placed someone in that situation; see ECtHR, Soering v. United Kingdom, No {4038/858, 7 July 1989. See also
ECIHR, Bosphorus v. lreland, No. 45036/98, 30 June 2005, par. 156 'the presumption will be that a State has not
departed from the requirements of the Convention when it does no more than implement legal obligations flowing
Sfrom its membership of the {EUJ.” This presumption was considered to be rebuttabie”.

5% Directive 2014/41/EU of the European Parliament and of the Council, of 3 April 2614, regarding the Eurcpean
Investigation Order in criminal matters, QJ L 130, 1.5.2014, p. 1.

5 See Fundamental Rights Agency, Opinion on the draft Directive regarding the European Investigation Order,
14 February 2011, footnote 61 referring 10 ECtHR Case, MSS v. Belgium and Creece, No. 30696/09, 21 January
2011.

7 See Recital 6 of the Recommendation.

% See EDPB Opinion 23/2018, p. 17, where the EDPB recommended that the e-evidence Proposal “shouid at
least foresee the munimum classic derogaiion that if there are substantial grounds for believing that the
enforcement of an Order would result in a breach of a fundamentai right of the person concerned and that the
executing State would disregard its obligations concerning the protection of fundamental rights recognised in the
Charter, the enforcement of the order showid be refused”.
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