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Dear Secretary-General,

With regard to Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of data by the
Community institutions and bodies and on the free movement of such data, and in particular its
Atrticle 28(2), I send you an Opinion on the Proposal for a Regulation of the European Parliament
and of the Council establishing a centralised system for the identification of Member States holding
conviction information on third country nationals and stateless persons (TCN) to supplement and
support the European Criminal Records Information System (ECRIS-TCN system) and amending
Regulation (EU) No 1077/2011.
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I have written in similar terms to the President of the European Commission and the President of

the European Parliament.

(Complimentary close)

(s.) Giovanni BUTTARELLI
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The European Data Protection Supervisor (EDPS) is an independent institution of the ItU. The
Supervisor is responsible under Article 41.2 of Regulation 43/2001 ‘With respect lo the
processing of personal data... for ensuring that the fundamental rights and freedoms of natural
persons, and in particular their right io privacy, are respecied by the Community inslitutions
and bodies”, and "'.. for advising Community institutions and bodies and data subjects on all
matters concerning the processing of personal data’.

The Supervisor and Assistant Supervisor were appointed in December 2014 with the specific
remil of being more consiructive and proactive, and they published in March 2015 a five-year
strategy setfing out how they intended to implement this remit, and to be accountable for doing
s0.

This Opinion relates to the EDPS" mission to advise the EU institutions on the data protection
implications of their policies and foster accouniable policymaking -in line with Action 9 of the
EDPS Strategy. 'Iacilitating responsible and informed policymaking'. The EDPS considers that
compliance with daia protection requirements is key pre-requisite and an enabler for an effective
and efficient exchange of information on criminal records of third country nationals in the area
of freedom, securily and jusiice.

2|Page

15761/17 SC/mvk

DG D 2B

www.parlament.gv.at

EN


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=06289&code1=RAT&code2=&gruppen=Link:15761/17;Nr:15761;Year:17&comp=15761%7C2017%7C

Executive Summary

. The current ECRIS system, established by the Council Framework DGLI::].UH 2009/315/JHA,
- supports the exchange of eriminal convictions information mainly in the confext of judm]al
_ cooperation. ECRIS may be used also for other purposes than criminal proceedings in
_ accordance with the national law of the requesting and the requested Member State. While the
~eurrent ECRIS system may be used for third country natmnah (“T‘(‘N’*} it does not do se
. efficiently. This is why 1mpr0vement's are justified. o

The effectiveness of ECRIS for TCN was emphasized in rhe FU Agenda on Security and |
© became a legislative priority for 2017. Already in 2016, the Commission adopted a Proposal |

~ for a Directive amending the current law and introducing improvements for TCN by a
decentralised system through the use of an index-filter with fingerprints stored in a form of
 hashed templates. This solution encountered technical problems. The Proposal for a Regulation
on ECRIS-TCN, adopted on 29 June 2017, creates an EU central database where identity
information an TCN, including fingerprints and facial images, are stored and intended for use
by a “hit/no hil” search (o identily the Member State holding criminal conviction information
on TCN, Besides, the Proposal for a central ECRIS-TCN system is partially justified as a
support to a future mtcloperabﬂltv of EU large scale systems in the arca of frecdom, security
and justice, -

The EDPS follows the file from the start of negotiations for the establishment of ECRIS. He
already issued two Opinions and acknowledged the importance of efficient exchange of
. information for EU nationals and TCN, alike. This stance remains unchanged.

* This Opinion addresses particular issues raised by the Proposal for a Regulation. Where

- necessary, it refers to the Proposal for a Directive, since both proposals are intended to be

complementary. The EDPS raises four main concerns and other additional recommendations,
further detailed in the Opinion. In sum, the EDPS recommends that, as ECRIS is a system
adopted by the EU prior to the Lisbon Treaty. these new Proposals for a Directive and a
Regulation must bring the system up to the standards required by Article 16 TFEU and the EU
Charter of Fundamental Rights, including meeting the requirements f()r any lawful limitation
on fundamental rights. /

The necessity of a EU central system should be subject to an impact assessment that should |

also take into account the impact of the concentration of the management of all large seale EU
databases in the arca of freedom, sccunty and justice in one single agency. Anticipating

 interoperability in this context would be premature, since this concept should first be put ona

. legal basis and its uomphanbe w1Lh 1111: data protection principles shauld bc cnsumcl

| The purposes of data ;‘n‘oce*;fm'ng5 other than for criminal proceedmgs for which ECRIS and
ECRIS-TCN are envisaged should be clearly defined in line with the data protection prineiple

of purpose limitation, This applies also to the access by Union bodies which should be assessed
also in light of the right to equal treatment of EU nationals and TCN., Any access by EU bodies
must be demonstrated Lo be nceessary, proportionate, compliant with the purpose of ECRIS
and strietly limited to 1elev=mt t13k‘§ within the mandate of those EU boches

The processing of per wndl dala al issue, very sensitive in nature, should strictly adhere to the
necessity principle: a “hit” should be triggered only when the requested Member State is
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TIE EUROPEAN DATA PROTECTION SUPERVISOR,

1laving regard to the Treaty of the unctioning of the Curopean Union, and in particular Article
16 thereof,

Iaving regard (o the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data', and to Regulation (EU) 2016/679 of the European
Parliament and of the Counecil of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and repealing
Dircetive 95/46/EC (General Data Protection Regulation)?,

Having regard (o Regulation (EC) No 45/2001 of (he European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement of such data?, and in
particular Articles 28(2), 41(2) and 46(d) thercof,

Having regard to Council Framework Decision 2008/977/JHA of 27 November 2008 on the
protection of personal data pracessed in the framework of police and judicial cooperation in
criminal matters®, and the Directive (EU) 2016/680 of the Buropean Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation,
deteetion or prosecution of criminal offences or the cxecution of criminal penalties, and on the
free movement of such data, and repealing Council Framework Decision 2008/977/THA?,

HAS ADOPTED THE FOLLOWING OPINION:

1. INTRODUCTION AND BACKGROUND

1. On 29 June 2017 the European Commission published a Proposal for a Regulation
cstablishing a centralised system for the identification of Member States holding conviction
information on third country nationals and stateless persons (TCN) to supplement and
support the European Criminal Records Information System (ECRIS-TCN system) and
amending Regulation (EU) No 1077/2011 (hereinafter “the Proposal for a Regulation™)®.
The Proposal is accompanied by an Analytical Supporting Document’. At the same day, the
European Commission adopted the first statistical Report concerning the exchange through
the Buropean Criminal Records Information System (ECRIS) of information extracted from
the criminal records between the Member States, as foresecn in Article 7 of Council
Decision 2009/316/JHA®,

ﬁlPage
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JR]

The Proposal for a Regulation aims to improve the exchange of information of TCN and U
cilizens that have also a third country nationality. The underlying principle of existing
FECRIS is that information on criminal convictions as regards EUJ nationals can be obtained
from the Member Stale of nationality of thal person, which stores all criminal convictions
regardless of where in the EU they were handed down. As regards TCN each Member State
stores the convictions it has handed down and as a consequence a request for information
must be sent to all Member States. ‘T'he reply to “blanket requests™ eauses, according to the
Commission, administrative burden and high costs if ECRIS were used systematically for
extracting information on TCN. Member Slales are reluctant o use the system, - according
to the statistical Report 10% of the requests relate to TCN®- and thus the criminal history of
the TCN is not available as envisaged'’. Improving the effectiveness of ECRIS wilh regard
to T'CN is aceclerated by the EU Agenda on Security'! and is onc of the lepislative priorities
for 201712,

. The Proposal for a Regulation complements the Commission Proposal for a Directive of 19

January 2016 as regards the cxchange of information on third country nationals and as
regards the FEuropean Criminal Records Information System (ECRIS), which amends
existing Council Framework Decision 2009/315/J1TA and replaces Council Decision
2009/316/JHU (hercinafter “the Proposal for a Directive™).

. Both proposals have in commaon the establishiment of a system for the identification of the

Member States holding information on eriminal convictions of TCN and LU citizens that
have also a third couniry nationality. ‘Uhe Proposal for a Dircetive envisaged a decentralised
system, meaning that there will not be a single EUJ database, but each Member State will
maintain an “index-flter” file. This [ile was considered Lo be led with information on TCN
in an encoded form from the criminal records of the Member States and distributed to all
Member States. The Member States would then match their own data against the field and
find on a hit/no hit basis which Member States hold information about a criminal conviction
of a TCN. Already the Proposal for a Directive envisaged the processing of fingerprints, yet
the use ol [ngerprinls was considered onc ol possible options in the 2016 Impact
Assessment as opposed to the Proposal for a Regulation which makes their use mandatory.
Commission explains that the terrorist attacks accelerated the support [or the syslemalic use
of fingerprints for identification purposes'. After the Proposal of Directive was adopted, a
feasibility study revealed that there is currently no mature technology for the one-to-many
malching ol ingerprints using hashed templates.

. The Proposal for a Regulation, as a responsc to the technical problems cncountered,

envisages instead a centralised system which includes alphanumeric data, fingerprints and
facial images of TCN. Alphanumeric data and lingerprinls may be used Lor the identilication
of TCN and facial images initially for verification purposes and, when the technology
becomes mature, also for identification. The “central authority™ of the convicling Member
Statc enters the data into the local ECRIS T'CN systein, which transmits these data to a EU
central system. On a hit/no hit basis, the requesting Member State may identify the Member
State(s) holding inlormation on criminal convictions on TCN and then request this
information by the use of the existing ECRIS, as improved by the Proposal for a Directive.
Where the fingerprints are used for identification, any corresponding alphanumeric data
could be provided, too. The EU databasc is entrusted to cu-LISA and to this end the Proposal
for a Regulation amends the eu-LISA Regulation 1077/2011.
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6.

10.

2,

(1.

Furthermore, the solution for a centralised system is put in the context of the envisaped
interoperability of all information systems for sccurity, border and migration management.
Ln fact, among the rcasons for opting for a centralised system, interoperability is emphasised,
rather than the technical problems encountered!!. ECRIS is also included in the Council
roadmap to enhance information exchange and management and pursue interoperability'.
Interoperability with FCRIS is also envisaged in the E1IAS Proposal'®.

. Once aligned to each other, both proposals are intended to be complementary, While the

Proposal for a Regulation should cover the issues relating to the centralised system, the
Proposal for a Dircetive should regulate issues of gencral nature relating to the functioning
of ECRIS for TCN and EU nationals alike'”. The T.IBE Committee of the European
Parliament adopted the Report on the Proposal for a Directive in 20165, while with regard
to the Proposal for a Regulation the Trraft Report has been adopted on 30 October 2017,
The Council first suspended the negotiations on the Proposal for a Directive following the
request by Member States to the Commission at the Council on 9 Junc 2016 to present a
proposal for establishing a centralised system?®’ and is currently examining hoth proposals
in parallel”’.

. ECRIS-TCN 1is an important initiative addressing inlormation syslems in the area ol

freedom, security and justice. The ENPS follows the file from the start of negotiations for
the establishment of ECRIS. The first Opinion on ECRIS was published in 2006%%, as then
established by the Council Framework Decision 2009/315/JHA, and in 2016 the EDPS in
the Opinion 3/2016 addressed the Proposal for a Directive®,

In both Opinions the EDPS acknowledged the importance of efficient exchange of
information extracted from criminal records of convieted persons, as well as the need for a
system that can work effectively for third country nationals, particularly in the context of
the adoption of the EU Agenda on Security?®. This stance remains unchanged.

This Opinion builds upon the Opinion 3/2016 and addresses particular issues raised by the
Proposal for a Regulation. Where necessary, the Opinion also refers to the Proposal for a
Directive. In Section 2, the EDPS raises his main concerns and provides recommendations

how to address them. Additional concerns and recommendations for further improvements
are described in Section 3.

MAIN RECOMMENDATIONS

2.1 Establishment of an EU central database

In the Proposal for a Directive, the Commission opted for a decentralised solution based on
the creation of an index-filter. Despile the higher costs, this option was preferred at that
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1%,

13.

14.

15.

time, amongt others because of the duplication of data in a central database and the
additional data protcction rules the central system would entail”,

By contrast, the Proposal for a Regulation opts for the establishment of a centralised system.
As mentioned ahove (see points 5-6), the reasons for changing the technical solution are
linked to the lack ol a mature technology supporting the envisaged index-filter whereby a
centralised solution will enable a future interoperability with other systems in the area of
freedom, security and justice. The Explanatory Memorandum states that “the objectives ol
this initiative cannot be achieved equally well in a decentralised manner®™® and that “this
option proved to be the most cost efficient, and technically less complex and easier to
maintain compared to others™’ and that the option of a centralised system is justified and
propertionate “because the difference in treatment hetween TCN and EU nationals does not
lead to any substantial disadvantages for TCN2%, This is [urther explained in that “for
[ TCN] the effects are the same, irrespective of whether their data is stored at EU level or by
the national authorities, since the usage of the data is in both cases limited to the
identification of the Member States which holds actual conviction information™. Contrary
to reasoning presented in the Impact Assessment accompanying the Proposal for a Directive,

now the Commission slales that the central system amounis lo less wide distribution of

personal data amongst the Member States whereby the pseudonymising is not required due
to strict access controls to the central system®’. With regard to data protection aspects, the
Commission mentions that safcguards, such as limitations of acecss rights and purposes,
logs, secure communication infrastructure, storage limitations in accordance to national law
and application ol Regulation 45/2001 are envisaged.

A centralised system clearly amounts o a new data processing as it provides for the storage
of personal data. Tt constitutes in itself a risk for the protection of personal data as it would
gather a high amount of data. A data breach, accidental loss or another unlawful action are
likely to have a much greater impact than a local incident, affecting only one part of a de-
centralised system would have. The design and implementation of common security
measures throughout all the local points of storage could also limit related disadvantages
inherent in distributed models. Moreover, the envisaged central system entails a duplication
of personal data held locally for the same purpose.

The EDPS recalls that any measure that leads to the processing ol personal data constitules
a limitation on the fundamental rights as enshrined in Article § of the Charter. To be lawful,
the limitation should meet the conditions set out in Article 52{1) ol the Charter. The
necessity and proportionality of an envisaged measure arc core elements of this scrutiny. In
particular, necessity requires that the measure effectively addresses the problem, is the least
intrusive (o the [undamental rights compared to allernalive measures, and there is an
objective and verifiable evidence of the effectiveness and less intrusive nature of the
envisaged measure, among others. Issues on additional saleguards and cosls are examined
within the proportionality in a narrow sense and come therefore after the necessity of a
proposed measure has been duly established. In this context, we refer to the “Necessity
Toolkit” the EDPS issucd for casy-to-use advice to the KU legislator®’,

The evidence for a central database being the less intrusive solution and that other solutions
are not equally effective is missing. For instance, there is no further explanation on the
technical problems encounlered by the use of ECRIS, nor whether such problems could be
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78

18.

19.

effectively addressed in the future, for example by a better operational management. Taking
inlo acecount that the first TCRIS Review Report notes progress in the connection to ECRIS
with 24% of interconnections still to be established®”, there is no adequate justification why
the current infrastructure of LCRIS cannot be further developed to facilitate an automated
outgoi%g requests and ingoing replics [rom the national eriminal records similar 1o Primm
maodel”-.

. As to the costs incurred by the different solutions, the estimations for a decentralised

solution are made on the basis ol the costly choice envisaged in the Proposal for a Direclive,
i.e. the implementation of the index-filter with hashed fingerprints*'. A comparison of the
costs should be made against actual alternative decentralised systems (such as the Priim
system mentioned above) instead of the hypothetical index-filter solution. Morcover, costs
cannot become a significant factor in judging the lawfulness of the limitation of fundamental
rights. The EDPS also observes that the cost aspects did nol prevent the Commission [rom
choosing the decentralised solution back in 2016,

The suggested solution of the central system has not been accompanied by a proper impact
assessment although this is an important element of the Commission policy of better
repulation®, and an essential prerequisite when fundamental rights are at stake®®, Instead,
the Commission relied upon the Tmpact Assessment carried out in 2016 and suggested the
solution which at that lime had been rejected. The impact ol entrusting the hosling and
management of the central system fo eu-1.ISA should be also assessed in the context of the
conceniration in one single agency of the operational management of all BU large-scale IT
systems in the area of freedom, sccurity and justice. The EDPS in his recent Opinion on the
eu-LISA Proposal pointed out this risk and criticised the fact that important initiatives in
this arca arc not accompanicd by an impact asscssment.

Finally, the objective of cnsuring interoperability of ECRIS-TCN with other EU large-scale
IT systems in the area of freedom, security and justice does not in itself justify the necessity
ol a centraliscd solution nor, ol the dala envisaged [or processing (see seclion 2.3). The
objectives and purposes of interoperability should be clearly defined and its impact on
[undamental rights to privacy and data protection properly assessed prior the further use of
the cancept to support any other envisaged legislative measure. In addition, the purposcs of
the interconnected svstems would need to be clearly defined and their necessity and
proportionality cstablished (sce scetion 2.2), belore the concept ol inleroperability can be
seized for designing a more coherent and consistent framework. The EDPS recently
published a Stalemenl and a Reflection Paper on interopearability which remain fully
relevant in the contex! of the present Proposal for a Regulation®”.

The EDPS recalls therefore the need for an objective evidence for the necessity of
establishment of an EUJ central system. In this context, impact of interoperahility on
the fundumental rights should first be assessed and its purposes clearly defined along
with the purpoeses of ECRIS.. An appropriate impact assessment for the fundamental
rights (o privacy and dala proteclion should accompany the Proposal for a Regulation. In
particular, the impact of the concentration of all systems in one single agency should
be assessed.
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20.

21.

22

23.

24.

22 Purpose of ECRIS-TCN and conditions for the use of criminal convictions
information

The purposc of the Proposal for a Regulation is to enable the identilication of the Member
States holding information on criminal convictions of TCN. The data included in the system
shall be processed only for this purpose®®. TTowever, some rules go beyond this purpose.
The purpases of use of information on criminal convictions is not changed by the Proposal
for a Directive by a substantive provision: the information shall be used for the purpose of
criminal proceedings and for any other purpose in accordance with the national law of the
requesting Member State and within the limits of the national law of the requested Member
State.

However, recital (2) ol the Proposal [or a Regulalion and the Directive states that the
information on convictions shall be taken into account also in order to prevent new offences.
Similarly, the LIBE Draft Report on the Propesal for a Regulation also adds a Recital (2a)
according to which compctent authorities should take into account previous convictions in
relation to decisions ending legal stay, as well as decisions on return and refusal of entry of
TCN posing a threat (o public policy or public securily or national security®. Considering
that the Proposal for a Regulation is not intending to change the purpose and the conditions
of use of CCRIS, nor does it deal with matters of general nature which are addressed in the
Proposal for a Directive, Recital (2) and (2a) should be deleted. The recital should be also
deleted in the Proposal for a Directive as it might be wrongfully perceived as a new
obligation [or use of ECRIS and would contradict the the current rule of Article 9(3) of the
Council Framework Decision 2009/315/THA which is not being amended. Accordingly, the
Member Stales may, but are not obliged (o, use criminal convietions information only for
preventing an immediate and serious threat to public security.

. Moreover, Article 7(1) of the Proposal for a Regulation imposes an abligation on the central

authorities of the Member States to use the ECRIS-TCXN to identify the Member States
holding criminal record information. By contrast, the use of ECRIS with regard to EU
nationals is not obligatory in accordance with Article 6(1) of the T'ramework Decision
2009/315/JHA, which will not be amended by the Proposal for a Dircctive. This obligation
enhances the processing of personal data and would lead to a situation of different treatment
of EU nationals and TCN, including persons with dual EU/non-EU nationality. The latter
case in particular raiscs the issuc of cqual treatment and non-discrimination of EU
nationals*®. Purther justification is therefore necessary.

Article 7(2) and (3) provides for access to ECRIS-TCN by Europol, Eurojust and EPPO for
the purpose ol Tullilling their statutory tasks. Eurojust shall have access to the system, in
addition to the accomplishment of its statutory tasks, for the purpose of serving as contact
point for requests by third countries. The LIBE Draft Report on the Proposal for a
Regulation adds also the Furopean Border and Coast Guard Agency (EBCG Agency) to

the bodies that shall have access.

EDPS sees a justified reason for appointing Lurojust as the contact point for requests by
third countries in accordance with Article 14. Since the role of Eurojust is here limited to
setve as a contact point, arule should be added providing for additional safeguards to ensure
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26.

27.

that the data are used only for this purpose and are deleted immediately alter the
transmission of the request to the Member State coneerncd.

. With regard to the aceess by the aforementioned badies, the EDPS notes the Proposal for a

Regulation and the LIBE Draft Report on the Proposal for a Regulation with regard to
EBCG do not provide for any justification why such access is necessary and where are the
gaps compared to the use of the current ECRIS. RCRIS was mainly created for judicial
cooperation and these rules in the Proposal for a Regulation seem to extend the purpose for
law enforcement and migration. The existing rule of Article 9(3) of the Council Framework
Decision 2009/315/THA sets the limit to the prevention of an immediate and serious threat
to public security. The access by Europol, Eurojust, EPPO and EBCG to ECRIS-TCN
should also be compliant with the right to equal {reatment of E1J nationals and TCN. The
particular tasks within their mandate and the conditions for access, including the categories
of offences, and the designation of a central authority to malke the requests should also be
clearly defined and limited to what is strictly necessary*”. Tor instance, with regard to
Eurojust aceess to the national criminal tecords is only provided to the national member in
accordance with Article 9(3a) of Regulation 2002/187/JHA . Similarly, Article 47 (1)of
the SIS Proposal on police and judicial cooperation on the access to SIS by Eurojust
provides for access through the national members and specifies the tasks for which access
is allowed®. Access by Buropol (for law enforcement purposes) needs to be further justified
in compliance with the purpese of current ECRIS and then be limited to what is strictly
necessary.

T.ast, but not least, the purposes for which information may be requested in accordance with
Article 7(1) of the Proposal for a Regulation is besides [or criminal proccedings any
purpose in accordance with the national law of the requesting Member State. This
information may be provided if such request complies also with the national law of the
requested Member State as stated in Article 9(2) of the current Council Framework
Decision 2009/315/JHA. Both the Proposal for a Regulation and Directive do not amend
this purpose nor the conditions of use of criminal records information. However, such a
broad definition of the purpose and left up to the Member States does not comply with the
principle of purpose limilation and the meanwhile settled case-law on the requirements for
a lawful limitation on fundamental rights™. This applies all the more as the Proposal for a
Regulation establishes a new EU central database and the processing in the Proposal for a
Directive is related to highly sensitive data, i.c. data on criminal convictions, which if not
put under strict and clearly defined conditions may seriously impact the persons concerned.
A law that does not provide for clear and precise rules governing the scope and application
of the envisaged measure will not resist judicial scrutiny, as it lacks foreseeability,
undermines legal certainty and the necessity of the legislative measure cannot be
demonstrated, either. The specification of purposes could be made in the Proposal for a
Directive so that the envisaged law addresses the request of the legislator to the
Commission to evaluate the relationship between Directive 2016/680 and the acts adopted
prior to the date of adoption of this Directive in order to provide for a consistent protection
of personal data throughout the Union™.

The EDPS recommends therefore to consider the requirements for a lawful limitation
of fundamental rights and provide a level of protection consistent with the EU Charter
of Fundamental Rights and Article 16 TFEU: To this end, the purposes other than for
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28.

23,

30.

criminal proceedings for which ECRIS and ECRIS-TCN are envisaged, should he
assessed whether they are necessary and proportional and clearly defined in line with
the data proteetion principle of purpose limitation. In addition, the access to ECRIS-
TCN by Union bodies should be compliant with the purpose of current ECRIS and
the right to cqual treatment of EU nationals and TCN, and limited to the tasks within
their mandate for which access is strietly necessary. Any intented extension of current
purposes should be implemented by a substantive provision (a reeital is not ecnough).

2.3 Processing of data sensitive in nature

The Preposal for a Regulation provides for the storage of alphanumeric and biometric data,
i.e. [ingerprints and facial images, into the central system. The search in the system [or
criminal information held by a Member State on a particular T'CN will be carried out by
performing a hit/no hit search on the basis of fingerprints and/or alphanumeric data. Facial
images shall for the time being be uscd [or verilicalion of the identity and when the
technnlogy becomes mature also for identification (one-to-all search). Biometric data shall
be slored by (he Member Slales in all cases wilhoul any [urther conditions. Fingerprints
shall be collected from all ten fingers. In the event of a hit the system shall automatically
inform the competent authority on the Member State(s) holding criminal records
information on the TCN*,

The personal data cnvisaged for processing arc sensitive in naturc. Biometric data fall
within the scope of special categories of data in accordance with the GDPR and the
Directive 2016/680*7. Data on criminal convictions, though not included among the special
categories of personal data, are subject to special safeguards.

The information delivered in a form of a hit is personal data of a sensitive nature since it
already reveals (hal a person has been subject lo criminal conviclion, even il the concrele
conviction is not included in the central system and not automatically communicated to the
requesting competent authority of a Member State. On the contrary, such information is not
revealed by the use of the current ECRIS when information is requested for other purposcs
than criminal proceedings. The standardised reply for requests in accordance with the
Annex 1o the Couneil Framework Decision 2009/315/JHA provides lor the option that “in
accordance with the national law of the requested Member State, requests made for any
purposes other than that of criminal proceedings may not be dealt with™. Such a hit/no hit
scarch would therefore not put EU nationals and TCN on cqual foeoting. Even if Article
22(1) of the Proposal for a Regulation states that the data included in the central system
shall only be processed lor the purpose ol the identilication ol the Member State(s) holding
criminal information, this does not ensure that the mere knowledge of the existence of a
criminal conviction would not have an adverse impact on TCN and would not give rise to
diseriminatory attitudes. The inlormation would also not be useful il il cannotl be
further retrieved and thus it would not comply with the data quality principle (i.e.
only the personal data which are necessary for the stated purpose may be processed)®, The
Propesal for a Regulation should instead provide for the triggering of a hit only for the
purposes for which the requested Member State(s) is allowed to provide information in
accordance with its national law. The implementation of the system in such a way would
also go towards compliance with the important obligation of data protection by design and
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31.

32.

33.

34.

35.

36,

by default as set out in the Directive 2016/680 and the Proposal for a Regulation on data
protection by EU institutions™.

The processing of fingerprints interferes not only with the right to the protection of personal
data but also with the right to private life, as clearly cxpressed by the CJEU and the
ECtHR. The EDPS recognised on several occasions the advantages that could be provided
by biometrics, but he always stressed that, given the very nature of such data, these benelits
would be dependent on the application of more stringent safeguards®'.

Although it is conceivable that there can be eases where alphanumerie dala cannol deliver
a safe identification, this does not justify the necessity of the systematic use of fingerprints
for identification purposes when the identity of the TCN can be ascertained by other means.
Identification documents issued by an increasing number of third countries have strong
security features and also residence permits issued by the Member States must have security
[eatures, including the storage of biomeiric data™. The necessily of the systematic use of
fingerprints is also not supported by the statistical data for the use of ECRIS over the last
five years. According to the Commission’s Report only in 1% to 3% of the replies mulliple
persons have been identified™. Even if this figure applics to the 10% of requests, which
relate to TCN, it does not reveal a major issue with the identification of TCN. Therefore,
the use of fingerprints should be for the identification ol TCN only if the identity of TCN
cannot be ascertained by other means. A similar approach is taken in Article 42 of the
Propuse:{ for a Regulation on SIS in the field of police and judicial cooperation in criminal
matters™.

Furthermore, the EDPS in his Opinion 3/2016 has pointed out to the dillerent legal
traditions in the Member States regarding the processing of fingerprints depending on the
gravity of offences. Although the aspect of diverging legal traditions is noted in the
Proposal for a Dircetive, the Proposal for a Regulation introduces an obligation for Member
States fo process biometric data without a threshold on offences. The EDPS therefore
rccommends that the processing of biometric data should be further limited to serious
offences and listed.

As an additional data quality feature, and in order to avoid a “mission-creep” with the
purposes for which data are collected in other databases at national level, fingerprints -as
well as other biometric data- shall be stored only when the fingerprints are enrolled in the
course of criminal proceedings or may be used for this purpose. A rule to this effect should
be added in Article 5 of the Proposal for a Regulation.

Finally, the EDPS notes that the Proposal for a Regulation does not give any explanation
as to the choice to usc a sccond biometric identifier, i.c. the facial images, and usc them not
only for verification of the identity of a TCN but also for identifving them (one-to-many
search) once the technology becomes mature. The EDPS considers that an evidence-based
assessment of the necessity and proportionality should have been made before including
such data in the ECRIS-TCN and defining the purpose of their use™.

The EDPS therefore recommends to insert appropriate conditions for the processing
of personal data in line with the necessity principle. A hit should be triggered only
when the requested Member is allowed under its national law to provide information
on criminal convictions for purposes other than criminal proceedings. The processing
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38.

39.

40,

41.

42.

of fingerprints should be limited in scope and only when the identification of a
particular TCN cannot be ascertained by other means. With regard (o facial images,
the EDPS recommends conducting or making available an evidence-based assessment
of the need to enrol such data and use them for verification or also for identification
purposcs.

24 Qualification of eu-LISA as processor and the agency’s liability

. Article 21 of the Proposal for a Regulation states that each central authority of the Member

State is to be considered as controller whereby cu-LISA shall be considercd as data
processor in accordance with Regulation 45/2001. However, eu-LISA will be in charge of
the devclopment of the ECRIS-TCN system (Article 11(1)). To this end, eu-LISA shall
define the physical architecture, including its technical specifications, whereby
representalives of Member Slates assembled in a Programme Management Board shall
ensure the adequate management of the design and development phase (Article 11(5)). eu-
LISA in cooperation with the Member States shall ensure the best available technology
(Article 11(10). The opcrational management of the system lies with eu-LISA which is also
responsible for the security of the system (Article 13(2) and Article 17(1) and (2)). eu-1.ISA
shall also develop and maintain a mechanism for data quality checks (Arlicle 11(13).

The Proposal for a Regulation on several points builds upon the future Regulation that
would replace Regulation 45/2001. In line with the GDPR, Article (2)(b) defines the notion
of controller and Atticle 28 clarifies the responsibilities of joint controllers, Where thus two
or more enlities jointly determine the purposes and means of processing these are
considered joint contrallers.

Already in 2010, the Arlicle 29 Working Party has provided guidance on the notions of
controller, joint controllers and processor. Accordingly, the concept of controller is an
autonomous notion of EU data protection law and functional, in the sense that it is intended
to allocate responsibilitics on the basis of the factual influence rather than on a basis ol a
formal analysis®®.

The EDPS on several occasions has pointed to the implications of the distribution of roles
amongst several actors in EU large scale databases and recommended that where an actor
independently defines purposes or means of the data processing it should be considered
controller rather than processor®”. Several actors thus contributing to the purposcs and/or
means of processing, as the case here is, should be considered joint controllers.

Because the notion of controller entails a functional approach of cach party’s
responsibilities, in accordance with the criteria established by Union data protection law,
the designation by another law of a controller or processor should not contravenc these
criteria.

Moreover, with the distribution of rales as included in the Proposal for a Regulation the
Member States may be found responsible as controller for matters being outside of the
scope ol their influence (i.c. how cu-LISA manages informalion security in the central
system and secure transmission of the data to and from the central system). The EDPS
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43,

44,

46.

47,

48.

49,

therefore recommends to designate eu-LISA and the central authoritics of the
Member States as joint controllers,

Article 18 of the Proposal for a Regulation establishes the liability of a Member State and
the right of any person or a Member State to receive compensation for any sullered damage
as a result of an unlawful processing operation or any act incompatible with this Proposal
for a Regulation, Since the main data protection legal instruments also apply to the
processing operations, i.e. Directive 2016/680 and the Regulation 45/2001 and its
successor Regulation, reference to these should be added in Article 18.

Fmally, while Article 18 considers the liability of the Member States it does not do so with
regard to the liability of eu-LISA. This could cause unclarity and contradicts other
provisions in the Proposal for a Regulation confirming the application of Regulation
45/2001 and its successor Regulation. It also shifts the hurden of proof to the Member
States which shall prove that liable [or a particular violation is eu-LISA.

. The EDPS therefore recommends to add in Article 18 a similar rule as for the Member

States on the eu-LISA’s liability for any infringement of the rules laid down in this
Proposal for a Regulation and in Regulation 45/2001,

3. ADDITIONAL RECOMMENDATIONS
31 Reference to Directive 2016/680 and Regulation 45/2001

The EDPS considers that sclectively referring to the application of Directive 2016/680 and
the Regulation 45/2001 undermines legal certainty and risks failing to include important
provisions. For instance, Article 25 on the remedies for refusing the data subject’s requests
for access, correction and erasure of data, is a sub-set of the remedies the data subject is
granled according to Article 52 and 54 of the Directive 2016/680.

The EDPS therefore recommends to avoid unnecessary repetitions of some rules and,
in accordance with Recital (23), include in Article 2 a substantive provision on the
general applicability of Directive 2016/680 and Regulation 45/2001.

3.2 Rights of the data subjects

The EDPS welcomes the additional rules in Article 23 and 24 on the exercise of the right
ol access and the right to correclion and erasure as set out in Article 14 and 16 of Directive
2016/680. In particular, he welcomes that the TCN may address their request to any
Member State, the cooperation of the Member States concerned and the cooperation of the
national supervisory authoritics as wcll as the strict deadlines for responding {o such
requests. In addition, the EDPS recommends the following amendments.

The current title of Article 23 should maintain the same terms as used in Directive 2016/680
and thus the word “deletion”™ should be replaced by “erasure”.
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50.

al.

54.

5.

S6.

The wording of Article 23(2) seems to refer only to the right to correction and erasure since
it deals with the check of the accuracy of the data and the lawfulness of the processing. The
set deadlines and the cooperation between the requested and the convicting Member State
would then apply only with regard to this right. A rule on the cooperation of these
Member States and on the deadline for responding to access requests should therefore
be added.

In Article 24(3) the wording of the “Member State transmitted the data” should be amended
in line with the terminology used in Article 23, i.e. “the Member Stale lo which the request
has been made”.

. Finally, following the abovementioned recommendation (see section 3.1) on avoiding

unnecessary repetitions of some rules of the Directive 2016/680, the EDPS recommends to
re~consider the uscfulness of Article 235,

3.3 Statistics, central repository and monitoring

. The EDPS welcomes the provision of Article 30(1) which lays down the rule that access to

the data by cu-LISA should be made for the purposes of reporting and statistics without
allowing the identification of individuals. Yet, because of possible residual identification
risks, the same security level should apply also with regard to this repository.

According to the Proposal for a Regulation, for aforementioned purposes, eu-LISA shall
cstablish a central repository. In this regard, the EDPS recalls his previous Opinions on cu-
LISA®, BESY, ETIAS® and SIS®, in which he strongly cautioned that the proposed
solution for providing statistics would impose a heavy responsibility on eu-LISA, which
would have to maintain and secure appropriately a second repository, alongside the actual
production data in the Central System. It would also lead to an unnecessary duplication of
data and entail additional tasks for the EDPS, who would have to supervise this sccond
repository. The EDPS would recommend a solution that does not require an additional
central repository but rather requires eu-LISA tu develop functionalities that would
allow the Mcember States, the Commission, cu-LISA, and authorised agencics to
automatically extract the required statistics directly from the Central Systems.

Contrary to Article 30(1), the current wording of Article 34(1) and (2) does not clarify
whether eu-LISA. for the purposc of monitoring and evaluation of the system shall have
access to information containing personal data. Te the extent such access to personal
data is necessary, the wording should be aligned with Article 30(1) and provide for
access to the personal data without allowing for individual identification.

34 Data security

In accordance with Article 22 of Regulation 45/2001, the level ol security to be ensured
should be “appropriate to the risk”. The same approach is followed in Article 32(1) GIDPR
and Article 29(1) Directive 2016/680. Therefore, where the draft Proposal mentions
“security”, such as in Articles 11(11)(b), 13(2), 17(1) and 30(3), a respective addition
should be made.
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57. An automatic deletion of the data upon expiry of the retention period enhances compliance
with the storage limitation principle. The EDEPS therefore recommends that the
automatic deletion is provided in Article 8(2) and in Article 10(1) afier (j).

S8. Finally, similar rules on data scourity as lor the Member States according to Article 17(3)
should be provided in Article 16 for the Union bodies, taking into account their envisaged
role to only access ECRIS-TCN.

3.5 Role of the EDPS

59. The EDPS welcomes the aceess by national supervisory authorities to all ECRIS-TCN
national premises as provided in Arlicle 26(4). Ile also welcomes (he rule on the
coordinated supervision by reference to the Proposal for a Regulation repealing Regulation
45/2001.

6(). The EDPS is the data protection authority supervising eu-I.ISA. While the EDPS has the
power to oblain [rom EU inslitulions, bodies and agencies all relevanl information, the
process should be sireamlined by including the EDPS in the list of recipients of the
reports that cu-LISA will present to the Commission or the Council and the
Parliament in accordance with Article 34,

61. While the EDPS has anyway access also o the logs pursuvant to Article 47(2a) of Regulation
45/2001, a similar provision to Article 29(G) on the access hy national supervisory
authorities should be added in Article 29(3).

62. For the sake of clarity reference to the application of Regulation 45/2001, similar to the
application of Directive 2016/680 [or the Member States, should be made in Reeital (23),

63. Finally, effective supervision can only be delivered when adequale resources are provided
to the national supervisory authorities and the EDPS, alike. We would therefore suggest
including a provision in Article 27, similar to Article 26(3), requiring the U budgetary
authorily 1o ensurc adequate resources for the EDPS,

3.6 National supervisory authorities

64. Article 26(1) refers only to Article 6 with regard to the lawfulness of personal dala
processing the national supervisory authority shall monitor, However, the national
supervisory authorities are competent to ensure compliance with regard to any personal
data that may be processed in accordance with the proposed Regulation, such as the data
referred in Article 5 and the logs. The current warding should therefore be amended,
for instance hy deleting the phrase “referred to in Article 6”.

65. Artticles 19 and 27(2) mentions two kinds of supervisory authorities, i.e. “the supervisory

authority” and “national supervisory authority”. The meaning thercof should be clarified,
and if necessary the reference to “the supervisory authority” should be deleted.

3. CONCLUSION
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60,

a7.

68.

69.

70.

71,

72.

After carefully analysing the ECRIS-TCN Proposal, the EDPS makes following
recommendations:

The EDPS recommends when establishing a new LiU central database and amending the
existing law on ECRIS, to takc into account the requircments of the EUJ Charter of
Fundamental Rights for a lawful limitation on fundamental rights and provide a sufficient
level of protection of personal data in the conlex! of the Proposal [or a Regulation,

In particular, the EDPS recalls the need to provide objective evidence of the necessily to
establish ol a centralised system at EU level. [n this context, interoperability should first be
assessed on its impact on the fundamental rights and its purposes clearly defined along with
the purposes of ECRIS. An appropriale impact assessment for the fundamental rights to
privacy and data protection should accompany the Proposal for a Regulation with regard to
this aspect, as well as for the concentration of all systems in one single agency.

The establishment of a new EUJ central database and the amendment of the existing law on
LECRIS should be compliant with the requirements [or a lawful limitation on fundamental
rights in accordance with settled case-law, To this end, the purposes of data processing
other than for criminal proceedings for which ECRIS and ECRIS-TCN arc cnvisaged,
should be assessed from the point of view of their neeessity and proportionality and clearly
defined, in line with the data protection principle of purpose limitation. In addilion, the
access 10 ECRIS-TCN by Union bodies, such as Europol, should be compliant with the
purpose of current ECRIS and the right to equal treatment of EUJ nationals and TCN and
limited to the tasks within their mandate for which access is striclly nccessary, Any
intended broadening of current purposcs should be implemented by a substantive provision
(arecital is not enough).

Since ECRIS-TCN implies the processing of personal data that are very sensitive in nature,
the EDPS recommends to insert appropriate conditions [or the processing of personal data
in linc with the necessity principle: a “hit” should be triggered only when the requested
Member is allowed, under its national law, to provide informalion on criminal convictions
lor purposes other than criminal procecdings. The processing of fingerprints should he
limited in scope and only when the identification of a particular TCN cannot be ascerlained
by other means. With regard Lo fucial images, the EDPS recommends condueting or making
available an evidence-based assessment of the need to enrol such data and use them for
verification and/or identification purposes.

Furthermore, eu-I.ISA and the central authorities of the Member Stales should be
designated as joinl conlrollers, since they share responsibility for defining the purposes and
means of the envisaged processing activities. Designating eu-1.ISA as processor would not
properly reflect the status quo and would not be benelicial to ensuring a high level of data
protection, or to the legitimate interests of Member States. Furthermaore, the ECRIS-TCN
Proposal should clearly state eu-LISA’s liability for any infringement ol this Proposal Lor
a Regulation or of Regulation 45/2001.

In addition to the main concerns identified above, the recommendations of the EDPS in the
present Opinion relate to improvements of the suggested pravisions in relation to:

- relerences (o the applicability of Dircetive 2016/680 and Regulation 45/2001,
- rights of the data subjects,
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- slalistics, central repository and moniloring,
- data security,

- role of the EDPS,

- national supervisory authoritics,

73. The EDPS remains available to provide further advice on the Proposal for a Regulation
and for a Directive, also in relation to any delegated or implementing act thal might be
adopted pursuant to the proposed instruments, and rclating to the processing of personal
data.

Brussels, 1 2 DEC. 2017

Giovanni BUTTARELLL
Furopean Data Protection Supervisor
( B Mﬂ' .
[ 10d = B inAd e s
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