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REFERENCES

A. EU Policy on Training for CSDP (Council doc. 7838/17, adopted by the
Foreign Affairs Council on 3 April 2017).

B. Implementing Guidelines for the EU Policy on Training for CSDP (Council
doc. 5199/1/17 REV2, dated 17 January 2017).

C. Guidelines for EU Military Training Discipline Leader, doc. 11192/15,
dated 23 July 2015

D. EU Concept For Cyber Defence for EU-led Military Operations, doc.
EEAS(2016) 1597, dated 22 November 2016.

BACKGROUND'

1. In accordance with EU Policy on Training for CSDP (Ref. A), training for
CSDP is driven by requirements, not events. The type, complexity and
number of training activities related to a training discipline derive from
requirements and shortfalls identified during the conduct of CSDP
operations and missions, evolution of the security and defence environment,
and civiian and military capability development processes. These

requirements are agreed for each identified training discipline?.

2. In accordance with Implementing Guidelines for the EU Policy on Training
for CSDP (Ref. B), an EU Military Training Group (EUMTG) was established
as the Council Preparatory body for the systematic process of managing

CSDP Training Requirements for CSDP Military Training.

3. In accordance with its Terms of Reference (Ref. C), the EUMTG should
propose strategic priorities for CSDP Military Training and Education (T&E)
to the European Union Military Committee (EUMC). These priorities derive

from political guidance (e.g. Conclusions of the European Council, Council

' The general overview of the management of the military training requirements at EU level is common for all the
disciplines and their associated TRA reports. It is updated regularly with the latest training policy documents.

2 Discipline for CSDP training: a functional training category that groups distinct training thematic and requirements in
support of capabilities for CSDP missions and operations. Thematic are areas within each discipline that group
individual and collective performance objectives on a functional basis (Ref. B).
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Conclusions on CSDP, etc.), military capability development process,
studies, military concepts, and analysis of lessons from operations and
exercises, and other sources as required. The deliverable for this task is the
EUMC Strategic Guidance on CSDP Military Training, which includes an

annex on CD with the military role, tasks and priorities in the EU context.

On 17 December 2014, the EUMC agreed?® to nominate France and Portugal
as Discipline Leaders (DL) for the Military Role in CD EU Military Training
Discipline. The DL have conducted a Training Requirements Analysis (TRA)

to identify training gaps and propose appropriate corrective measures.

The DL started the TRA during the second semester 2015 taking into
account the priorities set by the EUMC Strategic Guidance on CSDP Military

Training, especially the annex on CD.

AIM

The aim is to present the conclusions of the TRA for the Military Role in CD
EU Military Training Discipline and to recommend the adoption of corrective
measures by the EU Member States (MS).

METHODOLOGY OF THE TRAINING REQUIREMENTS ANALYSIS (TRA)

DL organised several workshops with the MS to identify training

requirements in the CD area.

Initially, DL defined a Common taxonomy of terms and definitions for a
collective understanding of the concepts and to facilitate cooperation. Then
a Unified Cyber Competence Framework was established, identifying

competencies and skills requirements.

Later on, a first questionnaire was sent to MS in order to identify T&E needs
and capture the insights of relevant stakeholders related to CD at National
levels. Based on these declared needs, a Theoretical Common Curriculum

was developed, linking the competencies to develop, the target audience

3 Framework Process for Managing CSDP Military Training Requirements, para 16 and annex
B, doc. 17087/14, dated 19 December 2014.
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and the requested level of qualification. A modular approach was selected,
to reduce the total amount of Courses needed to fulfil all the CD T&E.

10.DL sent then a second questionnaire to MS, to identify Courses proposed by
MS. The DL assess that the results of this second questionnaire were not
totally convincing, maybe because MS are reluctant to share their
competencies and priorities. According to the DL, it appeared that all
potential offers were neither shared nor existent, and that the gap covered

the whole identified needs.

11.Therefore, the DL proposed corrective measures to cover the full CD
spectrum, which had been described on Cyber Competencies Career Path

Matrix, with a list of courses.

12.Along all this process, DL reported on a regular basis to the EUMTG on the

progress achieved.

MAIN FINDINGS AND CONCLUSIONS
13.DL assess that the working plan goal was achieved.

14.EU Concept for Cyber Defence for EU-led Military Operations (Ref. D)
defines the framework and responsibilities required to implement CD in
CSDP and supports the CD capability requirements definition.

15.NATO Communications Information Systems School (NCISS) and NATO
Cooperative Cyber Defence Centre of Excellence offer a large potential of
T&E opportunities to EU MS, which can be considered as EU training
opportunities, provided that their courses and procedures are re-
rolled/adapted respectively, in such a way to be open to EU bodies and all
EU MS. These training courses can be included in the next revision of the

CD TRA, conducted within a common agreed timeline

16.Moreover, industry and civil sector also have lot to offer in the cyber T&E

domain.
17.In terms of training needs, the main findings are :

a. CD Awareness for all Information and Communication Technology

(ICT) users is identified as a "common need".
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b. Lack of specialists / SMEs, which increases the need for more T&E.

c. MS highlighted lack of training in their answers to the questionnaires.
18.During the analysis, the DL found out that;

a. There were few training offers from the MS.

b. The offers were mainly technical courses.

c. There was a lack of collective training.

d. Potential offers from MS are not shared or inexistent.

19.Based on a systematic approach, the DL underline in the report that a
realistic solution for the abovementioned findings consists in covering the full
CD Discipline spectrum, described in a Cyber Competencies Career Path

Matrix, with a list of proposed courses.

20.With the Cyber Competencies Matrix Career Path Matrix, MS or EU bodies

can conduct self-assessment in order to fill gaps individually or collectively.

21.Opportunities for cooperation are available through existing tools, such as
the two coordinated initiatives, the EU CD Training and Exercises
coordination Platform (TEXP), led by the European Defence Agency (EDA),
or the Education, Training, Exercise and Evaluation (ETEE) platform, led by
the European Security and Defence College (ESDC). CD TEXP has to be
the central platform where all the cyber courses linked with CSDP should be
registered. ESDC is fully engaged in the CD TEXP project and will manage it

for the EU as soon as it is fully operational.

22.In Phase 5, DL propose sixteen solutions and some new initiatives in four
main areas (IT Communications, System Administration, Cyber Education
and Cyber Logistics) to cover the identified training gaps, encompassing the

whole CD Discipline spectrum (Annex I).

23.The sixteen solutions are shortly described and cover the needs from of a
simple ICT user to an expert level/CD specialist. An example of a Cyber Intel
Course is developed (Annex H). These solutions are to be further

developed, adapted or updated.
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24. The report underlines that Cyber is a rapidly moving environment and,
because of that, MS and EU Institutions should develop innovative and
appropriate processes to adapt to a new reality. Empiric approach applied
on proposed initiatives should lead to a fast increase of EU capabilities in

the correspondent domains.

PROPOSED WAY AHEAD

25.1t is proposed by the DL that MS and EU Institutions should carry this work
forward and develop correspondent T&E courses* which would fill the Cyber

Competencies Career Path Matrix.

26.The CD TEXP is expected to be able to support three different domains —

EU, national and multinational — and will take a central role.

27.ESDC, in charge of “giving a training and education instrument that
promotes a European security culture”, could further develop the CD T&E
capability in EU bodies and MS.

RECOMMENDATION
28. The EUMC is invited to:

a. Note this Report.

b. Agree that the proposed Discipline Common Core Curriculum and the
solutions constitute the minimum common EU military training
requirements on CD.

c. Support the recommendations about Duality of E&T in the cyber

domain, including the avoidance of gaps between the civil and military

tools and the need to standardize E&T tools and processes.

d. Task EUMTG, supported by DL Cyber Defence, EUMS and other

relevant EU entities, notably ESDC, to further investigate ways to

4 Taking into account the EU agreed terminology and definitions (presented in various EU
documents e.g. the EU Concept on Cyber Defence for EU-led Military Operations and Missions
or the EUMC Glossary for Acronyms and Definitions)
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implement the proposed way ahead and recommendations and also to
benefit from NATO E&T opportunities:

(1) consistent with EU-NATO Joint Declaration Implementation Plan
(JDIP) Action 3.2 (strengthen cooperation on training) and JDIP Action
3.4 (strengthen cooperation in cyber exercises).

(2) open to EU bodies and all EU MS in a reciprocal way, respecting
the principle of inclusiveness.

e. Support the recommendations about the NATO training opportunities,
which can be considered as EU training opportunities, provided that
their courses and procedures are re-rolled/adapted respectively, in
such a way to be open to EU bodies and all EU MS.

f. Task the EUMTG to report back progress to the EUMC through the
EU Military Training and Education Annual Report.

Annex
A. Final Report Training Requirements Analysis (TRA) for the discipline (Military
contribution to) Cyber Defence — Version 2.1, April 2019
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PREFACE

Cyberspace infrastructure is largely globally interconnected and far more than merely
the internet. All devices reachable via cyberspace could be potential targets and
potential threats. This includes networks and devices connected by wired connections,
wireless-free connections and those that appear to be not connected at all. European
Union (EU) and its MS (MS) can be targets.

Since a few years, EU’s interest in CD (CD) and Security is increasing. This is
translated in concrete actions promoted by Commission or other European External
Action Service (EEAS) stakeholders such as European Union Military Staff (EUMS),
Crisis Management and Planning Directorate (CMPD), Civilian Planning & Conduct
Capability (CPCC). The duality of the Domain is obvious and this leads to the
pertinence of works developed by EU agencies and bodies, among which you can find
agencies like European Defence Agency (EDA) in the defence sector, European Police
College (CEPOL) or European Union Agency for Network and Information Security
(ENISA) in the security domain or European Security and Defence College (ESDC) in
both.

The 2013 EU cyber security strategy (ref. A) is a practical expression of this interest
and forms a fundamental start in the implementation of any European initiative in the
domain.

The Commission 2016 action plan (ref. B) is clearly mentioning the creation of a cyber
security training and education platform. Some on-going initiatives announced by the
president of the Commission build on the initial idea.

All those political initiatives should then be translated in practical implementations. This
is the ambition of the two discipline leaders and the participating MS to contribute via
this report, to the improvement of the European military CD capability development.

The EU Military Training Group (EUMTG) conducted a CD Training Requirements
Analysis (TRA). The final result of this TRA is a picture of the Education and Training
(E&T) activities (courses, exercises, e-learning etc.) that is conducted by the relevant
training actors at the MS and EU level, in this very technical and specific discipline, in
order to cover the training gaps, to improve an existing training, to reach a certain level
of quality (standard) or eliminate unnecessary redundancies.

There is a consensus that a rational and expedient approach is the conduct of TRA by
lead nations/bodies, which can assume the role of EU discipline leaders, with
subsequent validation of the TRA by the EUMTG. In order to avoid unnecessary
duplication of efforts, it has been assessed that the role of the EU discipline leader has
to be assumed, whenever possible and accessible to all EU MS, by the nation or the
body having a similar role for NATO.

France and Portugal are strongly engaged at the development of an integrated and
cooperative approach to CD Education and Training at both National and International
(EU and NATO) levels.
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EXECUTIVE SUMMARY

Recognized as a priority for MS, the CD capability is developing, in which E&T plays a
key role.

The main objective was to help EUMTG and MS to identify CD E&T requirements and
needs, and fill the gaps deriving from their CD capability development process, without
unnecessary duplicating MS or NATO existing capabilities.

During the 2" Semester 2015, France and Portugal took the lead of the EU CD
Discipline and decided to start a TRA, in accordance with a European Union Military
Committee’s (EUMC) strategic guidance (ref. C).

The first step was to define a Common Taxonomy of terms and definitions, in order to
offer guidance for a collective understanding of the concepts and to facilitate
cooperation. Then a ‘Unified Cyber Competence Framework’ (common for NATO and
EU) was created, identifying competencies and skills requirements.

To identify E&T needs, a first questionnaire was sent to MS, to capture the insights of
relevant stakeholders related with CD at National levels. Based on these declared
needs, a “Theoretical Common Curriculum” was developed, linking the competencies
to develop (in facts “segments”: aggregations of competencies), the target audience
and the requested level of qualification. A modular approach was selected, to reduce
the total amount of Courses needed to fulfil all the CD E&T.

A second questionnaire was sent to MS, to identify Courses proposed by MS, but the
result was not totally convincing, maybe because MS are reluctant to share their
competencies and priorities. Therefore, the actual gaps appear to be the whole
identified needs.

Based on a systematic approach, a realistic solution consists in covering the full CD
Discipline spectrum, which had been described on a Cyber Competencies Career Path
Matrix, with a list of proposed courses.

Now MS and Institutions should carry on this work and have to develop correspondent
E&T courses which would fill the Cyber Competencies Career Path Matrix. The EU CD
Training and Exercise coordination Platform (CD TEXP) is expected to be able to
support three different domains — EU, national and multinational — and will take a
central role.

Cyber is a rapidly moving environment and, in accordance, MS and Institutions should
develop innovative and appropriate processes to adapt to a new reality and keep up-to-
date. Empiric approach applied on our proposed initiatives should lead to a fast
increase of EU capabilities in the correspondent domains.
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1.CD DISCIPLINE

a. Aim and Objectives

Supported by the EUMS and building on EDA Training Needs Analysis (TNA),
the CD Discipline aimed at identifying the military training requirements for the
Common Security and Defence Policy (CSDP).

Given the EU CD Capability Requirements definition, the main objective of CD
Discipline was to help the EU and MS to identify CD E&T requirements and
needs, and to fill the gaps deriving from their CD Capability development
process.

Reminder of the CD Discipline aims:

« offers MS CD E&T initiatives (from strategic to technical level) not available
through national, bilateral or commercial arrangements;

+ promotes Excellence and Certification — high quality of courses and
interoperability of experts;

» has a Multinational Character — greater flexibility and benefits with participation
of NATO, Academia, Industry and Partners;

+ is open and inclusive to EU Bodies and all MS.

b. EU CD Capability Development Process (The role of E&T)

During the 2014 update of the Capability Development Plan (CDP), MS
recognized CD as one of the Top 14 priority areas (ref. D). CD is also high on
the agenda of the European Council, Foreign Affairs Council, EEAS and receive
a high priority for CSDP current operations. The EU Concept for CD for EU-led
Military Operations (ref. E) defined the framework and responsibilities required
to implement CD in CSDP and supported the CD capability requirements
definition.

c. EU CD E&T Relevant Organisations

Within EU, several actors are working to develop CD E&T capabilities, and are
at different steps of maturity.

EDA received mandate to develop CD E&T and has also conducted preliminary
studies about TRA.

Within EEAS, CMPD, CPCC and EUMS are -collaborating to ensure
comprehensiveness and non-duplication of efforts.

On February 2018, the steering board of ESDC decided the creation of an
Education Training, Exercise and Evaluation (ETEE) platform (ref F). Within the
college, the aim of the Cyber ETEE platform will be to address cyber security
and defence training among the civilian and military personnel for the CSDP
requirements for all CSDP training levels, as identified by the EU Military and
Civilian Training Groups.

d. CD Discipline Framework

Complementarity and non-duplication

Following the 2016 EU-NATO joint declaration (ref. G), the NATO Smart
Defence MNCD E&T project team is constantly exchanging with EU CD
discipline leaders on the military strand of E&T. Currently, MNCD E&T has
carried out the development of a strong model in competencies, work roles and
carrier path. Answers from the nations and MS involved were not consistent
enough to describe a precise gap analysis. However, due to the dynamic of the
domain, some countries came up with proposals of cyber courses.
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The NATO Communications Information Systems School (NCISS) moving to
Oeiras (in vicinity of Lisbon), as well as the Tallinn NATO Cooperative CD
Centre of Excellence (CCD COE) in Tallinn are offering a large potential of E&T
opportunities to EU MS, which can be considered as EU training opportunities,
provided that their courses and procedures are re-rolled/adapted respectively,
in such a way to be open to all EU bodies and all EU MS

Industry and civil sector have a lot to offer in the cyber E&T domain to the
military.

EU MS have developed their own capabilities, but the level of maturity is not
equal in all states.

As an example, some like France in Rennes, have developed large national
competency poles for the MoD and the industry while others are more relying
on multinational initiatives or private education companies. More precisely,
French Pdle d’excellence cyber located in Brittany relies on a strong layout of
cyber expertise for education, research and development as well as industrial
development. In the framework of the Pdle d’excellence cyber, the FR MoD has
located in Rennes area key cyber assets, operational, technical and in the
education. This decision is in line with the national strategy and allows the
concentration of scarce resources.

Portugal, for instance, with its Cyber Academia and Innovation Hub (CAIH),
within cyber, stimulates Education, Training, Research Innovation and Industry
development in order to provide its national ecosystem with the necessary
competencies to address the needs of a new generation of professionals.

Finally, the relevance of these works is high for the civilian bodies and
institutions which may conduct EU missions and operations. The duality of E&T
is a source of savings and a potential growth factor for the EU capacity building,
as long as we have avoided any unavailable drift from one to the other. We
must, as far as possible avoid any gap between the civil and military tools,
beginning with the vocabulary or the conceptual development.

e. Backaground (chronology of events)

The CD EUMTG Discipline plan of work is developed over several phases,
integrating in each stage the results deriving from the different modules / areas
identified as building blocks of CD E&T initiatives (identification of competencies
and skills to be developed, analysis of E&T needs, analysis of existing initiatives
and identification of gaps not yet fulfilled).

In accordance with the EUMC strategic guidance, the EUMTG has conducted a
CD TRA. The final result of this TRA should be a clear picture of the E&T
activities (courses, exercises, e-learning etc.) that should be conducted by the
relevant training actors at the MS and EU level, in this very technical and
specific discipline, in order to cover the training gaps®, to improve an existing
training, to reach a certain level of quality (standard) or eliminate unnecessary
redundancies.

Taking on EUMC guidance and after the discussions held at the EUMTG on 16
December 14 and 28 April 15, France and Portugal took the lead of the EU
military training discipline "CD" and decided to start a TRA during the 2™
Semester 2015. Since then, a succession of Workshops and reports to regular
Headline Gold Task Force HTF/EUMTG meetings lead to the common

5 To better understand whether, in the implementation process, training activities (e.g. courses, exercises etc.) manage
to meet the military training requirements, quantitative and qualitative analyses are needed. For practical reasons and
in order to approach training in an integrated manner, across all levels, for individual and collective needs alike,
training requirements should be analyzed per each individual training discipline.
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understanding of the needs. As well as, through a system of questionnaire, it
also provided a theoretical view of the existing capacities. It has to be noticed
that a stable view is quite impossible in the specific dynamic of the cyber
domain. The operational requirement is in a continuous and rapid movement to
adapt to threats and technical evolution.
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Figure 1: CD Discipline background

f. CD Discipline Members — Contributors

EU Members have been contributing to the study and constantly associated to

the results. Even if some MS proved particularly active, a larger involvement,
would have been a benefit.

During workshops and in line with the agendas, on a case by case basis, other
stakeholders were invited to broaden the scope of the study, as well as

ensuring coherence with other works conducted in the domain, in NATO, as
well as within EU bodies.

EUMS was a systematic participant.

EDA, EEAS services, Commission, NATO have been invited and some
industrial providers occasionally participated.

The multiplication of solicitations and the scarcity of experts showed the limits of
a multinational exercise. Thanks to the proximity established between EUMTG
and the MNCD E&T group from NATO, this « overheat » on the human
resources has been partially mitigated.

2.CD DISCIPLINE WORKING PLAN

a. CD Competencies and Skills (Phase 1)

1) Common Taxonomy - see annex B

The first meetings, within EU and also NATO contexts, gave the opportunity
to identify the necessity to create a Common Taxonomy of terms and
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definitions, in order to offer guidance for a collective understanding of the
concepts and to facilitate cooperation between developers. This is beneficial
for the stakeholders as well as the future beneficiaries of the CD Discipline
conclusions. The Taxonomy is focused mainly on the practical meaning of
the notions, on aspects that are useful and serve for the Discipline scope,
and subsequently on the didactical and scientific accuracy of the definitions.

The document contains definitions for a set of concepts that are referential
for understanding the CD Discipline scope. The final form of the definitions
has been either taken as-is from some official documents, or adapted and
commonly agreed inside the Discipline so as to best fulfil the Discipline’s
needs.

The document is focused on the needs for future development and
interoperability between EU, NATO and other international organisations,
concerning CD and Cyber Security topics. It also comprises an extensive list
of technical terms that are described from different international
perspectives, for a common understanding of the CD and Cyber Security
areas of expertise. Since it is a continuously updating document, the version
presented in this Final Report is a snapshot corresponding to the Discipline
closing phase.

It offers a reference point for the future development processes and
represents a solid support for current and future works that are conducted in
the CD and Cyber Security domains.

Of course setting a list of agreed Cyber Definitions and Acronyms helped to
create a common knowledge base.

2) CD Competencies and Skills - see annex D

The goal of the CD Competencies and Skills phase was to create a Cyber
Competence Framework to educate and/or train all military and civilian
personnel. The framework provides an overview of tasks accompanied with
the needed Knowledge, Skills and Abilities (competencies) in order to
perform roles as proficient as possible.

MNCD E&T is conducting, within NATO, a parallel work on E&T. The
deliverables are, to a large extend, relevant for EU military cyber capacities.
A “Unified Cyber Competence Framework” (UCCF) ties the frameworks from
the EDA Landscaping Study (2013) and the NIST SP 800-181 NICE Cyber
Workforce Framework (NCWF) together.

The UCCF contains a rich selection of building blocks allowing you to:

» Task 1: use the UCCF as a Rosetta stone to express or describe (part
of) a cyber-organisation.
Using the framework to describe national cyber organisations makes it
easier to relate different national cyber organisations e.g. to train their
personnel and share education with other nations in the future. The
building blocks are also useful when your cyber organisation is growing
or restructuring. NB: the framework might not contain all building blocks
to describe all particular parts for all types of cyber organisations.

» Task 2: structure and describe a work role.
People often have more work roles comprising of core tasks and support
tasks. ldentifying the core tasks of a role helps to structure the work and
workload of personnel. It also facilitates structuring additional work roles
within a cyber-organisation. The competencies in the UCCF allow you to
define the prerequisite competencies.

+ Task 3: identify core competencies to select a course or training.
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Having identified the work role and the corresponding core tasks allows
you to identify the core competencies to be trained to improve the task
proficiency. The list of core competencies also helps to identify training
to ensure a proficient task execution over time.

« Task 4: identify core competencies to develop a course or training.
The result of the previous task (3) could also lead to the recognition that
currently no course or training are available. Having identified the core
competencies will help to develop a curriculum to address the gap.

b. CD E&T Needs (Phase 2)

Based on the tasks to be performed and in the identified competencies and
skills requirements (Phase 1), we intended to identify the needs of E&T on CD
at all levels — EU CSDP related Bodies and MS.

Deliverables: Common CD E&T Curriculum (preliminary version).

A questionnaire about CD E&T needs was sent to MS. Its aim was to capture
the insights of relevant stakeholders related with CD at National levels. It is
explained in Annex D.

The CD Discipline leaders thank those MS who answered and gave a view of
CD E&T needs. Some general conclusions can be highlighted: CD Awareness
for all ICT users is identified as a “common need”; Lack of Specialists (having
the necessary knowledge in advance) increase the need for more education; all
MS answers identified the lack of training, in general.

Based on the CD E&T needs, a “Theoretical Common Curriculum” was
developed, as depicted below:

Main Target Generation of Education Level
S g Competencies =

PL al -
. - Cyber User 2
» - (Individuals) =
g
( L&G6 | Cyber Law g
e (Cyber-Lawyer) &

\ L&G1to Cyber Leader
L&G5 | (| cadership /Staff)

c4P1 | -
—

Strategic

sSP Cyber Security
(Cyber-Specialist)

Technical

Tech Aésistant

Cyber Defence

Chets (Cyber-Warrior)

Tactical

Figure 2: Common Curriculum (Nunes V., 2016)

Vertically, from top to bottom, the various Target Audiences (TA) can be found:
from “ICT users” until “CD Specialist”.

Under “Generation of Competencies”, a designation is used to define an
aggregation of competencies related with various “Segments” or subsets of the
TA.
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At the Education Level, four different Depth of Knowledge (DoK) levels are
recognized: Basic, Intermediate, Advanced and Expert.

The blocks use a Colour Code and Letters, directly linked to the “generation of
competencies” and therefore to the TA. The numbers relate to the DoK.

It is important to understand that similar blocks are found in different places
through the Curriculum. Actually, it is on purpose and a real advantage because
it permits a modular approach that will allow the reutilization of the same
courses for different TA, depending on each DoK. As an example, E1 course
content can deserve C4P1 at an Advanced level, and also CDS1 to CDS3 at a
Basic level.

A modular approach will reduce the total amount of Courses needed to fulfil all
the CD and CS E&T. Furthermore, it will allow students to attend less different
courses, to facilitate career evolution or career paths changes.

At this stage, it is convenient to introduce a strong link with the works conducted
by the ESDC in the cyber domain and especially the equivalence of proficiency
levels.
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Correspondences UCCF — EQF — SQF — DoK

The Unified Cyber Competence Framework (UCCF) developed by the EUMTG CD
Discipline is a competence framework relevant for EU's CSDP. It is a kind of
International Sectorial Qualifications Framework (ISQF) since it is structured with
different levels of knowledge, skills and responsibility/autonomy (KSR/A)® required
by individuals to act in a specific field of activity or to perform specific job roles”. A
similar product has been developed by the ICT community (the European e-
Competence Framework® and its levels of proficiency have been related to relevant
levels of the European Qualifications Framework - EQF). The EQF is a reference
framework that captures eight European generic levels of learning. Each level is
defined in terms of knowledge, skills and responsibility/autonomy in relatively
abstract terms. All types and levels of qualifications are covered, including those
resulting from formal education and training at all levels, but also private sector
qualifications and international (sectorial) qualifications.

Level 1 represents the lowest level of proficiency, level 8 the highest. In principle all
possible ways of learning can lead to the learning outcomes corresponding to the
eight levels, including non-formal and informal learning. The EQF has been
conceived as a “translation tool” between National Qualifications Frameworks (NQF),
to promote transparency, comparability and understanding of qualifications held by
individuals.

The modules of the Core curriculum associated to the UCCF may lead to a
qualification that could be assimilated to one of the EQF levels. Within this context,
there is merit to informally assign the proficiency levels described by UCCF to the
relevant EQF levels. However, the formal referencing of UCCF levels to EQF implies
formal recognition by the MS through referral in their NQF.

ESDC has developed a SQF for young officers (OF1) corresponding to level 6 of
EQF® and will develop a complete SQF for junior (OF 2/3) and senior military officers
(OF 3/4). This SQF applies only to common modules and programmes organised as
part of military education and training of young officers (under so called Military
Erasmus). UCCF levels (1-basic, 2-intermediate, 3-advanced and 4-expert) include
competencies that are achieved through programmes identified by the core
curriculum with various degrees of complexity (Depth of Knowledge - DoK). For
example, the learning outcomes at level 1 — basic will be achieved through modules
taught at DoK levels 100, 300 and 400, depending on the audience. DoK indicates
the degree of immersion into acquiring the knowledge and could range from 100 to
400, where 100 means basic and 400 means expert level.

Following the agreement by the MS of the UCCF and core curriculum, all
cyber security/defence education and training programmes/courses will have
to be referenced against UCCF/core curriculum.

c. Analysis of CD E&T Offer (Phase 3)

At this stage we intended to analyse the existing offer of CD E&T (nationally
and internationally) in order to support personnel participating at EU missions
and CSDP Operations and at National CD related activities. A questionnaire
had been envisaged as a valuable and structured way to obtain the relevant
information related with the existing CD E&T Offer.

Deliverables: List of available CD E&T activities.

6 The Council Recommendation of 22 May 2017 on the European Qualifications Framework changes the term
‘competence’ as heading for the third column of the EQF descriptors (Annex Il to the 2008 Recommendation on EQF)
into ‘Responsibility/Autonomy’ as the term ‘competence’ was not used consistently in the 2008 EQF.

Therefore, the current taxonomy for describing competences is knowledge, skills and responsibility/autonomy.

" Working definition used by the EC Directorate-General for Employment, Social Affairs and Inclusion Unit Skills and
Qualifications, Study on International Sectoral Qualifications Frameworks and Systems Final Report, Monika Auzinger,
Julia Fellinger, Karin Luomi-Messerer, Luca Mobilio, Daniela Ulicna, Ali Zaidi. July 2016.

8 www.ecompetences.eu

9 Comparison of courses based on competencies, doc. 1G/2014/002 (Rev 4), dated 24/09/ 2014
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In order to gather offers in a format that can be exploited in conformity with the
latest outputs from the WS#6, a questionnaire (explained in Annex E),
containing more accurate questions was issued again, to complement and give
more relevance to the Phase 4 gap analysis.

The CD Discipline leaders thank those MS who answered and gave a practical
view of existing offers. This contribution cannot address the full spectrum of
requirements. Nevertheless, some general conclusions can be emphasized: the
offers were mainly technical courses and there is a lack of Collective Training.

At this point, the information retrieved from the questionnaires was not enough
precise in order to propose a full picture of the available CD E&T activities.

It is possible that MS really do not have activities to offer at this time or they are
reluctant to share this kind of information.

For the remaining phases, we will assume there is no available offer.

d. Gap Analysis (Phase 4)

Confronting the needs of E&T previously identified (Phase 2) with the existing
offer (Phase 3), a gap analysis was held in order to identify CD E&T shortfalls.

Deliverables: Report on the gap analysis and resulting CD E&T Shortfalls.

As we have seen in phase 3, it appears that all the potential offers were not
shared or inexistent. As a result, based on a systematic approach, we came to
a realistic solution covering the full CD and cyber security spectrum, which can
be visualized on the “Cyber Competencies Career Path Matrix” (detailed in

Annex F).
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Therefore, we have developed a tool that allows each MS or institution to
conduct self-assessment in order to fill gaps individually (or collectively). Any
potential contributor may feel free to share opportunities for cooperation through
existing tools, such as CD TEXP or ETEE.

In Annex G, we can see an example of a possible contribution: module B3, to
fulfil @ gap on “cyber leadership and governance at an advanced level,” is
reported.
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e. Proposed Solutions (Phase 5)

Taking into account CD E&T shortfalls (Phase 4) new solutions should be
proposed.

Deliverables: CD E&T Coordination Platform. New proposals of CD E&T
solutions (CD enhanced curriculum, special CD E&T equipment and
infrastructures requirements, etc.).

The development of a centralized CD E&T coordination platform was envisaged
at that stage by EDA: CD TEXP. This would help participating Nations to fill
their gaps and will be focused on providing concrete answers to EU and MS’
CD E&T requirements.

Within the cyber curriculum framework and to fill gaps identified by EDA’s
training needs analysis and ACT’s CD training requirements analysis, the CD
Discipline proposed new CD E&T solutions that are targeting academia,
industry and other pooling and sharing projects.

Proposed solution follows (Annex I):

Information security management o Cyber intelligence and situational awareness
Software and application security e Protection of critical infrastructures and systems
Digital forensics e Cyber capability development

Social Engineering e Cyberspace crisis management (exercise)
Digital crime and investigation ¢ Risk and incident management

Cyberspace and cyber operations legal framework ¢ Information warfare

Penetration testing and ethical hacking ¢ Digital leadership and team management
Cyber operations and planning e CD advisor

f. New CD E&T Initiatives (Phase 6)

Based upon viable solutions identified in phase 5, CD E&T sub-projects might
be conducted in order to fill the remaining shortfalls

Deliverables: New CD E&T initiatives.

The proposed solutions presented in phase 5 are covering a great part of the
competencies needed for the cyber landscape. It was identified four main areas
that were not totally covered, related with: IT communications, Systems
Administration, Cyber Education and Cyber Logistics.

New CD E&T initiatives should take into consideration the existing technical
Courses from private sector. For further development, ESDC as well as other
EU stakeholders, MS and NATO CD E&T training facilities outcomes should
also be taken into consideration.

The EUMTG proposes that MS and institutions keep on working along those
lines and develop correspondent E&T courses which would fill the Cyber
Competencies Career Path Matrix. Those potential contributions could be
voluntarily shared with other EU stakeholders through a proper channel.

The EU centralized CD TEXP is expected to be able to support three different
domains — EU, national and multinational — and will take a central role in
developing future cyber E&T initiatives. This platform will be crucial in proposing
a set of courses and sharing valuable information with other platforms
developed by nations (or international bodies).
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3.CONCLUSIONS

After some years, the EU Military Training Group (EUMTG) "CD (CD) Discipline"
achieved the working plan goal.

Having followed a systematic approach, the EUMTG CD Discipline defined first a
Common Taxonomy, a Unified Cyber Competence Framework (UCCF), a common
Cyber Curriculum and, taking into account the MS needs and offers, a Cyber
Competencies Career Path Matrix.

Sixteen solutions and some new initiatives were proposed, covering the whole CD
Discipline spectrum, and which can be now developed, adapted or maintained
updated.

Cyber is a rapidly moving environment and, because of that, MS and Institutions
should develop innovative and appropriate processes to adapt to a new reality.
Empiric approach applied on our proposed initiatives should lead to a fast increase
of EU capabilities in the correspondent domains.

The CD Discipline lead was pleased to work in an international environment and
had the opportunity to work on an important topic for EU and MS. CD Discipline
could benefit, at this stage, from new points of view. The actual CD Discipline
leaders are opened to share their experience and lessons identified for a process
which can always be improved.

4, RECOMMENDATIONS

After completion of this phase, the CD Discipline can provide some
recommendations to further develop CD E&T capability in EU bodies and MS.
ESDC, in charge of “giving a training and education instrument that promotes a
European security culture”, could take a lead on that process.

a. Duality of CD Discipline

Cyber is a recent domain, sensitive and dual use in nature.

+  We should merge the military reflexion with the civilian one, particularly within
EU, to avoid unnecessary redundancies.

+ The civilian sector (e.g. CEPOL, Academia and Industry framework) has
expertise and can add value in the E&T fields.

« Cooperation with International Organisations is beneficial to avoid unnecessary
duplication and also because of their interaction with the private sector.

b. Management of CD E&T
CD E&T has to be managed at different levels.

CD E&T courses must follow a process of EU accreditation and certification.
The courses, will need to be reviewed in a regular basis, based on evaluations
and lessons learned in order to improve and follow new trends.

An updated list of Cyber E&T Subject Matter Experts (SME), MS Points of
Contact should be kept and one annual conference or seminar should be held
to discuss CD E&T in EU.

c. Necessity to Standardize CD E&T Tools and Processes

The first next step should be the standardisation of all CD E&T Tools and
Processes, in order to facilitate the management of CD E&T: exchanges,
interoperability, and improvement.
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e The standardisation has to be conducted according to the templates
provided by EU and UCCF.

e CD TEXP has to be the central platform where all the cyber courses linked
with CSDP should be registered.

d. Way ahead
¢ Note the revised report made by the CD Discipline Leaders.

e Final report will be presented at HTF/EUMTG Meeting, and finalised during
April / May 2019.
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. IR 7298 Revision 2, Glossary of Key Information Security Terms (NIST, 2013)

CD Training Needs Analysis: Framework project on developing CD Capabilities for
the Military (frameCyberCAP) — 12.CAP.OP.332, 2014
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https://www.parlament.gv.at/pls/portal/le.link?gp=XXVI&ityp=EU&inr=67793&code1=RAT&code2=&gruppen=Link:15992/13;Nr:15992;Year:13&comp=15992%7C2013%7C

The following documents have been taken into consideration

Y. AC/322-N (2014)0072 NATO CD Taxonomy and Definitions
Z. AC/322-N (2014)0072 NATO CD Taxonomy and Definitions
AA. NATO CD Education and Training Plan

BB. 5000/TSC FCX 0010/Ser:NU0006 NATO CD Awareness, Education and Training
Concepts

CC. ATrainP-1 Training and Education for Peace Support Operations (NATO, 2014)
DD. BiSC 75-2 Education and Training Directive (NATO, 2013)
EE. BI-SC 075-007 Education and Individual Training Directive (NATO, SEP2015)
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CD Discipline Working Plan

1. WORKING PLAN

a.

In accordance with the guidelines defined by EUMTG, this working plan defines
the way how the CD Discipline Leading Nations intends to support the
management of the EU CSDP CD military training requirements in a coherent
and integrated way.

Given the EU CD Capability Requirements definition, the main objective of this
working plan is to help the EUMTG and MS to identify CD E&T requirements
and needs and fill the gaps deriving from their CD Capability development
process.

The CD Military Training Discipline plan of work is developed over several
phases, integrating in each stage the results deriving from the different
modules / areas identified as building blocks of CD E&T initiatives
(identification of competencies and skills to be developed, analysis of E&T
needs, analysis of existing initiatives and identification of gaps not yet fulfilled).
Within this context, the working plan develops along the following phases:

e Phase 0 — Approval of the Working Plan by the EUMTG

Development of the Working Plan and its validation by the
EUMTG.

Deliverables: CD Military Training Discipline Working Plan.

e Phase 1 — Competencies and Skills Requirements

The main purpose of this stage is to identify and define the
competencies and skills considered as necessary to achieve the
general and specific performance objectives associated with the
EU CD Capability. This process will be based upon the analysis of
the Generic Military Task List (GMTL) and the task requirements
associated with the CS and CD military capabilities. EDA’s CD
TRA ™ and other relevant NATO ' inputs will be taken into
consideration.

Deliverables: Report on required CD Competencies and Skills.

e Phase 2 — E&T Needs

Based on the tasks to be performed and in the identified
competencies and skills requirements (Phase 1), we intend to
identify the needs of E&T on CD at all levels — EU CSDP related
Bodies and MS.

Deliverables: Common CD E&T Curriculum (preliminary version).

e Phase 3 — E&T Offer

At this stage we intend to analyse the existing offer of CD E&T
(nationally and internationally) in order to support personnel
participating at EU missions and CSDP Operations and at National
CD related activities. A questionnaire should be envisaged as a

"EDA has established in 2011 a Project Team on CD (PT CD) and developed an EU CD Stocktaking Study were an
initial CD Training Needs Analysis was conducted. As a result of this study several CD Education and Training (CD
E&T) gaps were identified at both EU and MS level. At this area, the EU CD Policy Framework emphasized the need
to develop programs for different audiences in the CSDP chain of Command.

" Namely NATO SACT’s TRA and MNCDE&T Project deliverables should be taken into account.
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valuable and structured way to obtain the relevant information
related with the existing CD E&T Offer.

Deliverables: List of available CD E&T activities.

e Phase 4 — Gap Analysis

Confronting the needs of E&T previously identified (Phase 2) with
the existing offer (Phase 3), a gap analysis will be held in order to
allow the identification of CD E&T shortfalls.

Deliverables: Report on the gap analysis and resulting CD E&T
Shortfalls.

e Phase 5 — Proposed Solutions

Taking into account CD E&T shortfalls (Phase 4), not yet fulfilled
by the available offer, new initiatives should be proposed. The
development of a centralized CD E&T coordination platform should
be envisaged at this stage. EDA intends to acquire a similar
platform in 2015. This should help participating Nations to fill their
gaps and will be focused on providing concrete answers to EU and
MS’ CD E&T requirements. The civilian Goalkeeper Schoolmaster
Project and the Schoolmaster Application Portal could also be
considered to support CSDP Training.

Deliverables: CD E&T Coordination Platform. New proposals of
CD E&T initiatives (CD enhanced curriculum, special CD E&T
equipment and infrastructures requirements, etc.).

e Phase 6 — Implementation of New Initiatives

Based upon viable solutions identified in phase 5, CD E&T sub-
projects might be conducted in order to fill the identified shortfalls.
ESDC as well as other EU, MS and NATO CDE&T training
facilities should be considerate at this stage.

Deliverables: New CD E&T initiatives.

e Phase 7 — Preparation of the Final Report.
Deliverables: Final Report.

d. CD Discipline Lead (France and Portugal) plans and coordinates the work
conducted at each phase. Relevant EU Bodies, MS’ SME and other
Participants provide the added value of their expertise in order to support all
the planned activities.

e. The CD Discipline Lead Nations will organize workshops and questionnaires in
order to consolidate the activities and the work conducted at each phase of the
working plan. Partial results will be presented, discussed and integrated at
workshops in order to enhance and consolidate the outputs and deliverables.
Progress will be reported to EUMTG in a periodical and regular basis.

f. EU and NATO have already expressed willingness to develop CD cooperative
efforts, namely at the CD E&T arena. Therefore, staff-to-staff EU-NATO
cooperation should be envisaged at the various phases of this Program of
work.

2. PLANNED ACTIVITIES

a. In the view to develop a coherent approach and foster future cooperation, the
CD Discipline Leaders (France and Portugal) will present at the next EUMTG

www.parlament.gv.at A-19



meeting (end of June / early July 2015) an initial working plan, with a view to
allow its preliminary discussion with EU Agencies/Organizations (EEAS,
EUMS, EDA, CMPD, ESDC) and MS that would be interested to engage and
actively participate at both TRA and TNA Workshops and related activities.

Given the fact that there are already several on-going initiatives at EU (EEAS,
EDA, ESCD), National and NATO (SACT and MNCDEA&T) levels, the intention
is to incorporate all these inputs and to complete this working Plan in 2016.

In order to set time limits adjusted to the fulfiiment of the proposed objectives,
the following activities / initiatives were scheduled to be developed in a
comprehensive and sequential manner:

Location/Dates

Content

EUMTG WS Presentation of the Draft Proposed Working Plan
(28 Apr 15) by the CD Discipline Lead Nations (France and Portugal)
Declaration of interest by EU Agencies/Organizations and
May — June 15 MS to participate at TRA and TNA Workshops and related
activities
EUMTG WS Presentation and preliminary approval of the Working Plan
(July 15) (by EUMTG)
CD Discipline . . .
(July 15) CD TRA Kick Off Meeting (back to back with EUMTG WS)
CD Discipline Workshop 1
(September 15) (Phase 0 and Phase 1)
CD Discipline Workshop 2
(November 15) (Consolidation of Phase 1 and Phase 2 preliminary results)
CD Discipline Workshop 3
(February 16) (Consolidation of Phase 2)
CD Discipline Workshop 4
(May 16) (Phase 3 preliminary results)
CD Discipline Workshop 5
(July 16) (Consolidation of Phase 3 and modular results Phase 4)
CD Discipline Workshop 6
(Oct / Nov 16) (Consolidation of Phase 4 and 5 — Final Report 1st Draft)
CD Discioline New CD E&T Initiatives
P (Phase 6 - Filling CD E&T identified gaps — Courses and
(Jan-Nov 16) - .
Training Delivery)
S L Presentation of the Final Project Report to EUMTG (Phase 7)
(December16)
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CD E&T Taxonomy used

Introduction

1.

The CD Discipline requires a list of agreed cyber definitions and acronyms since it
will help to create a common knowledge base, EU, as well as NATO references
related to CD education and training, and include additional definitions that might be
considered necessary for future work. Dealing with military matters, this Taxonomy
largely builds on agreed references, but most can be replicated in a civilian
environment.

Taxonomy structure

2. The definitions are structured into the following groups:

» Definitions related to CD Discipline
* Definitions related to CD and adjacent domains
* List of acronyms

3. The terms related to CD Discipline reflect education and training in CD from a EU
perspective, for a common understanding within the Discipline and further CD E&T
within EU framework.

4. Whereas definitions related to CD in this document were formulated to reflect both
EU and MS’ perspective, the Annex lists already existing definitions articulated by
EU, NATO, NIST and ISACA.

Glossary

5. Definitions related to CD Discipline

(Course)
Accreditation

The process resulting in recognition that an institution has met
standards established by an external body/agency.

(Attendee/ The process of officially recognizing that organizations,
Participant) individuals, materiel or systems meet defined standards or
Certification criteria.
Combetence Ability to perform a particular skill or a range of skills to a
P prescribed standard under prescribed conditions.
A behavioural indicator of competence, which includes the set
of knowledge, skills, abilities or other characteristics which may
Competency

vary among individuals, that contributes to effective
performance.

Competency profile

A list of skills and knowledge necessary to successfully fulfil a
task or job.

The combination of strategies and learning employed in an

Curriculum attempt to fulfil specific learning objectives of an educational

institution or training unit.
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CD Awareness
Program

An awareness program addressing CD knowledge as a part of
CIS Security, use of personal devices, and social engineering
and promoting personal investment in threat prevention.

CD Education

The process to impart knowledge related to CD through formal
and informal study, in order to achieve competencies and skills
to fulfil specific tasks or duties.

CD Exercise

A planned event during which an organization simulates a
cyber disruption in order to test the effectiveness of capabilities
such as preventing, detecting intrusions or weaknesses,
mitigating, responding to or recovering from the disruption.

CD Organizational

A generic CD framework which contains all identified CD roles
and their assigned tasks. It spreads across all levels:

— Strategic Level;

Framework — Operational Level;
— Tactical Level.
CD Training The process of improving the skills and competencies related to

CD, in order to ensure effective responses in CD operations.

Depth of Knowledge
(DoK) levels (as used
by NATO)

Level 100:
General Knowledge

Requires a level of understanding that will
enable a learner to recall elements and
details of structure or process and
recognize or identify specific information.

Level 200:
Foundation Skills
and Competences

Requires a level of comprehension that
will enable a learner to use foundational
conceptual and procedural knowledge in
a controlled working environment with
ease and with minimum supervision.

Level 300:
Advanced Skills
and Competences

Requires a level of comprehension that
will enable a learner to reason, analyse
and interpret concepts, patterns and
relationships to develop a plan and
sequenced steps. This requires the ability
to make some decisions and justification
using abstract and complex analytical
thinking skills and to offer more than one
possibility to solve a problem.

Level 400: Requires a level of comprehension that
Expert Skills and | will enable a learner to investigate and
Competences apply solutions to complex problems. This

requires the ability to research and
process multiple conditions of the
problem or task, based on in-depth
complex reasoning, planning and
development skills that have been
acquired across disciplines and over an
extend period of time.
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Level 500:
Master Skills and
Competences

Requires a learner to have the full extent
of comprehension that will enable a level
of forward leadership reasoning and
strategic thinking skills to see outward
and immediately plan for today to achieve
strategic goals of the future in the most
effective, efficient and affordable way
possible.

Education and
Training Audiences
(Target Audiences)

A reference to the courses’ targeted audiences, which depicts
the correspondence between the personnel, the job description
inside the CD Organizational Framework and the training

requirements.

Includes the following specialization levels:
— ICT users (ICT);
— Leadership and Governance (L&G);

— Command, Control, Communications and Computers
(C4) Practitioners;

— Securely Provision (SP);
— CD and Security (CDS) Specialists.

ICT users

This category is represented by all
military and civilian personnel within
the TA Boundary interacting with
networked digital data through
officially-provided and/or privately-
owned ICT devices. Because of this,
they are potential vectors for (and may
be conscious or unwitting agents of)
cyber attacks. Some (but not all)
people within the ICT User Category
will have a role which makes them also
a member of one of the other three TA
categories. The ICT user TA category
is super-ordinate to the other three
categories, as members of the latter
are necessarily also members of the
former.

Leadership and
Governance

This category encompasses all of the
senior military and civilian personnel
within the TA Boundary who are
required to make decisions which
should be informed by CD
considerations. Whilst their staff can
and do provide them with CD informed
advice and recommendations, it is
clearly important for Senior Decision
Makers themselves to be able to make
CD-informed decisions. The Senior
Decision Maker TA category is usually
bounded by military officers from
NATO Grade OF-6 (in some cases
OF-5) and the equivalent civilian grade
upwards.
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Command, Control, | This category encompasses the many
Communications and | junior and middle-ranking military and
Computers (C4) civiian personnel within the TA
Practitioners Boundary who have generalist or non-
CD specialist roles. Such personnel
are not required directly to implement
CD measures, but may still oversee,
work closely with, or support those
who do. They themselves often have
to make routine decisions in which CD
should be a key consideration. Their
roles also entail the provision of CD-
informed advice to, and the
development of CD-informed plans for
Senior Decision Makers. The C4
Practitioner upper boundary is NATO
military Grade OF-5 and the equivalent
civilian grade.

Securely Provision | This category encompasses military
and civilian personnel within the TA
Boundary who have a supporting role
in the cyber operations domain by
securely providing systems and
services. They Conceptualize, design,
and build secure information
technology  (IT) systems, with
responsibility for aspects of systems
and/or networks development.

CDS Specialists This category encompasses military
and civilian personnel working in CD
specific roles who are required to
undertake relatively narrowly-bounded
and/or  technically complex CD
activities. They adopt CD measures in
order to prevent, protect against,
detect or react to cyber-attacks. The
CD Specialists upper boundary is
NATO military Grade OF-5 and the
equivalent civilian grade.

(CD Education and
Training) Initiative

An undertaking (i.e. training, course, exercise, etc.) that is
aimed at providing CD skills or competencies to fulfii CD
education and training shortfalls at EU and/or at
organizational/multi-national level.
Examples of initiatives defined in CD Discipline:

- CD Awareness Course;

- Cyber Security and CD International Master;

- Cyber Law and CD International Master;

- Cyber Intelligence Course;

- CD Staff Officers’ Course;
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- CD Capability Development Course.

Knowledge, Skills
and Abilities (KSAs)

Attributes required to perform Tasks, generally demonstrated
through relevant experience or performance-based education
and Training.

Learning objectives

Articulate knowledge and skills students are expected to
acquire by the end of a course or training.

Levels of proficiency

A reference to the levels of competency targeted by the
courses

Basic

Specific:

— The individual can identify basics aspects of CD in
his/her function/role.

— The individual can perform basic or developmental level
work in activities requiring this competency. The
individual is capable of demonstrating this competency
after being given specific instructions and guidance and
can engage in general conversation about this
competency.

— Depth of Knowledge level 1.

— Equal to NATO level 100.

Intermediate

Specific:

— This individual demonstrates an understanding of CD for
his/her organization.

— He/ She is considered someone who has the capability
to fully perform work that requires application of this
competency in routine situations and can contribute with
knowledge or new ideas in applying this competency.
The individual consults co-workers at advanced level for
unknown situations.

— Depth of Knowledge level 2.

— Equal to NATO level 200.

Advanced

Specific:

— The individual has a broad understanding of the CD
domain, and applies strategic thinking to put (aspects of)
CD in the bigger picture.

— An individual is able to perform tasks related to this
competence successfully in non-routine and sometimes
complicated situations. The individual is confident in
serving as an advisor and is sought out to provide
insight into the application of this competency.

— Depth of Knowledge level 3.

— Equal to NATO level 300.

Expert

Specific:
— The individual has in-depth-knowledge of (several) CD
aspects.

— The individual is able to perform successfully in
complex, unstructured situations. He/ She validates
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(new) ideas and develops criteria to judge the quality of
work (of others). He/ She serves as a resource and
provide guidance to others.

— Depth of Knowledge level 4.

— Equal to NATO level 400.

Lifelong learning

All learning activity undertaken throughout life with the aim of
fostering continuous improvement of knowledge, skills and
competences needed for employment and personal
development.

Cyber Range
Capability

A distributed and federated, simulated, environment in which
CD operators can administer and undertake training; develop
tactics, techniques and procedures to counter evolving threats;
and test technologies to ensure they are ready to meet head-on
challenges.

Training Needs
Analysis

A process conducted to identify specific key components that
will affect the curricula and the depth of knowledge that must be
achieved to attain the correct level of critical thinking. TNA
defines learning and enabling objectives required to eliminate
Performance Gaps, and systematically delivers a training
opportunity.

Training
Requirements
Analysis

A systematic yet flexible process, vital to ensure that a holistic
representation of the education and training environment is
produced.

TRA is a process used to systematically identify relationships
between the target audience, Depth of Knowledge and
competencies required for personnel and/or functions.

6. Definitions related to CD and adjacent domains

Accountability

The security goal that generates the requirement for actions of
an entity to be traced uniquely to that entity. This supports non-
repudiation, deterrence, fault isolation, intrusion detection and
prevention, and after-action recovery and legal action.

CIS Security

The application of security measures (technical and non-
technical) for the protection of communication, information and
other electronic systems, and the information that is stored,
processed or transmitted in these systems with respect to
confidentiality, integrity, availability, authentication and non-
repudiation.

Cyber Attack

An act or action initiated in cyberspace to cause harm by
compromising communication, information or other electronic
systems, or the information that is stored, processed or
transmitted in these systems.

Cyber Capability

The combination of people, means and procedures to achieve a
cyber-effect which contributes to a (mission) goal.

Cyber Crime

Any illegal activity that uses information systems or networks as
its primary means of commission.
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Cyber Crisis

An unauthorized of unexpected CIS event where automated
measures have failed, whose impact is considered severe and
recovery cannot be achieved through the involvement of cyber
experts.

CD

Prepare for, prevent, detect, respond to, recover from and learn
lessons from attacks, damage or unauthorized access affecting
information infrastructures (including military and civil networks)
that support and enable the conduct of EU/National military
tasks and Crisis Management Operations.

Cyber Event

An unauthorized and unexpected CIS event whose impact is
minimal and recovery is easy or automatic.

Cyber Incident

An unauthorized or unexpected CIS event where automated
measures have failed, whose impact is not severe and recovery
can be achieved through the involvement of cyber experts.

Cyber Resilience

Ability to prepare for and adapt to changing conditions, and
withstand and recover rapidly from deliberate cyber attacks,
accidents or naturally occurring threats or incidents.

Cyber Security

The application of preventive, protective, responsive and
recovery security measures for the protection of the information,
resources, public and private services running into cyber space,
with respect to confidentiality, integrity and availability.

Cyber Security
Workforce

Personnel who secure, defend, and preserve data, networks,
net-centric capabilities, and other designated systems by
ensuring appropriate security controls and measures are in
place, and taking internal defence actions. This includes access
to system controls, monitoring, administration, and integration
of cybersecurity into all aspects of engineering and acquisition
of cyberspace capabilities.

Cyber Space

Global domain made from the network of information
technology infrastructures (including the Internet),
telecommunications networks, information systems, processors
and integrated control mechanisms Cyber space includes
transported digital information as well as operators’ network
infrastructures of online services.

Cyber Space Effects
Workforce

Personnel who plan, support, and execute cyberspace
capabilities where the primary purpose is to externally defend
or conduct force projection in or through cyberspace.

Cyber Space IT
Workforce

Personnel, who design, build, configure, operate, and maintain
IT, networks, and capabilities. This includes actions to prioritize
portfolio investments; architect, engineer, acquire, implement,
evaluate, and dispose of IT as well as information resource
management; and the management, storage, transmission, and
display of data and information.

Cyber Space
Workforce

Personnel who build, secure, operate, defend, and protect EU
cyberspace resources; conduct related intelligence activities;
enable future operations; and project power in or through
cyberspace. It is comprised of personnel assigned to the areas
of cyberspace effects, cybersecurity, cyberspace IT, and
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portions of the Intelligence workforce.

Cyber Operations

Actions to achieve (military) goals using cyber capabilities.

Cyber Threat

Any potential malicious action of either intentional or
unintentional character associated with exploitation of a
vulnerability in cyber space that could lead to loss of availability,
integrity and confidentiality of CIS.

Information
Assurance

A set of measures to achieve a given level of confidence in the
protection of communication, information and other electronic
systems, non-electronic systems, and information that is stored,
processed or transmitted in these systems with respect to
confidentiality, integrity, availability, non-repudiation and
authentication.

Information System

Organized set of resources (hardware, software, personnel,
data and procedures) allowing to collect, process, maintain,
use, share and disseminate information.

Personnel who collect, process, analyse, and disseminate

Intelligence . , . . . ;
information from all sources of intelligence on foreign actors
Workforce (Cyber . . e
cyber programs, intentions, capabilities, research and
Space) . e
development, and operational activities.
A development fault or other weakness in a system that can be
exploited in order to allow an attacker to compromise
Vulnerabilit confidentiality, availability or integrity of the system.
y Vulnerabilities can originate from flaws on the design of the
system, defects in its implementation, problems with its
operation or intended malicious behavior of the system.
7. Acronyms
CcC Cyber Coalition
CD CD
CDS CD and Security
CIS Communication and Information Systems
COE Centre of Excellence
CS Cyber Security
EDA European Defence Agency
E&IT Education and Individual Training
E&T Education and Training
ETEE Education, Training, Exercise and Evaluation
JFT Joint Force Trainer
MTEP Military Training and Exercise Programme
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TA

Training Audience

TNA

Training Needs Analysis

TRA

Training Requirements Analysis
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Studies on Required Competencies & Skills

“The goal of the CD Competencies and Skills phase was to create a Cyber
Competence Framework for EU bodies and EU MS to educate and/or train all of
their military and civilian personnel. The framework provides an overview of
tasks accompanied with the needed Knowledge, Skills and Abilities
(competencies) in order to perform roles as proficient as possible.

From now on only the term competencies will be used, indicating Knowledge,
Skills and Abilities.

To understand what competencies are needed, it is necessary to determine a
comprehensive list of Target Audiences, cyber (defence) tasks and
competencies in order to execute these tasks effectively. The used approach is
to combine two existing frameworks using a method that has already been
developed in the context of the (military) cyber domain:

* EDA Landscaping Study (2013)

* NIST SP 800-181 NICE Cybersecurity Workforce Framework (2017)

e Dutch Cyber Cube method (2014)

The Dutch Cyber Cube method (see figure below) is a method developed by the
Dutch MoD and ties the frameworks from the EDA Landscaping Study and the
NIST SP 800-181 NICE Cyber Workforce Framework (NCWF) together in a
Unified Cyber Competency Framework (UCCF). Although the two frameworks
have an overlap, there are also differences:

* The EDA Landscaping study focuses on EU using a Hierarchical Task List,
defined on a high and more strategic oriented level whereas the NCWF has
a limited focus on strategic tasks and roles, but more on the tactical and
technical level roles;

e The EDA Landscaping study contains 18 target audience segments,
whereas the NCWF defines 52 roles;

» The EDA Landscaping study differentiates between core and supporting
tasks, and addresses proficiency levels to indicate significant tasks whereas
the NCWEF lists them in-discriminatory to each of the 52 defined roles;

» The NCWF defines an elaborate set of competencies to each of the 52
defined roles, whereas the EDA Landscaping study does not;

* The EDA landscaping study was developed as an EDA project in 2013,
whereas the NCWF was built upon several US frameworks, using both
military and civilian experts in a joint effort over a period of 7 years.

www.parlament.gv.at C-32



q

' [

J

|a
w

Cyber Capabilities

V77
&«

WHO ﬁ
.-. WHY ﬁ,
... -.- WHAT ﬁ
{ 11|

Work roles
BE8 . gas -

- . . . = = =

_
Cyber Competencies _E
(KSAs) S

Education, Training
and Exercise

Work roles

Cyber Tasks

Competencies

|

Figure 1: The Dutch Cyber Cube method

The process of combining the two frameworks into an UCCF was performed by
the following stepped approach, using the Dutch Cyber Cube method and
starting with the ‘WHO'.

WHO

a) The EDA HTL was discussed by the MNCDE&T project team and declared fit
for purpose after a few additions in the Target Audience definitions to
address both the NATO enterprise and the MoDs of the participating nations.

b) The Target Audience list from the EDA HTL was matched with the 52 work
roles from the NCWF. The NCWF work roles were grouped along the Target
Audience list from the EDA HTL where possible. Some roles did not fit
directly in the framework, so an additional segment was made to incorporate
all of the 52 work roles in a combined Target Audience list (for instance the
roles under the segment Securely Provision).

c) A segmentation of four distinct proficiency levels was developed, based on
Webb’s Depth of Knowledge (DOK) model, Bloom’s taxonomy and the NATO
level 100-500 classification. The four proficiency levels have a separate
definition for the CD Task level and the corresponding Competency level.

WHY

a) After a trial-and-error approach, a direct mapping of the (~1000) CD tasks of
the NCWF in the EDA HTL (at the lowest level of sub-sub-tasks) was
assessed as unsuccessful. Therefore, the highest segmentation of the EDA
HTL was taken (Prepare, Prevent, Detect, Respond, Enable) to cluster all of
the CD tasks of the NCWF. This was performed in several iterations and by
assessing each of the described tasks (and the work roles they are linked
with to gain as much context as possible) using a workshop approach.

b) The clustering approach from step 1 resulted in an adapted hierarchy of
(sub)task levels, based on the highest segmentation level of the EDA HTL.
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Where possible the next level was used. In the figure below a mindmap with
a collapsed (highest level of) tasks levels is shown. The total mindmap
overview of the UCCF task levels can be found in the Annex D-1. Each task
level has an added task level description.
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[ 12 Management & & hip support
2.1. Requirements & Compliance TR g 1.3 Polioy & ; 8
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5.2. Education, Training, Exercise & Evaluafion (ETEE}

3. Enable J—- T
— % 523 Communication & knowledge management &

5.4 Capadty building & improvement

Figure 2: Highest level of UCCF task description

c) The UCCF tasks levels have been reviewed and updated in the task level
overview. A specification of proficiency level per task and per work role has
not been made, as this was too dependent on where (for instance a nation)
the UCCF would be implemented. It could be done across nations (to get an
average rating) however this would require a large amount of effort to
perform this analysis from many nations.

d) The UCCF tasks and their clusters have been placed in an Excel. Per UCCF
task and overview has been made to link the respective task (WHY) with the
corresponding Target Audience (WHO), based on the existing NCWF
information.

WHAT

The UCCF contains an overview (matrix) of tasks and target audiences. The
NCWF also contains a list of competencies (divided in Knowledge, Skills and
Abilities) that are linked per work role. As the work roles are used with the
UCCF in a combined Target Audience List, a ‘translation’ can be made to
identify the competencies per Target Audience Segment.

How to use the UCCF

The UCCF can be used in different ways. The most important thing to
remember is that the UCCF is a framework that contains building blocks. These
building blocks are a way to structure and describe (part of) a cyber
organisation.

Although the UCCEF is originally built to identify the core competencies to select
a course or training for an individual (task 3 in the list below), the current
framework can also be used to support other tasks that we describe below.

The UCCF contains a rich selection of building blocks allowing you to:

* Task1: Use the UCCF as a Rosetta stone to express or describe (part of) a
cyber organisation; Using the framework to describe national cyber
organisations makes it easier to relate different national cyber organisations
e.g. to train their personnel and share education with other nations in the
future. The building blocks are also useful when your cyber organisation is
growing or restructuring. NB. The framework might not contain all building
blocks to describe all particular parts for all types of cyber organisations.
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Task 2: Structure and describe a work role; People often have more work
roles comprising of core tasks and support tasks. Identifying the core tasks of
a role helps to structure the work and workload of personnel. It also
facilitates structuring additional work roles within a cyber organisation. The
competencies in the UCCF allow you to define the prerequisite
competencies.

Task3: Identify core competencies to select a course or training; Having
identified the work role and the corresponding core tasks allows you to
identify the core competencies to be trained to improve the task proficiency.
The list of core competencies also helps to identify training to ensure a
proficient task execution over time.

Task 4: Identify core competencies to develop a course or training. The
result of the previous task (3) could also lead to the recognition that currently
no course or training are available. Having identified the core competencies
will help to develop a curriculum to address the gap.

Typical setup

The following paragraph describes a typical setup that can be used to carry out
tasks 3 and 4: Identifying core competencies to select/develop a course or
training. We describe these steps at a high level, as most organisations will
have a dedicated department and specific procedures for this. It is advised to
apply these steps to the available procedures in your organisation.

Create a diverse consultative group that will support you to identify the core
competencies for the task(s). The group could contain for example
representatives that perform the task(s), have a role in education and
training, and of the human resource department.

As a curriculum is usually developed around one or more tasks, the first goal
would be to select the task(s) and create a common understanding of the
task. ldentify the work role(s) that carry out the task(s).

Select the core-, support- and prerequisite-competencies. Create a common
understanding of the competencies.

Define the proficiency level for the task(s) and the set of core competencies
with your consultative group. You can also define the proficiency level for the
support competencies and the prerequisites; however, we assume at this
moment that the course has or will have a focus on the core competencies.
To combine, align or extrapolate learning goals and possible topics for
courses from the competencies. This step could be done using your
consultative group, but it may be easier to do this with an education and
training specialist first and then check with the rest of the group.

Use the learning goals and topics to either find an existing course or start the
process to develop a course (or training).”
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Mindmap overview of the UCCF task levels (PDF)
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CD E&T Needs Questionnaire

Based on the tasks to be performed and in the identified competencies and skills
requirements (Phase 1), a questionnaire’ about CD E&T needs was sent to MS to
identify the needs at all levels. Its aim was to capture the insights of relevant
stakeholders related with CD at National levels.

Based on the CD E&T Questionnaire results, a ‘Theoretical Common Curriculum’ was
developed, as described in Main Body, §2.e.

1. QUESTIONNAIRE OVERVIEW

a. Questionnaire Instructions

Answers to the CD E&T Requirements questionnaire were attended NLT
30MAY18.

At National level, questionnaires had to be directed to the relevant
Organizations and practitioners of CD (e.g. CD Centre/Command, MoD CD
E&T, etc.) and Cyber Security (e.g. National Cyber Security Centres, National
CERTs, and Networks).

The main Target Audience for answering this questionnaire was the Cyber
E&TE related Management authorities, taking into consideration their respective
areas of responsibility.

The following phased and sequential approach was recommended to the
various POCs:

* PHASE 0 - Identification of National CD/Cyber Security E&TE related
decision makers.

e Output — List of all the Target Decision Makers that will be answering the
questionnaires (National Level).

* PHASE 1 — Meeting with the relevant stakeholders that will be answering the
questionnaire.

+  Output — Common understanding of the aim and expected outputs of the
questionnaire.

« PHASE 2 - Delivery of a pilot questionnaire (selected CD/cyber security
organization).

» Output — Validation of the questionnaire at a National level.

« PHASE 3 - Delivery of the TNA questionnaire to the entire selected
community (identified at PHASE 0). Deadline to receive answers and a
helpdesk should be provided.

e Output — National CD/Cyber Security E&T relevant organizations fill in and
return their answers to the National POC.

* PHASE 4 — Compilation of the questionnaire answers by the National POCs.

*  Output — Summary of TNA findings derived at National Level.

 PHASE 5 - Fulfilment of the National response to the questionnaire by the
National POC.

» Output — National answer to the questionnaire.

* PHASE 6 — Delivering National answers to the questionnaire.

* Output — National POC send the answer to the CD Discipline Management
Team.

'2 This questionnaire is extracted from a NATO survey, part of the CD Training Needs Analysis (TNA) conducted by the
NATO Smart Defence Project 1.36 - Multinational CD Education & Training (MNCDE&T). This survey was it-self
adapted from a study that was conducted by the European Defence Agency (EDA) and undertook by RAND Europe,
TNO, Vedette Consulting and FRS.
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Taking into consideration that organizations related with CD and Cyber Security
tend to be very specific and diverse from country to country, National POCs felt
the need to balance their answers (according with their relative importance)
against the need to produce a single and integrated national answer.

The synthesis of the different answers received had therefore to be weighted
according with the relevance of each organization within the National CD/Cyber
Security framework and its responsibility towards the ET&E requirements
definition. Nations were invited to adopt the following weights:

WEIGHT ORGANIZATION
CD Organization
Cyber Security Organization
Military Organization involved in cyber crisis operations
Civilian Organizations involved in cyber crisis operations
Other Organizations Cyber related

= INW~lO

b. Target Audience Categories

The Target Audience (TA) was bounded for the purpose of the studies to for
categories of users:

* Information & Communications Technology (ICT) user: all military and civilian
personnel within the Target Audience Boundary will interact with networked
digital data through officially-provided and/or privately-owned Information and
Communication Technology (ICT) devices. Because of this, they are
potential vectors for (and may be conscious or unwitting agents of) Cyber
Attacks. Some (but not all) people within the ICT User Category will have a
role which makes them also a member of one of the other 3 TA Categories.
The ICT User TA Category is superordinate to the other 3 Categories, i.e.
encompasses members of all three categories.

* CD Specialist: this Category encompasses military and civilian personnel
within the Target Audience Boundary working in CD specific roles who are
required to undertake relatively narrowly-bounded and/or technically complex
CD activities. These attributes distinguish CD Specialists from personnel in
the C4 Practitioner and Senior Decision Maker TA Categories.

« C4 practitioners: this Category encompasses the many junior and middle-
ranking military and civilian personnel within the Target Audience Boundary
who have generalist or non-CD specialist roles. Such personnel are not
required directly to implement CD Measures, but may still oversee, work
closely with, or support those who do. They themselves often have to make
routine decisions in which CD should be a key consideration. Their roles
also entail the provision of CD informed advice to, and the development of
CD-informed plans for, Senior Decision Makers.

* Senior CD Decision maker: This Category encompasses all of the senior
military and civilian personnel within the Target Audience Boundary, who are
required to make decisions which should be informed by CD considerations.
Whilst their staffs can and do provide them with CD-informed advice and
recommendations, it is clearly important for Senior Decision Makers
themselves to be able to make CD-informed decisions.

2. QUESTIONNAIRE STRUCTURE

a. Section 1 — About Organisation

* Type of Organisation.
* Location.
* Relevance of the TA bounding.
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Number of people within each TA category.

. Section 2 — Task Analysis

The purpose of this part of the questionnaire was gathering data on the
performance requirements of personnel engaged within the CD domain.
This allowed us to understand what tasks they carry out, as well as
understand to what standard these tasks must be performed.

For each of the following tasks, MS had to indicate:

the frequency with which tasks are performed by each TA Category
(Never, Several times a day, Daily, Several times a week, Weekly,
Several times a month, Monthly, Several times a year, Annually);

the level of competence expected (Not required, Awareness,
Practitioner, Expert).

List of tasks (can be extended by MS):

take preventive actions against malicious Cyber Attacks;
take protective actions against malicious Cyber Attacks;
undertake actions that detect malicious Cyber Attacks;
undertake actions responding to malicious Cyber Attacks;
recover from malicious Cyber Attacks;

learn lessons from attacks, damage or unauthorised access.

. Section 3 — Existing and Future Training Provision

MS had to answer following questions:

Are personnel within your organisation expected to participate in security
awareness training? When is the awareness training undertaken? How
often does the awareness training need to be undertaken?

Does the security awareness training include details on how to prepare
for, prevent, detect, respond to, recover from and learn lessons from
attacks?

Overall, do you consider there to be sufficient training and education
provision for CD aspects of EU/National military tasks and Crisis
Management Operations? If not, please indicate your top three
suggestions for what might be done?

In order to gain insights into the level of priority for CD training of
segments of people within MS organisations, MS had to choose for each
following segment:

the level of priority (no, low, medium, high) currently placed on CD
Training;

the current training provision (0 - Not currently being trained in CD, 1 -
Trained on-the-job, 2 - National Defence Training institution, 3 - National
Commercial Training Institution, 4 - International Defence Training
Institution, 5 - International Commercial Training institution, 6 - Both
national and international training);

the training preference in the future (Select people who have this
competence in advance, Formal training as part of induction, On the job
training, Formal training within first year of role, Same as currently
provided, No training required).

List of segments:

Senior military and civilian personnel working in EU, National MOD and
HQs, who engage in policy, strategy, concept, doctrine and/or capability
development.
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d.

» Senior military and civilian personnel working within the EU, National
MOD and Joint HQs, who plan, inform, implement and support CRO and
National CMO.

* Senior military officers in, or liable for, command appointments at the
Operational, Force, Component Command and HQ echelons of CRO
and National CMO.

» Senior military and civilian personnel working within the EU, Nations'
MOD and Joint HQs, filling Chief Information Officer, Senior Information
Risk Owner, or similar Information Governance roles.

* Military and civilian personnel working within the EU, Nations' MOD and
Joint HQs who engage in policy, strategy, concept, doctrine and/or
capability development.

* Military and civilian personnel working within the EU, Nations' MOD and
Joint HQs who plan, implement and support CRO and National CMO
missions.

* Military staff officers and civilian advisors assigned to ‘at readiness’ and
‘committed’ Operational HQs, Force HQs, Component Command HQs.

* Legal Advisors who provide advice and make recommendations to
Senior decision makers, and to their supporting staff officers and
advisors.

» Military and civilian personnel who deliver CIS services in support of the
Alliance, CRO and National Military CMO, and to ‘at readiness’ and
‘committed’ Operational HQs, Force HQs, Component Command HQs.

» Military and civilian personnel who design and deliver education, and
individual and collective training interventions for C4 Practitioners and
Senior Decision Makers.

* Military and civilian personnel who undertake CD Architect, Accreditor
and Auditor functions.

* Military and civilian personnel who undertake CD Monitoring, Analysis
and Response functions in support of day to day activities, CRO and
National Military CMO.

* Military and civilian personnel who undertake CD Investigator functions
in support of day to day activities, CRO and National Military CMO.

* Military and civilian personnel who provide specialist CD advice to
Senior Decision Makers and C4 Practitioners engaged with day to day
activities, CRO and National Military CMO.

* Military and civilian personnel who design and deliver individual and
collective training interventions for CD specialists who support CRO and
National Military CMO.

* Military and civilian personnel who undertake CIS-specific physical and
personnel security functions in support of day to day activities, CRO and
National Military CMO.

* Military and civilian personnel who direct, collect, process and
disseminate all-source intelligence about cyber threats to day to day
activities, CRO and National Military CMO.

* All personnel within the EU who interact with digital data via networks.

» All National personnel in MOD and those working for the Alliance as well
as those who are held 'at readiness' for, or are committed to military
missions, who interact with networked digital data.

* MS had to indicate how and where coordinated EU involvement could
enhance most effectively the CD capability at EU and National level.

Section 4 — Preferred Learning Strategies, Training Setting & Learning
Media
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MS had to indicate the most preferred:

Learning Strategies: Lectures, Workshops, Discovery learning, On-the-
job training, other.

Training Strategies: International Institution, Individual instruction,
Classroom training, Collective operational unit training, On-the-job
training, E-learning (at home), E-learning (classroom), National
exercises, International exercises, other.

Learning Media: Virtual Simulators, Reading material, Operationally
used equipment, Operationally used software, other.
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CD E&T Existing Offers Questionnaire

The CD E&T Existing Offers Questionnaire aimed to analyse the existing offer of CD
E&T (nationally and internationally) in order to support personnel participating at EU
missions and CSDP Operations and at National CD related activities.

This questionnaire had been envisaged as a valuable and structured way to obtain the
relevant information related with the existing CD E&T Offer.

In order to gather offers in a format that can be exploited in conformity with the latest
outputs from the WS#6, this questionnaire was issued to complement and give more
relevance to the Phase 4 gap analysis (described in Main Body, §2.4).

Structure of the CD E&T Existing Offers Questionnaire:
For each Course:

* Individual CD training
o Section 1 - Course Identification
= Name of Course
= Organization that provides the Course
= Requirement on which was built
= Periodicity
o Section 2 - Intended Training Audience
= TA Category: ICT, ICT + DM, ICT + C4P, ICT + CD, ICT + DM +
C4P, ICT + DM + CD, DM, DM + C4P, DM + CD, DM + C4P +
CD, C4P, C4P + CD, CD, All
TA Segment: ICT1 (NATO), ICT2 (National), DM1 (Strategy &
Policy), DM2 (Senior Planners), DM3 (Senior Commanders),
DM4 (CIS Governance), C4P1 (Strategy & Policy), C4P2 (OP
Planners), C4P3 (Advisors), C4P4 (Legal), C4P5 (CIS Support),
C4P6 (E&T), CD1 (Design&Audit), CD2 (Response), CD3
(Forensics & Investigation), CD4 (Advisors), CD5 (E&T), CD6
(CIS OPSEC), CD7 (Intelligence)
= TA Physical Location / Origins
o Section 3 - CD E&T Outcomes
= Performances Objectives
= Learning Objectives
= Deep of Knowledge: Basic, Intermediate, Expert, Basic+
Intermediate, Intermediate+Expert, All
o Section 4 - Course Control
= Course Control Documents
= Analysis used to build the course
= Classification
o Section 5 — Cooperation Framework
=  Opento EU?
=  Open to NATO?
= Restrictions to Partner Nations?
o Section 6 — Estimated Cost
= Costs
=  Comments

www.parlament.gv.at E-44



Collective CD training

o Section 1 -

o Section 2 -

Exercise Identification

Name of Exercise

Organization that conducts Exercise

Requirement on which was built

Periodicity

Intended Training Audience

TA Category: ICT, ICT + DM, ICT + C4P, ICT + CD, ICT + DM +
C4P, ICT + DM + CD, DM, DM + C4P, DM + CD, DM + C4P +
CD, C4P, C4P + CD, CD, All

TA Segment: ICT1 (NATO), ICT2 (National), DM1 (Strategy &
Policy), DM2 (Senior Planners), DM3 (Senior Commanders),
DM4 (CIS Governance), C4P1 (Strategy & Policy), C4P2 (OP
Planners), C4P3 (Advisors), C4P4 (Legal), C4P5 (CIS Support),
C4P6 (E&T), CD1 (Design&Audit), CD2 (Response), CD3
(Forensics & Investigation), CD4 (Advisors), CD5 (E&T), CD6
(CIS OPSEC), CD7 (Intelligence)

o Section 3 - Exercise Specifications

Exercise Specifications
Exercise Objectives
Performance Objectives
Classification

o Section 4 — Cooperation Framework

Open to EU?
Open to NATO?
Restrictions to Partner Nations?

o Section 5 — Estimated Cost

Organisation

Participation Fee: 0-500, 500-1000, 1000-5000, 5000-10000,
Above 10000

Comments
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Available Offer Questionnaire (example)

Name of the Course: Information Systems Security

Target Audience: Cyber Security and CD University/School: UCP - Faculdade de
International Law Master Students / C4P4 Filosofia e Ciéncias Sociais

Learning Objectives / Qutcomes: This curricular unit aims to raise the
awareness to the risks associated with the benefits created by the Information and
Communication Technologies (ICT) and to allow students to meet the resources
1 Week [ available for ICT protection. In the end, students will be able to: *Explain the
2 Weeks X concepts defined by the International Standards of Security Management *Apply,
in a real or in a simulated environment, the processes defined by the International
1 Month L] Standards of Security Management *Describe the resources available for
1 Semester [] increasing the security of information systems ¢Describe the way that adopting
Other [ ICT based processes represents, along with all the benefits, a risk for States and
organizations. Identify the authentication and/or identification processes that
best suit one determined scenario. *Use tools aiming to insure confidentiality,
integrity and authenticity of the information.
Syllabus Topics:
e Introduction to Information and Communication Security E-learning platform
e Information Warfare and Competitive Intelligence Cyber Lab ]
e Malicious Software
e Authentication and Identification e Range -
e Protection of electronic communications Scenario Tool
e Secure data storage Other []
e Information Security Policy and Contingency Plan
e Social networks, privacy and security.

Teaching and learning methodologies: This unit will have, as main methodology, expositive classes, followed by debate.
Some issues will use a case study approach.

Assessment: The assessment will be made through a small original essay, between 3000 and 4000 words, that the student will
write on a subject to his choice, related to the ICT security issues (75% - 65% to the written work and 10% to a short
presentation) and through the evaluation of the attitudes in the classroom, particularly during the debates.

Main Bibliography: Tenreiro de Magalhdes, et al. 2008. Using technology to overcome the password’s contradiction. In Handbook of
Research on Social and Organizational Liabilities in Information Security, 398 - 414. . USA: IGI Global .

Tenreiro de Magalhaes, S; Rios, M. J; Santos, L.; Jahankhani, H.. 2009. "The People’s Republic of China — the emerging cyberpower", In Proc.
of the 5th Int. Conf. on Global Security, Safety & Sustainability, London UK.
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Cyber Competencies Career Path Matrix

The theoretical common curriculum is useful to transmit an idea of the various
courses throughout all the TA, organized following a strategic / operational /
tactical approach and 4 different DOK.

Using the same logic, and all the information delivered so far, an updated
Common Curriculum will be presented, as a “Cyber Competencies Career Path
Matrix”.

1. COMPILING DATA
Firstly, we compile all the information from the UCCF so far in the same matrix.
Horizontally, we list the four TA, divided by their subsets and subdivided by their
several work roles (a total of 52). Vertically, we list all the Knowledge, Skills and
Abilities (KSA). We have a total of 1180 KSA: Knowledge (630), Skills (374) and
Abilities (176).
Each KSA has a number which corresponds to a definition that can be found
under the NICE Framework. Let us give an example to illustrate.
Category Segment # NCWF Work Role Alignment %gggggggg%%gg%ég%éggggggg
CapP1 Cyber Workforce Developer and Manager 1 1111100000000 00O0O0O0O0O0000O00
(Strategy & Palicy
Developers) Cyber Policy and Strategy Planner 1114141100000 00O0O0O0O0CO0O0CM1TO00O00O0CO0CO
Database Administrator 11111100010000000O0CO0O0O0O0GO00O0O0 1
c4 Data Analyst 1114141100000 0©O0O0CO0O0O0O0CO0O0CO0O0O0OO0CO0CO0
Practitioners Knowledge Manager 1114141100000 0©0O0O0O0O0O0TM1TO0CO0OO0CO0CO0CO0
(C4P) C4P2 Technical Support iali 11111100000000O0O0GCO0O0O0O0O000O00
(CIS Support) Network Operations Speciali 111411000001 0O0O0O0O0O0O0CO0O0O0O0OTCO0CO0CO0
Systemn Administrator 1111411100000 0©O0O0O0O0O0CO0O0CO0O0O0OO0CO0CO0
Cyber Defense Infrastructure Support Specialist
1114141100000 0@0O01O0O0O0O0CO0O0O0O0CO0CO0CO0
c4p3 e e 441411 1100000000000000 10000
(E&T) Cyber | 111111101001 010000000O00T100
Table 1 - TA vs all KSA extract
In the table above, an extract of the matrix is represented for the C4
Practitioners’ TA, with its 3 different segments (subsets) and Work Roles,
throughout the 1180 KSA.
For each work role, each time we have a match of a KSA, a “1” is introduced.
Otherwise, when a specific competency is not found for that work role, a “0” is
introduced in the matrix.
That kind of approach permits data analysis.
2. DATA ANALYSIS

For an easier comprehension and, later on, to relate with the Theoretical
Common Curriculum, we will abbreviate the TA using the following notation:

TARGET AUDIENCE GROUP RSl ATION
ALL ICT USERS (ICT) A
Legal & Governance (L&G) B
C4 Practitioners (C4P) C
Securely Provision (SP) D
CD Specialist (CDS) E
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Table 2 - Target Audience abbreviated notation

Thus, when we refer TA B, we actually mean Target Audience “Legal &
Governance”.

The TA A has no KSA listed. It was already assumed by NLD, and identified
under their WP. A solution will be proposed later on, in this document.
Meanwhile TA A is discarded from the data analysis phase.

\We can observe that:

34 KSA are matching all TA. That means, all TA need that 34 competencies;

69 KSA are matching at least 3 different TA.

More than 1100 KSA and 52 work roles are still big numbers.

Therefore, we need to find a method to group the KSA in such a way that the
competencies are more easily handled. As for now, we propose to study and
compare two different Courses of Action (COA).

COA 1

We will consider that the 34 KSA matching all TA are core KSA, thus can be
applied as prerequisite to everybody, so shall be inserted to TA A (ICT).

The summary of the table is presented below:

éééééééééééééééééééééééggggggggggg

oooooooooooooooooooooooooooooooooo

LG 11 11 11 11 11 11
cap 11 11 11 11 11 11
SP 12 12 12 12 12 12
CDs 17 17 17 17 17 17

Table 3 - 34 common KSA

The numbers depicted are the frequency of each KSA for each TA.

Moreover, when we try to check which KSA have 3 TA matches out of 4, we
find 4 different possibilities:

BCD: KSA which are common to TA B and C and D.

BDE: KSA which are common to TA B and D and E.

BCE: KSA which are common to TA B and C and E.

CDE: KSA which are common to TA C and D and E.

As an example, we present a summary of the common KSA found for TA B, C
and D, called BCD:

P N N - - - - 2 N - e -
o o o o o o o o o o o o o
Category S|lo ||l |2|IpdM|lolo|p=|3=]|=
w ~ o H (] o N ($)) ~ o~ - - =
o N = (o] (o] o N [(e} = N B oo ©
3 4 5 4 5 2 3 1 1 1 1 2 |2 (34
c4pP 1 1 1 5 1 1 1 1 1 2 2 2 | 221
SP 2 1 2 1 7 7 2 1 1 1 1 1 (3|30
CDS 6 6 8 [10 |13 |10 | 6 3 3 4 4 5 (7

Table 4 - BCD summary KSA table

Let us have a more detailed view of TA C (C4 Practitioners), from the example
above, to illustrate further our data analysis:
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Category Segment # NCWF Work Role Alignment

C4 Practitioners C4P2 Database Administrator

(Cap) (CIS Support) 00 00000000000
cap2 Data Analyst 00 00000000000

cap2 Knowledge Manager 0001000000 O0O00

cap2 Technical Support Specialist 00 00 00O0O0O0O0O0O0 0

car2 Network Operations Specialist 1000011000000

cap2 System Administrator 00 00000000000

00 000O0UO0 100000

Table 5 - BCD KSA table for TA C

Finally, a set of KSA are not common to all TA, nor to 3 out of 4 TA. Those
specific only KSA subsets are designated B, C, D and E, as they remain only for
those TA.

To illustrate, please look at the table below, for TA B:
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b) COA2

For this COA, we decide to analyse one step lower, that is, group 3 or more
similar KSA for TA A, group the KSA matching two different TA and, finally, the
remaining specific KSA for each TA.

In that case, we find 103 KSA which have a match to at least 3 TA.

Grouping KSA similar to 2 TA, gives us 6 different possibilities: BC, BD, BE,
CD, CE and DE.

SPTOTAL SPTOTAL 110 3 4
BD TOTAL BD TOTAL B 2410 12

Table 8 - BD KSA table for TA B and D
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On the table above, it is possible to identify which KSA are common to TA B
and TA D, and the frequency of occurrence.

Finally, the remaining group of specific TA KSA, just as it has been presented
on COA1.

COA comparison

In order to compare the two COA, we are using the following table:

CoA1 CoA 2
Courses N° of KSA Courses N° of KSA
A 34 A 103
BCD 13 BC 7
BCE 1" BD 37
BDE 29 BE 95
CDE 1" CcD 62
EE 57
DE 98
B,C,D, E 31,161, 121,402 B,C,D,E 31,161, 121, 402

Table 9 - COA comparison matrix

As we can see, there is no real benefit to follow COA 2, because we can
achieve a lower number of curriculum in COA 1, and the number of KSA is not
much different from the COA2 approach.

Therefore, COA1 is chosen.

CYBER COMPETENCIES CAREER PATH MATRIX

As we have seen, more than 1100 KSA are defined for CS and CD. Using
COAT1, we are able to join them under 9 different subsets, whereas the KSA are
common to all TA, common to at least 3 different TA or, are uniquely found in a
particular TA.

A major point to clarify is that the same competency can be taught at 4 different
DOK. Let us give a simple example, using KSA, “K0138 - Knowledge of Wi-Fi.
A basic “Knowledge of Wi-Fi” can be a broad explanation of that technology,
used by wireless equipment. On the other hand, an advanced “Knowledge of
Wi-Fi” can address deeper understanding of the Wi-Fi radio spectrum or the
security protocols used.

So, in order to cover all the CS and CD education, we will ideally need a total of
36 different subsets.
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Figure 10 - All courses throughout 4 DOK

9x4=
>—
36 Courses

On the Figure above, each box is related to a subset of KSA. The number
added refers to the subset's DOK. The various boxes are simply called
“courses”, independently of the number of KSA and the time needed to teach all
the KSA inside the box. Instead of “courses”, we should use the term “module”.

As we can see, 36 “modules” are still a lot of possibilities. We need to find a
way to reduce that number, and still, be able to cover as close as possible all
E&T for CS and CD.

On a first “safe” reduction, we have not considered the KSA that are specific
only to a TA, at the Basic levels, because those competencies will be obtained
at other more levels. Following a similar logic with an opposite view of the
DOK'’s spectrum, we have not considered the KSA common to more than 3 TA,
at the Expert levels, because TA specificities shall be privileged.
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Figure 11 - Safe reduction of courses throughout 4 DOK

For experiment purposes, we also conducted a drastic reduction, with the same
logic but pushing even further until level intermediate and advanced. In that
case, the result was a total of 20 modules, not substantially different from the
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Figure 12 - Drastic reduction of courses throughout 4 DOK

Our last step consists on applying the 26 modules inside a Common Curriculum
framework, based on the Theoretical model explained earlier. Our proposal
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Figure 13 - Cyber Competencies Career Path Matrix

We are going to illustrate how this curriculum can be used, through some
examples.

ICT Users (TA A), four different initiatives shall be developed: A1 to A4.

Basic Level of Leadership and Governance TA. It consists of of 4 initiatives: A3,
BCD1, BCE1 and BDE1. Beginning at A3 means that A1 and A2 are not in
depth enough for the Basic level needed by L&G, but are still pré-requisites. A
student shall be tested before entering a program, in order to verify if he
possesses the competencies up to the new course.

Advanced level of Securely Provision, consists of initiatives: BCD3, BDES3,
CDE3 and D3. Please notice that, for instance BCD3, is an initiative used by
other TA. The Curriculum follows a modular approach that have a double
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benefit: initiatives deserving multiple TA can lower the cost of courses, serve
larger groups of students and facilitate the migration of students between TA.
Expert level of CD Specialist TA, consists of only one initiative, E4, specific to
that TA. At the expert level, it is fair to assume that the competencies are
tailored to the TA. Nevertheless, an E4 initiative can be lengthy, expensive and
difficult.
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Annex G - Example of a Gap Analysis (Module B3)
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Example of a Gap Analysis (Module B3)

MODULE B3: CYBER LEADERSHIP AND GOVERNANCE COURSE (ADVANCED)

1.

2.

10.

11.

12.

13.

Course Title: Cyber Leadership and Governance Course (advanced)
Identification Number: CYB B3

Purpose of the course

“Leadership and Governance” is one of the Training Audiences identified.

This course will give the cyber competencies that are specific to that TA, at an
advanced level.

This course is designed for Senior Strategy and Policy Developers, Senior
Planners, Senior Commanders, Specialists and advisers, Governance and
Legal professionals who seek to develop their career with cyber knowledge at
and advanced level.

Learning objectives

This course consists of four main Learning Objectives:

a. Project management for Advanced Legal and Governance users in Cyber
security;

b. Cyber security Operations for Advanced Legal and Governance users;

c. Laws, regulations and policies in cyberspace for Advanced Legal and
Governance users;

d. Communications Security for Advanced Legal and Governance users.

Qualification obtained
“EU Advanced Cyber Leadership and Governance Course”

Student criteria

The candidate must be:
a. Selected for an assignmentto .....
b. Has met the background knowledge prerequisites for this course
c. Has at least one year...

Rank
a. OR4to...
b. OF1to...

c. Civilian equivalent

Language proficiency:
English Level .....

Security clearance
EU CONFIDENTIAL

Course length
2 working days

Special instruction

Class size (max/ recommended/ minimum)
30/20/12

Nomination procedure
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14. Pre-course study material
15. Location
16. Prerequisites

17. TA: B — Leadership and Governance
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18. Competencies

DEFINITION

UNIT / LEARNING
OBJECTIVE

TIME

K0121

Knowledge of information security program
management and project management
principles and techniques.

S0355

Skill in negotiating vendor agreements and
evaluating vendor privacy practices.

S0359

Skill to use critical thinking to analyze
organizational patterns and relationships.

A0039

Ability to oversee the development and
update of the life cycle cost estimate.

A0045

Ability to evaluate/ensure the trustworthiness
of the supplier and/or product.

A0129

Ability to ensure information security
management processes are integrated with
strategic and operational planning processes.

A0161

Ability to integrate information security
requirements into the acquisition process;
using applicable baseline security controls as
one of the sources for security requirements;
ensuring a robust software quality control
process; and establishing multiple sources
(e.g., delivery routes, for critical system
elements).

A0162

Ability to ensure information system security,
acquisition personnel, legal counsel, and
other appropriate advisors and stakeholders
are participating in decision making from
system concept definition/review and are
involved in, or approve of, each milestone
decision through the entire system life cycle
for systems.

K0149

Knowledge of organization's risk tolerance
and/or risk management approach.

A0009

Ability to apply supply chain risk management
standards.

Project
management for
Advanced Legal and
Governance users
in Cyber security

0.6

0.6

0.6

0.6

0.3

0.6

0.3

0.6

Knowledge of enterprise incident response
program, roles, and responsibilities.

Knowledge of current and emerging
threats/threat vectors.

Knowledge of confidentiality, integrity, and
availability principles.

Knowledge of intelligence gathering
principles, policies, and procedures including
legal authorities and restrictions.

Knowledge of business or military operation
plans, concept operation plans, orders,
policies, and standing rules of engagement.

Skill to anticipate new security threats.

Ability to ensure that senior officials within the
organization provide information security for
the information and systems that support the
operations and assets under their control.

Cyber security
Operations for
Advanced Legal and
Governance users

0.3

0.3

0.3

0.3

0.3

0.6

0.3
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Knowledge of Import/Export Regulations
related to cryptography and other security
technologies.

Knowledge of foreign disclosure policies and
import/export control regulations as related to
cyber security.

Knowledge of privacy disclosure statements
based on current laws.

Skill in creating policies that reflect the
business’s core privacy objectives.

Ability to monitor and assess the potential
impact of emerging technologies on laws,
regulations, and/or policies.

Ability to monitor advancements in
information privacy laws to ensure
organizational adaptation and compliance.

Ability to determine whether a security
incident violates a privacy principle or legal
standard requiring specific legal action.

Ability to author a privacy disclosure
statement based on current laws.

Laws, regulations
and policies in
cyberspace for
Advanced Legal and
Governance users

0.3

0.3

0.3

0.6

0.6

0.6

0.3

Ability to recognize the unique aspects of the
Communications Security (COMSEC)
environment and hierarchy.

Ability to interpret Communications Security
(COMSEC) terminology, guidelines and
procedures.

Ability to identify the roles and responsibilities
for appointed Communications Security
(COMSEC) personnel

Ability to manage Communications Security
(COMSEC) material accounting, control and
use procedure.

Ability to identify types of Communications
Security (COMSEC) Incidents and how
they’re reported.

Ability to recognize the importance of auditing
Communications Security (COMSEC) material
and accounts.

Ability to Identify the requirements of In-
Process accounting for Communications
Security (COMSEC).

Communications
Security for
Advanced Legal and
Governance users

0.3

0.3

0.3

0.3

0.3

0.3

0.3

16
timeslots
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Annex H - Example of a proposed solution for a Cyber Intel Course
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Example of a proposed solution for a Cyber Intel Course

CD CYBER INTELIGENCE COURSE

Vers

ion: 2.00

03NOV2017

References

A

Key

. AC/322-N(2014)0072 NATO CD Taxonomy and Definitions
NATO CD (CD) Education and Training Plan.
Bi-SC Education and Individual Training Directive (E&ITD) 075-007

Cyber Intelligence Tradecraft Project (http://www.sei.cmu.edu/about/ organization/etc/citp-summary.cfm)

SANS-FORS578: Cyber Threat Intelligence (https://www.sans.org/course/cyber-threat-intelligence)
NIST Special Publication 800-181, NICE Cybersecurity Workforce Framework (NCWF).

This initiative should take into account the training requirements of different Intelligence Analysts (Cyber and others), located at different planning
levels (Strategic, Operational and Tactical).

notes

According to the Project’'s Taxonomy (draft), the Intelligence Workforce is the personnel who collect, process, analyse, and disseminate
information from all sources of intelligence on foreign actors’ cyber programs, intentions, capabilities, research and development, and operational
activities.

The Intelligence Workforce include mainly the Work Roles described into the Categories Analyse (AN) and Collect and Operate (CO) at
Reference F. To be more precise work roles related with cyber intelligence are: Warning Analyst, Cyber Operator, Exploitation Analyst, All-
Source Analyst, All-Source Collector, All-Source requirements, Target Developer, Target Network Analyst, Multi-Disciplined Language, Cyber
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Intel Planner and Cyber Ops Planner. These roles fit into the category CD Specialists (subcategories Response (CDS1), Intelligence (CDS3) and
Planners (CDS4)).

Category Segment # NCWF Work Role Alignment
CDS1 Warning Analyst
(Response) Cyber Operator

Exploitation Analyst
All-Source Analyst
C_D_ cDS3 All-Source Collection Manager
Specialists Intelli All-Source Requirements Manager
(CDS) (iilieEues) Target Developer
Target Network Analyst
Multi-Disciplined Language Analyst

AR Cyber Intel Planner
(OP/TAC
Cyber Ops Planner
Planners)

Figure 3: CD Specialists

It is difficult to plan and program different courses for every work role above mentioned. In the other hand some tasks are common for them. For
these reasons we have included a single list of Knowledge, Skills and Abilities (KSA) to achieve in a single course: the CIC..

In order to avoid a very long course, some of the knowledge could be defined as pre-requisite, since it is generally demonstrated through
previous relevant experience or performance-based education and training. Annex 2 contains those prerequisites. This knowledge could be
demonstrated with a previous exam.

A syllabus has been derived from the tasks proposed in the Combined Task List (CTL). In this way we may find an alignment between the
modules and the CTL. This proposed syllabus has considered inputs and the syllabus is included containing the KSA to be achieved in every
subject and other content to be provided to the students during the CIC.
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TASKS/
MODULES |SUBTASKS| SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
Why CTI? Collection Requirements/Motivations
Introduction to Traditional Intelligence Cycle
Cyber' Threat K0352,}§%a(:)355,,K0 436 Sogrces of intelllig.e.nce
Intelllger_me S0244 Lexicon and Definitions
for Intrusions Roles of CTI Analysts
Risk
Current Defining Threats and Abstractions
Threat 2 What IS NOT a Threat?
Landscape How Does CTI Work?
K0006, KO009, Detection of unusual behaviors on networks
K0347, K0350, Indicators of compromise (I0C)
K0361, K0453, Examples of Indicators
Cyber 511 4.2 K0469, K0475, Setting up 10C
Intelligence | ™ ".") 5 K0523, K0572, Understanding Signatures as Expressive CTI

Fundamentals

Intelligence in
Computer
Network
Defense

K0574, KO576,
K0579, K0599,
K0600, K0613,
K0614, S0025,
S0027, S0036,
S0054, S0057,
S0066, S0078,
S0096,S0178,
S0184, S0199,
S0207, S0208,
S0215, S0236,
S0239, S0240,
S0241, S0242,
S0258, S0260,

Indicator Sources

Vulnerability management
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S0263,50269,
State-sponsored cyber threats attribution
Threats at APT Campaigns
Organizational Understanding threats and their actions at the strategic and
and National S0330 ? operational level
Levels Abridged history of threats in cyberspace influencing the CTI
domain
TASKS
MODULES |[SUBTASKS | SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
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MODULES

TASKS
SUBTASKS
(CTL)

SUBJECT

KSA (NCWF)
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TASKS
MODULES |SUBTASKS | SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
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TASKS
MODULES |SUBTASKS | SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
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TASKS
MODULES |SUBTASKS | SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
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TASKS
MODULES |SUBTASKS | SUBJECT KSA (NCWF) ADDITIONAL CONTENTS
(CTL)
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Integration in
Cyber
Operations

4.3
1.4
4.2
4.3
1.3
3.1

43.2,43.3

Cyber as an
intelligence
asset in Cyber
operations

K0382, K0383,
K0384, K0387,
K0454, K0456,
K0003, K0442,
K0461, K482,
K0502, KO351,
K0353, K0399,
K0400, K0402,
K0403, K0410,
K0411, K413,
K0414, K0416,
K425, K0432,
K0445, K0446,
K0463, K0464,
K0494, K0495,
K0496, K0497,
K0498, K0499,
K0503, K0504,
K0505, K0506,
K0512, K0513,
K0518, K0519,
K0524, K0525,
K0534, K0552,
K0553, K0554,
K0557, K0563,
K0566, K0568,
K0569, K0570,
K0580, K0581,
K0582, K0583,
K0584, K0585,
K0586, K0589,
K0590, K0591,
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K0593, K0597,
K0598, K0603
S0189, S0193,
S0201, S0204,
S0216, S0223,
S0273, S0296,
S0306, S0308,
S0312, S0314,
S0315, S0316,
S0317, S0318,
S0319, S0320,
S0321, S0322,
S0323, S0324,
S0327, S0328,
S0329, S0330,
S0334 S0338,
S0339, S0341,
S0341, s0343,
s0345, S0348,
S0349, S0350,
S0351
A0067, A0068,
A0077,
A0160,A0081,A00
95,A0098,
A0104
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K0381, K0426,
K0439, K0478,
K0484, K0520,
K0532, K0533,
K0535, K0533,
K0535, K0538,
K0539, K0540,
K0541, KO542,
K0543, KO544,
K0545, K0546,
K0547, K0548,
K0549, K0550,
K0551, KA592,
K0604
Targeting S0177, S0182,
process for S0188, S0203,
Cyber S0205, S0225,
operations S0226,
S0224,50228,
S0231, S0234,
S0235, S0237,
S0248, S0251,
S0253, S0256,
S0259, S0262,
S0264, S0265,
S0274,50279,
S0280,
S0283,50284,
S0286,S0291,
S0292,50293,S02
99, S0307, S0309,
S0340,
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A0086, A0092,

A0094,A0103,A01
08
Collaboration Collaboration and coordination with Information Warfare
and
COOFdI.natIOI’l S0273
with
Electronic
Warfare
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ANNEX | - Proposed solutions
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INFORMATION SECURITY MANAGEMENT

This course aims to present an approach to Information Security as a
management process, using as main base the 1ISO / IEC 27001 standard.
It starts by characterizing a simple Risk Analysis model adequate to
support decision-making regarding the security controls required to
mitigate security risks. Specific Security Controls to protect all security
properties are also characterized. Finally, it will be discussed the issues
of information security evaluation and monitoring, to measure and ensure
efficiency of the security controls in a typical management cycle (PDCA).

Upon completion of the course, the qualified student will be able to:
Describe the Information Security Management process based on the
PDCA model, following ISO/IEC 27001 standard;

Perform an information security risk assessment and produce security
countermeasures to mitigate identified risks;

Prepare policy, programs, and guidelines for Information Security
Management implementation;

Identify security requirements specific to an information technology (IT)
system in all phases of the system lifecycle.

SOFTWARE AND APPLICATION SECURITY

This course aims to develop the capabilities needed to identify
vulnerabilities in computer applications and their impacts, to know and
apply security testing methodologies and to adopt good coding practices
for secure applications.

Upon completion of the course, the qualified student will be able to:
Know the most common types of vulnerabilities in applications, with an
emphasis on Cyber applications, and their potential impact;

Understand and apply software security methodologies (Secure SDLC);
Audit, from the point of view of security, computer applications in the
different states of its development cycle;

Adopt best software and application security practices;

Actively participate in incident response groups

DIGITAL

FORENSICS

Digital forensics is dedicated to the collection, identification, preservation,
documentation, analysis and presentation of digital evidence from
computers, data networks and other electronic devices. The digital
forensics field can be divided into: computer forensics, data networks
forensics and mobile forensics.

Upon completion of the course, the qualified student will be able to:
Identify the different types of digital forensic evidence;

Know the terminology, techniques and processes of a digital forensic
investigation;

Collect digital evidence from storage media;

Know the limitations of digital forensics current techniques;
Understand the scientific method and the need for its use;

Apply the scientific method in a digital forensics investigation;

Use digital forensics' tools and techniques;

-75
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Comprehend forensic analysis reports.

SOCIAL ENGINEERING

Identify human vulnerabilities and learn how to mitigate and/or explore
them, not only from a technical point of view but also from a social and/or
behavioural.

Upon completion of the course, the qualified student will be able to:
Protect the organization from the human side of (in)security;

Produce security policies and procedures, related to Telephone traffic, E-
mail traffic and Internet searches, Employee behaviour and general safety
level of installations;

Produce crisis response procedures related to Social Engineering;
Produce materials to promote employee awareness of how to respond to
current crashes and future attacks on Social Engineering

DIGITAL CRIME AND INVESTIGATION

This curricular unit has the laboratory aim to apply the techniques,
methodologies and tools associated to the forensic analysis of digital
evidences in several practical scenarios, namely personal computers and
mobile devices. Students will apply the knowledge gained by performing
various practical assignments.

Upon completion of the course, the qualified student will be able to:
Collect data on storage media, data networks and volatile memory;
Obtain digital evidence from different operating systems;

Obtain digital evidence from data networks;

Obtain digital evidence from mobile operating systems;

Create and use hash sets;

Create geo-location maps;

Apply basic encryption data recovery techniques;

Identify and contain malware;

Correlate events from different media or devices;

Create reports and report results of forensic analysis.

CYBERSPACE AND CYBER OPERATIONS LEGAL FRAMEWORK

The course aims to develop capabilities in the Law, in the area of
cyberspace and cyber operations

Upon completion of the course, the qualified student will be able to:
Understand the main legal framework applicable to cyberspace;
Understand how the transnational nature of the cyberspace is dealt with
by the law;

Understand the main legal obligations impending over the different players

acting in cyberspace;
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Understand civil liability in cyberspace;

Understand the main legal framework applicable to cybercrime;
Understand the attribution process under applicable law;

Understand the main Public International Law applicable to cyberspace;
Understand the admissible conducts of States under Public International
Law.

PENETRATION TESTING AND ETHICAL HACKING

The curricular unit of Penetration Tests and Ethical Hacking, provides a
global knowledge about the methodologies and processes involved in a
professional Penetration Test and a practical use approach to its
technical implementation.

Upon completion of the course, the qualified student will be able to:
Understand the various methodologies for penetration testing;

Use the Linux Kali distribution in a simple way;

Efficient use of information gathering tools and techniques on the Internet;
Use simple tools and techniques to identify open services in computer
systems;

Efficiently use vulnerability identification tools and techniques;

Simple use of exploit development environments;

Efficient use of passwords attacking tools and techniques;

Plan and perform professional penetration testing on computer systems.

CYBER OPERATIONS AND PLANNING

This unit contributes to the development of an integrative vision of
Cyberspace (Cyber domain) in the Operational context, recognizing its
transversal nature and identifying its implications in the various functions
of staff functions, operational processes and systems

Upon completion of the course, the qualified student will be able to:
Characterize the key components and critical aspects that need to be
managed in the planning and conduct of Operations in Cyberspace, in a
global context and in a broad-spectrum security environment;

Analyse case studies and scenarios associated with the conduct of Cyber
Operations in order to identify lessons learned;

Perform a critical analysis of Cyber policies, strategies and doctrines;
Identify the planning assumptions and conditioning factors associated with
the Commander operational vision;

Apply best practices and operational procedures in a dynamic operational
environment and in continuous change;

Advise a primary stakeholder and propose a direction to follow regarding
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Operations in Cyberspace.

CYBER INTELLIGENCE AND SITUATIONAL AWARENESS

Give a general overview of cyberspace and how to use the available
intelligence information in it, as well as the correct methodologies and
techniques to do it.

Upon completion of the course, the qualified student will be able to:

The context of intelligence and its analysis;

The main activities and responsibilities of those who deal with intelligence;
The main competencies of those involved in/with intelligence information;
The main methodologies for obtaining information in cyber-space;

The main techniques of analysis of intelligence data.

PROTECTION OF CRITICAL INFRASTRUCTURES AND SYSTEMS

A solid training in cybersecurity, and particularly in issues related to
critical infrastructure protection, draws on knowledge of paradigms and
architectures typical of industrial automation and control systems,
knowledge of models and techniques for protection of these systems,
and knowledge on the application of these techniques and on tools used
to conduct and protect infrastructure

Upon completion of the course, the qualified student will be able to:
Identify and characterize a critical infrastructure, namely considering
industrial automation and control infrastructures;

Characterize the various architectures, components and protocols used in
industrial automation and control;

Analyse a critical infrastructure and identify its main security problems;
Characterize the main frameworks for critical infrastructure protection and
associated methodologies.

CYBER CAPABILI

TY DEVELOPMENT

This unit aims to contribute to the development of a common vision and
a deeper knowledge of the process of developing Cybersecurity and CD
Capabilities, both nationally and internationally.

In this context, in order to promote an integrated approach, the various
framework vectors of a capacity (DOTMLPFI) and the different
methodologies, associated with the capacity development processes,
already existing at the level of the North Atlantic Treaty Organization
(NATO) and of the European Union (EU). Merging between
organizational efforts and national and international cybersecurity and
cyber-defence capacity building processes is intended to contribute to

Upon completion of the course, the qualified student will be able to:

To characterize the fundamentals and the framework of the process of
development of the National Security and Defence Capacities;

Identify the structuring concepts and principles of capacity development
and carry out a critical analysis of its application to the context of
Cybersecurity and CD;

Characterize the structuring elements of a Capacity Development Plan
(organizational, national and international);

Identify the principles associated with Risk Management and apply them
to the Management of Capabilities Gaps;

the creation of a common vision and interoperability between them.

Analyse and recognize the implications of the implementation of the
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Capacity Development Plan at the various levels (Strategic, Operational,
Tactical and Technical);

Apply best practices and methodologies for capacity development in the
area of Cybersecurity and CD;

Advise a primary stakeholder and propose a direction to follow regarding
the development of Cybersecurity and Cyber-Defence Capabilities.

CYBERSPACE CRISIS MANAGEMENT (EXERCISE)

This course aims to teach students how to develop scenarios, plan
exercises and promote their execution according to the EU-NATO Cirisis
Management Exercises framework

Upon completion of the course, the qualified student will be able to:

To assess the political and strategic implications of Cyberspace and to
analyse its impact in the political, economic and military scopes;

Identify the principles associated with the planning of the EU-NATO Crisis
Management Exercises and in the area of CD;

Analyse methodologies for assessing threats, vulnerabilities and risks;
Develop Scenarios to Support Crisis Management in Cyberspace;
Identify cybersecurity and CD initiatives that reduce the impact of cyber-
attacks and facilitate crisis management in cyberspace;

Mitigate its consequences and reduce the likelihood of them occurring
again;

Planning and executing Crisis Exercises in Cyberspace.

RISK AND INCIDENT MANAGEMENT

This unit provides the student with the skills to effectively carry out risk
and cybersecurity incidents management

Upon completion of the course, the qualified student will be able to:

The most current models, methodologies and practices in the area of the
Incident and Risk Management and its application;

Decision-making in the field of investments in cybersecurity and in the
scope of system architectures in organizations;

Construction and management of contingency plans for security,
emergency, contingency, disaster recovery and the its framework for the
business continuity of organizations;

Creation and preparation of teams and development of processes to
respond to security incidents of various types. Organizational Resilience
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and Crisis Management.

INFORMATION WARFARE

This Course aims to develop the capabilities needed to conduct a critical
analysis of the competitive use of Information. Discuss and establish
relationships between a number of terms such as Information warfare
and information operations, effect based operations and network centric
operations, Economic Warfare and competitive and economic
intelligence. Lastly to discuss National Information Strategy composition
and its relationship with CD and Cybersecurity.

Upon completion of the course, the qualified student will be able to:
Differentiate Competition and Conflict in the Information Domain;

Relating Geopolitics of Cyberspace with the National Information Strategy
(NIE);

Recognize the economic area as the center of modern conflict, where the
military plays a secondary position in the resolution of conflicts;

Relate Competitive Intelligence and Economic Intelligence with Economic
Warfare;

Define operational planning and explain how this applies to Information
Warfare;

Recognize examples of Effect-Based Operations (EBQO's);

Explain the Role of Network-centric Operations in Conducting EBO's;
Explain the role of Information Operations in the conduct of the
Information Warfare;

Define National Information Policy and Strategy (NIE);

Characterize the various components of NIE;

Distinguish Cybersecurity from CD and its relationship with NIE.

DIGITAL LEADERSHIP AND TEAM MANAGEMENT

In general seeks to acquire skills needed to critically analyse and
understand the behaviour of individuals and groups in the organizations -
from the point of view of human sciences and the experiences of the
managers and leaders in different situations.

Upon completion of the course, the qualified student will be able to:
Understanding the evolution of leadership and management in cyberspace
environment;

Developing skills to lead and manage groups vs teams in cyberspace
environment;

Develop skills to solve problems and make decisions in virtual team;
Communicate effectively in cyberspace environment;

To inspire, encourage and motivate virtual teams;

Managing conflict and organizational stress in virtual teams.

CD ADVISOR
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The purpose of the course is to provide student with the high-level | Upon completion of the course, the qualified student will be able to:
knowledge, skills and experience required for describing and evaluating | CIS & Vulnerabilities;

the risks and threats of cyber space, improving CD measures and | Critical Infrastructure & Vulnerabilities;

providing advice to decision makers. Cyber Threats and Mission Risks from CIS & Critical Infrastructure;
The student will be able to re-asses the risks and opportunities during | EU CD & Policy;

the planning, preparation and execution of operations, elaborating | EU (Cyber) Intelligence and Mission Risks;

operational risk and opportunities EU CD Legal issues and Risks;

EU CD Capabilities and Measures;

EU CD in Operations (Situational awareness, Assess, Advise);

EU CD Advice (case study 1, case study 2).
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The matrix shown below will be used to record comments during the staffing. The column headings depicted on the matrix are self-explanatory. However, the following
guidelines apply to the matrix. All comments will be numerically numbered and arranged in chronological order. The comments will be categorized in the following
manner: C — Critical (Contentious issue that will cause non-concurrence with publication), S — Substantive (Factually incorrect, misleading, etc.), E — Editorial (grammair,
punctuation, style, etc.). The originator, and paragraph, sub-paragraph and line is self-explanatory. Comment should be placed in the Comment column. Comments
should be line-in/out format and propose a recommended course of action. General observations without proposed solutions should not be submitted. Rationale will be
submitted for all comments. The adjudication column is used by the custodian to record the adjudication of the comment. The responses are Accepted (A), Accepted w/
Amendment (AA), Withdrawn (W), or Not Accepted (NA). All amendments to a comment are recorded on the matrix. The matrix becomes the record of decisions for

the publication review.

Change Proposals

Serial | C/S/E | Originator | Page/ | Sub- | Line Comment Rationale Adjudication
Para Para New writing suggestion Explanation about comment

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.
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