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FOREWORD

These guidelines will reach you at a lime when international peace and justice are under severe
pressure. We ¢ontinue to see the profound impact of armed condlict and the eommission of atrocities
across the globe, with the situation in Ukraine again underlining the essential need fer all actors 16 wiork
together (o demonstrate the relevance of international ariminal justics to the lives of thoss affected by
such &rimes

This moment, however, has also givenrise to renawed and global support of actian toward accountability
for corg internaticnal arimes and human rights viclations. It is encouraging us to build partnerships and,
in recent months, we have 1aken steps to further strengthen cooperation between the Prosecuter and
Eurcjust, The jeint issuance of this publication is a further dernonstration of our personal commitment to
workl together in this common effort.

The fight against impunity is not solely the presenve of States or internationzl organisations
a collective cbligation that must benefit from the contribution of all those who seek to advance the cause
of justice. Civil society organisations are critical to this cammon work. Across situations globally, we
have seen how civil society actors are increasingly active in documenting core international crimes and
hurnan rights violations, dermonstrating an ability to make crucial contributions to accountability efforts,

These guidelines are intended to further assist you in vour efforts to collect and preserve information
that may ultimately become admissible evidence in court. They provide some key principles which,
we believe, may be of assistance in ensuring that documentation efforts are carried out in a way that
preserves the integrity of informatizn and evidence and increases the ability of national and international
accountability processes to draw on your work. Our cogperation should continue even in relation to
these guidelines. This should be a living document that we further improve and build on based on our
future work togesther.

As prosecutors, we have both experienced first-hand how criminal proteecings play an important role
in recognising the suffering of victims, and how the confidence that justice has been served greatly
gantributes to restaring their dignity. It is critically important that victims are both seen and heard in
the accountability process. We have alsg seen that meaningful accountabiity can only be achieved by
working together, by drawing on the gantribuiions of all those who sesk 1o fight inpunity.

We take this aopartunity to thank you for the important work you are undertaking. Together, we will strivie
to create a global culture of accountability that will help to restore justice, rebuild socisties and educate
future generations. In doing so, we will sesk to ddiver on the promise of international justice, where
the value of all lives is recognised. Humanity deserves no less.

Karim A. A. Khan QC Ladislav Hanran
Prosecutor of the International Crirminal Court Fresident of Eurojust
4 Documenting mtzriational crimes and hwoman rigits violetions for accountability purposes
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1. INTRODUCTION

Civil  sociely organisalions are  important
partners for national authorities and international
accounlability mechanisms in our colleclive
pursuit of juslice for international crimes.

The present quidelines have been developed jointly
by Furojust, the EU Network for investigation and
prosecution of genocide, crimes against humanity
and war crimes (‘Genocide Network’) and the Office
of the Prosecutor of the International Criminal Court.
Ihey are addressed lo civil sociely organisations in
support of their independent efforts to preserve and
collect information on the commission of international
crimes and hurnan rights violations for accountability
purposes. In particular, the guidelines address
how such efforts may best be directed when
they are intended to assist criminal accountability
processes, such as those before national courls or
the International Criminal Court (1CCY),

Ihis is not a manual. Rather, it sets out a series
of proposed ‘do’s and don'ts’ from the perspective
and advice of nationalinvesligalive and proseculing
authorities and the Office of lhe Proseculor
of the ICC - both on what may help and what could
potentially harm criminal accountability efforts,
The aim of these guidelines is to ensure the most
effective channelling of efforts and capacilies
towards the common objective of combatting
impunity for such crimes.

In this context, multiple civil society organisations
and stakeholders in the accountability field have
expressed a need for guidance o supporl them
in ensuring thal the informalion they collecl can
supporl the efforls of the competent investigative
authorities' and polenlially be used as evidence in
future proseculions at the national or international
level.

Who should use these guidelines?

This documenl s specilically addressed lo
civil  society organisations. These include
organisations that undertake efforts to document
international crimes and human rights violations,
with the purpose of handing over information
to accountability mechanisms. In this context,
the term includes both those organisations that
pursue accountability efforts as their primary
mandate, and those that have other purposes
but also take actions to preserve information for
accountability purposes.

These guidelines have not been designed
for compelent investigalive or prosecutorial
authorities, meaning those investigations that are
led under a legal mandate related to a national or
international judicial accountability mechanism for
whom different considerations may apply.

It is also to be noted that these guidelines, while
useful, do not apply to those who provide legal
services to victims, other persons or entities,
including acting as their legal representatives
in national  or international  proceedings
{administrative, civil and criminal, e.q.).

Scope and purpose

The documenting activities of civil society
organisations have proven invaluable to
accountability efforts. The work conducted
by such enlilies is lypically carried oul under
highly challenging circumstances and will often
represent the first engagement by documenters
on the ground, before engagemenl by competent
invesligalive authorities.

The limely access by civil sociely organisations
to information and affecled communilies,
combined with their collective expertise and their
ability to swiftly share information, places them
in a privileged position to support the activities
of competent investigative authorities. They may
do so by collecting information that may otherwise
be lost, and by accessing, verifying and analysing
information, including documentary information,
electronic information and online materials. As
such, civil society organisations are encouraged
to share any informalion and analysis relevant lo
international crimes and human rights violations
with the competent investigative authorilies as
soon as possible, in line with their independent
activities.

Eurojust, the Genocide Network and the Office
of the Proseculor of the ICC acknowledge that
in some instances, competent authorilies may
not be willing or able to exercise jurisdiction to
provide criminal accountability. In such cases,
civil sociely organisations might decide to
pursue other avenues for accountability, while
preserving information and material collected
for potential use in future criminal accountability
efforts.

" Thig tarm includes any natipnal, hybrid or international institutions (govnrnmea_ﬂal, inia_rgwammeﬁtal ar imnrnaibaal] carrying oﬂt

eriminal investigations.

Guidelines for civil society organisations
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However, thare are alzo limits to what may be
useful. Some activities conducted on the ground
also have the potential to be harmiul g prejucicial
to criminal accountabiity efforts. Cleary, civil society
orgarisationscannot replace or substitutethe actions
of competent investigative authorities mandated
to enforce the law. As reftecled in lessons-learned
exgrcises condusted by coivil sodiety organisations
themselves, experience has also shown that, at
tirnes, well-irterticned docurnentation efforts by
civil society arganisations have the potential 1o be
counter-productive for the purpose of suppcrting
accountability mechanisms if they co not align
with key standards. For instance, the répesated
cornprehensive interviewing of the same indivicial
can zffect the safely and well-being of the person
and also detimentally affect the evidence that
the person may be able to provide.

The presence of multipleivil society trganisations
and stakehgdders in the same accourntability sector
using different standards and tools &lso gives
rise to ths risk of over-documentation, increases
the risk < re-traumatisation and has the potential
to campramise the quality of svidence ultimatsly
avallable for acccuntability purposes. These
guidelines are intended 1o support civil society
organisaticns in their worle and ensure the safety
and well-being of persons providing information.

These guidelines build upon similar products that
have previously been developed by chl society
organisations themselves!. They therefore seek
to consolidate and enhance existing efforts

alreacly undertaken by civl Sosisty organisations
% ensure their work is carried out effectively and
in accordance with internatizmal standaras. Where
not already doing so, civil scciety organisations that
conduct efforts 1o docurnent international crimes
anc human rights viclations are encouraged to
reflect these guidelines in their standard practices.

These guidelines are intended to be a dynamic
document  that wil be wupdated to reflect
the experience of civil sgciety grganisations and in
consultation with thern.

Responsibilities of civil society
organisations

These guidelines arenot intended to —and do not —
direct, mandate or sdlicit civil society organisations
i take any action on behalf of Eurcjust,
the Genoccide Network, the International Criminal
Court or other accountabilty mechanisms.
Thersfors, the independent activities of civil saciety
organisations gannot be attributed to them

[t follows that civil society grganisations remain,
at all times, responsible for their own conduct,
including with regard to both their own physical
safety and any potential liability under appligable
laws, especially with regard 10 the legislation
of the country in which they are operating.
Ceonsequently, civil socisty organisations should,
in their own interests, endeavour to comply with
any applicable national laws at all times.

1 See 'Key resources’ in Annex 4

6 Documenting mitzrnationai crimes and human vights violations for accountability purposes
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2. GENERAL PRINCIPLES

Do no harm

Civil gbaisty organisations should seek & prevent
o minimise any unintended negative effects
of therr docurmentation actvities on  others
and thermselves, Such activities should always
be conducted in the best interest of persons
providing  information,  intermediaries,  local
communitias and any cther person involved in
the decumentation process. Their security, physical
and paychological well-being, and privacy should
pe prigritised during the documentation process,
and activities that expose the above persons to
a risk of harm should not be undertaken. This
entails ¢onducting several actipns prior to, during

and after documenting, sugh as carrying out risk

assessments, training and selecting staff to ensure
professional standards of conduet, obtaining
nformed cansent, protecting sources, respecting
confidentiality, setting upo referral support systems,
and paying particular atiention to and applying
specific measures when dealing with vulnerable
persons’,

Documentation activities should be carried out
n a rmannar that contributes to and does not

@ Irfierneiians Orimine) Baurk

negatively impact future esvidence collection
o accountability efforts, including  eventual
prosecution of perpetrators of cafg international
crimes, by official national  or  international
authoriti Even wel-intentioned  efférts 1o
collect information for use N accountability
pracessas have the potential to detrimentally
affect the usability of the information as evidence
in future proceedings. This applies, in particular, to
the questicning of persons.

Where work is conducted primarily té support
ture minal investigations by competent
authorities, civil society organisations should
seel to avoid taking detalled accounts from
persens about their knowledge ¢of crimes. Instead,
priority should be given to identifying the topics
that 2 person could speak about and recording
the contact delails of the person to facilitate
a future interview by the competent investigative
authorities. This inforrmation should be preserved
with a view to pass it on to competent national
o international investigative authorities, such
as the Office of the Prosecutor of the ICGG, at
the earliest opportunity.

1 See Section 4.

Guidelines for croil society organrsations
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Informed consent

Prior to any information-gathering exercise
involving other persons - such as questioning
a person, faking photos/videos, receiving
documents — civil society organisations
should obtain the informed consent
of the person or entity with which they
engage.

To strengthen the potential use of information
collected  from individuals in  future criminal
proceedings, when seeking to obtain consent,
consider using the template in Annex 1, as well
as ensuring activilies are carried out in line with
lhe following guidelines,

+ Consent must be informed: The person
must be given a full explanation of the nature
and purpose of the activity, the procedure
that will be followed, the potential use
of the obtained information (including potential
publication or applicable legal requirements)
and the foreseeable consequences of sharing
information, including potential security risks.
Efforts should be made lo adequalely provide
and explain to the person all the relevant
information, and to evaluate the person's ability
o fully understand whal is being presented in
order lo provide a valid consenl.

Consent must be contemporaneous: Renew
the person’s informed consent to cooperate
in an information collection activity on an
ongeing basis, as it can be withdrawn at any
time. Consent for the information provided to
be shared with national authorities, the Office
of the Prosecutor of the |GG or other intat national
accounlability mechanisms can be withdrawn
until the information is actually shared,

Consent must be voluntary: Respect the free
will of the person. Ensure a non-coercive
environment and empower others to express
their views freely. Be mindful of social contexts
that might inhibit the person's ability to freely
consent to the activity, such as culture-, gender-
or age-related dynamics, community or family
pressure. Expressly inform persons that up
until the time when the information is shared
with the competent national or international
authorities they can change their mind and
decide not lo cooperale.

Consent must be explicit: Whenever possible,
produce a record of the provision of informed
consenl, Such record can be in the form

of a written record signed by the person
providing consenlt, an audio/video recording or
any other means, as long as il clearly identifies
the person providing the consent and includes
the following: the information provided on
the nature and purpose of the documentation
exercise, on the associated security risks and on
the intended use of the information; any terms
as fo its confidentiality; an express statement
from the person that the consent provided is
volunlary; and any other information relevant to
the voluntary consent.

When seeking a person’s consent, also ask
the person for their infermed consent to share
the information obtained with any competent
national or international investigative authorities,
such as the Office of the Prosecutor of the |GG,

In that context, where assessed appropriate,
inform the person that the competent authorities
will maintain the confidentiality of the information
subject to applicable rules, which may vary
depending on which national authority is exercising
jurisdiction. Inform them also that the information
may be shared with any parties in potential judicial
proceedings, including the defence. It Is also
important to manage lhe person's expectalions as
they may not necessarily be conlacled later by such
autherities. Do nol make unrealislic gquarantees or
promises aboul the future use of the informatlion
collected or any polenlial benefils. Il required,
discuss different modalities for sharing information
{for example, providing both the information and
biographical/contact delails or just anonymised
information;.

Reflect  the informed consent for  sharing
the information on the informed consent record,
including any concerns raised or conditions placed
to the sharing of information. Consider using
the ‘Informed consent template’ (Annex 1) and, if
necessary, assist the person in fully understanding
and completing the informed consent template.

Once you have obtained the informed consent
of the person for the information to be shared,
securely preserve the information received with
the view to provide it to competent national
or international investigative authorities at
the earliest opportunity. If sharing information
with  multiple jurisdictions, inform each
jurisdiction to facilitate coordination.

8 Documenting international crimes and hwman rights viplations for accoun tability purposes
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Objectivity, impartiality and
independence

Inline with their independent activities, cvil society
organisations should seek to ensure their actions
are carried out in an objective, impartial and
independent manner, consistent with the callective
aim of disgovering the truth, These sffarts will be
strengthenad by carrying out work in line with
the fallowing principles.

* Objectivity: Seck to establish the truth; do not
make assumptions; consider both incriminatory
and exculpatory information equally; consicer
multicle hypotheses and theories and review
thermn; plan your activities on an ongcing kbasis
as information is collected; do not influence
information providers (e.g. by using leading
guestions); donot apely legal assessmentswhen
gathering factual information (2.9, enquiring on
whether an attack was 'indiscriminate’); evaluate
sources of information and review the éallasted
information to test its reliability

Impartiality: Do not take sides remain
unbiased and unprejudiced; be aware of your
cultural and personal biases; implement working
methodclogies that cover all relevant facts and

information and take oroactive measurss i

prevent 'tunnel vision' o 'confirmation kias’;
identify and avoid any conflicts of interest,

Independence: Exercise your activities free from
any interference, influence, er the presumed
or known wishes of any person Or authcrity.
Be aware of any organisations or individuals
manipulating information or putting out false
information to undermine docurmentation efforts,

Accountability and legality

In conducting their work, members of civil sccisty
organisations should be aware that they do not
benefit from any immunity o privilege associated
with an official accountability mechanism with
whom they may share information. Ner do they
act at its direction ¢r on its behalf. To support
the integrity of information collected and protect
the rights and weall-being of their staff members,
civil society organisations should:

* be mindful of potential liability under applicable
laws, especially in the country in which they are
working;

* be mindful that representatives may potentially
ke caled to testify in any subsequent
procesdings in relation to information eollected

Guidelines for croil society ovgunisations

by them, for instance to outline the activities,
methods and procedures of the organisation;

+ maintain a2 detailed record of ther methods
and procedures to preserve and collect
information, and apply sound information
rnanagement practices, In o doing, ensure that
the information contained in this record is kept
corfidential and secure (for example, use coded
language or save the recard in an encrypted
devics, if required).

Professionalism and respect

To  further strengthen the potential use
of information collected through thelr activities,
civil society organisations should seek 1o

* dways act with professionglism, integrity,
respect and empathy, and be mindful of cultural
sensitivities and vulnerabilities. Be aware
of the possible impact of their conduct on those
with whiom they interact;

-

never pay o offer any fonm of remuneration in
exchange for information; define in advance
the conditions and criteria where support to
persons participating in the documentation
process is to be provided (e.g. payments
of transport; food during mestings, expenses
related tosecurity and protsetion); kesp a record
of all payments made and their justification,

B
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3. PLANNING AND PREPARATION

Thorough planning and preparation of any activilies
intended lo preserve and collect informalion is
key. To thal end, civil sociely organisations should
consider the lollowing:

Early preparation

Research the operational environment:
Consider the lype(s) ol alleged criminality,
the parties involved and the potential perpetrators,
the vulnerabilty of the population, the socio
cultural, political and religious context, gender,
age, as well as applicable legislation relevant to
the documentation activities.

Define your mandate, objectives and focus:
Define what you are documenting and for what
purpose. Delermine the geographical and temporal
scope of the facts you seek lo document. This will
assist in defining the appropriate methodology to
be pursued.

Prioritise and plan: Define your priorities and
organise your activities accordingly. Consider
where the relevant information is located and how
it can best be obtained.

Coordinate: Mulliple  overlapping  forms
of documentation — such as the repeated
queslioning of the same individuals by dilferent
enlities — have the polenlial lo have a delrimental
impact on the persen and on the usability
of their information in future proceedings. Map
out similar initiatives by other individuals or
organisations operating in the same environment.
Build relationships with these other individuals
and organisations and coordinate activities with
them. Assess what information has already been
collected by others and focus your activities, Be
prepared to provide interviewees with appropriate
identification information so thal persons can
recall in the future thal they spoke with your
organisalion,

Logistics: Ensure you have lhe necessary
equipment, including means of securs
communications; make travel and accommaodation
arrangements, considering the risk environment
in which you will be operating and the level
of wulnerability of the persons you wil be
engaging with, Establish a procedure and prepare
the technical aspects of the later storage and
safequarding of the information to be collected’.

" Ses Saction 12

Resources

Ensure thal the team is sufficiently diverse
{consider gender, nationality, ethnicity, culture and
religion, for example) and that the persons involved
in collecting information have the necessary skills,
compelences and training; where relevant, involve
a psychologisl, an experl in sexual and gender-
based crimes and a child specialist,

Conduct a velling process for all leam members,
including intermediaries and inlerpreters. Pay
parlicular atlention to any factors that may have
an impacl on their objectivity or impartiality, or may
present risks regarding their security or well-being
or thal of persons they interact with.

When using intermediaries or inlerpreters,
ensure that they are well brigfed on their roles
and responsibilities, the security procedures,
the confidentiality of the documenlalion process
and the potential disclosure in judicial proceedings
of their involvement in the documentation effort’,

Whererelevant, ensure the availability of medical and
psychological resources and facilities to carry out
required medical and psychosocial assessments.
A medical assessment may be necessary, for
example, if the witness has recently suffered
a physical injury. A psychosocial screening will be
required if the wilness is in a vulnerable condition
or traumatised. Prior planning for the same is
essential since such services may not be available
on short notice in auslere environments.

Security

Civil sociely organisations often conduct theirwork
in highly challenging environments, conducling
important work as a rapid response lo potential
atrocities. Reflecting this, while acknowledging
that in most cases they operale with a certain
level of risk, civil sociely organisalions should
exercise due diligence to prevent their aclivilies
from putling their own staff, persons providing
information, interpreters  and  intermediaries,
affected communities or any other individuals
al an unacceptable risk. Consideration should
also be given to the risks to the confidentiality
of the information and the documentation process.
Conduct risk assessmenls before initialing
the documentalion process and on an ongoing
basis, focusing in particular on:

10 Documenting international crimes and hwman rights violations for accoun tability purposes
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L]

Threats: Identify threat actors and their
capability to cause harm to those involved in
the documentation pracess and the activities
thermnselves. In this context, consider state
agents, local militia, foreign forces, and any
ther persons or groups of iIncividuals.

Risks: When identifying the possible risks
of harm  consider, among  other aspects,
retaliation, intimidation, threats, punishments,
pressure, bribery attempts 1o secure financial
gains, re-traumatisation, potential rejection by
farnily/cornrmunity, job securtty, financial risks
and loss of livelinood

* Preventative mitigating measures: Be aware
that the bsest way 1o manags risks is 10 avoid
thern by following best practices before,
curing and after the documentation precsss,
For that purpose, ensure the eenfidentiality
ofthe process and the information, and minimise
the disclosure of activities and of those involved.
Consider the use of secure communication
tocls and encrypted storage of information;
safe and secure locations for meetings, credible
cover stories for participants; code names/
numbers for scurces of information; and briefing
al involved on the importance of keeping thair
interactions ¢anfidential.

Guidelines for croil society organisations 11
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* Reactive mitigating measures: If required,
consider discussing with individuals measures
that can be put in place to mitigate risks if they
arise, such as moving to a safe haven near
the person’s residence; identifying possible
safe routes outside the risk area; assisting
the person in moving out of the risk area;
determining how to communicate and behave
in the circurnstances; and determining whether
third parties can locally provide support or
protection in case of need.

Acceptable risk level: After applying risk
avoidance and available risk mitigation
measures, assess the residual risk to yourself,
your organisation, information providers or any
other person with whom vyou are interacting.
Make your own determinalion on whather
the residual risk is at an acceptable level.
Provide information and discuss possibilities,
though it should be up to the individual, after
being briefed on the risks involved, to make
an informed decision on whether to participate
in the activity. Record the person’s informed
consent before proceeding with the activity. Do
not coerce someone into activities that entail
a risk they are not willing to take, neither impose
any risk-mitigation measures on persons
cooperating with the documentation process or
with whom you are interacting.

Where risks cannot be brought to an accepiable
level and remain too high, the documenling
activity should not take place. Instead, collect
as much information as possible under an
acceplable level of risk and be prepared Io
pass on such information to the competent
national or international investigative authorities
it the earliest opportunity.

Confidentiality

implement measures to protect the information
collected and its source, such as codes to
anonyimise sources, encrypted devices and/
or secure communications. Information on
documentation activities should be shared on
a heed-to-know basis.

Exptain to the sources of information confidentiality
procedures and the importance of keeping their
participation in  the documentation process
confidential,

Ensure that all team members, intermediaries
and interpreters are trained in and comply with
confidentiality requirements and information-
protection protecols.

When there is a need to publicise or share
information, seek informed consent as required,
conduct an assessment on what can be
publicised or shared safely, and whal needs to
remain confidential.

Vicarious trauma’

Be mindful that anyone exposed to viokenoce,
suffering and trauma inflcted on others may
themselves experience trauma. Research and
be aware of the signs and symptoms of vicarious
trauma in yourself and in your colleagues. Define
coping measures within your team, and identify
sarvices and professionals who can  provide
support when necessary?.

' Also called 'secondary traumatisation’, ‘secondary victimisetion' gr 'compassion fatigue'

2 Far furthar detalis on how 16 avoid, detect and manage vicarious trauma, ses United Nations Investigative Team 10 Promate
Accountabilty for Grirmes Gormmitted by Da’ssh — Traurna-intermad Investigations Fisld Guide', 2021 ("UNITAD Traurma-Informed

Investigations Filed Guide™), Part 7.
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4. VULNERABLE PERSONS'

As a general principle, civil society
arganisations should keep their engagement
with vulnerable persons for the purposes
of documenting intermational crimes
and facilitating criminal accountability
ifechanisms to the minimum as required to
accomplish their mandates.

This is partigedarly important when the person
is raumalised, a viclim of sexual and gender-
based crimes ($CBC') or a child, or in
situaticns where the cofnpatent investigative
authorities, such as demestic authorities or
the Ottice of the Prosecutor, are already actively
invgstigating.

Any documeniation aciivity invelving wvulnerasils
persons, indluding but nof limited to taking
a parson's accolUnt, should be guided by the below
principles and best practices.

Engagng to cdlect infarmation from wulnerable
persons  should  only  take place  when
the irformation is strictly required, clearly brings
added wvalue and cannot be abtained through
other sources. When such engagementis desemed

necessary, civil society organisaticins should still

LETshiliveis Ttk

aim at keepingit tothe minimumreguiredto achisve
their purposes, and put in place all the required
precautidns. That includes wsing staff whe are
trained and experienced in dealing with vulnsrakle
persons and involving healthcare professionals,
1 as clinical psych@logists, to ensure their well-
being and prevent re-traurmatisation?®

General considerations

Wulnerability depends on many factors and needs

to be ascertained individually, Vulnerable persons

can include

¢ children (under 18 years of age);

+ the elderly;

+ victims of sexual and gender-based crimes,
terture or other viclent crimes;

+ persons with disabilities or showing signs

logical trauma; and

iduals in detention,

* indivi

This is not an exhaustive list and cther indivicduals
may alsh experience multiple and intersecting
forms of wulnerabilities, condtionad by their socic-
economic and cultural contexis, as wel as thair
personal experiences.

' See also ICC — Victims and Witnesses Unit "“Wulnerabllity Protocals', submitted In several ICC proceedings: hitpsy/fwww iac-cpl.

nt/about/witnesses

2 Eor further details of the relsvant precautions to be put in place, gee UNITAD Trauma-Informed Investigationg Filed Guides, Part 3.

Guidelines for croil society orgunisations
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Any engagement with vulnerable persons should
be guided by the ‘do-no-harm’ and ‘informed
consent’ principles.! Civil society organisations
should adopt a victim- or survivor-centred
approach. This means that documenting activities
involving vulnerable persons should only take
place when itis in their best interest and when they
are capable of fully understanding the implications
of and consenting to their engagement. In
addition, the risks lo future criminal accountability
efforts thal such engagement might pose should
also be carefully considered and minimised.

Vulnerable persons face a higher risk of suffering
psychological harm when participating
in the documentation process (risk of re-
traumatisation), may experience dilficulties that
alfect their memory or may be more susceplible
to being influenced by those involved in
the documentation process. All those factors
juslify keeping any engagement with them lo
a minimum and taking all necessary precaulions
to prevent such risks from occurring.

Vulnerability should be assessed on a case-by-case
basis, by conducting a vulnerability assessment and
consulting with qualified professionals as required.
Thegoal of the vulnerability assessment is to evaluate
whether the person is capable of providing informed
consent; the documenting activity can take place
without harming the person involved; and lo identify
the necessary support and proleclive measures,

A vulnerability assessment should:

- Enquire about and evaluate the general
physical and mental health of the person and
other vulnerability factors (e.g. age, socio-
economic and cullural context, discrimination
and social-exclusion);

- Consider Indicators of potential exposure to
trauma;

- Evaluate the nature of the planned
documenting activity and whether it can be
demanding or invasive to the person;

- ldentify measures thal can minimise
the polential harm, such as adjusling
the activity lo be as minimally intrusive or
hammful as possible; define the supporl that
may be required during the activity (e.q.
presence of a support person or psychologist);

- Assess the capabiity fo implement
the supporl/prolection measures required
to address the person's psychological or
physical needs; and

" Ses Section 2.4 and b,
* Gae Saction 4.0,

- Consider all of the above and assess whether
the person appears capable of providing
informed consent and parlicipaling in
the documenting activity, with the required
support being provided, without further harm.

The wulnerability assessment can be
conducted by team members with relevant
training and experience in engaging with
vulnerable individuals and communities. For
persons who present signs of lrauma? and
children, a psychosocial assessment should
be conducted with the support of a clinical
psychologist. Any recommendations made by
health professionals must be followed.

If the vulnerability or psychosocial
assessment leads to the conclusion that
the planned activity will cause further harm
to the person or that support assessed
as being required is not available, then
the documentation activity should not take
place or should be postponed.

Trauma®

Victims of international crimes have generally
been exposed lo alrocilies and systemalic
viclence which may resull in trauma, although not
necessarily so. Trauma is an emotional reaclion
caused by events that may impair the person's
ability to function and impact on the person's ability
to recall and provide an account of the traumatic
axperience,

The impact and consequences of frauma vary
from individual to individual, but they generally
have long-term psychological, medical and social
repercussions, which increase lhe person's
vulnerability and the risk of re-traumatisation.
Factors such as age, past experiences,
personality, cultural context, support and social
integration, as well as the frequency, severity and
duration of the lraumalic evenls, can all delermine
how an individual copes and processes trauma.
One of the many possible outcomes of trauma is
post-traumatic stress disorder (PTSD}, a mental
health condition associated with a traumatic event
or series of events.

Traumatised persons can reliably convey accurate
information. However, trauma can affect memory,
sometimes  severely. Some may experience
intrusive memories (i.e. flashbacks), others may be
unable to recall or sequence certain events, Such
difficulties can lead to inaccuracies, incomplete
accounts or to different versions of the same story.

4 For further infarmation on traurma, see UNITAD Trauma-Informed Investigetions Filed Guide, Part 2, p. 16.
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Trauma can also affect an individual’s ability to
regulate emotions and feelings. While some
may manage to regulate the negative effects
of the fraumatic experience, others may not,
leading to an inability to control their feelings,
reactions and behaviours. Emoticnal dysregulation
can be friggered or enhanced when individuals
are confronted with trauma-related cues.

Trauma can manifest in several ways depending
on the person. The following are some examples
of possible signs of trauma:

stress, anxiety, fear, depression;

social isolation or exclusion;

emotional reactivity or flat affect;

disorientation, inability to pay attention;
extreme physical reactions, such as shaking or
hyperventilation;

* strong or uncontrolled emotional reactions;
nighlinares, flashbacks and intrusive thoughts/
memories;

avoldance of thoughts, memoties, activities,
locations, pecple or other circumstances
associated with a traumatic event;

persistent hypervigilance;

strong physical sensations or sensitivity to
stimuli (e.g. unexpected reaction to noises or
smelis});

dissociation: personal events can be described
as if eXperienced by a third-party observer,
no emotions are exhibited or emotions are
incongruent with facts (e.g. laughs while
describing  traumatic  evenl),  displaying
of different personality traits;

medically unexplained psychological or physical
complaints; and

abuse of intoxicating substances or other
addictive behaviour.

* ® & & ¢ -

L3

i d

Trauma ({(especially resulting from sexual and
gender-based crimes) may also have an impact
on self-esteem. The person may develop shame
or guilt, which can lead to depression, isolation
and difficulty trusting people.

The process of recaling traumatic experiences
can also cause psychological harm to traumatised
persons. Therefore, when thereis a need to engage
with traumatised persons for documentation
purposes, understanding, recegnising and being
aware of how to deal with trauma Is paramount,
as it will minimise the risk of re-traumatisation and

ensure efficiency In the documentation activities.

Guidelines for civil society organisations

Enaaainag with vulnerable persons

When planning and preparing documentation
activities, and prior to engaging with vulnerable
ndividuals, ensure that you are ready to conduct
the necessary vulnerabiity and psychosocial
assessmentand support thelr physical, psychosociat
or other specialised needs. [dentify safe and suitable
operaticnal options to assist and support vulnerable
persons for the purposes of the documentation
process. The reguired types of support may
be medical ({hospitals), psychological (clinical
psychologists), legal {advice and representation),
protection (shelters and relocation) and informal
senvices (family, community support). Find out if
there are adequate support mechanisms in place to
which vulnerable persons could be referred. In their
absence, consider whether it is necessary to refrain
from approaching such persons.

It is essential that any support or assistance
offered or facilitated is not provided or perceived
as being in exchange for the person’s participation
in the documentation process. Ensure that
the vuinerable person fully understands this.

Be aware of your unconscious bias {positive or
negative) in relation to the perceived vulnerabilities.
Be empathetic and respectful; do not be
condescending or show pity; and do not assume
vuinerable victims are less resilient and reliabie.

if required to engage with vulnerable persons,
ensure that you are well informed about the nature
and potential effects of trauma and that you
tailor or, if necessary, cease your engagement
accordingly.

White engaging with vulnerable persons, regularly
monitor signs of trauma and take the appropriate
measures such as:

* reassuring the person;

* keeping a calm demeanour and recagnising
the person's emotional response as normal;

¢ considering a break or postponing the activity
when appropriate;

* pausing the interview to allow the person to
consull with the professional expert or their
support person; and

* considering shifting to a more neutral topic.

If serious indicators of risks exist {(such as suicidal
ideation or desire to harm oneself), immediately
consult a healthcare professional.

Once the engagement is finalised, consider
the need for folow-up and even, where possible,
a teferral for additional support to the pre-identified
senvices,
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5. TAKING A PERSON’S ACCOUNT

Five guiding principles

1. ldeally, a person should be interviewed
only once with the level of detail required
for judicial proceedings. Such interviews
should be conducted by the competent
investigative authorities.

Even il well-trained and experienced in
conduetinginterviews, civilsociely organisations
should anticipate that a comprehensive formal
interview will nevertheless be required al a later
slage and hence avoid carrying out such
interviews,

2. To support criminal accountability efforts,
thereis no need for civil society organisations
to take detailed accounts from persons who
may have information relevant to potential
investigations and prosecutions.

This is of particular relevance in relation to
vulnerable persons and where the competent
investigative authorilies, such as domeslic
authorities or the Office of the Prosecutor
of the ICC, are already actively investigating.

Civil society organisations can primarily and
very effectively support accountability efforts
by identifying and locating victims and potential
witnesses, mapping victimisation and alleged
crimes, as well as escape routes taken and
places where victims and potential witnesses
received support or were relocated to. This
information should then be preserved with aview
to passing it on to the competent investigative
authorities al the earliest opportunity lo [acilitale
a future inlerview.

3. If and when civil society organisations
determine that it is necessary to take
a person’s account in pursuit of their
mandates, but still consider sharing
the relevant information with investigative
authorities in  support of criminal
accountability efforts, they should seek to
limit themselves to eliciting a first general
account’.

This means eliciting an account from a person
who has nol yet been questioned by others (first
account) and keeping the information solicited
lo the minimum necessary to accomplish
the purposes of lheir own mandate, while
avoiding a comprehensive and delailed
description of the narrated events (general
account).

4. Questioning a person, even if solely for
the limited purpose of obtaining a first
general account, already carries risks
to the integrity of the person's account,
particularly if inappropriate questioning
techniques are used.

To avoid inconsistencies with subsequent
comprehensive  slatements, civil  soaiely
organisations should endeavour to follow
good practices, as delailed below, and limit
the questioning to the minimum necessary lo
accomplish their own documentlation purposes.,

5. Civil society organisations should refrain
from taking an account from vulnerable
persons, in particular from traumatised
persons and children.

Civil society organisations should seek instead
lo focus on efforts to identify and locate victims
and polential witnesses and collect the relevant
information on such persons, including on
their vulnerabilities, This Information should
then be passed to the competent investigative
authorities at the earliest opportunity to facilitate
a future interview.

If and when civil society organisations
determine that it is necessary lo take a first
general account in pursuit of their mandates,
lhey should elicit the minimum information
required to achieve their documentation
objectives, while respecting the do-no-harm
principle and ensuring due diligence in applying
the recommended best practices.

'See aleg: Mendez Principles — "New Pringiples on Effective Interviewing tor Investigations and Infarmation Gathering’, 2021,
Global Rights Compliance LLP - 'Basie Investigative Standards For International Crimes', 2018; Publio International Law & Palicy
Group - 'Handbook on ¢ivil society dogumentation of serous human rights vielationa', 2016, Saction 3.4.2, p. 99,

* Thosa represanting or providing legal $ervices 10 victims, other persons or entitiss in proceedings might be required ta obtain
a cetailed aceount of events from the persons they représent (a5 well as from other pers@ing of interest to the prodeedings)
10 gompetently provide their legal services, However, the prasent dogument gontinugs te be relevant in this contaxd, in that it
highlights the risks of taking multiple detailed acgounts from a pamson, in particukar fom those most vulngrable.
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General considerations for taking
a person’s account

Individual questioning: CQuestion each person
separalely and individually and keep the number
of people in the room o a minimum. If there is a need
for the presence of persons others than the person(s)
daeing the questioning, the person being questioned
and the interpreter (e.q. a support person, lawyer
or legal guardian), then inform those persons in
advance that they are not to influence the account
of the person being questioned in any way and
should nol speak during the persen’s queslioning.

Instruct the persons to be questioned that they
should not discuss their questioning or
their recall of events with others, in particular
with other persons who have experienced or
witnessed the same events, in order to prevent
the contamination of the information to be
provided. Refrain from ‘practice runs’ or coaching
the persons being questioned.

Never pay or offer any form of remuneration or
any other advantage to a person in return for
obtaining an account. This is nol to be confused
wilh the jusliliable paymenl of expenses incurred
to organise a meeting with the person (e.g.
transport, food, accommodation, and support
and security measures).

Re-questioning: Avoid seeking an additional
account from a person who has already been
questioned on the same topic, either by the same
organisation or by another organisation, or by
the compelent investigalive authorities. Mulliple
accounts can - and frequently do - lead to re-
traumatisation; inconsislencies in the accounts;
weariness and unwilingness lo cooperate with
official investigations; and increased exposure o
risks.

Continuous contact: try to maintain as much
regular contact as possible with the persons who
have provided an account. That will allow you
to stay informed of their whereabouts and well-
being, and manage these persons’ expectations.
Otherwise, when those persons are sought
(sometimes years later), their contact details may
have become obsolele, they may be unreachable
or they may have become disillusioned due lo
the lack of conlact and refuse lo cooperate.

Therefore, prior to taking an account, enquire
if the person has already been questioned by
others on the same facts. If this is the case,
refrain from questioning them a second time on
those same facts.

Guidelines for civil society organisations

Demeanour: Always remain professional in your
interactions with the person being queslioned,
Be calm, polite, respectiul and palient; build trust
and respect privacy; pay attention, exercise active
listening and respond to the person’s needs and
concerns; ensure a non-judgemental attitude; be
aware of your own demeanour (including body
language, pitch and tone); show empathy (not
pity}; maintain culturally appropriate eye conlact;
never assume feelings, thoughts or impact
of trauma on the person; pay attention to signs
of stress, faligue and trauma; and ensure regular
breaks, even il the person does nol ask for them.

Use regular breaks to evaluale and discuss with
your leam the person’s demeanour, signs of trauma
and distress, and the dynamics of the questioning
process, so you can adjust the approach if and
when necessary. Throughout the account, assess
if and how the questioning can progress.

Planning and preparation

Good planning and preparation are paramount
lo ensure the quality of the information provided
and safeguard the best interests of the persons
lo be questioned. For these purposes, consider
the following:

¢ Oblain as much background information as
possible on the person being questioned
{personal context, affiliations and needs). As
required, make arrangements for the care of any
children or dependenl persons who are under
the responsibilily of the person.

Enquire whether the person is represented by
a legal counsel. If so, discuss engaging with
the counsel, request contact details and, after
obtaining the person’s consent, inform them
that you intend to question the person.

Conductl a risk assessment prior Lo initialing
contact and review it before eliciting any
information.

Plan your questioning in advance by defining
the objectives and identifying the topics you
intend to cover.

Team composition: Assign lrained and
experienced interviewers lo lake a person’s
account, Where possible, while enabling an
environment where the person feels safe and
able lo express their preference, ask the person
if they have any preference regarding the gender,
nationality, ethnicity and/or other characteristics
of those participating in the process of taking their
account.
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Interpretation: Good interpretation is  key.
Carefully choose the interpreter, considering,
in addition to the necessary linguistic skills, any
preferences or concerns expressed by the person.
Consider the gender and origin of the interpreter.
Some persons may not be comfortable discussing
sensitive issues with someone of the opposile
sex or with someone from their home town. Vet
all interpreters (on relevant affiliations, cultural
sensiliviies, polenlial biases or exposure o
similar facls and lraumas), and briel them on their
roles and responsibilities, relevant vocabulary,
the profile of the person providing the account
and the objectives of the process. In this context,
interpretation by family members should be
avoided, as much as possible, as it may interfere
with the collection of accurate information,
may compromise the person’s wilingness or
ability lo disclose some evenls or even inlerfere
with the person's inlerest lo parlicipale in
the documenting activity or to engage with other
authorities in the future. Train both team members
and interprelers on besl praclices in using
interpretation. In particular, interpretation shall
be verbatim and reflect, as much as possible,
the exact words used by the person, as opposed
to paraphrasing or summarising what the person
said; those questioning and the person being
questioned shall be instructed to speak in small
segments and to pause for interpretation; and
those questioning shall engage and speak directly
with the person being questioned (not through
the inlerpreter). Interprelers  should  remain
professional in their demeanour and nol be or
appear partial or judgmenlal.

Setting the logistics for taking a person’s
account:

* Location: Choose a location that is quiet,
where you can control access and ensuré
the confidentiality of the queslioning process.
Create a safe, caring and private environment,
where the person feels comfortable to talk
aboul what they have experienced. Idenlily an
area where the person can lake breaks and be
supported. Where possible, avoid the person’s
home or place of residence.

Assign sufficient time: consider the timing
of the questioning, how the person may
need to travel back and forth to the location
of questioning, and any security issues or other
logistical considerations.

the person, bearing mind the safety and well-
being of the person. The plan should cover

Travel planning: develop a lravel plan for

the method of travel, funding for travel, cover
story where relevant and accommodation
during interview.

Equipment: Make sure you have all that is
required lo elicit and record the account. Make
sure you have refreshments (water in particular)
and culturally appropriale food available (e.q.
Halal, Kosher or vegetarian food).

Culture-specific logistical requirements: plan
for, and take sleps lo address, any culture-
specific logistical requirements. In addition to
culturally appropriated food, this may include,
for example, allowing for breaks for prayers and
providing a prayer mat.

Remote questioning is challenging, and can
oflen be a disorienting experience for pearsons,
in particular if not familiar with new technologies.
Hence, such inlerviews should, in principle, only
take place when an in-person interview is not
possible. Before conducting any guestioning
remotely(either byphoneor usingvideo-conference
technology), assess the risks for those involved
and for the documentation process. Consider
whether the profile of the person is suitable to be
questioned without physical presence (vulnerable
persons should not as a rule be questioned
using such means). Conduct a risk assessment
on the potential risk of exposure of the person if
questioned remotely. Secure access to adequate
equipment, including the availability of a suitable
phone orinternet connection. Assess the suitability
of the venue where the person will be questioned
from remotely and, as required, ensure there is
local support (which can mean both psychological
and technical support)’,

Engage and explain

Introduce the team, the organisation and its
mandate, and why you are questicning the person.

Take as much time as necessary lo explain to
the person in detail the purpose and framework
of the process. Build a rapporl with the person
and make sure to address any concerns that they
may raise, adapting your language to the person
when necessary.

Be patient, and ensure that the person
understands all of the above and seek informed
consent regarding his or her voluntary participation
in the process.

Obtain biographical details: Name, date of birth,
nationality, ethnicity, marital status, languages,
education level, occupation, residence, family

! Saa also: Instituta Tor International Griminal Investigations — “IIC] guidselines on remate iﬁ!;viewing',_ﬁ’ﬁm
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members and contact information (e.g. phone
numbers, emall addresses and social media
accounts). Consider the importance of this data
for re-contacting the person providing information
in the future and for ongoing and future rigk
agsesasments,

Discuss the importance of confidentiality,
as well as the risks involved and the possible
mitigating measures to be put In place. When
applicable, update the risk assessment, taking into
account the concerns expressed by the person.

Describe the process: Types of questions, how
interpretation works, breaks, meals and how
the account will be recorded.

Highlight the importance of providing an accurate
account. Explain that the person is free to answer
or not answer any guestions; to have Information
be repeated as nesded, that if the person does
not remember or know what is belng asked, he
or she should simply acknowledge that, and that
the person has the right to end the interview at
ary time.

Explain al possible ways that the information to
be provided may be used, including that it may
be shared with accountability mechanisms and
that it may have to be disclosed to the parties in
potential future judicial proceedings.

Account

A first general account captures, in general
terms and focusing on essentlal aspects,
the information the person  possesses
that I relevant for the scope and sublect
matter of the documentation process, Keep
the questioning to the minimum required
level of detail and stop when you have
a good general understanding of what
the person experienced or withessed.
Cover relevant topics such as identity, position
and role of the person; relevant events and
victimisation  {ncluding geographlc and
temporal information of relevant incidents); and
identification of the different actors Involved,
including alleged perpetrators,

Start the questioning with a free narrative; Set
the general focus of the guestioning and Initiate
it by asking the person to provide a free recal
of the relevant events e.g, "We are documenting
the events that took place in dateflocation. Pleage
tell us what yvou know about these events.'). Avoid
interrupting the person and do so only if fully
necessary to re-orentate the person,

' Open-ended questions include the TED questions (Tell Explain, Describe).

Guidelines for vivil saciefy organisations
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To the extent required to obtain the information
necessary and always using appropriate
questioning, clarify any topics as necessary,
address inconsistencies or contradictions, probe
the person on the basis of their knowledge
of the facts mentioned; support the person in
differentialing what is personal knowledge, what
is hearsay and what is common information or
beliefs.

Types of questions: The aim of the process s
to obtain information that captures the person's
recollection of ewvents in thelr own words.
The following question types can be used, while
recognising and respecting their hierarchical order:

* Open-ended questions’:they are lhe salesl
lype of queslions as they allow for a full,
unrestricled accounl and produce answers
which are less likely to have been influenced
by the biases, conscious of UNCONScious,
of the person questioning (e.g. ‘Tell me what
happened next'; ‘Can you describa ...7").

* Probing or focused questions: also known
as the 5-WH questions, these questions give
greater control over the direction of the account
and can be used to elicit additional information
that the person has not yel provided in response
lo open-ended questions. They may be used lo
probe, clarify and exlend an account that has
been elicited through open-ended questions, to
cover important information that the person has
nol already mentioned. Such questions do have
the potential to restrict the account, however,
so you should return to asking open-ended
questions at the earliest opportunity. Examples:
You mentioned you were outside, WHERE
were you exactly?'; *You mentioned someone
called your name, WHO was this person?’: You
mentioned one of the men was using a hand-
held radio, WHEN did you first notice this?’;
You mentioned one of the soldiers verbally
threatened you, WHAT did he say?'; You
menticned one of your neighbours was shol in
the head, HOW do you know?' "You menlioned
that you hid in the bedroom of your house, WHY
did you do that?’

Closed and forced-choice or ‘option-posing’
questions: you may need to ask these types
of questions when open and focused questions
have failed to elicit any/sufficient additional and
relevant information from the person. There is
a risk, however, thal the person may simply
say ‘yes' in response lo a closed queslion or
select one of the options given, so an answer
will always require addilional probing. Forced-

cholce questions, when the oplions given are
defined by lhe person posing the queslion, can
actually be leading queslions. Again, relurn lo
asking open-ended questions at the earliest
opportunity.  Examples:  “You  mentioned
the church. Did you go in the church?' ‘Did he
carry the machete in his left or his right hand?'

There are other question types not considered to
be appropriate:

¢ Multiple questions: These questions should
be avoided as they may create confusion: first,
with the person being questioned, who may
not know which part of the guestion to answer;
and, second, with those doing the questioning,
who may not know which part of the question
the answer refers to. It is preferable to break
mulliple questions into individual ones and ask
them separately. For example, ‘Where did he
come from’; "What did he look like’; and “Where
did he go?’

Leading questions: Such lypes of questions
should never be asked as lhey already imply
an answer which may adversely influence
the person's response by distorting their memory
of events, providing them with knowledge
or ideas they have not previously revealed
themselves, or suggesting there is an answer
expecled from the parson posing the question.
The information obtained through these
questions can be assessed as less reliable, and
as a consequence, they may be given no or
less evidentliary weight. Some examples: ‘Was
the boy carmying a gun or a machete?’; 'Did
you hear the commander ordering lo allack
civilians?'; “Were the fighlers wearing ammy
uniforms™?' Instead, use non-leading questions,
such as: ‘Was the boy carrying anything?’; ‘Did
you hear the commander speaking?’; “What
was the Commander saying?’; “What were
those fighting wearing?’

Use open-ended questions to the greatest extent
possible; restrict the use of the more challenging
question types (probing; focused; closed in
parlicular) to extract the level of detail required
or to clarify a cerlain topic under discussion and
return to the ‘safest’ question types al the earliest
opportunity {e.g. introducing a new topic). Ask
one question at a time, do not ask more questions
than necessary and avoid repeating the same
question unnecessarily.

Where possible, adopt a chronological
queslioning structure, but always respect and
follow the structure of the free narrative provided,

' Opean-ended questions ingluds the TED guastions (Tell, Explain, Dascribe).
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in particular when the person shows difficulty
remembering the sequence of events. Avoid
jumping back and forth between topics, as well as
between the past and present.

Starl with general and neutral lopics, moving
towards more sensitive ones as the questioning
progresses and rapporl has been eslablished, If
the person shows dislress or lack of cooperalion,
go back to more general or neutral lopics and
approach sensitive topics again later.

Keep questioning neutral, objective and Tactual,
noting the basis on which the person knows
the Iinformation provided. Abstain from using
legal or formalistic terminology (e.g. "Was il an
allack against civilians'? “Was il indiscriminate’?)
Il the person being questioned uses such
terminology, lry to further clarify whal factually
happened,

Maintain culturally appropriate behaviour, including
suitable eye contact; make responsive statements
that acknowledge the person's feslings and
concerns; never be judgemental or patronising;
be attentive to the person’s non-verbal cues, such
as tone and volume of voice, eye contact, facial
expressions, gestures and body posture,

If the person indicales thal he or she has any
relevant photos, video, documents or other
malerial evidence of crimes, requesl that they
preserve these and keep them in a safe place
in order to hand them over to the competent
investigative authorities.  Always identify and
provide a clear description of any relevant items
the person is in possession of in the summary
of the account. Each item should be provided
with a unique title, so it can be identified by a later
reader of the summary. If the person cannol keep
the information in a safe place, if it is risky for
the person to keep the information, or if the civil
sociely organization is best placed lo preserve
and keep those ilems safe, assess the possibility
of receiving and preserving them appropriately
{for further guidance, see ‘Physical items' and
‘Storing and safeguarding’ such items?).

Limit the collection of information on innocent third
parties or individuals unrelated to the incident(s),
as this might lead to the unwarranted exposure
of those persons.

Closing

Conclude the process of taking the person’s
account appropriately. Give the person enough
time for closure and do not end the process

suddenly once the relevant jnformalion has been
obtained,

End questioning on a neutral topic and
acknowledge the person’s participation, ensuring
that the person is in a positive state of mind. Give
the person time to recover and step away from
negalive thoughts and emolions. As required,
apply ‘grounding technigques’, such as: focus
the person's attention on the present moment
{e.g. indicate location, date and lime; describe
the room); suggest lo the person that they visualise
a sale place or a soolthing moment, while taking
slow and deep breaths.

Prior to closing, read back to the person
the summary of your notes on the account, so
that any major errors or misunderstandings can
be corected. Ask also the person If there is
any information to add or clarify. Explain what
will happen next and address any questions or
concerns. Be as lruthful as possible and lel them
know what else they can and cannot expect from
you,

Reconfirm informed consent and the voluntariness
to participate in the process.

Assess the process with the person. Inquire
whether they felt free, safe and comfortable
when providing their account. Use the feedback
lo improve on the following questioning, as
necessary. Ask the person to confirm that there
has been no threal, promise or inducement that
has influenced their account and thal they have
no complainls about the way they were lrealed
during the process. Such statements can be
included in the record of the informed consent,

Reinforce the importance of confidentiality and
repeal prolection and supporl measures thal can
be put in place, as required. Ensure that the person
is wall informed of the contact details for future
communication and any emergency numbers or
references provided.

Evaluation

After completing the process of taking a person’s
account, take the time to evaluate:

¢ The security and well-being of the person:
Review the mental and physical condilion
of the person and determine whether further
assistance (e.g. medical, psychological and
legal) may be required. If required, discuss
available possibilities with the person and
confirm whether they would lke to be
referred or receive the relevant information

! Sea Section T,
¥ Sea Saction 12,
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and contacts. Review the risk assessment to
confirm the potential threats and risks at hand,
considering the information provided and, where
appropriate, adapt the mitigating measures,

The information provided: Analyse the resulls
of the process and its contribution to
the documentation efforts. Gonducl a source
evaluation analysis, taking nole of any facls
and informalion (aside from thal communicated
by the person) that may be relevant to an
assessment of the person's credibility or
the reliability of the account provided. Identify
possible follow-up activities (leads provided and
facts requiring corroboration).

The performance of those taking the account:
Make your own sell-evaluation and, where
possible, discuss the process with your leam.
Consider the rapporl eslablished; the lypes
of gueslions used; interprelation; and the final
outcome, Provide constructive peer feedback.

Documenting the account

Civil society organisations taking a person’s
account should produce a written record
of that documentation activity, summarising
in it the information obtained as understood
by the person(s) taking the account.

Civil society organisations should never
produce a ‘witness statement’, i.e.
a document signed by the person giving
the account. Nor should they make an audio/
video recording of the process of obtaining
an account.

When producing a written record of the person’s
account, civil sociely organisalions should seek lo:

* place biographical informalion on the first page.
Consider whether to use the person’s name or
a code for security reasons;

draft awritten summary of the account obtained
in what you perceived to be the chronclogical
order of evenls; draft il in the third person,
narrating your understanding of whal the person
stated (e.g. XXX mentioned that,..’; XXX
described the evenlt as...");

identify and describe in the record any relevant
materials the person claims to have in their
possession; and include any informalion
regarding their creation, use, provenance,
preservation and safe keeping.

* do not record the person's or other parlicipants’
opinions, comments, thoughls and analysis
and focus only on facls and evenls. If required,
make a separate record for that; and

* ensure the person does not sign the written
record (as it is not a witness statement);

Audic/video recording: As a general principle,
civil society corganisations should not audio/
video record the process. \When there is
a decision to do so, the following should be
considered.

s Obtain informed consent from the person to
audio/video record the process (such consent
can be captured in the audio/video recording
itself).

Test your equipment to ensure it is funclioning
well and make sure you have lhe necessary
refills {e.g. extra balleries and memory cards).
Be aware of the sound quality for the purpose
of future transcripls (e.g. prevent background
noise and avoid speaking over each other).

Al the beginning of each recording session,
announce the location where the activity is taking
place, the local date and time, who is being
questioned and who is present in the room,
describing their roles. Declare on record any
short-term or occasional interruptions.

o If a conversation on the subslance
of the account lakes place while nol recording,
request the person lo summarise such faclts on
record and make an indicalion in your written
notes.

Confirm periodically on the record the person's
willingness to participate in the process.

Taking an account from
vulnerable persons

Civil  society organisations  should
generally refrain from taking an account
from vulnerable persons. If and when
they determine that it is necessary to take
a first general account from such persons
in pursuance of their mandate, they should
elicit the minimum information required to
achieve their documentation objectives,
while complying with the do-no-harm
principle and ensuring due diligence in
applying recommended best practices.

Civil society organisations should not take
an account from traumatised individuals
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and from children, Traumatised individuals
and children ¢an be particularly vulnerable arid
should be queasticnied only once by investigators
with  spacialised  training and  experisnce,
werking for comipetent investigative authorities.
This is to protect the person’s well-being and
the integrity of their agcount.

nstead, chil soclety organisefions should
etllect the relevant information &n such persons
and pass it 10 the competent investigative
authorities at the earliest opporiunity,

i, in what should bes exceptional circumstaneges,
civil sogisty organisations sssess the need o
take a first general acgadht from a traurnatised
person or a child, they shoud comply with
the do-no-ham principle and be prepared and
able to telicw recormimendead bast practices.

If the civil society organisation intends to question
2 person desmed vulnerable for purpeses in line
with the organisation's mandate, a wulnerability
assessment nesds to be conducted to svaluate
whether the person is fit to be questioned, and
what measures can be put in place to mitigate
the risk of re-traurnatisation’.

® Shutisrsieeik ’

Assess if the wvulnerability is lkely to affect
the indivicual's ability to freely provide informed
gonsent and to provide an ascuraie aceount
of the events. BEvaluate the impact the process
may have on the person [risk of re-traurnatisation),
even when questioning remaine at a2 general
level. When required and possible, in particular
when preparing lo guestion persons with signs
of trauma and children, sscure the assistance
of a clinical psychoogist or psychiatrist to
conduct the wulnerability assessment and provide
support as required. If you are unable to make
a vulnerability assessment, do not proceed
with the guestioning of the person until such
an assessment can be made.

If the person i1s assessed as being incapable
of providing informed consent or for another
reason as being unfit for questioning, do not
proceed with taking the person’s account. In
suchcircumstances, cdlectandrecordbiographical
and contact data and all the information available
on the person's experience and victirmisation.
[f necessary, and if possible with the person's
consent, obtain the relevant information from
those who know the person. Record the sources
of such information.

"For further detals regarding the assessment of vulnerable or traumatised persons, see Secion 4 and UNITAD Trauma-Informed

Inviastigations Filed Guide, Fart 6
? See Section 4 and general considerations in Section S.a.
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The general good practices, described above?,
are of particular relevance when questioning
vulnerable persons. They should be tailored to
the specific situation and the needs of vulnerable
persons. In particular:

* Those taking the account should have relevant,
experience and training in dealing with vulnerable
persons. Include the supporl of a psychologisl
or psychialrist as required.,

Avoid the questioning of traumatised persons,
but if they are nevertheless to take place,
ensure the support of a trained psychologist or
psychiatrist.

Ensure that interpreters and intermediaries are
rained and briefed, so thal they understand
lhe polential impact of the process on
the vulnerable person.

Consider having a support person, trusted by
the vulnerable person, involved in the process
for psychological support (e.g. close relative
or guardians for children). When il concerns
adulls, carefully assess whether the presence
of such a support person during questioning, in
particular of a relative, may affect the integrity
of the accounl. Discuss with the wvulnerable
person, when alone, il they feel comfortable
speaking in front of the support person about all
that they have experienced, as well as the besl
manner for such supporl lo be provided (e.g. it
can be a person who is nearby and available to
provide comfort if and when neaded).

To the extent possible, allow vulnerable persons
to decide on the meeting location, time, and
presence of a supporl person.

Keep the queslioning al a general level and lo
the minimum necessary. Do not elicil details
about traumatic events, unless really necessary
inaccordance with the civil society organisation’s
mandate, to avoid re-traumatisation and reduce
the risk of inconsistencies.

Lse questions that are easy for the person to
understand. This is particularly important for
persons recalling traumatic events. The use
of complex language could prevent the person
from understanding the questions, which could
decrease their confidence.

Monilor the person’s physical and psychological
well-being {allow breaks, give space, be kind)
and be vigilant for signs of distress and trauma
reactions. Use common sense to identify and

avoid certain evenls or delails and engage in
active listening to detect other polential triggers
or unanticipated reaclions.

If the person shows signs of distress, suspend
the queslioning and keep a calm demeanour.
Change the topic, take a break, allow the person
to consull their supporl person and seriously
consider closing the process after discussing it
with the person.

Be flexible and ready lo adapl your approach,
methods and questioning as required. Give
the person freedom regarding the sequence in
which evenls are remembered and described.

After the process, conduct an assessment,
ideally with the support of a psychologist,
and discuss the need to implement support
measures for the person, such as medical care
or psychological support,

Victims of sexual and gender-
based crimes (SGBC)'

Sexual and gender-based crimes include rape,
sexual slavery, enforced prostitution, forced
pregnancy, forced marriage, enforced sterilisation,
forced nudity and gender persecution, among
other acts. Such crimes may be committed
against males or females and are nol limiled lo
circumstances where physical or sexual violence
occurs. They also include crimes direcled at
a person’s gender identity and sexual orientation.
Others crimes, such as torture, other inhumane
acts, cruel treatment or genocide, may be based
on prohibited sexual conduct.

Documenting SGBC presents specific challenges,
as lhese crimes are often under-reported or not
reported al all {due to stigma, exclusion from
family and/or communily, lack of access lo
justice and support mechanisms, fear of reprisal,
psychological impact of past violence and self-
blame, e.g.). When documenting SGBC, civil
society organisations need lo be parlicularly
mindful of the do-no-harm principle and be
proactive in their efforts to identify assistance and
support services available to which individuals can
be referred?®. Further, civil society organisations
may engage with the community and support
services (e.g. local leaders, community services,
medical faciliies and religious entities), in
appropriate  sensilisation aclivities lo reduce
stigma and exclusion and empower victims, o

'See alsp: Global Code of Conduct for Gathering and Using Information about Systematic and Conflict-Related Sexual
Violenca (the Murad Goda), 13 April 2022, United Kingdom Fareign and Commonwealth Offica - 'International Protacol &n the
Documentation and Investigation of Sexual Violense in Gonflict', 2nd edition 2017, Women's Initiatives  for Gander Justice -
‘The Hague Pringiples on Sexual Viokence', 2014; Institute for International Criminal Investigations - ‘Guidelines for investigating
conflict-refated sexual and gender-based violenca against men and boys', 2018; Warld Health Crganization — Ethical and sataty
recommendations for researching, documenting and manitaring sexual violengs in emergencies, 2007,

“ See Section 4.
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identify potential victims and witnesses, to ensure
the provision of support services and to enable
an environment where SGBC victims feel capable
and supported to come forward and to provide
their account.

SGRC victims are likely to be in a vulnerable
condition, or even lraumalised, although Lhal is
nol necessarily the case. I, in accordance with
their mandale, civil sociely organisations  a first
general account from a victim of SGBC is required,
they should initiate the process by conducting
a wvulnerability assessment to define whether
the person is fit to provide such an account and, if
$0, In what conditions.

When laking a first general account from an SGBG
victim the following should be considered, in
addilion lo the general guidelines provided above
for vulnerable persons:

s [nsure that those conducting the questioning
and the interpreters understand the potential
effects of trauma on victims and have specific
experience, training and understand best
practices in questioning SGBC victims, When
required, a psychologist or another mental
health specialist should be part of the team to
assist the victim.’

+ Adapt language and references to sex and
sexual body parls lo the local cusloms and
culture. Nole the use by viclims of particular
vocabulary when making reference to sexual
acts or to certain parts of the human body,
including non-verbal communication signs.
Use body diagrams as necessary to support
the victim in identifying certain body parts
relevant to the account. Ensure you clarify
the meaning of particular vocabulary used lo
avoid ambiguities.

During the process, queslion the victim aboul
any physical items (e.g. clothes} and medical
or forensic information that might have been
collected at the time of the assault. If they exist,
advise the victim on how lo preserve them
appropriately, given the relevant context, and
inform them that the competent investigative
authorities may seek permission to collect such
items in the future. Whenever possible, refer
the victim to a doctor or a forensic professional
for them to conduct a medical examination
(if possible within 72 hours) and collect any
physical iterms. Ask whether the victim consenls
to share the information related to the medical
or forensic examinalion with the compelent
national or international authorities.

Male SGBC: In some cases, instances of men
and boys as viclims of SGBEC are reporled even
less frequently than crimes commilled against
women. This is because, in some contexts,
male SGBC can be taboo, linked to weakness
and loss of ‘manhood’ and the failure to protect
the family or community. Such beliefs and fears
can make it even more difficult to document these
forms of victimisation. Males can also be victims
of SGBC by being forced to witness other people
being sexually assaulted and/or by beatings
adminislered or aimed al their genitals.

* Be prepared to spend extra time building trust
with the identified or polenlial viclims and deal
with trauma thal might nol be immedialely
visible. Take note of specific signs of potential
rauma: closed-off body language; minimal eye
contact; avoiding sitting; complaining of lower
back pain; expressing strong homophobia;
drug/alcohol addiction, HIV; signs of isolation;
and expressed disinterest in sex.

Assistance and support can be inaccessible
or inexistent. Prior to the process and as
parl of the preparalion slage, map and vel
individuals, experl groups, medical providers,
local organisations and community groups
of potential assistance to male SGBC victims.

Address fear of prosecution in contexts where
same-sex contacts are criminalised or may give
rise to imputed homosexuality.

Children

Children (persons under 18 years of age)
should be questioned only once by
investigators with specialised training
and experience working for competent
investigative authorities. This is to protect
the child’s well-being and the integrity
of their account. Therefore, as a general
rule, civil society organisations should not
take accounts from children.

Instead, it is recommended that civil society
organisations collect the child's biographical
and contact data and engage with those around
the child {parents, caregivers and doclors) lo
oblain a first general account of what might
have happened to the child or what the child
might have wilnessed. This information should
be passed lto the compelent investigalive
authorities at the earliest opportunity to facilitate
a future interview.

" Sea Section 4.b for guidanes an the potential impact of trauma an the person’s account
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If, In exceptional circumstances, civil socisty
organisations assess, in accordance with their
mandate, that obtaining a first general account
from the child is in the child's best interest
and s the best gourse of action (e.g. they are
believed to hold unigue information that is likely
ta be unavailable in the fulure causing their
ageount 1 be lost), the following should be
considered!.

* When assessing whether to question children,
carsfully consider their age, development, level
of maturity, gapabilities and wvulnerabilities.
In making any such determination, acting
in the best interests of the child, informed by
the views of the child, their parents or caregivers,
is paramount.

» Children are particularly vulnerable and may
have suffered special hanm due to thair eXocsure
to viclence. Children suffering from trauma
may suffer rém developmental regression,
lack of attention, memory loss or inability fer
sell-regulation. These consicerations should
ke taken into account when deciding whether
your engagement is required and is in the best
interests of the child.

o Carsfully assess the risks, and plan and prepare
for taking an account from children. Consider
that the questioning needs to be conducted
by persons with recognised expertise In
questioning children

-

Frior to the process, seek to ensure that
a psychologist performs a vulnerability
assessment to assess the risk t the child's
well-being, whether the child is capable
of being questioned withut undue negative
psychological impact and which supportive
measures nesd 1o be put in place.

Informed consent: Engage first with the child's
parent or guardian and provide thern with a full
explanation of the prosess and potential risks.
Prior 1o intiating the questioning, seek their
informed consent faF the child té participate
in the process. Engage also with the child,
providing the nacessary explanation in
a ranner adjusted to the child's age and level
of understanding, and enable ths child # decids
whether they wish to participate in the process.
Inthe absence of parerts or guardians, consider
other measures 1o preserve the best interests
of the child.

' For further details regarding engagement with child victims, seg UNITAD Trauma-Informed Investigations Field Guide, Part 4.6,

See aso the NICHD Protocdl in https://nichdprotacal.com.

26 Documenting mizrnationai crimes and human vights violations for accountability purposes

16019/22
ANNEX

SC/mg
JAL2

www.parlament.gv.at

27
EN



s Avoid  inferacting  with  minors  without
the presence of their parent(s) or legal
guardian. Parents have the right to and can be
present during the process, in particular for very
young children. They should nevertheless be
asked net to intervene in the questioning, while
suppotting the process by monitering the child's
well-being {e.g. pointing out that the child needs
a break).

L]

Adopt language suitable for the child’s
age ahd development, making sure to create
a child-friendly environment. Reassure the child
on the process and explain that there are no
right or wrong answers and encourage them
to answer ‘| don't know', if that is the most
approptiate response.

Mainly use open-ended questions and keep
the questioning o the necessary minimum
{assess whether lhe chid has relevant
information and has the potential to be
a witness) and be aware that children can be
particularly influenced by suggestive questions.

* Regularly monitor the child's well-being and
address any distress the child may feel. Offer
o take breaks and adapt your techniques for
young children (i.e. using a less formal posture).

Questioning a child victim of SGBC is a highly
complex aclivity. Children can use a specific
kind of language to describe intimate parts and
what they endured; some may not be able to
undetrstand the harm they have sufferad; children
may be fearful of denouncing adulis. Children
victims of SGBC should strictly be questioned
only once and by professionals with specialised
training and experience in such processes.

Guidelines for civil society organisations

If you are aware of the identity of a child victim
of SGBC, refrain from questioning them and
instead make a record of their personal data
and of the information you already possess and
refer the victim to the competent investigative
authorities:

Persons who may have
committed crimes

To preserve the infegrity of information and to
ensure the safety of members of their team, civii
society organisations should seek to ensure that
they conduct a specific risk assessment when
considering whether to engage with a person they
suspect of having committed a crime.

If a meeting or questioning process is to take
place, do not actively solicit any information about
that person's own involverment in crimes or their
role within a group suspected of commitling
crimes.

if a2 person spontanecusly volunteers information
implicating themselves in a crime, reassess
the security situation, prior fto centinuing
the discussion.

if and when it is safe to do so (including after
concluding the process), record any information
received in which a person implicated themselves
in a crime. In doing so, reflect the circumstances
in which the person volunteered this information,
and the precise wording used by that person as
much as possible.
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6. TAKING PHOTOGRAPHS

AND VIDEOS'

The following is an overview of basic standards
that civil sociely organisalions are recommended
to follow when taking photographs or videos
as part of any activities intended to document
crimes and preserve and collect information for
accountability purposes.

Preliminary steps

Hemember the do-no-harm principle and Lo first
assess security. If it is unsafe for documenters,
their teams, information providers or anyone
involved in the documentation process, do not
film or photograph,

Be aware of the applicable legal lramework
regulating the photographing or filming of persons,
cerlain events and locations and, whenever safe
and appropriale, first seek the informed consent
of those lo be photographed or filmed.

Select the adequate equipment: Consider
resolution  capacity, encryption, ability to
automatically record relevant metadata, and
measures to ensure chain of custody and
the integrity of the images, Consider using apps
developed for the purpose of documenting human
rights abuses and international crimes?,

Create arecord ofthe photo/videodocumentation
process: Describe therein  the aclivily and
the methodology used. Identily dale(s), location(s),
those laking the pholos or recording the video and
other participants and their role, and the equipment
used. Catalogue and clearly identify each photo
and video and describe how they are going to be
organised and preserved to ensure proper chain
of custody (see ‘Chain of custody template’ in
Annex 2). Try to make such records as the images
are being obtained, or as soon as possible thereafter,

Determine what should be filmed
or photographed

Capture the WHAT: The committing of crime(s),
the aftermath and the consequent victimisation
(= crime-based information); includes prolesls,
arrests, shootings, bombing, victims, destruction
of property; and remnants of weapons and
ammunition, for example.,

Capturer the WHO: Who is committing/has
committed the crime(s) or any information related
lo the perpetrator(s} (= linkage information)? This
includes soldiers and any armed individuals,
military eguipment, uniforms, vehicles, licence
plales and troop movements), To the extent
possible, avoid including byslanders and non
related individuals in the images.

Capture the HOW: Any information related to
how the crime(s) is/are/were committed. This
may include public speeches, relevant meetings,
perpelrators giving orders or using communication
methods.

How to take videos
and photographs

Make sure lo record the day, time and location
(WHEN and WHERE) of the images (with GPS
coordinates  where possible). Configure your
device to record as much relevant metadata in
relation to the captured images as possible (e.g.
location, time, GPS coordinates and device used)
for future authentication. Sel the calendar/clock
to the local time and consider whether il is sale
to switch on automatic geolocation and embed
information on the author,

lake pholographs/videos from different views:

* Slartwith panoramic images showing the whole
scene and general surroundings.

* Move on to mid-range imagery establishing
the location and showing the spatial
relationships belween individuals and/or items
and their surroundings (documenting exactly
where the item is/was}.

Finalise with close-up images to show key
delails (e.qg. identify people at the scene; licence
plates; wounds; letters and marks on items});
take shots from different viewpoints of the item
in the exact place where it was found; and place
a ruler or another measuring tool by the side
of the item lo indicale the dimensions of whal is
being photographed/recorded.

"Seas also: Witness, 'Vidso as Evidenca Field Guide', 2016; Public International Law & Policy Group — ‘Handbook on civil secisty
dbgumentation of serigus human rights vislatigng', 2018, Bection 318, p. 75

# gyeWWitness, MediCapt, Truepic and KoEo are examples of such apps.
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When filming, state for the record the place, da
and time of the recording (beginning and ending),
as well as the name of the person(s) filming and
of any specific persons being filmed, If it is not
zafs to do s0 while filming, make sure to capture
that information in relation 1& each recordng as

s00n as viable,

Filrm a 360° view to provide context and show
what is happening behind the scene {or a general
view photography). If possible, film continuously. If
not possible, overlap the snots

Preserve the videos and
photographs

I unable 10 add the above-mentioned information
autamatically to the photo o video using technical
means, consider creating a summary oftha images
you have captured (e.¢. in a spreadshest cr

© Ehuiisrsissi

Guidelines for croil society organisations

database). Try to make such a record as soon
as possible after the images were oblained,
hat you are able 1o idantify which photos/
videcos refer ta each surmmary; record only factual
descriptions (what, where, when, how and who),
not spinions.

Calculate and recdird a hash value 1 the original
images 1o faclitate future verification that
the original data has not been modified,
with or corrupted in any way. Do not edit o
da anything that might alter the griginal image
and, consequenily, the hash value (e.g. saving,
transferring to others and not using the right tools).
If vou need to use or edit the gaplured images,
rnake a waorking ogioy while keeping the original
intact

tampered

As soon as possible, transfer the images
to a storage dsstnation and  encrypt  all
the information (see more below on preservation).

(5]
@
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7. PHYSICAL ITEMS’

Physical items (or artefacts) may be scurces
of relevant information, They may include, but are
not limited to, clothes, weaponry, armmunition
hard copy documents, slectronic devices and
media carriers, The cdllection of physical items
for use in judcial proceedings should, wherever
possible, be &¢onducted in acttrdance with
forensic procedures aimed at ensuring  their
adequate collection, handing, packaging
transport, storage and preservation, in order to
maintain their integrity and evidentiary value.

Ag a general rule, advise Hise in possession
<f ary relevart items t5 presarve and kesp
them safe in grder to hand them over directly
to the corppetent investigative authorities at
thig first expartunity,

It & recommended that such tems should be
collected only in exceptional circumstances:
when offical ibvestigatars are unavailable to do
50; there s a sk thal the item o materials will e
deteriorated, damaged or lost: the do-no-harm
pringiple can be respected; ared the collestor is
well informed on the procedures to be follewed.

gl Ay Sl

" Publis Internafional Law & Policy Group — Handbook on cidl socisty documentation of serious human rights victations', 2016,
Section 3.3.4, p. 92,
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When dealing with physical items, consider
the following:

* Be mindful of your own physical safety, your
potential liability under applicable law (including
in the country in which you are operating} and
the potential impact that your activities may
have on the forensic value of any physical item
that has been eollected or preserved.

Do not collect physical tems that might pose
a danger to you or others (such as firearms,
ammunition, explosives and chemicals) unless
you {or someong in your team) has received
specialised training and can conduct the activity
in compliance with established procedures
without endangering anyone.,

Do net use the physical item or try to operate it in
any way; that should only be done by a forensic
expert.

¢ As much as possible, apply contamination
control measures, such as wearing sterile gloves,
when handling the physical items, including
documents, to ensure their integrity, Photograph
the physical item’, select the right packaging
and label it before placing the physical item
inside?. Document the collection of the item and
its preservation wilh images (photos/video)3.

Record the contact details of the provider and
seek to obtain consent for the physicai item(s) to
be handed over to the Office of the Prosecutor
of the International Criminal Court, national judictal
authorities or other accountability mechanisms.
Discuss — and make sure the provider is aware
of — how you and others may use those items,
the risks involved in being identified as the source
of those items, and that he or she takes an

informed and voluntary decision when handing
over the physical items. Where possible, request
the source to sign a dated document recording
the informed consent and the handing over
of the item.

Authentication: Obtain and record additional
information about an item (including documents
and digital information) to establish its authenticity.
To that end, take the following measures:

¢+ Hecord an account from the provider on
the origin of the item, when, where and for
what purpose it was produced and oblained
(see ‘Chain of custody template’ — Annex 2), as
well as the circumstances in which the provider
abtained it and is handing it over.

If the item originated from a person other than
your source, try to identify the original provider
or originator of the document and, where
possible, locate and record an acceount from
that individual on the item.

Consider oblaining and recording an account
from other individuals who might be able to
provide additional information on the authenticity
and origin of the item.

.

Prior to procesding with further enquiries,
assess the risks involved to you and your team,
as well as lo the originator or the previous
source of the documents. If such risks are not
at an acceptable ievel, do nol proceed and
Instead keep a record of potential sources
of authentication that you can then share with
accountability mechanisms who may be in
a better position to guestion such individuals.

' Sea Section 11.d.
* Sea Section 12.
2 See Section &
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8. DOCUMENTS AND DIGITAL
INFORMATION'

Docurnents can be digital information or physical
itams (hard eopy documents] and cover a variety
ol categories, such as official documents
{e.g. minutes of cfficial meetings and military
docurnents), financial regerds (bank statements
and transactions), medical records, maps and
diaries. Some documents might be protected
by state secrets or privacy rights. Thersfore, be
aware of the applicable legal framewerk and
the potential risks involved in receiving o being
in possession of certain documents, Documents
containing private o persconal data should be
kept confidential and preserved in a manner
that prevents their contents from being unduly
disseminated

* The same principles descrined zbove, including
those relating to the collection or pressrvation
of physical items, zpply to the collection
o preservation of documents and digital
information.

Do not alter the documents received, regardless
of whether they are the oiginal versions
o bopies. Wherever possible, use sterie
doves when handling the docurnents. Take
photographs and, i required and you deem
that it will not further darmage the docurment,
make phatocopies, prior to placing the original
document in a sutable package, properly
labelled te prevent loss or darmage

' See dsor Public Intemational Law & Policy Group - "Handbook on civil society documentation of sericus human rights viclations
20186, Section 3.1, p. 61, Europaan Linion Agency for Cybersecurity — "Electronic Evidence — A Basig Guide to First Responders

20185,
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Yiaital Inform

Digital information is data stored or transmitted
in digital format (e.g. photes, videos, posts on
social media and emails). Digital data is fragile and
volatile, as it can be changed, destroyed or altered
very easlly, either deliberately or through improper
Initial recovery, presenvation, handling or storage.
As best practice, electronic devices containing
digital data should only be handled by forensic
experts to avoid contamination and ensure
the integrity of the device and the data therein.
Digital information is documentary information, to
which technical considerations apply. Therefore,
all the above guidance applies with the required
adjustments. In addition, apply the following
Imeasures:

¢ Plan for and take steps to mhimise alterations
of digital information and docurment steps taken
during its initial recovery and preservation.

If possible, collecl the original physical storage
media (e.g. laptop, phone and tablet), applying
strict  contamination control measures  for
physical ilems ({see above) and keeping
the device stored safety for further examination
by a forensic expert.

Note any relevant information (device switched
on/clf, make and model).

Where possible, and after obtaining and
documenting the informed consent from
the owner of the device or of the information:

o Obtain and record in your notes any available
passwords, enctyplion kays or other
authentication data that wil allow future
access 1o the digital information.

o Consider the possibility of the device being
connecled {0 a cloud service where data is
stored and requested. Where legally possible,
obtain and record the access credentials,

o Where legally appropriate, request and record
access to the credentials of any remote
platforms that the device is connected to and
where ralevant data might be stored.

Guidelines for civil society organisations

» [f the device is switched off, do not switch
it on. If it is switched on, and you do not
have the required access credential and/or
encryption key, take photographs of what is
displayed on the screen or monitor, consider
isolating the device from any network and take
the device as soon as possible, while keeping it
switched on, to a competent forensic expert for
appropriate instructions regarding selzure and
preservation, I possible, seek specific advice
about imaging RAM and checking for encryplion
before powering down the device.

Colect any peripherals, including cables,
adaptors and chargers, cartridges and user
manuals.

.

Photograph the device together with associated
accessories, cables and connections.

Do not use or try to explore the data within
the device (it can lead to alterations of the data,
Thereby compromising its integrity).

Label, package and seal the device and each
component separately. If a device Is too large for
abag, wrap il in paper.

As a last resort, in cases where it is not possible
to collect and preserve the device, it is not
available at a later stage for forensic examination
by the competent investigative authorities, and
the data contained in it is important and will be iost
if not extracted, secure the assistance of a digital
forensics expert to conduct a forensic acquisition
of the data (fo be saved as a ‘Master Copy’).
The process should be thoroughly documented by
the person conducting the forensic preservation. if
necessary, request lhe forensic expert lo create
Working Copy from the Master Copy, which can
then be used to review the extracted information,
while keeping the Master Copy intact.
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9. ONLINE INVESTIGATIONS'

Online investigations refer lo the use of the internel
lo identify and collect relevant information.
The following is an overview of basic slandards
thal civil sociely organisations should seek lo
follow when conducting online investigations
intended to preserve and collect information for
accountability purposes.

Consider, al all limes, whether you mighl be in
breach of any applicable legislation and also
whether you are exposing yoursell and others lo
unacceptable risks.

Online security: Conduct a security assessment
on the digital landscape before initiating any
online activities. Define and implement a digital
infrastructure that will adequately safeguard any
risks to your organisation, the documentation
process, external sources of information and any
olher relevant third parlies. To the exlent possible,
avoid using personal equipment in online activities
and consider using a virtual machine. Ensure
lraining on online enquiries lo those who will be
assigned lo conduct such aclivities. Assume that
your online activities may be monitored by third
parties and, as much as possible, aim for them to
remain anonymous and non-attributable .

Online information is  highly volatile it can
disappear from the internet or be easily modified.
Therefore, capture online information in such away
that enables the authenticity and the integrity
of the digital item lo be established as collected al
a certain time from a certain web location. To thal
end consider the following:

* Once information found online is assessed
as relevant, determine the proper method
of collection. While for work purposes a simple
screenshot or a PDF conversion might
suffice, for onling content assessed to contain
potential probative wvalue, collection should
entail the download or recording of the online
content and all related information (as indicaled
below) and the assignment of a hashtag. Such
collection can be done manually or with the use
of lools specifically developed lo collect and
preserve online content?,

* Collect online materials in their native format.or
as close lo their original formal as possible.

s [or each ilem of online malerial collected,
ensure to caplure at a minimum the following
information (or that the tool being used
automatically does sa):

o largel web address (URL);
o HTLM source code; and

o ‘screen caplure’ or ‘full page caplure’ —
a screenshol or video of the largel web page
{depending on the content), with an indication
of the date and lime of the collector’s syslem.

* Additional information to be captured:

o embedded media files: If the webpage
contains a variely of conlenl, including
different videos or images, each relevant item
must be collected individually,

o embedded metadata: If available, common
metadata, such as uploader 1D, post, upload
date and time, hashtag and comments,
should also be collected;

o contextual data: If relevant, related data,
such as comments, user information and
upload and uploader/user information, should
also be collecled;

o collection data: Record all relevant data
pertaining to the collection of the online
materials, such as name of the collector, IP
address and collection start/end time stamps
of the device used for the collection?; and

o Consider capturing network traffic  during
the preservation (e.g. TCP dump).

* Calculate and record the hash value* of each
digital item collected and slore items collected
in a new/clean media device.

"See also: Offiee of the High Commissiener for Hurnan Rights/Human Rights Canter UC Berkeley Sehool of Law — 'Barkaley
Proteonl an digital opan sourgd investigations', Advancad varsian, 2020 [Berklay Protoooal].

2 Many of these tools automatically download the onlinagontent, collect the relevant metadata, hashtag the information and create

a digital package with all the relgvant infermation

¥ Engum that the system closk of the devies used for collection is accurate, preferably by synoheonising it with a Network Time

Pretoool gerver,

4 There gre many hash values and lools 19 generate them td ¢hogse fram. The United States National Institute of Standards and
Technelogy is one organisation that provides guidance on the current standards for hashing information. See www.nist.gov.
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10. PHYSICAL INJURIES’

#As a general rde, only a qualified medical
practitioner can meadically examine a victim.
i sush profesgionals are ol avallable, if is
recornrnendsd that civl sodisty organisations
Imit their interactions with wctims ta only
clocument visiblg injuries. Instead, they should
encowage and supbort victims to  seek
professonal medical attertion and o preserve
all records,

Seek informed consent frigim the victim pricr
to docurmmenting physical injuries and record
the informed consent.

Make clear 1o the victim that you are not a medical
dactar.

Upon receiing informed consent, record visual
nforrnation of external injuries. Make sure to have
an overall descripticn of the location of the injuries
and a detaled one, where allowed 1o record
the inury, do a clese-up, a2 mid-rangs and
a2 general picture of each injury

Take an aecount from the wvictim regarding
injuriss,

the causes of those external

the instruments used and the manner in which
the injuries were inflicted, take note as well 3f any
long-lasting consequsnces, such as persisting
pain and relatsd syrptoms.

Keep a record of every action taken and your own
observations about the injuries.

Examination and documentation of injuries to
privatedintimate parts must only be conducted by
a medical doctor or gualified nurse.

Ask the parson whether they have visited a doctor
o amedical facility in relatign to their injuries. If so,
collect the Identining information of the meadical
provider.

ff required, consider referring the victim 1% an
identified suitable location for further support o
further medical examination

Remember  that  medical  information  and
documentation s very sensitive perscnal data
with a high level of privacy attached Therefore,
such data should oanly be obtained with consent
from the awner of the information and should be
protected from any unwarranted access

3ee also: Cffice of the High Sommissioner for Human Rights — ‘Istanbul Protocal; Manual on the Effective Investigation and
Documentation of Torture and Other Cruel, Inhuman or Degracing Treatment or Punishment', 2nd ecition, 2022, Public
Internationa Law & Policy Group - "Handbookt on civil society documentation of serious human rights sidlations’, 2016, Seclion

3.3.1,p. 86,
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11. CRIME SCENES'

As a general principle, when confronted with
a crime scene, civil society organisations
should not enter or disturb it in any way.
Instead, they should immediately contact
the appropriate authorities, while putting in
place available measures to prevent others
from contaminating the crime scene. This is
of particular relevance where the competent
investigative authorities, such as domestic
authorities or the Office of the Prosecutor,
are already actively investigating.

Civil society organisations should only consider
lo intervene in exceplional circumslances,
namely where:

1)no competent investigative authorities
are willing or able to secure the location in
a timely manner or, where possible and
advisable, they have been notified that such
intervention is under consideration and have
assented thereto;

2) not examining the location before compelent
invesligative authorities are available is very
likely to result in significant degradation
of the crime scene, so that crucial information
may be lost or suffer irreparable damage;

3) the do-no-harm principle can be respected;
and

4) the civil sociely organisation has recourse
to professionals with training and expertise
similar to those of national authorities
in processing crime scenes and can do
so in a manner that will enhance rather
than potentially undermine the future use
of the information obtained in a criminal
investigation/proceeding.

If there is a decision lo inlervene, consider
the following:

¢ Be mindful of your own physical safely and that
of others. Consider your potential liability under
applicable law (including in the country in which
they are operating}), and the potential impact that
your activities may have on the forensic value
of any information that you collect or preserve,

Security: Conduct a risk assessment and only
intervene il the sile is safe and free from danger
{for you, the leam, others presenl or involved
and for the information itsell). Gonsider potenlial

hazards (e.g. fire, mines, bombs and chemical
products); the presence of perpeltralors;
the need for specialised equipment; and
possible accidental destruction/damage
of relevant objecls or sources of informatlion.
Do not proceed if any identified risks are
assessed as being at an unacceptable level.

Principles of crime scene
examination

Maintain objectivity and impartiality: Collect
both incriminating and exculpatory information.

Respecl privacy and human dignity (= do-
no-harm principle), including the interests

of the impacted community and the surviving
viclims.

Maintain the crime scene integrity by adopting
contamination control measures, as described
below.

Secure and preserve the integrity
of the crime scene

ldentify and prepare all necessary tools and
equipment.

Create a team wilth the necessary skills and
competences, as required.

Define and demarcale the sile and establish entry
and exit points.

Identify all persons who are or might have been at
the crime sile.

Limit access to the site and maintain a log of all
persons entering and leaving the site,

Wherever possible, ensure that those entering
the site wear personal prolection equipment,
including sterilised gloves.

Do nol eal, drink, smoke or use facllities on
the sile.

Document your examination
of the crime scene
Creale a record containing all relevant information

on both your activities and your findings, including
dale and lime of arrival, localion; general

' Publier International Law & Poliey Group - 'Handbook en ehvil socisty documentation of sarious human rights viclations', 201 é,'
Segtion 82, p. M, United Nationg Office on Drugs and Crime — 'Crime Scans and Physical Evidence Awarensass for Non-

Forensic Personnal’, 2009,
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description of the overall crime scene (io be
complementsd with sketches, phgtos and vidsos);
anti-contamination measuras in place, ncluding
the log of all persons wno entered the site (when,
how long and why), a detailed record of your
methodalogy and of the information collected at
the crime scene; and any accounts talken from
those present.

Photographs or videos should be taken prior to
any disturbance of the scens’

® Rersue Elessdeie

Create all notes and make all observations on
the record at the time of the examination and do
not alter the record at a later stage. Make sure
to keep the recoard as factua as possible. |f you
need to record your opinion, assessment or
conclusions, Identify it as such in the record tex
differentiate this frorn the recorded facts.
Remeamber that such records may be disclosed
at a later stage in judicial proceedings, including
the Identities of those participatng in these
activities.

' On photos and videos, se¢ Section &

Guidelines for croil society organisations
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Processing the crime scene

Do nel touch or collect dangerous items. I an
object appears to pose a threat, take images and
record findings, but do not collect it.

Fvaluate the items found and consider carefully
which items can and are to be collected/preserved;
in such assessment:

* Consider any detrimental effects the recovery
process will have on the item.

+ Ensure that the recovery technique neither
destroys, nor confributes fo the deterioration
of the item to be collected, or other items.

Collect items as soon as possible after their
discovery has been documented; secure fragile
itemns immedialely after pholtos/video are laken.

Package items appropriately in  containers
or packages that do not contribute to
the decomposition of the contents and can
protect them from shocks, humidity and extreme
temperatures’,

Establish a safe, secure area on-site for temporary
storage. As soon as possible, move the collected
items to a permanent secure location and follow
the preservation procedures described below,

Obtain  the conlacl delails and consider
questioning some of those present at the crime
scene to obtain a first general account of what
happened and, as required, to obtain additional
information on the collected items.

If faced with dead human bodies:

s record and document your -factual findings,
withoul touching or disturbing the bodies;

* fiim or pholograph the bodies, including
vigible injuries {e.g. bullets and stab wounds),
signs of ligatures, cloths and other personal
accessories and details (to support future
identification); and the shape(s) and spread(s)
of bloodstains;

if possible, collect information in relation to
the identity of the victim(s) (e.g. gender, name
and address); and

follow up with the local community and, where
possible, the local authorities in relation to
the burial of these bodies and keep a record
of where each body was taken and eventually
buried.

Documenting burial sites and

mass graves?

Exhumations and autopsies should only be
conducted by cerlified praclitioners (e.q.
forensic pathologists and clinical forensics).
Only such professionals are considered experts,
can produce forensic reports and will be able
lo testily in court regarding their findings with
the required level of expertise for them to have
any evidentiary value.

If such professionals are not available when
faced with mass graves, consider the following
measures:

+ Report any burial sites or mass graves 1o
the relevant authorities, unless those authorities
might be involved in the kilings and/cr might
tamper with information.

+ Limit your aclions lo preserve crilical information
on the burial site.

o As a priority, preserve the crime scene by
closing or limiting access to the site as much
as possible.

o If bodies are well buried, do not to touch
the graves and keep the integrity of the burial
site(s) until professionals can lake action.

o Take notes and record your findings, including
the exact localion of the relevant site(s) using
GPS coordinates if possible.

o Document and record the scens(s) through
filming and/or photos.

o Build relationships and trust with the local
community and sensitise them to the need
of securing the site(s). If the existence of the sile
is unknown, consider the possibility of not
disclosing ils existence lo the community
to preserve its integrity and find other ways
of monitoring the site's integrity.

' Sl Saction 12

1 %9 glsg: Boumemouth Univarsity — 'The Bournemouth Protogo! gn Mass Grave Protection and Invastigation', 2020, Publie
Internatianal Law & Poliey Group - 'Handbook on civil sogisty dogumentation of serious human rights viglatiang', 2015, Section

S8%E [ 68
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12. STORING AND SAFEGUARDING

Ihe following is an overview of basic standards
thal civil sociely organisalions should seek
lo follow when sloring and saleguarding any
kind of information thal they have collected for
accountability purposes.

Freserve the integrity of each item and piece
of information collected, from the moment it has
been oblained lo the moment when it is handed
over lo the compelentl invesligative authorities.
During thal period, lake the necessary measures o
ensure that the item and the information collected
are not damaged, lost, altered or tampered with.

Conduct a rigk assessment in relation to the best
location, methods and processes to presetve and
store the information, and consider doing it in
other countries as required.

Be mindful of applicable legislation concerning
lhe proleclion of personal dala,

Keep a thorough and unbroken record of the chain
of custedy for every piece of information
collected, describing thoroughly and in detail its
whereabouts, and identifying every individual
who accessed and handled the information, from
the moment it was originally received or created to
the moment it is handed over to an investigating
authority. When creating a chain of custody log,
consider using the '‘Chain of custody template’ in
Annex 2.

Apply proper information management praclices,
from the momenlt you creale or receive information.
Such practices should ideally be set oul in your
internal standard operating procedures or manuals,
as they will be essential to evaluate and determine
the authenticity of the information or item and
the likelihood of someone having tampered with it

Creale a log or database of the collected
information in which, for each item collected,
the key data identified below is recorded (when
nol possible, record the reason why and any
allernative measures applied):

* dale, lime and location of colleclion

of the information;

+ a brief description of the item (.g. X number
of pages of medical records; x pen drives and
X laptops containing data; X number of photos/
videos);

name of the creator or collector, as well as

lhe name of the provider of the information (if
applicable};

known information on who had access lo
the information or item, from when il was
generated until it came into your possession,
as well as the source’s motivation for sharing
the piece of information;

the exact location of where the item has
been stored at each moment of time, from
the moment it has been received to the moment
it is handed over to the competent investigating
authorities, including the name of the person(s)
who is(are) responsible for preserving and
controlling access lo the item;

a delailed record of everyone accessing
the information, mentioning in relaton to
each item accessed: date/time (start and end
of access);, where the item was accessed
{ideally, it should stay where it is stored and be
consulted there) and for what purpose (reasons
for access). Also include information in relation
to the sealing and re-sealing ol packages; and

consider crealing a separale record for highly sensi-
tive informalion or use codes to protect the names
of the external sources of your information.

Packaging: Every item collected should be prop-
arly packaged to ensure its safe keeping and pre
vent its deterioration. The appropriate packaging
will depend on the nature and the size of the infor-
mation collected. Consider the following:

¢ Prapare the right equipment in advance.

* Package ilems thal conlain biclogical malerial
{e.g. blood and body fluids) or any residual
moisture in paper containers (not plastic).

* Dry items before packaging. If that is not
possible in situ, transport the item in a paper
bag until it can be dried in a safer location and
then be properly packaged.

* Any packaging must be clean and unused.

e UUse as many layers as required to prevent
odours or to protect the items from excessive
movement, heat, shock and humidity during
transportation and storage.

* |[ an item is too large to be packaged, wrap itin
paper. Il thal is nol possible, allach the label lo
the: itern and slore it appropriately.

' Public International Law & Policy Group - 'Handbeok on aivil secisty decurnentation of sérious human rights ubld1ions', 201 6,

Section 4, p. 118,
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* Be ready for the need to improvise packaging;
apply common sense and use the materials
you have at hand, as long as they are ¢lean or
unused (e.g. a plece of paper can be used as
an envelope and a plastic bag can be used as
a seal bag).

Labelling: Labelpackeditemsforeasy identification
without having to open the package. Develop
a label that contains basic relevant information
on the item: general item description; date,
time, location of the collection; name of collector
and name of external provider, if applicable and
safe. For security reasons, consider assigning
the package a unique identification number that
connects it to the relevant data recorded in your
log/database of coliected information, Label
the packaging before placing the items in it
Oniy label or mark items directly in excepliona
circumstances (e.g. when 1oo big for packaging).
Place a warning label on packages containing
potentially hazardous materials (i.e. biological or
sharp items).

Sealing: To demonstrate that the packaging has
not been altered or tampered with, use tamper-
evident seals (i.e. strong adhesion tape), close
the package with it (using a single strip of tape,
and sign and date the seal. Do not use staples,
office tape or adhesive envelopes as they can
easily be opened and rapidly lose adhesion. As
a general rule, do not re-cpen a sealed bag. If,
in exceptional circumstances, a sealed package
needs to be opened, cut the package open in
asingle line at adistance below the original seal and
re-seal it, Ensure the date, location, those involved
and the reasons for unsealing are thoroughly
documented in the chain of custody log.

Cataleguing: When dealing with a large amount
of collected informalion, ensure that all infermation
collected or received is easily refrievable. Organise
it thoroughly to ensure a good overview of what
was collected and to enable each item to be
easily found and retrieved. Create a document
or database recording basic information on all
materials collected.

Storage: Depending on your resources fi.e.
physical space and available material), choose
adeguate physical and digital storage systems.
For security reasons, highly sensitive information
should be stored separately, using enhanced
security measures. Consider the following
guidance in relation to storage.

* Catalogue all items with a numbering system.
Make copies of important information and keep
copies separately in a safe placea.

s Store highly sensitive information separately,
while ensuring the confidentiality of all items.
Depending on the storage system, lock or
encrypt confidential information and iry as much
as possible not to draw attentlon to it.

*

Encede information as much as possible using
codes or pseudonyms {e.g. using code names
for external sources or information and keeping
the key to those codes safely and separately).

Limit access to information and base it on
the ‘need-to-know principle’: the fewer people
who have access o the information, the better it
is preserved. Define clear instructions to control
access o the information (see above).

Develop an emergency security plan in case
any information is put at risk. Do not destroy
information unless there is a tangible risk.

Physical storage:

o Kesp information in a locked storage facility
{i.e. safe or cabinet), safe from fire, water,
extreme temperatures and insects.

o Keep items part of a sel stored together (.e.
documents collected together).

®

Digital storage:

o Make sure that your operating system and
software are up o date.

o Use an encrypted storage device that is easily
transportable and can be easiy hidden (eq.
USB, flash drive, SD cards or external hard drive).

o When/while information is stored on devices
with an internet connection, which should be
avoided, equip them with appropriate anti-
virus, anti-spyware and firewali software.

o Always store sensitive information on devices
that are encrypted’ and not connecled to
the internet, and access them from non-
connected devices.

o Store the digital information in folders, logically
organised to be easily retrievable.

o To prevent loss, ensure information is regularly
backed up. Verity that your backup solution
works and that you are able to restore ail your
data in case of data loss.

o Do not connect the Master Copy of a forensic
extraction to ancther device.

o If using cloud storage services te store 'your
information, enable muiti-factor authentication
on your account and select providers that
offer full data encryption; use strong different
passwords to protect the data and if possible,
do nol use public Wi Fi to access it or make
sure to have your VPN enabled.

"You ean tind free encrypticn tools on tha miernat, such as: AxCrypt, BitLocker, GNL Privacy Guard,
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13. ANALYSIS OF COLLECTED
INFORMATION

The competent investigative authorities will
always conduct their own independent analysis
of the Information they obtain, including material
received from civii society organisations. This
should not prevent civii society organisations
from conducting their own analysis as required
according to their mandate, objectives and legal
framework. In fact, such analysis can be of great
use for accountability mechanisms.

Information  analysis by civl sociely
organisations accompanying the collection
of information is particularly helpful if it invoives
large data sets — such as collections of videos,
radio communications, electronic data, social
media information and financial information —or
if the underlying information requires technical
or sclentific anaiysis.

When conducting analytical work, civil society
organisations are recommended o carry out such
activities in line with the following principles.

* Conduct analysis in a manner that does
not affect the integrity and chain of custody
of the collected materials it uses for its findings.

Record your analysis separately from the records
created (o capture the factual information
collected.

L]

Include clear referances 1o the information
or materials used, as well as the employed
methodology, so third parties are able (o
reconstruct and review the anatytical thinking.

Guidelines for civil society organisations

When collecling information that may be
of relevance for accountablity purposes,
the following analysis may particularly help to
optimise the usefulness of that information for
the competent investigative, prosecutorial and
judicial authorities:

e Source evaluation: Make your assessment
of the credibility of the source of the information
and the reliability of the information itself.
Record not only vyour conclusions, but
also the information, facts and reasons
underpinning it. Identify and address any
potential inconsistencies and weaknesses
of the information.

Contextualisation of theinformation: Connect,
ink and compare the information collected.
Look for similariies and/or inconsistencies,
identify links {&.g. iterng from the same source
or location and individuals, locations, events
referenced in different items). Identify when
centain information is corroborated by other
information.

Strengthening of the information: Identify
leads that will allow for the callection of additional
information to complement and/or corroborate
the information already obtained.
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ANNEX 1:
INFORMED CONSENT TEMPLATE

Your inforrmed consent is required to both collect and use informatfon you can provide. By giving your
informed consent, you recognise that you have been informed and that you understand the nature and
the scope of the documentation activity, accept to participate in it and accept that the information you
provide can be shared with the competent national and international investigative authorities. By signing
this document, you are providing your informed consent.

| hereby acknowledge and confirm that:

« This is a voluntary process and | have provided information, docuimentation or physical'items freely,
without any form of coercion, threat or duress.

» | was inforined that the information, documentation or physical items | have provided might be used
in criminal investigations and/or prosecutions and be shared with the competent naticnal and/or
intemational investigative authorities, including the Office of the Prosecutor of the ICC.

e | am awaré that my identity, as well as any information | have provided, might be disclosed to the
parties in fulure proceedings.

= | understand the nature and the purpose of the documentation activity, the polential use of the
information ! have provided, as well as all the potential risks associated with my participation in this
activity.

| hereby consent to:

[ [Indicate/describe consented aclivity (e.g. give an acecount; hand over documentation or other items;
being photographed and document physical injuries].

[ 8haring the information, decurmentation or physical items that | have provided with the Office of the
Prosecutor of the ICC and their use in criminal investigations and/or prosecutions,

1 Sharing the information, documentation er physical items that | have provided with national authorities
or other international judicial mechanisms and their use in criminal investigations and/or prosecutions.

1 Any limitations:

Name:

Signed:

Dated:
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ANNEX 2:
CHAIN OF CUSTODY TEMPLATE

To ber completed by the information custodian
Date of collection:

Location of collection;

Received from:
(it appiicabie)

Support:
(Describe the typs
of iformation)

Received by:

Organisation:
{if applcabis)

Circumstances
of Collection

Descriplion of the piece of information coliected (inciuding condition, value and reason(s) for collection):

Name/signature (Custodian):

Name/signature (Depositary):

Released by: Recelved by:

Date and time: Purpose of release:

(Name, Signature) (Name, Signature)
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ANNEX 3:
CHECKLIST FOR CIVIL SOCIETY
ORGANISATIONS

This checklist is annexed to the Guidelines for civil society
organisations engaged in the documentation of international
crimes and international human rights violations for accountability
purposes. It sets out core principles and critical stepsin undertaking
such activities.

This checklist is not intended to provide an exhaustive overview
of international standards and best practices detailed in
the Guidelines, but it is intended to be used as an aide memoire in
support of the Guidelines.

Civilsociety organisations are encouragedto consult the Guidelines
prior to starting any documentation activities.
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Do no harm

1. GENERAL PRINCIPLES

v Aclin the best interest of persons providing information, intermediaries,
local communities and any other person involved in the documentation
process, including yourself.

v Assess and mitigate any potential negative impact on future evidence
collection or accountability efforts by official national/international
authorities.

v Prioritise security, physical/psychological well-being and privacy of the
person
X Do not undertake activities that expose any person involved In

the documentation process lo any risk that might cause harm or
compromise future evidence.,

Informed
consent

v Obtain informed consent of the person or entity with which you engage
prior to any information-gathering exercise.

v Consenl musl be:

> informed: give a full explanation of the nature and purpose
of the aclivity, the procedure that will be followed, the potential use
of the obtained information and the [oreseeable consequences
of sharing information, including potential security risks;

» contemporaneous: ensure the person underslands thal they
can withdraw their consent lo cooperale in the aclivity at any
time and that consent lo share the information provided can
be withdrawn until such information is shared with national
authorities, 1CC or other international accountability mechanisms.
Renew the informed consent on an ongoing basis as activity
progresses;

» voluntary: respect free will and ensure the person gives their
consent voluntarily, Be mindful of social contexts that might inhibit
the person’s abilily to freely consent to the activity; and

» explicit: produce a record of the provision of informed consent in
a signed document.

See Informed consent template — Annex 1 lo the Guidelines.

v Ask the persons for their informed consent to share the information
obtained wilh any competent national or international investigative
authorities and explain the parameters of confidentiality, subject to
applicable rules.

X Do not give unrealistic guaranlees or make promises about the future
use of the information.

v Once you have obtained the informed consent of the person for
the informalion to be shared, securely preserve the information with
the view to provide it to competent national or international investigative
authorities at the earliest opportunity.

v If sharing information with multiple jurisdictions, inform each jurisdiction
to facilitate coordination.

Guidelines for civil society orgunisations 45

16019/22
ANNEX

SC/mg
JAL2

www.parlament.gv.at

46
EN



v Carry out your activilies in an objeclive, impatlial and independeant
maninet, consistent with the collective aim of discovering the truth.

and legality

Objectivity, _
% rtialit X Do not make agsumptions; do not influence information providers; and
Imparuality do not take a specific side during your documentalion process.
’ and v Document incriminating and exonerating information equally.
mdependence v Act free from any interference or influence by any authority, person or
organisation,
v Be mindful of potential liability under applicable laws, especially in
the counlry in which you are working.
Accountability |. Remember that you are not acting under the direction of oron behalt

of official accountability mechanisms.

v Maintain a detailed record of your methods and procadures to preserve
and collect information.

Professionalism
and respect

v Always act with professionalism, integrity, respect and eimmpathy, and
remain mindiul of cultural sensitivities and vulnerabilities at all times.

¥ Never pay or offer anyform of rermuneration in exchange for

information,

Early
preparation

2. PREPARATION

v Research your operational environment, paying attention to type(s)
of alleged criminality; parties involved and potential perpetrators;
vulnerability of the population; general secio-cultural, political and
religious context; and applicable legislation.

v Define your mandate, objectives and focus: determine the
geographical/temporal scope of the facts you seek to document;
prioritise and plan your aclivities accordingly.

v Coordinate: map out and coordinate with similar initiatives by other
individuals or organisations operating in the same environment. Assess
what information has already been collected by others and focus your
aclivities.

v Logistics: ensure adequate equipment, travel and accommodation
arrangements, and secure communications, &.g..

Resources

v Carefully select and prepare your team (consider gender, nationality,
ethnicity, culture and religion, e.g.).

» Ensure your leam has the relevant skills, competences and
training.

» Where relevant, involve a psychologist, a sexual and gender-
based crimes expert and a child specialist.

» Conduct a vetting process for all team members.

» Brief intermediaries and inteipreters on their role and
responsibilities, the importance of security and confidentiality, and
potential disclosure in judicial proceedings of their involvement,
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Security

v Ensure that your aclivities do not put your own staff, persens providing
information, interpreters and intermediaries, affected communities ot
any other individuals at risk.

v Threats: identify threat actors and their capability to cause harm to
those involved in the documentation process.

v Risks: consider, inter alia, retaliation, intimidalion, pressure, bribery,
re-traumatisation, rejection by family/community and job security/
financial risks.

v Gonduct risk assessments and apply mitigating measures
{preventive and reactive) to lower risk levels.

X Do not engage in documentation activities where risks cannot be
brought to an acceptable level.

Confidentiality

X Do not discuss the documentation process with third parties.
v Keap the information collected and sources strictly confidential.

v Implement confidentiality mechanisms such as codes to anonymise
sources, encrypted devices or secure communications,

Vicarious
trauma

v Be aware that you may suffer trauma as a result of the continued
exposure to violence, suffering and trauma inflected on others.

v Research and be aware of the signs and symptoms of vicarious trauma in
yoursell and in your colleagues.

v Define coping mechanisms and identify services and professionals who
can provide support.

General
principles

3. VULNERABLE PERSONS

v Keep your engagement with vulnerable persons to the minimum
required to accomplish your mandate.

¥ Do not engage and collect information from vulnerable persons unless:

> the information is strictly required;
» thers is an objective added value; and
> the same information cannot be obtained through other sources.

v Vulnerability needs to be ascertained individually. Have specialist/
trained team members conduct a vulnerability assessment and
consult with qualified professionals as required. For persons who
present signs of trauma and children, seek the support of a clinical
psychologist.

v The documentation activity should not take place or should be
postponed if it will cause further harm to the person.

Trauma

v The impact and consequences of trauma depend on the person
but it generally creates long-term psychclogical, medical and social
Tepercussions.

v Traumatised persons can reliably convey accurate information.
However, trauma can impact on memory.

v Understand, recognise and be aware of how to deal with trauma.

v Mitigate risks of re-traumatisation.
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Engaging with
vulnerable
persons

v Be empathelic and respectful.

« Ensure that you are ready to support their physical, psychosocial or other
specialised nesds.

v Find out ff there are adequate support mechanisms in place to which
vuinerable persons could be referred to.

¥ Consider whether to refrain from approaching vulnerable persons in the
absence of adequate support mechanisms.

v Assess the person's vulnerability and taiior your engagement according to
the polential effects of trauma.

v If serious indicators of risk exist (e.g. desire to harm oneself), immediately

consult a healthcare professional.

4. TAKING A PERSON'’S ACCOUNT

Five guiding
principles

¢ 1deally, a person should be interviewed only once with the level
of detail required for judicial proceedings. Such interviews
should be conducted by the competent investigative authorities.

« To support criminal accountability efforts, there is no need
for civil soclety organisations to take detailed accounts from
persons whe may have information relevant to potential
investigations and prosecutions — especially in relation to
vulnerable persons and where the competent investigative
authorities are already actively investigating.

» Focus your efforts on identifving and locating victims and
witnesses, and mapping victimisation and alleged crimes. Pass
on this information to the competent investigative authorities for
a future interview.

/ If you determine that it is nécessary to take a person’s account
in pursuit of your mandate, limit yourself to eliciting a first
general account, and endeavour to follow good practices.

X Questioning a person already carries risks for the integrity
of the person’s account, particularly if inappropriate questioning
techniques are used.

v Refrain from taking an account from vulnerable persons, in
particular from traumatised persons and children.

> If you decide to take a first general account from a vuinerable
person in pursuit of your mandate, elicit the minimum information
required to achieve documerttation objectives. Respect the do-no-

harm principle and apply racomimended besl practices.

48 Documenting international crimes and human rights vielations for accountability purpeses

16019/22
ANNEX

SC/mg
JAL2

www.parlament.gv.at

49
EN



General
considerations
for taking
a person’s
account

/ Question each person separatsly and individually.

X Refrain from questioning a person who has already been questioned on
the same facls by the same/anather organisation ot by the compstent
investigative authorities.

X Never pay or offer any form of remuneration or any olher advantage to
a person in return for oblaining an account.

v Remain professional in your interactions with the person being
qusstioned. Build trust; ensure active listening and a non-judgmental
attifude; show empathy (not pity), respect and always keep calm.

v Use regular breaks to evaluate and discuss with your team the person’s
demeancur, signs of trauma and distress, and the dynamics of the
questioning process.

Planning and
preparation

v Obtain background information on the person being questioned.
v Enquire whether the person is represented by a legal counse!.
v Conduct a risk assessment prior to initialing contact,

v Plan your questioning by defining its objectives and identifying tepics to
cover.

v Ensure that all the required conditions for taking a person’s accountare
met, including:
» trained and experienced interviewers;
> interpretation; and

» location, sufficient time, travel panning, equipment and culfure-
specific logistical requirements

v Create a safe, caring and private environment.

v Consider remote guestioning only when an in-person interview is not
possible.

Engage and
explain

+ Expilain in detail the purpose and framework of the process.
v Build a rapport with the person and address their concemns.
v Obtain biographical details of the person being questioned.
v Discuss the importance of confidentiality, risks and mitigating measures.

v Describe the process: types of questions, interpretation, breaks, meals
and use of information, e.g.
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Account

v Keep the questioning to the minimum required level of detail.

v Stop when you have a good general understanding of what the person
experienced or wilhessed.

v/ initiate the questioning with & free narrative.
v Adopt a chronological structure, where possible.

v Primarily 1se open-ended questions and resirict the use of probing/
focused/closed questions to extract details required or to clarlfy a topic
under discussion. Return to the open-ended questions at the earliest
opportunity.

X Do not ask leading or multiple questions. Avoid unnecessarily
repeating the same question.

v Keep questioning neutral, objective and factual, noting the basis on
which the person knows the information provided.

v Maintain a culturally appropriate behaviouw, including suitable eye
contact.

Closing

v End questioning on a neutral topic and acknowledge the person's
participation. Give the person time for closure.

v Read to the persen the summary of your notes on the account, so
that any major errors or misunderstandings can be corrected and ask
the person if there is any information to add or clarify.

v Reconfirm informed consent.
v Assess the process with the person.

« Reinforce the importance of confidentiality and repeat protection and
support measures that can be put in place, as required.

« Check that the person is well informed of your contact detailsfor future
communications.

Evaluation

v Take time to evaluate:

» the person’s security and well-being;

» information provided and its contribution to documentation efforts;
and

» performance of those taking the account.
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Documenting
the account

‘When producing a written record:

¥ Do not produce a signed *witness statement’.

7/ Instead, produce a written record of your documentation
activity, summarising in it the information obtained as
understood by the person(s) taking the account.

> drait in the third person a summary of what you perceived 1o be
the chronological order of events; and

» identify and describe in the record any relevant materials
the person indicated they have,

% Do not record your opinions, comments, thoughts or analysis.
v Ensure the person does not sign the written record.
Audio/video recording:

X As a general principle, do not audio/video record the process.
v Where there is a decision 1o do so;

» obtain informed consent;
> test your equipment; and

» announce the location, date and time, who is being questioned
and who else is present in the room.
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Taking
an account

from vulnerable

persons

+ Traumatised individuals and children can be particularty vulnerable
and should be questioned only once by investigators with specialised
training and experience, working for the competent investigative
authorities.

X% Do not take an account from traumatised individuals and from children.

v Instead, collect the relevant information on such persons and pass it on
to the competent investigative authorities at the earliest opportunity.

X If, in exceptional circumstances, you determine that it is recessary to
take a first general account from a traumatised person or a child, make
sure to comply with the do-ne-harm principle and be prepared and able
to follow recommended best praclices.

X If you are unable to make a vulnerability assessment, do not
proceed with the questioning.

X If the person is assessed as not being capable of providing
informed consent, or not being fit for questioning, do not
proceed.

Foliow good practices:
v Consider the composition and training of the team

v Seek the support of a psychologist or psychiatrist when taking an
account from a traumatised person or a child.

v Ensure that interpreters and intermediaries are trained and briefed.
v Consider having a support persol involved.

v Allow vulnerable persons to decide on the meeting location, time and
presence of support person.

¥ Keep any questioning at a general level and to the minimum necessary,
Use questions that are easy o understand.

v Only elicit details about traumatic events if really hecessary.
v Monitor the person's physical and psychological well-being.
v Suspend the questioning if the person shows signs of distress,

v Alterwards, conduct an assessment, ideally with the support
of a psychologist.
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Victims
of sexual and
gender-based
crimes (SGBC)

v 8GBC victims might be in a vuinerable condition or even
traumatised. Conduct a vulnerability assessment.

If yvou assess that obtaining 2 first general account from a SGBC viclim is
required:

v Ensure that those conducting the questioning and interpreters have
the required training and experience.

v Adapt your language and references to sex.and sexual body parts to
the local customs and cullure:

» note the victims' use of particular vocabulary when referring to
sexual acls or to certain parts of the hunan body;
> use body diagrams; and
> guestion the victim about any physical items {e.g. clothes) and
medical or forensic information that might have been collected at
the time of the assault;
v In relation to male SGBC victims, be prepared to spend extra time
building trust and dealing with trauma that might not be immediately
visible.

Children

« Children (under 18 years of age) should be questioned only
once by investigators with specialised training and experience
working for competent investigative authotities.

X As a general rule, do not take-accounts from children.

" Focus on the ¢hild’s biographical and contact data and engage with
parents/caregivers/doctors to obtain a first general account of what
may have happened o the child or what the child may have witnessed.

If, in exceptional circumstances, cbtaining a first geheral account is
assessed to be in the child’s best interest and the best course of action,
ansure the following.
» actin the best interests of the child;
> questioning conducted by persons with recognised expettise;
> vulnerability assessment performed by a psychologist;
» informed consent from the child’s parent or guardians;
> engage with and explain process to the child;
> parents or legal guardians are present where possibie;
» adopt a suitable language for the child's age and development;
and
> mainly use open-ended questions and keep questioning to
minimum.

Persons who
may have
committed
crimes

v Conduct a specffic risk assessment.

X Do not actively soticit any information about the person's own
involvement in crimes.

v If the person spontaneously volunteers information implicating
themselves in a crime, reassess the security situation prior to
continuing.

v If and when safe te do so, record any information received and
the circumstances of the discusslon. Record precise wording used by
the person.
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5.TAKING PHOTOGRAPHS AND VIDEOS

v Assess the applicable legal framework.
v Assess security.

v Whenever safe and appropriate; seek informed consent ¢f those being

what should
be filmed or
photographed

Preliminary photographed/fiimed.
steps v Select adequate equipment.
v Create a record of the photo/video documentation process.
» See Chain of custody lemplate — Annex 2 to the Guidelines.
Determine

v Capture the WHAT - WHO - HOW

How to take

v Record the day, time and location of the images (WHEN/WHERE).

v Take photographs/Avideos from different views: go from panoramic to
wide/medium range shots and close-up shols.

videos or ; — e
v Use a ruler {or another object) to indicate dimensions.
photographs?
« When filming, state for the record the place, date and time, name of the
person(s) filming and any specific persons being filmed.
Pr_eserve v Create relovant metadata for capturing images.
the videos and v Use adequale storage and encryption
photographs '

6. PHYSICAL ITEMS

Core principles

v Only collect physical items and documents in exceptional
circumstances, when:
» officiat investigators are unwilling or unable to do so;

» there is a risk that the item or materials will be deleriorated,
damaged or lost;

» the do-no-harm principle can be respected; and
» you are well informed on the procedures to be followed.
v Advise those in possession of physical iterns o preserve and keep

them safe, and to hand them over directly to competent investigative
authorities at the first opportunity.

v Record the contact detalls of the provider and try to obtain consent for

the physical item(s) fo be handed over to accountability mechanisms.
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Practical tips

v Photograph items in situ prior t© collecting them.

v Apply strict contamination control measures and select the right
packaging and slorage procedurss.

X Do not collect physical items than might pose a danger to you or
athers.

X Do not use the physical item of try Yo operate it in any way,

Authentication

v Obtain and record additional information about the item{s) to establish
its authenticity.

» See Chain of custody template — Annex 2 to the Guidelines:

7. DBOCUMENTS AND DIGITAL INFORMATION

Definition and
principles

» Documents can be either physical items or digital information {data
stored or transmitted in a digital format).

¢ Do nct alter the documents received, regardless of whether they are
original versions or copies.

¥ Use approptiate methods to minimise changes while preserving digital
evidence and document all steps taken to preserve the evidence.

v Use sterile gloves when handling the documents and take
photographs.

v Be aware of the applicable legal framework and the potential risks
nvolved in recelving or being in possession of certain documents.

Specificity
of digital
information

> Wherever possible, electronic devices containing digital data should
be handled by digital forensic experts.

v If not possible, collect the original physical storage media, applying
strict contamination control measures, and keep the device stored
sately for further examination by an expert.

X Do not use or try to explore the data within the device.
¥ As a measure of last resort:

> where it is not possible to collect and pressrve the electronic
device;
» but the data contained in it is important and will be lost;

v secure the assistance of a digital forensics expert to conduct a forensic
acquisition of the data.
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Basic
standards

8. ONLINE INVESTIGATIONS

/ Consider, at all times, whether you might be in breach of any applicable

legislation and whether you are exposing yourself and/or others to
unacceptable risks.

v Conduct a security assessment on the digital landscape before
initiating any online activity and define and implement a digital
infrastructure that will adequately safequard any risks.

v Capture onling information in a way that makes it possible to establish
the authenticity and integrity of the information.

» Collect online materials In their native format or as close to their
original format as possible.

» Ensure to capture, as a minimum, the URL, HTLM source code
and a ‘screen capture’ or ‘full page capture’ — a screenshot or
video of the target web page (depending on the content), with
an indication of the date and time of the collector’s systerm.

» If possible, also capture embedded media files and metadata,
contextual data and collection data.

v Calculate and record the hash value of each digital item.

v Store items in a new/clean media device.

9. PHYSICAL INJURIES

Refer victims
to medical
professionals

» Only qualified medical practitioners can medically examine
a victim.

v If ne such professionals are available, limit your interactions with victims
to only document visible injuries.

v Obtain prior informed consent and keep a record of every action taken.
v Prolect the information collected with a high level of privacy.

v Encourage and support victims to seek professional medical attention
and to praserve all records.

m
@
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10. CRIME SCENES

X Do not enter or disturb the scene in any way and immediately
contact the appropriate authorities.

v Take available measures to prevent others from contaminating
the crime scene.

/ Intervene only in exceptional circumstances, namely if:

> no competent investigative authorities are willing or able to secure
the location in a timely manner or, where possible and advisable,
they have been notified that such an intervention is under

crime scene

Principles consideration and have assented thereto;
of crime scene > not examining the location is very likely to result in crucial
. i information being !ost or sulffer irreparable damage;
examination » you can respect the de-no-harm principle;
» you have the capability and resources to follow adequate
procedures.
X Do not proceed if identified risks are assessed to be at
an unacceptable level.
v Maintain objectivity and impartiality.
v Maintain the crime scene integrity.
¥ Respect privacy and human dignity.
Secure and
preserve the | Apply strict contamination control measures (e.g. demarcate the site,
integrity of the wear personal protection equipment and limit access).

Document your
examination of
the crime scene

v Record all the relevant information (e.g. date and time of arrival,
location, individuals present, general description and methodology).

+ Take photos and videos from different views of both the general site
and specific aspects, prior to any disturbance of the scene.

Processing
the crime
scenhe

X Do not touch or collect dangerous iferms; take images instead.

v Gollect items as soon as possible after their discovery has been
documented.

v Establish a safe secure area on site for temporary storage and move
the collected items o a permanent secure location when possible.

« Obtain the contact details and consider questioning some of those
present at the crime scene.
If faced with human dead bodies:
> do not touch or disturb the bodies;
» take photos or videos;
» collect information as to the identity of the victim; and
» keep arecord of eventual burial.
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Documenting
burial sites and
mass graves

X Exhumations and autopsies should only be conducted by
certified practitioners.

v~ Gonsider reporting the presence of the sites to the relevant authorities.
When authorities and forensic experls are not available, limit your actions to:
v preserving crilical information on the burial site;

v closing or limiting access to the site, and sensilising the local
community to the need of securing the sile; and

v recording your findings and the scene through filming or photos.

11. STORING AND SAFEGUARDING

v Conduct a risk assessment in relation lo the preservalion and slorage
of the information.

v Preserve the integrity of every item and the information callected from
the momenl it has been oblained to the moment when it is handed

and cataloguing

General over lo the competent investigative authorities,
princip|es v K_(-x:p a lhorr)ug!a_ailtd unbroken record of the chain of custody for every
piece of information collected.
> See Chain of custody template — Annex 2 to the Guidelines.
v Create a log or database of the collected information and apply proper
information management principles.
v Package every item collected individually lo ensure safe keeping and
Packagi prevent its deterioration.
ackKagin
ging v Use appropriate packaging according to the size and nature
of the item.
v Label every package with basjc relevant information for easy
. identification.
Labelling, - ,
lin v Use tamper-evident seals, close the package with it, date and sign
sealing the seal.

v Create a document or database recording basic information on all
materials collected.

v Store all information and items collected safely, using physical or digital
storage systems, depending on your resources,

v Lock, encrypt, anonymise and secure sensitive information and keep it
separate from the rest of the collected material.

v Conlrol access lo the information to a minimum and keep on a need-

Storage lo-know basis.
v Regularly back up all information collected, make copies and keep
them separately.
v Davelop an emergency security plan in case any information is put al
risk.
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Core principles

12. ANALYSIS OF COLLECTED INFORMATION
4

Conduct your analysis in a manner that does not affect.
the integrity and chain of custody of the ¢ollected materials.

v Record your analysis separately from the records created to capture
the factual information collected.

v Include clear references to the information or materials used, as well as
the methodology employed.

v The following analysis, in particular when il relates to large data sels,
may be particularly helpful:
» source evaluation (credibility of the source and reliability
of the information);

> contextualisation of the information {connect, link and compare
with other information collected); and

> strength of the information (identify leads and correboration).
¥ Share your analysis with the competent national or international

accountability mechanisms, together with the undetlying information as
soon as possible.
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ANNEX 4
KEY RESOURCES'

= Office of the High Commissioner for Human Rights — ‘Istanbul Protocol: Manual on the Fffecltive
Investigation and Documentation of Torture and Other Cruel, Inhuman or Degrading Treatment or
Punishment’, 2nd edition, 2022,

hitps //www.ohchr.org/en/publications/policy-and-methodological-publications/istanbul-protocol-
manual -effective-0

Global Code of Conduct for Gathering and Using Information about Systematic and Conflict-Related
Sexual Violence (the Murad Code), 13 April 2022.

https://static1 .squarespace . com/static/5eba1018487928493de3236 7 /1/6255{df29113fa3f4be3a
dd5/16498027 3845 1/220413_Murad_Code_EN.pdf

Institute for International Criminal Investigations — 11CI guidelinegs on remote interviewing’, 2021.
https:#iici.global/0.5. 1 Awp-content/uploads/2021/08/11Cl-Remote-Interview-Guidelines. pdf

Mendez Principles — ‘New Principles on Effective Interviewing for Investigations and Information
Gathering’, 2021;

hitps://waww apt ch/enfresources/publications/new -principles-effective-interviewing-investigations-
and-information

*

United Nations thvestigative Team to Promote Accolintabiity for Crimes Committed by Da'esh —
Trauma-Informed Investigations Field Guide', 2021.

hittps://www.unitad.un.org/sites/www. unitad .un .org/files/general/2104429-trauma-informed _
investigalions_field_guide_web_0.pdf

United States Holocaust Memorial Museurn — ‘Pursuing Justice for mass atrocities — A Handbook for
Victim's Groups’, 2021,

hitps:/Avww.ushmm.org/m/pdfs/USHMM-Pursuing-Justice for-Mass-Atrocities. pdf

Bournemouth University — ‘The Bournemouth Protecol on Mass Grave Protection and Investigation’,
2020.
hitps:/fissuu.com/bournemouthuniversity/docs/the_bournemouth_protocol_on_mass_grave_
protection_7?fr=sMjc30TIOMjAyNzM

Office of the High Commissioner for Human Rights/Human Rights Center UG Barkeley Schocl of Law
- 'Berkeley Protocol on digital open source investigations', Advanced version, 2020,

https//www.ohchr.org/en/publications/policy-and-methodological-publications/berkeley-protocaol-
digital-open-source

Gilobal Rights Compliance |LLP - '‘Basic Investigative Standards for International Crimes', 2019,
hitps://globalrightscompliance.com/wp-content/uploads/2022/03/Basic-investigative-Standards-
for-International-Crimes-Hardcopy.pdf

Women'’s Initiatives for Gender Justice — ‘The Hague Principles on Sexual Violence’, 2019,
https://4genderjustice.org/ftp files/publications/The-Hague- Principles-on-Sexual-Violence. pdf

" Thesa respurces are provided as a support 1o civil soclely organisations' further rasearch. Eurpjust, the Genocide Network
and the Office of the Prosacutor of tha International Criminal Court da not necessanly subscribe to all the views and pasitions
pontaned In such resourcas
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s United Kingdom Foreign and Commonwealth Office — ‘International Protocol on the Documentation
and Investigation of Sexual Violence in Gonflict’, 2nd edition 2017.

https:/fassets.publishing.service.gov.uk/government/uploads/system/upioads/attachment_data/
file/598335/International_Protocel 201/7_2nd_Edition. pdf

= International Nuremberg Principles Academy - ‘Cooperation belween Civil Society Actors and
Judicial Mechanisms in the Prosecution of Conflict Related Sexual Viclence: Guiding Principles and
Recommendations’, 2017.

https:/Avww.nurembergacademy.org/fileadmin/media/pdf/projects/improving_cooperation_sexual
violence/Guiding_Principles And_Recommendations_ CRSV.pdf

Cffice of the High Commissioner for Human Rights — ‘The Minnesota Protocol on the Investigation
of Potentially Uniawful Death’, 20186.

https:/Avww.ohchr.org/sites/defaultfiles/Documents/Publications/MinnesotaProtocol pdi

Public International Law & Palicy Group — ‘Handbeook on Civil Society Documentation of Serious
Human Rights Violations', 2018.
hitps://static1.squarespace.com/static/56900b58e1b631bffal367 167 e/1/59dfab4480bd5ef9a
dd73271/1507830600233/Handbook-on -Civil- Society- Docurnenlalion -of-Serious-Hurnan -Rights-
Viclations_c¢.pdf

L]

Witness, ‘Video as Evidence Field Guide’, 20186,
https:/Avae. withess.org/video -as -evidence-field-guide/

Institute for Imernational Criminal Investigations — ‘Guidelines for investigating conflict-related sexual
and gender-based violence against men and boys’, 2016.

https:/iici.global/G.5.1 Awp-content/uploads/2017 /03/160229_I|ICI_investigationGuidelines_
ConflictRelatedSGBVagainstMenBoys. pdf

Furopean Union Agency for Gybersecurity — 'Flectronic evidence — A basic guide for First Responders’,
2015,

https:/Awww, enisa.europa.eu/publications/electronic-evidence-a-basic-quide-for-first-responders

*

Office of the Prosecutor of the International Criminal Tribunal for Rwanda — ‘Best Practices Manual for
Investigation and Prosecution of Sexual Violence Crimes in Post-Conllict Regions’, 2014.

https://unictr.irmel.org/sites/unictr.org/files/publications/ICTR-Prosecution-of-Sexual-Violence. pdf

*

United Nations Office on Drugs and Crime - ‘Crime Scene and Physical Evidence Awareness for Non-
Forensic Personnel’, 2009,

https:/Avww. unode. org/documents/scientific/Crime_scene_awareness_ Ebook.pdf
« World Health Organization — 'Ethical and safety recommendations for researching, documenting and

monitoring sexual violence in emergencies’, 2007.
https:/Avww who.int/publications/Vitem/97 89241595681
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