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PEIIYBJIHNKA BbJITAPHSA
YETHPHJIECET 11 OCMO HAPOJTHO C'bEPAHIE
KOMHCHS 110 BBIIPOCUTE HA EBPOIIEICKHUA ChIO3

JOKJA

OTHOCHO: Ilpepnokenne 3a Persiamenr na Esponeiickusi napiament n Ha CeBera
OTHOCHO HIHCKBAHHSITA 32 XOPHIOHTAIIHA KHOECPCHI YPHOCT 33 IPOAYKIH €
mdporn ereMenTH U 3a Havenene Ha Permrament (EC) 2019/1020, COM
(2022) 454, 15 cemremBpn 2022 1. - 1. 10 or l'ommmmHara padorHa
nporpama Ha Hapomoro ¢sdpanie 1o spnpocure na EBponeiickis cbios
(2022 ) u PamwoBa mozmpsi Ha Penydimka Buirapusi no mero,
48-202-00-13, Buecena ot Munmcrepeku cbBer Ha 15 Hoemepu 2022 1.

I. llpemnoskenue 2a PermameHT Ha Lpponefickus napnament W nHa CpBeTa OTHOCHO
H3HCKBAHHATA 32 XOPH30HTAJIHA KHOCPCHIYPHOCT 32 TIPOJIYKTH C ITH(POBH eleMeHTH H 3a
uzmenenue Ha Permament (EC) 2019/1020, COM/2022/0454, e npoekT Ha 3akoHO/aTelleH
akr Ha Epponelickara xomucus or 15 cemrremBpm 2022 r. AKTLT € MpefajieH Ha
HAIHOHAJIHHTE apJlaMeHTH Ha ALpIiKaBHTe-WIeHKH Ha 24 okTomMBpu 2022 1.

CernacHo Ilporoxos Ne 2 or Joropopa 3a (yHKiHOHHpaHeTo Ha EBpomnelckusi cnioz
(JOEC) ornocHo mpuiaraHero Ha IPHHUMIATe Ha cyOCHIAMapHOCT M Ha
[PONOPLUHOHAIHOCT, M upasomolnusta Ha HapomHoTto cbOpaHue B paMKHTe Ha
2asioxkenus B wi 6 o1 JIOEC cpox, Komuensra no Benipocure Ha EBponeiickus chio3
(KBEC) na cpoe pegoBHO 3ace/iande, nposeaeno Ha 15 pewemspu 2022 1., odebau
Ipemomenune 3a Pernamenr na Esponeiickmst napiamMeHT M Ha ChRBeTa OTHOCHO
M3HCKBAHHUATA 33 XOPH30HTAIHA KHOCPCHTYPHOCT 32 TIPOYKTH ¢ IHPPORH eIeMEHTH H 3a
uamenenne Ha Permament (EC) 2019/1020, COM/2022/454, MemR/IyHHCTUTYLIHOHAJIEH
Homep 2022/0272 (COD), srmoueno kato T. 10 ot l'oaumuara padoTHa mporpaMa Ha
Haponnoto enbpanue no serpocure na Epponeiickus crroz 3a 2022 .

B sacepanmero na KBEC paexa yuactue r-u Aranac Ma3sHeB - 3aMeCTHHK-MHHHCTBP Ha
€JIEKTPOHHOTO YyIpapieHHe. I-H KoHCTAaHTHH A30B - HaYaJHHK Ha TOJHTHYECKHS
KabWHeT Ha MWHHCTHpa, r-ka leprana Komemancka - aupekrop “Tloaurukm Ha
e-ynpapnende’”. r-xxa Penn Bopucora - aupexiust “TloJMTHKM Ha e-yipapieHue”, LosH
I'puropor - mupexnus “Mpexora u uHpopMaIHOHHA CHIVPHOCT B MHHHCTEPCTRO Ha
eJIEKTPOHHOTO VIpapJIeHHE, KaKTo H HAPOAHHAT NPEACTABHTEI H
3aMeCTHHK-TIpezice/iaTesl Ha KoMHCHATA 1O €JIEKTPOHHO VIIpaBjicHHE M MH(OPMAlMOHHH
TexHosorHu -1 boxkuap Boxanos.

ILITpentoxennero 3a PeriaMeHT HMa /IBe OCHOBHH Lesi. Efqnara o1 TIX € Ja ce ep3jagar
VCIOBHS 3a paszpaboTBaHe HA ZAUIMTEHH [POAYKTH ¢ IH(PPORH eleMeHTH, Karo ce
rapaHTHpa, Ye Ha rasapa ce IycKaT XapJAyepHH H co(pTyepHH TPOJYKTH ¢ ITO-MaJIKO
VSI3BUMOCTH, KaKTO H 4e TPOH3BOJMTEIMTE e OTHACAT CepHO3HO KBbM 3alllHTara Ipes
ICJIMA JKH3HEH 1MKBJI Ha npojykra. Bropara e ch3jaBaHeTO Ha YCIIOBHA, KOHTO
MO2BOJIABAT Ha MOJ3BATEIHTE Jla B3eMaT Tpe/BH KuOepcHrypHocTTa npH H3bopa M
H2MOIZBaHeTO Ha MPOJIVKTH € ITH(POBH elleMeHTH.
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II1.

IIpeioskennero Ha PeriaMenra npejBwiia H ueTHpH creipuduiany meau. Ha nbpeo
MSICTO TOBA € IapaHTHPAHETO, 4¢ [POM3BOAMTENMTE 10j00pspar samurTara  Ha
HPOJAVKTUTE ¢ HHU(POBH eIEMEHTH OLIE OT ¢Talla HA IPOSKITHPAHE H paspaboTBaHe U 11pes
He/M  JKHZHCH LMKBLIL  DBropara ¢ OCHI'VPJBAHETO Ha CBIJIACYBaHA paMKa 3a
KHOEPCHIYPHOCT, KOATO VISCHIBA CMA3BAHETO HA H3MCKBAHMITA OT HPOM3BOIHTC/IMTE Ha
xapayep M codtyep. Tperata ¢ MOBHIIABAHETO HA 1IPOPAMHOCTTA HA XAPAKTCPHCTHKUTE
33 3alIHTATa HAa NPOAYKIHIC ¢ UHPOBH eleMEHTH. UYeTBEpTATA € IPEIOCTABSHETO HA
REIMOKHOCT Ha MPeNPHATHATA H MOTpeOHTEIIHTE Ja H3MH0JI3BAT HPOAYKTHIE ¢ UH(POBH
efeMenTH no Gezonacer HaUMH.

CepriacHo oOlleHKaTa Ha BB3JeHCTBHe, H2pbpImIeHara oT EpporneHckata KOMHCHS,
CBINECTRYBAT HYeTHPH BapHaHTa Ha TMOJHTHKaTa 3a [ocTHraHe Ha obmara neil Ha
npefnoxendero. Ilpeanoveten or Erponeiickata komucus ¢ papuaHt 4, koito 6u
FAPAHTHPAI  ONpeJessiHeTO Ha  crnenudHIHH  XOPH2OHTAIHH  H2IHCKBRAHHS  2a
KHOEPCHTYPHOCT 3a BCHUKH TPOAVKTH ¢ HHUGPOBH eIEMEHTH, KOMTO C& MYCKAT HJIH
MpeIOCTARIT Ha RETPEITHHS Tazap.

B oGobuieHHe NpeUIoKeHHETO 3a PElVIAMEHT [1aBa BhAMOMKHOCT JILPHKARHTe WISHKH H
croTBeTHO LEC B ISUTOCT Ja NpeofosesT ChIeCTRYBAIIH HeI0CTATLIH H ()parMeHTAIHS B
obiactTra Ha KHGEpCHIYPHOCTTA.

Crriacno PamioBara mosmpusi, BHeceHa ot MuuHcTepekH cbBeT, PenyOiHka
Brarapust npupetcrea npejuioxkenueto 3a Pernament Ha ERponeickHs napiaMeHT H Ha
CpBeTa OTHOCHO M3MCKBAHMSTA 732 XOPH30HTA/JHA KHOEPCHTYPHOCT 3a TPOAYKTH ¢
uuQpoBH eJeMEHTH U 3a m3MeHenue na Perament (1XC) 2019/1020, COM/2022/454, kato
ro CYMTA 2a IOJIOKHTC/IHO, HaBpeMeHHO W HeoOxomumo. HizpazsBa ce moakpenma KbM
HeJIMTe, BaJI0KCHH B IIpe/icTaBeHoTo 0T LEBponeiickata KOMHCHSA TNpe/UIoKeHHE BhE
BCHYKHM TIOCOYCHHM HANPABICHHS, H B KpalHa cMeTKa BHeApsiBaHE Ha H3HCKBAHHS 2a
KHOCPCHIVPHOCT 3a IIYCKAHCG Ha NPOAYKIH ¢ UM(POBH elleMeHTH Ha Mazapa Ha Chroza.
Ve HAKBABAHCTO HA IPAKTMKHMTEC M IOBHIICHUTE MEPKH 3a KHOEPCHIYPHOCT B TIPOTYKTHTE
¢ IHPPOBH eNeMeHTH TI[e HMaT TMONOKHTEIIHO BIMAHHME 3a [IOBMIIABAHE HA
XAPMOHM3AIMATA M MOCTHraHe HAa HY)KHATa cHrypHocT B Chroza. (ChleBpeMeHHO
Penyb.mka Bnirapusi ue HacTosiBa 33 HeJONYCKAHE HAJATAHETO HA H3JIMIIHA
AMHHHCTPATHBHA  TeKecT M HeHYAKHH aHTOKMMEHTH 32 HKOHOMMHYCCKHTe
onmepatopH. CTpaHara H3Ka’Ba CKENTHIH3BM H II0 OTHOINGHHE Ha TMpelBHICHHTE
npasomomusl Ha EK 1a mpuema ¢ jgeserupan akT H3MEHEeHHS B TNPHIIOKEHHETO Che
CIHCHKA HA KPUTHYHHTE MPOJAYKTH ¢ IH(POR elleMeHT, KaTo A00aBs] HOBH KATCTOPHH HIIH
OTTEINs1 CHLIECTBYBANIH TaKHBA OT cNHchKAa. B Tasu pphika PenyOinuka Leiarapus e
MOATLPIKA TO3HIHSA 3a HEIIPHEMaHe ¢ JISJISTHPAHH AKTOBE HA CHINSCTBEHH M3MEHEHHS B
perlaMeHTa H Ile HacTosiBa 3a H3MOJ3RaHe Karo I[IpaBeH HHCTPYMEHT Ha 4Kl 34
H3TBIIHEHHE.

Cren npHeMaHeTo Ha HACTOMIIETO Mpe/UloxkeHHe 2a Permament mna Epponeiickus
napiaMeHT ¥ Ha ChBeTa OTHOCHO H3HCKBAHHATA 32 XOPH3OHTATHA KHOepCHIYPHOCT 3a
HPOJAYKIH ¢ HU(PPOBH eJIEeMEHTH M 2a u3MeHeHHe Ha Permament (EC) 2019/1020,
COM/2022/454, moxe B M3KIOMHTECIHO KpaTbK CpoK /jla € HeoOxoaumo ga Owaar
OIpe/le/ieHH CBINSCTRYVBAIM OpPraHH W/HJIH Ja C©h3/1aJlaT HOBH TAKHBA, H3MBJIHABAIIH
3aJlad|Te, VPEACHH B 3aKOHONATC/ICTBOTO, KOCTO IMe HAJOKH peajlHO OIeHKa Ha
BE3MOJKHOCTHTE HAa HAIHOHAJIHO HHRO, KAKTO MW [pOMAHA B  HAIHOHAIHOTO
3AKOHOATENICTRO M OCHTYPSBaHe Ha (DMHAHCOBH CPE/ICTRBA 34 ChOTBETHHTE iTHOCTH.
Briarapckara ¢rpaHa couM, ue 3aJI0KCHUTE CPOKOBE clle/iBa J1a OBJIAT MAITBIHUMH M /a4
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CHOTBETCTBAT HA CTelleHTa Ha INOTOBHOCT H Ha ALPIKABHTE WICHKH Ja IIPpHIIArar Toea HOBO
S3AROHOAATC]ICTRO.

3a IIPHJIATaHeTO Ha perjlaMeHTa e ¢ HeoOXoHMO CH3/1ABAHCTO Ha OplraHH., OTToBapAllH
3a HaJA20p Ha nazapa H HOT‘H('I']HI[Hpa[II opraH. OT No3HIHATA CTaBa JICHO. Y€ KLM
HACTOAIHA MOMEHT B CTpaHaTa He CLINEeCTRYRAT TAKHBA OPIalH H LIC ¢ HEOOXOHMO dace
OCHTYPH aJMHHHCTPATHREH EKAMNAallHTEeT H (I]HHHHCOB pecype  3a  llpHiarabnce  Ha
3ATBIIKCHHATA Ha ];’B."[FE].[')HFI Mo TO3H perllaMeHT.

“Tsl'[[‘)EKI-L e MNpeIOKEHHAT perjlaMeHT Clie]l OKOHYATE/IHOTO CH TNpHeMaHe Mme Cce
lpHiiara lpAko BeE BCHUKH JIBPAHABH "WICHKH, € HeoOXO MO /1a ce HATIPABAT HAMCHCHHS B
JakoHa 2a KHGCPCH]}’]DHOC'I', ¢ KOHMTO Ja ¢e HPSABHIAT MEPKH MO NIPHIIAraHETO MY.

Topenocouenoro Ilpeokenne 2a Permament ¢ pazmienado ot Komwueusita 1o
HKOHOMHYeCcKa MoauTHKa H HHopaiuu (IKMITH) va 30 noemepu 2022 r. B crost goknan
KHUIIM nocoura, 4e MOAKpPENs paMKOBATA TMOZMIMA H CUHMTA, 4Y¢ NPSUIOKCHHCTO 3a
PernmamMeHT chOTRETCTBA Ha TPHHIMITHTE Ha CYOCHMAPHOCT M IIPOHOPLHOHAIHOCT, HO
HpH (PUHAIMIHPAHE HA TeKCTa HAa IPEUIOKEHHETO 33 perlaMeHT ¢ HeoOXOMHMO J1a ce
B3eMaT npeaBul H3GArBaHe Ha CBPBXperyJIallHATa, 3alla3zBaHe Ha NMpaBoTo Ha H3Gop M
uabopMHpaHOCT  Ha  moTpebHTeNMTe, 2amasBaHe Ha  KOHKYPCHLHATA — MEKIY
cepTU(HIHPAHH W HECePTH(HIIMPAHH TIPOJIYKTH H HelPEKOMEpHOCTTa Ha Pa3xojUTe 3a
MaJlKHsA OH3HEC,

Cutes, CbCTOSLIOTO e 00CHKRAANHE 110 npeaiokenne 3a Permavent Ha Epponeiickus
mapaavenT # Ha CLBETa 0THOCHO HIHCKBAHHATA 32 XOPH3OHTAJIHA KHOEPCHTY PHOCT
33 NPOAYKTH ¢ I poBH e/leMeHTH M 3a m3MeHenne Ha Perstament (EC) 2019/1020,
COM (2022) 454, B3eMaiilkH NpeIBH CTAHOBHILATA HA NMAPTAMEHTAPHHTE KOMMCHH,
Hapomsoro chopanne Ha Penyormmka bearapus, upes Komucusita 110 BeIpocHte Ha
Enponeiickus cnio3 mipassma ciaeqoro CTAHOBHIIE, koero ja Obae H3npareHo
10 eBpoIeiicKHTe HHCTHTYLIMH, B PAMKHTE Ha TOJHTHYECKH IHAJIO0N:

KBEC  npupetcTRa  vewiHsATa Ha  IBpornefickara  KOMHCHSL Jla  rapaHTtipa
KHGEPCHTYPHOCTTA Ha NPOAYKTHTE ¢ IH(PPOBH eJIEMEHTH, KaKIO H I10CJISABALLOTO
PAZBHTHE HA TeMara,

KBEC oruxta, ue NpPEUIOKECHHMETO 32a H3MEHCHMA Ha PernaMenTta me JonpHHECE 3a
HachbpyaBaHe Ha HAUHOHAJIHHIC I[POH3BOJAMTE/H, JIOCTABYHIIH H HKOHOMHYECKH
OICPATOPH 3a M3rpailane Ha kubep yeroHuHMBa HallHOHAJIHA €KOCHCTEeMa, KOATO Jla e
XapMOHHZHpaHa B eBpollcticku koHteker. Hapen ¢ Toma obfaue 2a  yememmnara
UMILIEMEHTALIHS Ha pa3nopeadHTe OTHOCHO HAJAraHeTo Ha CaHKIHH Ie ca HeoOXOJHMH
3HAYMTE/ICH HAJIMYCH KAallalHTeT H HOPMATHBHH H3MEHEHHMA.

KBEC cunura, 4e e criazeH MPHHIMITBT Ha CYOCHIMAPHOCT, Chiilaco Wi 5, naparpad 3
ot Jlororopa 2a Erponefickus cwioz (JIEC), Ho 1pH QuHajiuzupaHe Ha TeKCTa HAa
Npe/UIOJKeHHeTO 32 perIaMeHT & HeoOXOJIHMO Jla Ce B3eMar INpelBuj H30ArBaHe Ha
CBPBXpEryianmsaTa, 3amasgaHe Ha npaoto Ha H30op ©u  UHPOPMHpPAHOCT HA
noTpeOHTeNIHTe,  2aMa3BaHe  Ha  KOHKYPEHIHATa  MEHKAY  CepTH(HLHpaHH H
HecepTH(PHITHPAHH TMPOIVKTH H HelPeKOMePHOCTTA Ha Pa3XO/IHTe 3a MAJIKHsl Ou3Hec.

KBEC uzpazsipa MHeHHe, Ue NpeIoKeHHeTO 39 PerJIaMeHT ChOTBETCTBA Ha NMPHHIUIIA
HA TPONMOPLMOHAIHOCT, ompefened oT wi 5. maparpadp 4 ot JIEC. Tnii kato c
HPE/UIOJKEHHETO HE Ce BbhBEK/IaT HHKAKBH MEpPKH. HAJXBBPIANH HeoOXoAHUMOTO 3a
MOCTHIAHETO HAa OCHOBHHTE LIEJIH Ha HACTOAIIATA IIPOTPama.

bsixa HallpaBCcHH CICAHHTEC OCJICIKKH 110 BpeMe Ha 3aCC/IaHHCTO
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4.1. Ornocuo wi. 10, maparpad 4 oT npeaiokKeHHst perlaMeHT, 3aIb/UKCHHETO 3a
HPE/IOCTABAHE HA IapaHLMH OT CTPAHa HA HPOM3BOAUTE/I ¢ HEHPOIOPIHOHAIHO [10PA/IH
BHCOKATA CIIOJKHOCT Ha ChBPEMEHHHTE TeXHOJIOTHYHH TPOAYKTH. TaKHBa TapaHIlHH MOTaT
Ja 6BaT eTHHCTBEHO YACTHYHH, B 3JABHCHMOCT OT CTIeUM(pHKATa HA CHOTBCTHH POIAYKT.

4.2. Ornocno wi 10, naparpad 6 OT LPEUIOKSCHUS perllaMeHT, 2a jla ObJaT MOCTHTHATH
LEJIHMTE HAa HOpMATa, ¢ieasa ja 6be Npe/IBHACHO, Ue JIMICH3HOHHUTE MOJIC/IM He Morar jia
OKa3BaT BJIMSIHHE BBPXY NPEA0CTABIHETO Ha 0GHOBIICHHS 3a OTCTpaHsIBaHe Ha VA3BHMOCTH,
ThH KATO CHIIECTBYRA PHUCK NPOM3BOJAMTEIM Ja oOBRBPIKAT 2arjaliaHeTo Ha To/HINEH
aBoHAMENHT ¢ MoNyYaBaneTo Ha 0OHOBIESHHS, OTCTPAHSABAILM OTKPHTH YI3BHMOCTH.

4.3. OtHocHO wi. 11, 3a MOCTHraHe Ha MOCTAREHHTE I1eJTH € HeoOX0oiMMO HH(OPMAITHITA 34
YCTAHOBEHH VA3RMMOCTH Ja ce nyQuukyea B nybnuuno focTeNHH OasH JaHHH 3a
yszpuMocTi o1 ENISA win o1 npouspojiuresnure.

4.4, OtHocHO wWiI. 15, HENMpPOMOPIMOHAIHO € H3HCKBAHCTO BHOCHTEN Jla C¢ CHHMTA 34
MPOMZBOTHTEI AKO €aMO TIPOJIaBa CLOTBETHHS MPOJYKT [0/l CBOSL THPIOBCKA Mapka (T.Hap.
whitelabeling). Topa 6 orpand«HI0o cepHozHo Mojeiga ua whitelabeling nopaju
(hakTHUeCKATa HERBAIMOKHOCT Ha BHOCHTENS JIa BIHC BLPXY HPOJIYKTA M /1A C¢ VBCPH B
HETOBHTE TapaMeTpH. OTHACSANIHTE ce JI0 CHIVPHOCTIA [0 CICHEH, B KOATO Ja IoeMe
HsIaTa OTTOBOPHOCT 3a TOBa. BTopara XHMOTe3a, a HMCHHO B CJIyuauTe, B KOMTO
BHOCHTEJIAT H3BBPIIBA CEPHORHH MOJH(JHKAIIMH, € [PONOPIHOHAJIHA M CJe/Ba jla Objie
2analena.

5. C owmren na Gbp30T0 PasBHTHE HA TEXHOJOIMHTE H YCKOPSIBAHETO Ha JHTHTAIH3ALMATA H
JMIHTAIHATA  TpaHc)OPMALIM, KaKTO M CHJIHHS  TpaHCTpaHWYeH XapakTep Ha
KUOCPCHIVPHOCTTA M HAPACTRALIMTES TPAHCIPAHUYHH HHITH/ICHTH TIPH BCHYKH CEKTOPH H
npoayktH, KBEC npuBercrBa mnpemyiokennero 3a Periamenrt Ha Ipponelickus
napjaMenT M Ha CbBeTa OTHOCHO HM3HCKBAHMSTA 23 NOPH3OHTAJHa KHOePCHIYPHOCT 3a
HPOJYKTH ¢ HuppoBH elieMenTH U 3a usmenenue na Permament (EC) 2019/1020. To me
JIOTIPHHECE 2a TORHIIARAHe HAa KHOSPCHTYPHOCTTA Ha MPOAYVKTH ¢ IH(POBH eIeMEHTH,
KOETO OT CBOsI CTpaHa II€ IIOBHIIH CTENEHTa Ha JIOBepHe cpe/l NoTpeOHTEINHTe H
npuBjickareiimocrra na npoaykrure na EC ¢ mudporn enementn. OcBeH ToRa
npe/UloKeHHeTo 1Me ObJle OT MoNza W 2a BETPEITHHS [1a3ap 4Upes UPE0CTARAHE HA [IpaBHA
CHTYPHOCT H MOCTHraHe Ha PABHH YCIIOBHS 32 HKOHOMHUSCKHTE OIIePATOPH, OTTOBOPHH 34
NPOAYKTH ¢ IH(POBH e/leMEHTH.

C oriell Ha TOPEH3IKEHOTO, CJIE] ChCToI0TO ce obchxTane B KBEC, nokmaasT n
CTAHOBHILETO KbM Hero Osixa npuern ¢ 9 npiaca “3a”, 0 rmaca ,mporue” u 0 riaca
»BBTBPIRAJI ce,

IPEICEJJATEJI HA
ROMHICHATA 11O BbIIPOCHTE HA EC:
,HEH Enexrponno noamcan fokysent ot . DENITSA DIMITROVA SIMEONOVA

Jara 2 22/12/16 15:33:31+0200
B evorsercrene ¢ elDAS.
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REPUBLIC OF BULGARIA
THE FORTY-EIGHT NATIONAL ASSEMBLY

II.

COMMITTEE ON EUROPEAN UNION AFFAIRS

REPORT

Proposal for a Regulation of the European Parliament and of the Council
on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM (2022) 454, 15
September 2022 - Item 10 of the Annual Work Programme of the National
Assembly on European Union Affairs (2022) and the Framework Position
of the Republic of Bulgaria thereon, 48-202-00-13, submitted by the
Council of Ministers on 15 November 2022.

Proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation
(EU) 2019/1020, COM/2022/0454. is a drafl legislative act of the European Commission
of 15 September 2022. The act was submitted to the national parliaments of the Member
States on 24 October 2022.

Pursuant to Protocol No 2 of the Treaty on the Functioning of the European Union
(TFEU) on the application of the principles of subsidiarity and proportionality and the
powers of the National Assembly within the time limit laid down in Article 6 of TFELU,
the Committee on European Union Affairs (CEUA), at its regular meeting held on 15
December 2022, discussed a Proposal for a Regulation of the European Parliament and
of the Council on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM/2022/454, interinstitutional
number 2022/0272 (COD), included as item 10 of the Annual Work Programme of the
National Assembly on European Union Affairs for 2022,

Mr. Atanas Maznev - Deputy Minister of e-Government, Mr. Konstantin Azov - Head of
the Political Cabinet of the Minister, Ms. Gergana Kolesanska - Director “Policies of
e-Government”, Ms. Reni Borisova - Directorate “Policies of e-Government”, Mr. Boyan
Grigorov - Directorate “Network and Information Security” at the Ministry of
e-Government, as well as the Member of the National Assembly and Vice-President of
the Committee on e-Government and Information Technology Mr. Bozhidar Bozhanov
took part in the meeting of the CEUA.

The proposal for a Regulation has two main objectives. One of them is to create
conditions for the development of secure products with digital elements, ensuring that
hardware and software products with fewer vulnerabilities are placed on the market, and
that manufacturers take protection throughout the product life cycle seriously. The second
one is the creation of conditions enabling users to take into account cybersecurity when
selecting and using products with digital elements.

The proposal for a Regulation also provides for four specific objectives. First and
foremost, this is to ensure that manufacturers improve the protection of products with
digital elements right from the design and development stage and throughout the life
cycle. The second one is to provide a coherent cybersecurity framework that facilitates
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compliance by hardware and sofiware manufacturers. The third one is to increase the
transparency of product protection features with digital elements. The fourth one is to
enable businesses and consumers to use products with digital elements in a safe way.

According to the impact assessment carried out by the European Commission, there are
four policy options to achieve the overall objective of the proposal. A preferred option by
the European Commission is option 4, which would ensure that specific horizontal
cybersecurity requirements are set for all products with digital elements that are placed or
made available on the internal market.

In summary, the proposal for a Regulation enables Member States and thus the EU as a
whole to address existing shortcomings and fragmentation in the field of cybersecurity.

Pursuant to the Framework Position submitted by the Council of Ministers, the
Republic of Bulgaria welcomes the proposal for a Regulation of the European Parliament
and of the Council on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020, COM/2022/454 by considering it
positive, timely and necessary. Support is expressed for the objectives set out in the
proposal presented by the European Commission in all directions and ultimately the
introduction of cybersecurity requirements for placing products with digital elements on
the Union market. The alignment of practices and increased cybersecurity measures in
products with digital elements will have a positive impact on increasing hatmonisation
and achieving the necessary security in the Union. At the same time, the Republic of
Bulgaria will insist on preventing the imposition of unnecessary administrative
burdens and unnecessary commitments for economic operators. The country also
expresses scepticism about the envisaged powers of the EC to adopt by a delegated act
amendments in the annexe with the list of critical products with digital elements, adding
new categories or withdrawing existing ones from the list. In this regard, the Republic of
Bulgaria will maintain a position for non-adoption by delegated acts of substantial
amendments to the Regulation and will insist on the use of an implementing act as a legal
instrument.

Following the adoption of this proposal for a Regulation of the European Parliament and
of the Council on horizontal cybersecurity requirements for products with digital elements
and amending Regulation (EU) 2019/1020, COM/2022/454, it may be necessary to
rapidly designate existing bodies and/or create new ones to carry out the tasks set out in
the legislation, which will effectively require an assessment of the possibilities at a
national level, as well as a change in the national legislation and the provision of financial
resources for the activities concerned. Bulgaria indicates that the deadlines set should be
feasible and consistent with the level of readiness of the Member States to implement this
new legislation.

The implementation of the Regulation will require the establishment of market
surveillance authorities and a notifying body. It is clear from the position that at the
moment there are no such bodies i the country and it will be necessary to provide
administrative capacity and financial resources for the implementation of Bulgaria’s
obligations under this Regulation.

Although the proposed Regulation will apply directly in all Member States after its final
adoption, it is necessary to amend the Cybersecurity Act to provide for implementing
measures.
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IV. The above proposal for a Regulation was examined by the Committee on Economic
Policy and Innovation (CEPI) on 30 November 2022. In its report, CEPI states that it
supports the framework position and considers that the proposal for a Regulation is in line
with the principles of subsidiarity and proportionality, but when finalising the text of the
proposal for a Regulation, it is necessary to take into account the avoidance of
over-regulation, the preservation of consumer choice and information, the preservation of
competition between certified and uncertified products and the undue cost of small
business.

V. Following a discussion on a proposal for a Regulation of the European Parliament
and of the Council on horizontal cybersecurity requirements for products with
digital elements and amending Regulation (EU) 2019/1020, COM (2022) 454, taking
into account the opinions of the parliamentary committees, the National Assembly of
the Republic of Bulgaria, through the Committee on Furopean Union Affairs,
expresses the following OPINION to be sent to the European institutions in the
framework of the political dialogue:

1. The CEUA welcomes the efforts of the European Commission to ensure cybersecurity of
products with digital elements, as well as the subsequent development of the topic.

2. The CEUA recognises that the proposal for amendments to the Regulation will contribute
to encouraging national producers, suppliers and economic operators to build a cyber
resilient national ecosystem that is harmonised in a European context. In addition,
however, the successful implementation of the sanctioning provisions will require
significant available capacity and regulatory changes.

3. The CEUA considers that the principle of subsidiarity has been observed pursuant to
Article 5(3) of the Treaty on European Union (TEU), but when finalizing the text of the
proposal for a Regulation, it is necessary to take into account the avoidance of
over-regulation, preservation of the right of choice and information of consumers,
preservation of competition between certified and non-certified products and the
non-excessiveness of costs for small businesses.

4. The CEUA expresses the opinion that the proposal for a Regulation is in line with the
principle of proportionality. as set out in Article 5(4) of TEU, as the proposal does not
introduce any measures that go beyond what is necessary to achieve the main objectives
of this programme.

The following comments were made at the meeting:

4.1. With regard to Article 10(4) of the proposed Regulation, the obligation to provide
guarantees by the manufacturer is disproportionate due to the high complexity of modern
technological products. Such guarantees may only be partial, depending on the specifics of
the product concerned.

4.2. With regard to Article 10(6) of the proposed Regulation, in order to achieve the
objectives of the Regulation, it should be provided that licensing models cannot have an
impact on the provision of updates to remedy wvulnerabilities, as there is a risk that
manufacturers will make the payment of an annual subscription conditional on receiving
updates that remedy open vulnerabilities.
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4.3. With regard to Article 11, in order to achieve the set objectives, it is necessary to
publish the information on identified vulnerabilities in publicly available vulnerability
databases by ENISA or by the producers.

4.4. With regard to Article 15, it is disproportionate to consider an importer as a
manufacturer only if it sells the product under its trademark (the so-called whitelabeling).
This would severely limit the whitelabeling model due to the factual impossibility of the
importer to influence the product and to ascertain its security parameters to the extent that
it assumes full responsibility for it. The second hypothesis, namely where the importer
makes serious modifications, is proportionate and shall be maintained.

5. In view of the rapid development of technologies and the acceleration of digitalisation and
digital transformation, as well as the strong cross-border nature of cybersecurity and
increasing cross-border incidents in all sectors and products, the CEUA welcomes the
proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation
(EU) 2019/1020. It will contribute to enhancing cybersecurity of products with digital
elements, which in its turn will increase consumer confidence and the attractiveness of EU
products with digital elements. Furthermore, the proposal will also benefit the internal
market by providing legal certainty and a level playing field for the economic operators
responsible for products with digital elements.

In view of the above, following a discussion conducted at the CEUA, the report and its
opinion were adopted by 9 votes “in favour”, 0 votes “against” and 0 *“abstentions”.

CHAIRPERSON OF
THE COMMITTEE ON EU AFFAIRS:
DENITSA SIMEONOVA

Enexrponno noamcan fokysent ot . DENITSA DIMITROVA SIMEONOVA
Hara : 22/12/19 12:53:51+0200
B eworsererane ¢ elDAS.

4

www.parlament.gv.at



