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NOTE 

From: General Secretariat of the Council 

To: Delegations 

Subject: Public access to documents 

- Confirmatory application No 10/c/01/23 
  

Delegations will find attached: 

 the request for access to documents sent to the General Secretariat of the Council on 

13 March 2023 and registered on the same day (Annex 1); 

 the replies from the General Secretariat of the Council dated 3 and 5 April 2023 (Annex 2); 

 the confirmatory application dated 26 April 2023 and registered on the same day (Annex 3). 
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ANNEX 1 

[E-mail message sent to access@consilium.europa.eu on Monday, 13 March 2023 at 14:20 using 

the electronic form available in the Register application] 

From: DELETED 

Sent: lundi 13 mars 2023 14:20 

To: TRANSPARENCY Access to documents (COMM) <Access@consilium.europa.eu> 

Subject: Consilium - Electronic Request for Access to documents [ENGLISH] 

Ms 

Family name 

DELETED  

First name 

DELETED  

E-mail 

DELETED  

Occupation 
Industry and commerce 

 

On behalf of 
TikTok Technology Ltd (Ireland) 

 

Full postal dddress 
10 Earlsfort Terrace  

Dublin  

Ireland 

 

Telephone 

Mobile telephone 

DELETED  

Fax 
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Requested document(s) 

This request relates to the decision of the Council of the EU (“the Council”) to  

implement measures “similar to those taken by the Commission” to suspend the use of the TikTok 

application on work devices and personal devices with work-related applications installed, as 

reported in an article by Politico on 23 February 2023, available here: 

https://www.politico.eu/article/european-commission-to-staff-dont- use-tiktok/  

 

We request access to four sets of documents:  

 

A. The Council’s decision to implement measures “similar to those taken by the  

Commission” to suspend the use of the TikTok application on work devices and  

personal devices with work-related applications installed, as reported in an  

article by Politico on 23 February 2023, available here:  

https://www.politico.eu/article/european-commission-to-staff-dont-use-tiktok/  

 

Please provide a copy of the Council’s decision to implement measures “similar to those taken by 

the Commission” to suspend the use of the TikTok application on work devices and personal 

devices with work-related applications installed, as reported in the Politico article referenced above. 

We understand that this suspension may have taken the form of a decision by the Secretariat, but 

may also (or alternatively) comprise other documents.  

 

B. Documents relating to the Council’s decision to implement measures “similar to those taken by 

the Commission” to suspend the use of the TikTok application on work devices and personal 

devices with work-related applications installed.  

 

Please provide all documents relating to, supporting, justifying, and/or otherwise  

considered or taken into account as part of the process culminating in, the Council's decision to 

implement measures “similar to those taken by the Commission” to suspend the use of the TikTok 

application on work devices and personal devices with work- related applications installed, 

including, but not limited to, memoranda, advice, minutes, emails, notes, drafts, reports, analyses, 

and proposals.  
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These documents may relate to, among other topics, alleged cybersecurity or data protection risks of 

using the TikTok application on work devices and personal devices with work-related applications 

installed. Please also provide all documents addressing the number of work devices affected or 

potentially affected by the decision, the total number of devices affected or  

potentially affected by the decision, and the number of Council personnel affected or potentially 

affected by the decision.  

 

C. Documents containing policies and procedures relevant to work devices and  

personal devices with work-related applications installed.  

 

Please provide copies of all of the Council’s policies, guidance and procedures that apply to work 

devices and personal devices with work-related applications installed. This includes, but should not 

be limited to, policies, guidance and procedures relating to the  

permitted uses of such devices and the types of applications permitted to be downloaded and/or 

used on such devices, and relating to the security of these devices and/or of the personal data stored 

or processed on these devices.  

 

D. Documents relating to other applications that the Council has considered suspending the use of 

on work devices and personal devices with work-related applications installed.  

 

Please provide all documents that relate to consideration given to banning or  

suspending the use of any other applications on work devices and personal devices with work-

related applications installed.  

 

In relation to each application mentioned in these documents, please provide:  

 

1. a copy of any decision on whether or not to ban or suspend the use of the application on such 

devices; and  
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2. all documents relating to, supporting, justifying, and/or otherwise considered or taken into 

account as part of the process culminating in, the decisions falling within the scope of request D(1) 

above, including, but not limited to, memoranda, advice, minutes, emails, notes, drafts, reports, 

analyses, and proposals. These documents may relate to, among other topics, alleged cybersecurity 

or data protection risks of  

using the relevant application on work devices and personal devices with work-related applications 

installed. 
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ANNEX 2 

 

Council of the European Union 
General Secretariat 

 

 Directorate-General Communication and Information - COMM 
Directorate Information and Outreach 
Information Services Unit / Transparency 
Head of Unit 

 

 

Brussels, 3 April 2023 

DELETED 

Email: DELETED 

Ref. 23/0754-ws/vk 

Request made on: 13.03.2023 

Dear DELETED, 

Thank you for your request for access to documents of the Council of the European Union.1 

Please find enclosed the email to staff announcing the decision to suspend use of the TikTok app. 

Concerning the remainder of the request, the General Secretariat is still conducting consultations 

necessary to the examination of the documents concerned.  Therefore, we have to extend the 

deadline to reply to your request by 15 working days, until 27 April 2023.2 

 

Yours sincerely, 

Fernando FLORINDO 

 

Enclosure 

                                                 
1  The General Secretariat of the Council has examined your request on the basis of the applicable rules: Regulation (EC) 

No 1049/2001 of the European Parliament and of the Council regarding public access to European Parliament, Council and 

Commission documents (OJ L 145, 31.5.2001, p. 43) and the specific provisions concerning public access to Council 

documents set out in Annex II to the Council's Rules of Procedure (Council Decision No 2009/937/EU, OJ L 325, 

11.12.2009, p. 35). 
2  Article 7(3) of Regulation (EC) No 1049/2001. 
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Council of the European Union 
General Secretariat 

 

 Directorate-General Communication and Information - COMM 
Directorate Information and Outreach 
Information Services Unit / Transparency 
Head of Unit 

 

 

Brussels, 5 April 2023 

DELETED 

Email: DELETED 

Ref. 23/0754-ADD-ws/ns 

Request made on: 13.03.2023 
First reply sent on: 03.04.2023 

Dear DELETED, 

I refer to my letter of 3 April 2023, with which we sent you a first document (email from the Helpline 

to staff on the Removal of TikTok app) and extended the deadline concerning the remaining 

documents.  The General Secretariat of the Council (GSC) has now finalised the examination of 

your request.3 

 

As regards points A and B of your request which refer to “the Council’s decision to implement 
measures ‘similar to those taken by the Commission’ to suspend the use of the TikTok”, please 
allow me to clarify that there is no such Council decision.  There rather is an internal instruction 

from the Secretary-General in this regard.  We therefore understand your request as referring to 

this internal instruction. 

 

In relation to these points, the General Secretariat of the Council (GSC) has identified the following 

further documents: 

 

1) an email from Commission services of 23 February 2023 informing about the Commission’s 
action related to TikTok (and containing a copy of the message informing its staff about this) 

 

2) an internal GSC email of 23 February 2023 containing lines to take on the issue 

                                                 
3  The General Secretariat of the Council has examined your request on the basis of the applicable rules: Regulation (EC) 

No 1049/2001 of the European Parliament and of the Council regarding public access to European Parliament, Council and 

Commission documents (OJ L 145, 31.5.2001, p. 43) and the specific provisions concerning public access to Council 

documents set out in Annex II to the Council's Rules of Procedure (Council Decision No 2009/937/EU, OJ L 325, 

11.12.2009, p. 35). 
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3) a note (ref. 23/0052) of 23 February 2023 from the GSC’s Digital Services concerning the 
security of the Council and the GSC, classified as RESTREINT UE/EU RESTRICTED.4 

 

Please note that your email of 24 February 2023 (with history) related to a meeting request is also 

covered by your request.  As you are the author of the document yourself, we nevertheless do not 

include it in the present reply. 

 

In relation to point C of your request, the following documents have been identified: 

 

4) The IOLAN5 code of practice from December 2014 

 

5) The GSC IT device policy from May 2019 

 

6) The user agreement for corporate mobile IT services from February 2023 

 

7) The user agreement for BYOD devices from February 2023 

 

8) Personal data record 379R00 and the accompanying privacy statement on mobile devices and 

mobile subscriptions 

 

Finally, in relation to point D of your request, please note that there are no other applications that 

the Council has until now considered suspending the use of; consequently there are no documents 

related to this point. 

 

You will find attached the email from Commission services of 23 February 2023 (document 1 

above), the GSC IT device policy from May 2019 (document 5 above) and personal data record 

379R00 (document 8 above). 

 

Concerning the internal GSC email of 23 February 2023 (document 2 above), you will find it 

enclosed, only redacted for personal data.6  Indeed, taking into account all the principles 

concerned and making up the balance between the public interest in having access to such data 

and the legitimate right of individuals to protect their personal data, the GSC has come to the 

conclusion that personal data other than the names of senior managers has to be withheld.7 

 

The note from the GSC’s Digital Services (document 3 above) contains an assessment of the 

risks to the Council’s IT infrastructure due to the presence of the TikTok app on various devices. 

                                                 
4  Which means that the unauthorised disclosure of its contents could be disadvantageous to the interests of the European Union 

or of one or more of its Member States – Council Decision of 23 September 2013 on the security rules for protecting EU 

classified information (2013/488/EU), OJ L 274, 15.10.2013, p. 1. 
5  The GSC’s “Inter-building Office Local Area Network”. 
6  Article 4(6) of Regulation (EC) No 1049/2001. 
7  Article 4(1)(b) of Regulation (EC) No 1049/2001 and Article 9 of Regulation (EU) 2018/1725 of the European Parliament 

and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by 

the Union institutions, bodies, offices and agencies and on the free movement of such data (OJ L 295 21.11.2018, p. 39). 
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The IOLAN code of practice (document 4 above) is an internal document from December 2014 

which sets out the principal duties and responsibilities of IOLAN users. 

 

The user agreement for corporate mobile IT services (document 6 above) is an internal document 

from February 2023 that defines accepted practices, responsibilities and conditions for the secure 

use of mobile devices provided by the GSC. 

 

The user agreement for BYOD devices (document 7 above) is an internal document from 

February 2023 that defines accepted practices, responsibilities and conditions for the secure use of 

personally owned mobile devices on which the user receives mobile IT services made available by 

the GSC. 

 

These four documents contain internal information on the Council’s IT infrastructure.  Their release 
would make this infrastructure more vulnerable to cyberattacks.  Their disclosure would therefore 

undermine the protection of the public interest as regards public security.  As a consequence, the 

GSC has to refuse access to these documents.8  We have also looked into the possibility of 

releasing parts of them.9  However, as the information contained in each of the documents forms 

an inseparable whole, the GSC is also unable to give partial access to them. 

 

 

Pursuant to Article 7(2) of Regulation (EC) No 1049/2001, you may ask the Council to review this 

decision within 15 working days of receiving this reply.  Should you see the need for such a review, 

you are invited to indicate the reasons thereof. 

 

 

Yours sincerely, 

 

 

Fernando FLORINDO 

 

 

Enclosures 

                                                 
8  Article 4(1)(a), first indent, of Regulation (EC) No 1049/2001. 
9  Article 4(6) of Regulation (EC) No 1049/2001. 
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ANNEX 3 

 

[E-mail message sent to access@consilium.europa.eu on Wednesday, 26 April 2023 15:27] 

 

From: DELETED 

Sent: mercredi 26 avril 2023 15:27 

To: TRANSPARENCY Access to documents (COMM) <Access@consilium.europa.eu>; 

DELETED 

Subject: Ref. 23/0754-ADD-ws/ns - TikTok reply letter (26 April) 

Dear Sir/Madam, 

Please find attached a reply from TikTok, to the letter from the General Secretariat. 

Grateful if you would kindly confirm receipt of our letter. 

Kind regards 

DELETED 
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__________________________ 
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