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1. INTRODUCTION: POLITICAL AND LEGAL CONTEXT
1.1. Political context

As President von der Leyen stated in her Political Guidelines for the new Commission!,
it is crucial that Europe can reap all the benefits of the digital age and that it strengthens
its industry and innovation capacity in a safe and ethical way. Digitalisation and new
technologies are transforming the European financial system and the way it provides
financial services to Europe’s businesses and citizens. Two years after the Commission
adopted the FinTech Action Plan?, the actions set out have largely been implemented.
The socio-economic impacts of the COVID-19 crisis have also highlighted the
importance of digital finance and the need to allow business to be conducted remotely
and through innovative digital technologies, wherever possible.

As part of the Commission’s overarching agenda of making Europe ready for the digital
age, the Commission is undertaking considerable work in the area of digital finance in an
effort to both enable the financing of the digital transformation and ensuring that the
financial sector can make the most of the opportunities the digital age presents and
become competitive globally. The digital finance strategy will set out the direction of
travel for digital finance in the EU, focussing for example on access to data, artificial
intelligence and digital identities. Additionally, as part of the digital finance strategy, the
Commission will publish underpinning proposals on crypto-assets, as part of the work on
ensuring the EU framework allows for innovation while mitigating the risks, and digital
operational resilience, as increased digitalisation means increased cyber threats. As
regards blockchain and distributed ledger technology (DLT), the Commission has a
stated and confirmed policy interest in developing and promoting the uptake of this
transformative technology across sectors, including the financial sector”.

!'Ursula von der Leyen, Political Guidelines for the next European Commission, 2019-2024.

2 Commission Communication: ‘FinTech Action Plan: For a more competitive and innovative European
financial sector (March 2018).

3 For instance, the recent Communication on a new SME strategy for a sustainable and digital Europe
(COM 2020/103/Final) emphasizes that Fintech innovation can enable SMEs to issue crypto assets and
digital tokens and includes an action for the Commission to launch a blockchain-based initiative enabling
the issuance and trading of SME bonds across Europe.
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Crypto-assets are one of the major blockchain applications for finance. Since the
publication of the FinTech Action Plan, the Commission has been examining the
opportunities and challenges raised by crypto-assets. In that Action Plan, the
Commission mandated the European Banking Authority (EBA) and the European
Securities and Markets Authority (ESMA) to assess the applicability and suitability of
the existing financial services regulatory framework to crypto-assets. The advice* issued
in January 2019 clearly pointed out that while some crypto-assets could fall within the
scope of EU legislation, effectively applying it to these assets is not always
straightforward. Moreover, the advice noted that provisions in existing EU legislation
that may inhibit the use of DLT. At the same time, EBA and ESMA underlined that —
beyond EU legislation aimed at combating money laundering and terrorism financing -
most crypto-assets fall outside the scope of EU financial services legislation and
therefore are not subject to provisions on consumer and investor protection and market
integrity, among others. In addition, a number of Member States have recently legislated
on issues related to crypto-assets leading to market fragmentation.

The inherent cross-border nature of internet-based products and applications and in
particular those leveraging distributed networks, such as crypto-assets, require strong
international cooperation in order to be regulated properly. The Commission has
consistently participated actively in all relevant fora working on crypto-assets over the
past years to promote cooperation and a common approach. The Commission continues
to follow and participate in the relevant work, done in particular by the FSB and FATF
on ‘stablecoins’. The current development of high-level principles by FSB, will form a
solid basis for jurisdictions to build potential regulation on and will be taken into account
in the EU framework.

A relatively new subset of crypto-assets — the so-called “stablecoins” - has emerged and
attracted the attention of both the public and regulators around the world. While the
crypto-asset market remains modest in size and does not currently pose a threat to
financial stability’, this may change with the advent of “stablecoins”, as they seek wider
adoption by incorporating features aimed at stabilising their value and by exploiting
network effects®.

Given the developments in the crypto-asset market in 2019, President Ursula von der
Leyen has stressed the need for “a common approach with Member States on
cryptocurrencies to ensure we understand how to make the most of the opportunities they
create and address the new risks they may pose”’. Executive Vice-President Valdis
Dombrovskis has also indicated his intention to propose new legislation for a common
EU approach on crypto-assets, including “stablecoins”. While acknowledging the risks
they may present, the Commission and the Council also jointly declared in December

4 ESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, 2019; EBA report with advice on crypto-
assets, 2019.

3 FSB Chair’s letter to G20 Finance Ministers and Central Bank Governors, 2018.

& G7 Working Group on Stablecoins, Report on ‘Investigating the impact of global stablecoins’, 2019.

7 Mission letter of President-elect Von der Leyen to Vice-President Dombrovskis, 10 September 2019.
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2019 that they “are committed to put in place the framework that will harness the
potential opportunities that some crypto-assets may offer’®.

The purpose of this document is to assess the case for action, the objectives, and the
impact of different policy options for a European framework for markets in crypto assets,

as envisaged by the 2020 Commission work programme”’.

1.2. Market and legal context

1.2.1. Distributed ledger technology (DLT) and the different types of crypto-
assets

Crypto-assets are a type of assets that depend primarily on cryptography and DLT.
DLT is essentially records, or ledgers, of electronic transactions, very similar to
accounting ledgers. Their uniqueness lies in the fact that they are maintained by a shared
or ‘distributed’ network of participants (‘nodes’) and not by a centralised entity. It
therefore avoids the downside faced by central storage systems of representing a single
point of potential failure. The key aspect of DLT systems is that they allow for the
decentralised processing, validation or authentication of transactions or other types of
data exchange. Typically, records are stored on the ledger only once the participants have
reached consensus'’.

DLT can be divided into two categories: permission-based and permissionless.
Permission-based DLTs are closed systems where only identified participants can
propose and validate ledger updates. In permissionless DLTs, any entity can access the
database and, depending on the specific validation method used, may be able to
contribute to updating the ledger. The bitcoin’s innovation was to build a decentralised
network that has no central, trusted authority and is open to anyone. In contrast, most of
the DLT platforms being developed for use in the financial sector are permission-based.

Another important feature of distributed ledgers and crypto-assets is the extensive
use of cryptography, i.e. computer-based encryption techniques such as
public/private keys and hash functions'!, to store assets and validate transactions. In
this context, the public key (and the public address, which is a shorter form of the public
key'?) is publicly known and is essential for identification. They are similar to a user
account number. The public address is a balance and can be used for depositing and

8 Joint Statement of the European Commission and Council on ‘stablecoins’, 5 December 2019.

% https://ec.europa.eu/info/publications/2020-commission-work-programme-key-documents_en.

10 There are various consensus mechanism types that depend on the DLT set-up (see section 7). However,
all of them aim to tackle any tampering with the information stored on the ledger and to avoid any
manipulation by a single entity.

"' A hash function is an algorithm that transforms large random size data to small fixed size data. The data
output of the algorithm is called the hash value. Hash functions operate in a one-way manner, which means
that it is impossible to compute the input from a particular output. For instance, it is impossible to infer the
public key from the address or to infer the private key from the public key. Meanwhile, the entire network
can derive the public key from the private key and therefore authenticate a given transaction.

12" The address is a cryptographic hash of the public key. Example of a public address:
1EHNa6Q4Jz2uvNExL497mE43ikXhwF6kZm§
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receiving crypto-assets. The private key'® (akin to a password needed to unlock a user
account) is used for authentication and encryption. It grants a user the right to dispose of
the crypto-assets at a given address and is needed to authorise a movement of crypto-
assets. Losing the private key is equivalent to losing the right to move assets around,
hence the need to save it in a secure location.

Files that are written onto the ledger are given a unique cryptographic signature and will
usually be timestamped. This allows participants to view the records in question,
providing a verifiable and auditable history of the information stored.

DLT networks and crypto-asset activities are supported by ‘smart contracts’. A
smart contract is a piece of software that runs directly on DLT and can replicate a given
contract’s terms. It effectively implements the terms of an agreement (e.g. payment terms
and conditions) into computational material to automate the execution of contractual
obligations. For instance, in the case of an offer of crypto-assets, a smart contract can
guarantee that the funds will be returned to investors if the offer does not reach the
minimum subscription target!*.

Thousands of crypto-assets have been issued since bitcoin was launched in 2009. In
February 2020, there were more than 5,000 crypto-assets worldwide!®. There is also a
wide variety of crypto-assets. There is no official categorisation of crypto-assets in use in
the EU or at international level. However, a commonly used classification comprises four
main categories of crypto-assets'®:

e Payment/exchange/currency tokens (often referred as virtual currencies or crypto-
currencies). These tokens are used as means of exchange (e.g. to enable the buying or
selling of goods/services by someone other than the token issuer). They can also held
for investment purposes, even it is not their intended function. Examples of payment
tokens include Bitcoin or Litecoin. The “stablecoins” are a relatively new form of
payment tokens with particular features aimed at stabilising their value. “Stablecoins”
are typically backed by real assets or funds (such as short-term government bonds,
fiat currencies...) or by other crypto-assets. They can also take the form of
algorithmic “stablecoins” (with algorithm being used as a way to stabilise volatility in
the value of the coin).

e Investment tokens may provide rights related to companies (e.g. in the form of
ownership rights and/or entitlements similar to dividends).

o Utility tokens have two main functions. Some of them enable access to a specific
current or prospective service or good (similar to a voucher). Some are issued to
reward operators for maintaining the DLT, for validating and recording transactions.

13 Example of a private key: SKb8kLf9zgWQnogidDA76MzPL6TsZZY36hWXMssSzNydY XYBIKF

14 For instance, as of 26 December 2017, there were 970,898 smart contracts running on the Ethereum.
blockchain alone. See: Wolfgang Ahrendt, Gordon J. Pace, Gerardo Schneider, Smart Contracts — A Killer
Application for Deductive Source Code Verification, 2018.

15 Trade website Coinmarketcap.

16 See, for instance, the EBA report with advice on crypto-assets, 2019.
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Like payment and investment tokens, some utility tokens can be traded on secondary

markets'”. One example of utility token is Filecoin'®.

e Hybrid tokens have features at issuance that enable their use for more than one
purpose.

Some crypto-assets could already be covered by EU financial services legislation,
but the majority of them would not be!°. When considering whether EU financial
regulation applies to crypto-assets, an important question is whether the crypto-asset in
question constitutes a ‘financial instrument’ or ‘electronic money’.

Some crypto-assets, especially some “investment tokens” or some “stablecoins”,
could qualify as “financial instruments” under the Markets in Financial
Instruments Directive (MiFID IT1)2°. Under MiFID II?!, “financial instruments” are inter
alia ‘transferable securities’ (such as shares, bonds and any other securities giving the
right to acquire or sell any such transferable securities), ‘money market instruments’,
‘units in collective investment undertakings” and various derivative contracts. In so far as
a crypto-asset qualifies as a financial instrument under MIFID II, a full set of EU
financial rules (including the Prospectus Regulation, the Transparency Directive (TD),
the Market Abuse Regulation (MAR), the Short Selling Regulation (SSR), the Central
Securities Depositories Regulation (CSDR) and the Settlement Finality Directive (SFD))
are likely to apply to their issuer and/or firms conducting activities related to them.

Other crypto-assets, especially some other types of stablecoin, could qualify as
electronic money under the Electronic Money Directive II (EMD2) if they satisfy all
elements of the definition, notably by giving users a direct claim on the reserve backing
the ‘stablecoin’®?.

The current EU legal framework on anti-money laundering and countering the financing
of terrorism (AML/CFT) also applies to some providers of services (wallet providers and
crypto-to-fiat exchanges) related to “virtual currencies . The EU AML/CFT framework

7 This, however, presupposes that the utility token is technically enabled for trading at issuance and that
there is also enough demand (liquidity) for utility tokens to be traded. This may not be the case where
utility tokens are conceived to function within in a single data ecosystem, only.

18 Filecoin is a decentralised storage network that turns cloud storage into an algorithmic market. Filecoins
can be spent to get access to unused storage capacity on computers worldwide. Providers of the unused
storage capacity in turn earn filecoins, which can then be sold for cryptocurrencies or fiat currency.

1 ESMA, Advice on ‘Initial Coin Offerings and crypto-assets’, 2019; EBA report with advice on crypto-
assets, 2019.

20 Market in Financial Instruments Directive (2014/65/EU).

2 Article 4(1)(15) and Annex I C.

2Electronic money is defined as ‘electronically, including magnetically, stored monetary value as
represented by a claim on the issuer which is issued on receipt of funds for the purpose of making payment
transactions as defined in point 5 of Article 4 of [the Payment Services Directive 2], and which is accepted
by a natural or legal person other than the electronic money issuer’.

23 Under the Anti-Money Laundering Directive (Directive 2015/849/EU) as amended by AMLDS
(Directive 2018/843/EU, a ‘custodian wallet provider’ is defined as an entity that services to safeguard
private cryptographic keys on behalf of its customers in order to hold, store and transfer virtual currencies.
Fiat-to-crypto exchanges are ‘providers engaged in exchange services between virtual currencies and fiat
currencies’. The notion of ‘virtual currency’ is defined as ‘digital representation of value that is not issued
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provides for the registration and supervision of these two types of service providers
without regulating them as such. The EBA’s report and advice on crypto assets published
in 2019 recommended to have regard to the latest recommendations, standards and
guidance issued by the Financial Action Task Force (FATF) as part of a holistic review
of the need, if any, for action at the EU level to address issues relating to crypto-assets®*.
The new standards adopted by the FATF in October 2018 introduced a definition of
virtual asset®® (which is broader than ‘virtual currency’) and cover services not currently
within the scope of the AMLD (notably crypto-to-crypto exchanges and financial
services related to an issuer’s offer and/or sale of a virtual asset).

Figure 1: Interactions between EU financial services legislation and the different types of tokens

Scope of MIFID II

financial instruments

Hybrid tokens
{investment/utility)

Hybrid tokens
(utility/investment and

Investment payment)

tokens

Hybrid tokens
(payment/investment)

Stablecoins

Utility tokens payment
tokens

1.2.2. The crypto-asset ecosystem

The crypto-asset market encompasses a range of activities and different market actors
that provide trading and/or intermediation services. Many of these activities and service
providers are currently not subject to any regulatory framework on financial services,
either at EU level (except for AML/CFT purposes) or national level.

The crypto-asset issuer or sponsor is the organisation that has typically developed the
technical specifications of a crypto-asset and defined its features. In some cases, their

or guaranteed by a central bank or a public authority, is not necessarily attached to a legally established
currency and does not possess a legal status of currency or money, but is accepted by natural or legal
persons as a means of exchange and which can be transferred, stored and traded electronically’.

24 In their Advice on ‘Initial Coin Offerings and Crypto-Assets’, ESMA referred and agreed with the
EBA’s recommendation in their Report with advice for the European Commission on crypto-assets, to
review the scope of AMLD based on the updated FATF recommendations.

% The FATF defines “virtual assets” as: ‘a digital representation of value that can be digitally traded or
transferred, and can be used for payment or investment purposes, and that does not include digital
representations of fiat currencies, securities and other financial assets that are already covered elsewhere
in the FATF Recommendations .
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identity is known, while in others, they are unidentified. Some are still involved in
maintaining and improving the crypto-asset’s code and underlying algorithm, while
others are not?S.

Crypto-asset trading platforms act as a marketplace bringing together different crypto-
asset users that are either looking to buy or sell crypto-assets. Trading platforms match
buyers and sellers directly or through an intermediary. The business model, the range of
services offered and the number and type (e.g. crypto-to-fiat or crypto-to-crypto) of
trading pairs vary across platforms. Most of the trading platforms currently operating are
‘centralised platforms’ controlled by a central operator. ‘Decentralised platforms’ are a
recent phenomenon. They have no central entity and operate through the use of smart
contracts. Centralised platforms hold crypto-assets on behalf of their clients, while
decentralised platforms do not. Another important distinction is that trade settlement
typically occurs on the books of the platform (‘off-chain’) for centralised platforms®’, and
not at each transaction, while it occurs on DLT for decentralised platforms (‘on-chain”).

Crypto-asset brokers/dealers (or exchanges) are entities that offer exchange services
for crypto-assets, usually for a fee (i.e. a commission). By providing broker/dealer
services, they allow users to sell their crypto-assets for fiat currency or buy new crypto-
assets with fiat currency. Some brokers/dealers are pure crypto-to-crypto broker/dealers,
which means that they only accept payments in other crypto-assets (for instance, bitcoin).
In contrast with trading platforms, exchanges engage in the buying and selling of crypto-
assets themselves on own account and act as the counterparty to users.

There would be currently around 200 to 500 trading platforms and exchanges operating
in the world, although trading is concentrated on a handful of them?. The largest
platforms by volume and value of transactions are currently located in Asia and in the
US®. Anecdotal evidence suggest that around a third of those platforms would be in the
EU.

Crypto-asset wallets are used to store public and private keys and to interact with DLT
to allow users to send and receive crypto-assets and monitor their balances. Crypto-asset
wallets come in different forms. Some support multiple crypto-assets/DLTs, while others
are crypto-asset/DLT-specific’!. DLT networks generally provide their own wallet
functions (e.g. bitcoin or ether). Some wallet providers, for example custodial wallet
providers, not only provide their clients with wallets, but also hold their private keys on
their behalf. They can also provide an overview of the customers’ transactions.

26 Study from the European Parliament on ‘Cryptocurrencies and Blockchain’, July 2018.

27 The transaction is recorded on the blockchain when the users leaves the platform.

BESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

2 See Satis Group, ‘Crypto-asset market initiation coverage’; see also Bruegel, ‘The economic potential
and risks of crypto-assets: Is a regulatory framework needed?’, 2018.

30 Based on a sample of 51 exchanges, Hileman et al. (2017) find that 37% of exchanges are based in the
EU. The EU is followed by Asia-Pacific (27%) and North America (18%).

31 There are software/hardware wallets and cold/hot wallets. A software wallet is an application that may
be installed locally (on a computer or a smartphone) on the service provider’s network or run in the cloud.
A hardware wallet is a physical device, such as a USB key. Hot wallets are connected to the internet, while
cold wallets are not.
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Information on the number of crypto-asset users is limited. However, some estimates
suggest that the user base has expanded from the original tech-savvy community to a
broader audience®?. An online consumer survey seems to suggest that 9% of European
individuals would have owned crypto-assets, with huge variations across countries™>.
However, actual figures are likely to be lower®*. Anecdotal evidence also show that only
a limited number of merchants accept payment tokens™.

1.3. Opportunities and challenges

The market for crypto-assets remains fractional compared to the market for
traditional financial assets. From the peak in January 2018 of around €760 billion, the
total market capitalisation of crypto-assets had fallen to around €250 billion by February
2020°¢. The market has historically been prone to leverage, operational risks and high
volatility. For instance, following the COVID-19 outbreak, the price of bitcoin dropped
significantly (by 42% vs. 19% for the S&P500, from 1 to 16 March 2020), before
recovering. Fraud, hacking, thefts, money laundering and cyber incidents have plagued
crypto-asset markets as many crypto-asset trading platforms, exchanges/brokers/dealers
and wallet services operate without proper cyber security arrangements>’.

Almost all national authorities as well as international standard-setting bodies have
issued warnings about the risks related to certain crypto-assets, but have also issued
positive statements about the potential of the underlying technology (DLT). The
European Commission has itself identified DLT as a transformative and foundational
technology, including in the financial sector.

Crypto-assets could deliver many benefits to the economy. When used as a means of
exchange, payment tokens can enhance competition in the payment market and increase
the efficiency of payments (especially cross-border) in terms of cost, speed, security and
user-friendliness by limiting the number of intermediaries (such as banks). The issuance
of utility tokens can represent a cheaper and less burdensome source of funding for start-
ups and early-stage companies by streamlining the capital-raising process and not
diluting the ownership capital of entrepreneurs. They also have the potential to connect
the token issuer with a wide initial customer base. If they were properly regulated,
crypto-assets could also widen investment opportunities for investors (see sections 2.3.1.
and 2.3.2). In theory, any asset can be tokenised, and rights to such assets can be

32 ESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

3 ING, ‘Cracking the code on cryptocurrency: bitcoin buy-in across Europe, the USA and Australia’, 2018.
Significant disparities exist between Member States (4% in Luxembourg vs. 12% in Romania).

3 Some studies, based on online surveys, suggest that between 2% and 10% of the population of developed
economies own crypto-assets (University of Cambridge, 2" Global Crypto-asset benchmarking study,
2018; HM Treasury, Financial Conduct Authority and Bank of England, Crypto-asset task force report,
2018). Another study estimates that there are around 10.1 million people trading crypto-assets (including
the UK and Russia — see Chappuis Halder report, ‘How many active crypto traders are there across the
globe?’, 2019, i.e. less than 2% of the EU population.

35 The Coinmap.org site shows that 13,000 merchants worldwide accept payment tokens. In the UK, for
instance, only around 500 independent shops, bars and cafés accept bitcoins (Bank of England, ‘Evidence
submitted by the Bank of England — Treasury select committee on digital currencies’ 2018).

36 Crypto-asset data is taken from CoinMarketCap.com.

37 FSB, Crypto-asset markets ‘Potential channels for future financial stability implications’, October 2018.
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represented on a DLT. Such tokenisation processes have the ability to make liquid
tangible assets (such as real estate) that would otherwise be illiquid or to facilitate the
protection and monetisation of immaterial rights (such as intellectual property and
software). Some utility tokens and DLT also offer individuals and companies the
possibility to manage data flows and usage, making data portability in real time possible,
along with various compensation models.

Crypto-assets and the underlying DLTs also hold great potential for efficiency gains
in the ‘traditional’ financial sector. This potential stems mainly from two features of
the technology: (i) the ability to record information in a safe and immutable format; and
(i1) the capability to make this information accessible in a transparent way to all market
participants in the DLT network. The tokenisation of securities (shares or bonds) is an
example of potential for growth in the near future. This can lead to increased financing
for companies through securities token offerings (STOs) and efficiency gains throughout
the value chain, by reducing the need for intermediaries and the automation, resulting in
faster, cheaper and frictionless transactions (see section 2.3.1.). A number of promising
pilots and use-cases have been developed and tested by market participants across the
EU.

Fully deploying DLT in the financial sector is associated with operational
challenges. For example, building scale to use DLT massively is challenging given the
significant throughput required to cater to the needs of global capital markets. The
interoperability between the different DLT networks should also be developed. However,
one of the biggest obstacles to unlocking the promise of crypto-assets and DLT in the
financial sector remains legal certainty, especially as Member States are beginning to
put in place national regimes for crypto-assets. Without certainty, start-ups and
developers working in this field will not be able to attract the required investments. For
instance, the potential mis-qualification of some utility tokens as “financial instruments”
under MiFID2 can be unattractive for developers seeking to innovate. Similarly, without
clarity on applicable rules, incumbent financial institutions and market infrastructures are
unlikely, and sometimes unable, to pursue developments in this field.
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2. PROBLEM DEFINITION

Figure 2: Problem tree
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Beyond the issues in the figure above, crypto-assets are likely to raise additional issues in
terms of tax compliance®® and data privacy that are not further discussed in this impact
assessment. When established market participants operate on private permission-based
DLT, robust governance rules and antitrust scrutiny have to prevent restrictions of
competition through, for example, exclusionary conduct or entry barriers.

38 Crypto-assets pose two types of challenges for tax authorities. First, there is uncertainty about the legal
status of crypto-assets, and therefore the tax treatment of transactions using crypto-assets. The second
challenge for tax administrations is that crypto-assets can make it easier to avoid paying tax.
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2.1. What are the problem drivers?

2.1.1. Lack of certainty as to whether and how existing EU rules apply (for
crypto-assets that could be covered by EU rules)

MiFID II is the central piece of EU securities legislation, providing essential definitions,
such as ‘financial instruments’, ‘transferable securities’ or ‘units of collective investment
undertaking’. A broader set of rules mentioned above (namely the Prospectus Regulation,
MAR, EMIR, SFD, CSDR...) also applies to financial instruments and firms that provide
investment services and activities in relation to them. When considering whether existing
EU financial regulation applies to crypto-assets, one fundamental question is therefore to
determine whether the crypto-asset at stake is a ‘financial instrument’ under MiFID II.

However, the actual classification of a crypto-asset as a financial instrument under
MiFID II requires a complex case-by-case analysis and varies depending on how the
notion of ‘transferable security’ has been implemented by Member States. Thus, it is
possible that the same crypto-asset could be considered as a ‘transferable security’ or
another financial instrument in one jurisdiction and not in another, which gives rise to
market fragmentation of the EU single market (see Section 2.2.4.)*°. This situation stems
from two main factors.

First, the notion of ‘financial instruments’ and in particular of ‘transferable
securities’ under MIiFID II is harmonised in a broad manner. EU Member States
have not always interpreted and implemented the MiFID II Directive in a similar way.
ESMA has found that while a majority of national competent authorities (NCAs) (16)
have no specific criteria in their national legislation to identify transferable securities in
addition to those set out under MiFID II, other NCAs (12) do have such criteria. This
results in different interpretations of what constitutes a “transferable security” 4.

Second, the range of crypto-assets is diverse and many of them have hybrid
features. While some investment tokens could be considered as transferable securities or
as other financial instruments, payment tokens and utility tokens are more likely to fall
outside the scope of the existing EU financial services legislation. The situation can be
more complicated for hybrid tokens that exhibit components of two or all three of the
archetypes (i.e. hybrid utility/investment tokens, hybrid currency/investment tokens,
hybrid currency/investment/utility tokens)*!,

Even where a crypto-asset would qualify as a MiFID II financial instrument (the so-
called ‘security tokens’), there is a lack of clarity on how the existing regulatory
framework for financial services applies to such assets and services related to them.

3 ESMA, Report on ‘Licensing of FinTech Business models’, 2019. In its report, ESMA indicates:
“Almost all NCAs indicated having difficulty in determining when crypto-assets are regulated and when
they are not. NCAs raised the question of the legal nature of the crypto-assets and whether they fit into the
definition of MiFID financial instruments, and more specifically, transferable securities”.

40 All Member States, except Poland. In addition, two EEA Member States (Liechtenstein and Norway).
ESMA, Annex I — legal qualification of crypto-assets — survey to NCAs, January 2019.

41 Dr. Philipp Hacker, Dr. Chris Thomale, ‘Crypto-Securities Regulation: ICOs, Token Sales and
Cryptocurrencies under EU Financial Law’.
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As the existing regulatory framework was not designed with crypto-assets in mind,
NCAs face challenges in interpreting and applying the various requirements under EU
law*?. Those NCAs may therefore diverge in their approach to interpreting and applying
existing EU rules. This diverging approach by NCAs creates fragmentation of the market
and opportunities for regulatory arbitrage (see Section 2.2.4.).

2.1.2. Absence of rules at EU level and diverging national rules for crypto-
assets that would not be covered by EU rules

For crypto-assets that would not be covered by EU financial services legislation, the
absence of rules exposes consumers and investors to substantial risks.

In the absence of rules at EU level, three Member States (France, Germany and Malta)
have already put in place national regimes that regulate certain aspects of crypto-assets
that neither qualify as financial instruments under MIFID II nor as electronic money
under EMD2. These regimes differ: (i) rules are optional in France while they are
mandatory in Malta and Germany; (i1) the scope of crypto-assets and activities covered
differ; (iii) the requirements imposed on issuers or services providers are not the same;
and (iv) the measures to ensure market integrity are not equivalent (for more information
—see Annex 4).

Other Member States could also consider legislating on crypto-assets and related
activities*®’.

2.2. What are the problems?

2.2.1. Regulatory obstacles to and gaps in the use of security tokens and DLT in
the EU financial services legislation

As the existing regulatory framework was not designed with DLT in mind#/, there
are provisions in existing legislation that may preclude or limit the use of “security
tokens” (i.e. crypto-assets that can qualify as MiFID II financial instruments). While
security token issuances have gained traction, there is a lack of market infrastructures
using DLT and providing trading”, clearing”d and settlement services?” for those security
tokens. Without a secondary market able to provide liquidity, the primary market for

42 ESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

% In 2019, the Italian Companies and Exchange Commission (CONSOB) published a document for
discussion on ‘Initial Coin Offerings and Crypto-Assets’ and published its final report, proposing a
regulatory approach.

4 ESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

A trading venue will receive orders from buyers and sellers and match them according to pre-defined
rules.

46 Clearing consists of activities between the execution and settlement of a trade. The purpose of these is to
calculate the actual obligations of parties to a trade and make sure that any required assets are in place so
that a trade can be settled. In many cases a third party, the central clearing counterparty (CCP), will act as
the counterparty to both parties involved in the trade, managing risks (e.g. by margining procedures) and
guaranteeing delivery and payment. In addition, the CCP can calculate a clearing member’s final position
over multiple trades and only settle differences (netting).

4TSettlement is the actual exchange of cash and securities between parties to a trade. Securities settlement
systems are operated by a central security depositary.
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security tokens will never expand in a sustainable way. In a recent survey, 77% of the
respondents indicated that the implementation of EU regulation can seriously hinder the
development of security tokens*’. The regulatory issues related to the deployment of
security tokens and DLT in the financial services sector can be grouped into five
categories.

Some EU rules cannot be applied to DLT and security tokens as they were tailored
to ‘traditional’ financial instruments and are not fully technology neutral*’-. This is
the case, for instance, for some pre-and post-trade and reporting requirements under the
MiFID II/MiFIR framework or for some provisions of the Short Selling Regulation.

Some regulatory gaps exist due to legal, technological and operational specificities
related to the use of DLT that are not addressed by existing requirements>°. There
are no reliability and safety requirements imposed on the protocols and smart contracts
underpinning security tokens and no specific rules on the resulting liability issues®'. The
underlying technology could also pose some novel forms of cyber risks that are not
appropriately addressed by existing rules®>. While the custody of private keys related to
security tokens could be the equivalent of the ‘safekeeping and administration of
financial instruments for the account of clients’ service under MiFID II, this activity is
not currently regulated at EU level.

Current EU rules prevent the development of financial market infrastructures
(such as trading venues, central clearing counterparties (CCPs) and central
securities depositaries (CSDs)) based on decentralised exchanges and permissionless
DLT networks where activities are not entrusted to a central body>:. For instance, it
is not possible to apply MiFID II or SFD/CSDR rules to them as these rules require the
existence of a trading venue operator or a CSD to operate the securities settlement system
(and intermediaries, such as brokers/market members and CSD participants/custodians).
Given the absence of a central body and intermediaries that would be accountable for
applying the rules, decentralised exchanges or permissionless networks cannot be used
for security tokens.

Some regulatory uncertainties or obstacles remain for market infrastructures that
rely on centralised platforms and permission-based DLT networks. Activities
organised by an operator are de facto similar to traditional market infrastructures, such as

“ FD2A, AMAFIL, AFG, ASPIM, Gide 255, Woorton, Consensys, PWC — Questionnaire on security tokens
— summary of results, May 2019.

49 A technologically neutral approach means that legislation should not mandate market participants to use
any particular technology or should not give a particular technology an advantage over another.

S0 ESMA, ‘Advice on Initial Coin Offerings and Crypto-Assets’, January 2019.

51 The software in which a smart contract is embedded can be defective or it may not accurately reflect
contractual intent. If an error occurs, it can be difficult to resolve it as the operations via smart contracts are
recorded on the DLT.

52 While having a copy of the same data on all the computers in the network eliminates the central points of
failure, the security of the entire network remains dependent on its ‘weakest link’, as an attacker could step
into the breach created by one unsecured DLT participant. Cyber risks may also arise if all the DLT
participants are corrupted at the same time. As a result, some requirements related to cyber security can be
necessary investor protection and financial stability.

53 In the trading context, going peer-to-peer means having participants buy and sell assets directly with
each other, rather than working through an intermediary or third-party service.
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trading venues or CSDs. However, even when a central body is identifiable, existing
legislation does not fit well with the use of DLT by existing market infrastructures. Legal
uncertainties is a concern not only for new entrants but also for incumbents authorised
market players. For instance, NCAs have reported that the CCP license under EMIR or
the CSD license under CSDR would not be adapted to a blockchain environment. It
results from an ESMA survey that only an estimated 0.7% of all regulated FinTech firms
in the EU perform counterparty clearing or operate a CSD. MiFID rules on trading
venues would not be proportionate enough to enable small-scale trading of crypto-assets
comparable to shares and bonds. The regulation also prevents the widespread testing of
DLT capabilities to determine to what extent the technology is mature enough to replace
or complete existing market infrastructures®*.

Current rules hamper the development of financial market infrastructures that
could merge certain activities (trading, clearing, settlement and custody), as it does
not take into account the specific benefits of security tokens and DLT. Today, EU
financial services legislation follows the lifecycle of a transaction (trading, clearing and
settlement). It requires the presence of market intermediaries (i.e. a broker, clearing
members, custodians) and market infrastructures (a trading venue, CCP, CSD) and
imposes specific requirements on those entities. The use of DLT, with all transactions
recorded in a decentralised ledger, can expedite and condense trading, clearing and
settlement to nearly real-time> and could enable the merger of some activities in the
chain’®. This simplification of the multi-step post-trade process could free up collateral
(by reducing the counterparty risks during the settlement period®’) and improve
efficiency (by reducing intermediation, the need for reconciliations and the risks of
errors). However, as current rules envisage the performance of these activities by
separate legal entities®® (trading venue, CCP, CSD) on grounds of stability, security and
competition, these benefits cannot be sufficiently unlocked®. For instance, CSDR
(Article 3(2)) requires that the securities admitted to trading on a MiFID II trading venue
are recorded with a CSD, while the DLT network could be potentially used as a
decentralised version of such depository. By contrast, the use of DLT and security tokens
to operate trading, clearing and/or settlement at the same time would raise new risks that
are not currently mitigated by EU rules (such as new forms of cyber risks).

5# ESMA, Report on ‘Licensing of FinTech Business models’, 2019.

55 OECD, the Tokenisation of Assets and Potential Implications for Financial Markets, 2020.

% When securities are issued on a DLT, the latter also serves as the recordkeeping mechanism that makes
separate CSDs superfluous. As for CCPs, the majority of their functions could be performed by smart
contracts on the DLT, including cash calls on network participants in times of need.

57 The settlement period is the time between the execution of a trade and the performance of all duties
necessary to satisfy all parties’ obligations. Most of the trades are settled on T+2.

58 Dutch Authority for the Financial Markets (AFM)/Dutch National Bank, Cryptos - Recommendations for
a regulatory framework, December 2018.

59 33% of the respondents to the Commission’s public consultation on crypto-assets considered that the
regulatory separation of trading and post-trading activities can prevent the development of alternative
business models based on DLT that could be more efficient to manage the trade lifecycle (against 20%
saying ‘no’ and 47% without opinions).
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2.2.2. Consumer or investor protection risks and risks of fraud (for unregulated
crypto-assets)

Where crypto-assets would not qualify as MiFID II financial instruments or as
electronic money under EMD2, users who purchase them would not benefit from
the guarantees granted by the EU acquis. Yet, those ‘unregulated’ crypto-assets can
pose a range of risks to consumers. 72% of the respondents to the public consultation
considered the risks to consumer/investor protection as important or very important®,
Some NCAs and EBA have also been warning consumers about crypto-currency risks
since 2013°!. In 2017, many NCAs and ESMA published warnings about risks inherent
to initial coin offerings (ICOs)®? and crypto-assets. There are three types of risks.

Consumers can purchase unsuitable products without having access to adequate
information. Crypto-asset issuances are sometimes accompanied by “white papers”
describing the crypto-assets and the ecosystem around it. However, these are not
standardised and the quality, transparency and disclosure of risks vary greatly®®: As
‘white papers’ often feature exaggerated or misleading information, investors or
consumers may not understand the rights associated with crypto-assets and the risks they
present. Advertising materials can also overstate the benefits and rarely warn of volatility
risks, the fact that consumers can lose their investment, and the lack of regulation®.
Consumers may therefore suffer large losses as a result of buying crypto-assets that are
ill-suited to their needs and risk profile. The high volatility of crypto-assets, which may
attract investors, can also lead to substantial losses. Such losses can be amplified when
trading platforms offer leveraging trading®’.

Consumers are also at risk of losses resulting from fraudulent activities and
deceptive practices. As the issuance and the provision of services related to crypto-
assets are unregulated, this makes the market susceptible to illicit practices. In particular,
the promise of high-yield returns makes it easy for fraudsters to attract customers. While

80 51% very important, 21% important, 14% neutral, 7% rather not important, 4% not important at all, 3%
no opinion.

6l ESMA Securities and Markets Stakeholder Group, Own initiative Report on initial coin offerings and
crypto-assets, 2018.

62 ICOs are an innovative way of raising money from the public. In an ICO, a business or individual issues
coins or tokens and puts them for sale in exchange of traditional currencies, such as the Euro, or more often
virtual currencies, e.g. bitcoin or ether. The features of the tokens vary across ICOs. Some tokens serve to
access or purchase a service or product that the issuer develops using the proceeds of the ICO (e.g. utility
tokens). Others provide voting rights or a share in the future revenues of the issuing venture (e.g.
investment tokens). Some have no tangible value (e.g. some payment tokens). When an offer concerns
tokens qualifying as MiFID II financial instruments, the term ‘security tokens offerings’ is often used. The
term ICO is a misnomer used by the industry for marketing purposes to resemble IPO (initial public
offering). The term ‘token sale’ would reflect better the substance of the phenomenon.

6 ESMA, ‘Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

% HM Treasury, Financial Conduct authority and Bank of England, Cryptoassets Taskforce: final report,
October 2018.

65 Leveraging is a form of margin trading where the trader borrows certain funds from a service provider to
create a position that is larger than would normally be possible without any leverage. Given the high
fluctuations of crypto-assets, most trading platforms are reluctant to offer such services. However, some
platforms offer leveraging from x2 to x100 with a median of x3.3 (University of Cambridge, 2" Global
crypto-asset benchmarking study, 2018).
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fraudulent activity exists across the range of crypto-assets, it is also likely to differ
between different types. For instance, the risk of fraud is high in ICOs. Fraud estimates
range from 5 to 25% of ICO offerings®® and up to 81%°” depending on the classification.
In some cases, the crypto-assets do not exist, the developer disappears just after the ICO
or the projects lack appropriate plan or capability to deliver the product or service®.
Users’ lack of understanding of the intricacies of the underlying technology may also
exacerbate the risk of fraud.

Consumers may also be at risk due to the immaturity or failings of service
providers. As there are no legal minimum standards on operational risks (including
cyber risks), the service providers are not encouraged to put in place appropriate systems
and controls, exposing consumers to losses arising from hackers’ attacks, software errors
or data loss. Cyber hacks (e.g. to obtain users’ private keys) can put consumers at risk of
large losses, as crypto-assets are viewed as high-value targets for theft®. Operational
issues may also lead to temporary disruptions of systems (due to activity peaks), which
can delay or deny consumers’ access to their funds and/or secondary market trading. In
periods of disruption, holders of crypto-assets are not able to carry out transactions when
they like and may therefore suffer losses due to fluctuations during that period. Some
trading platforms or exchanges have stopped trading and users have lost their entire
holdings, in some cases’’. Anecdotal evidence also suggest that service providers can
charge high and variable fees that are not properly disclosed to consumers. Solving
consumer conflicts can be difficult, especially when the service providers have no
internal procedures in place for handling complaints or when they are located outside the
EU"".

2.2.3. Market integrity risks (for unregulated crypto-assets)

Market integrity, i.e. the fairness or transparency of price formation in financial markets,
is an important basis for investor protection and fair competition. The Market Abuse
Regulation (MAR) prohibits market abuse (such as insider dealing, the unlawful
disclosure of inside information and market manipulation) in relation to financial
instruments admitted to trading on an EU trading venue authorised under MiFID II.
When crypto-assets do not qualify as MiFID II financial instruments, they fall outside the
scope of MAR. However, market integrity may be undermined by the trading of
‘unregulated’ crypto-assets. 71% of respondents to the public consultation considered
market integrity risks as important or very important’. This may damage confidence and
prevent the crypto-asset market from operating effectively.

% Catalini, Christian and Joshua S. Gans, Initial Coin Offerings and the Value of Crypto Tokens, 2018.

7 Dowlat, Sherwin and Hodapp, Michael (2018), ICO Quality: Development & Trading, Satis Group LLC
publications.

%8 ESMA, Advice on ‘Initial Coin Offerings and Crypto-Assets’, January 2019.

% Some of the largest and most recent hacks and thefts include Coincheck ($540 million stolen in January
2018), Mt Gox (nearly $500 million stolen in February 2014) and Zaif ($60 million stolen in September
2018), all in Japan, and Bithumb ($32 million stolen in South Korea).

70 FMA Focus Bitcoin & Co, Crypto-assets, 2018.

"I CNMYV, Banco de Espana, Joint press statement on ‘cryptocurrencies’ and initial coin offerings, 2018.
7242% very important, 29% important, 14% neutral, 9% rather not important, 3% not important at all, 3%
no opinion.
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Some of the behaviours in crypto-asset markets are similar to market-abuse style
activities observed in some traditional financial markets. For instance, market
manipulation (such as ‘pump and dump’, spoofing, layering’®) includes false signals
about the supply and demand for crypto-assets and distort price formation.
Dissemination of false or misleading information by market participants (including by
issuers) can lead investors to make misguided investment decisions and cause mispricing
and dysfunction in the market.

Crypto-asset markets’ vulnerability to market manipulation is heightened by
several factors, such as the novelty and complexity of the technologies used as well as
the low liquidity, price volatility and concentration issues (which can lead actors with
large holdings to use their dominant position to influence the price). Furthermore, as
trading platforms are not subject to transparency requirements or conflicts of interest
rules’®, equal access to information and a fair price are not guaranteed, which raise the
risk of market manipulation. Anecdotal evidence also suggest that some large crypto-
trading platforms allow investors to conduct wash trades’.

Crypto-assets can also pose significant risks to financial integrity, as they may create new
opportunities for money laundering, terrorist financing and other illicit financing
activities.

2.2.4. Market fragmentation and risks to the level playing field

Where crypto-asset would qualify as financial instruments, market fragmentation,
results from divergent national interpretations of how financial services legislation
applies to security tokens (i.e. crypto-assets that could qualify as financial
instruments)’® giving rise to regulatory arbitrage. Some market players (e.g. market
infrastructures) could be tempted to locate their activities in Member States with a more
flexible approach towards the use of DLT, in order to benefit from the EU passporting
system. In contrast, market fragmentation can also incentivise issuers or service providers
related to crypto-assets to operate in Member States where the definition of ‘financial
instruments’ is more restrictive in order to avoid the application of the full financial
services framework. As a result, capital could flow to crypto-assets that are equivalent to
financial instruments but not treated as such by the Member State where the activity is
conducted. This would expose investors to risks due to the lack of adequate regulatory
protection.

3 In a ‘pump and dump’, a massive crypto-asset purchase pushes up its price, encouraging further
purchasing amongst other investors. Once the price has risen, the organiser offloads the crypto-asset for a
profit, leaving consumers with expensive and often illiquid crypto-assets. Spoofing and layering are trading
strategies where a trader makes and then cancels orders that they never intend to have executed in hopes of
influencing the stock price. While layering involves orders at different prices, spoofing entails orders at the
top of the order book.

74 Report from the UK crypto-assets taskforce, October 2018.

5 See Cristina Cuervo, Anastasia Morozova, Nobuyasu Sugimoto (IMF), Finech: Regulation of crypto-
assets, Note/19/03.

76 Bank of Latvia, Guidelines on securities tokens 2019; Autorité des Marchés Financiers, Review and
Analysis of financial regulations to security tokens and position providing clarifications regarding the
notion of trading venue in particular to financial instruments registered in a digital ledger, 2020; Maltese
FSA’s Feedback Statement to the Consultation Document on Security Token Offering, 2020.
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Beyond the national variations in the implementation of MIiFID II and other
sectoral legislation, the proliferation of bespoke rules at national level for all or a
subset of crypto-assets that do not qualify as ‘financial instruments’ may also lead
to a substantial regulatory fragmentation. This market fragmentation also gives rise to
regulatory arbitrage and distorts competition in the single market’’. Service providers or
issuers of crypto-assets could operate in, or decide to (re)locate their activities to
jurisdictions where crypto-assets are not regulated (beyond the obligations imposed by
the AML/CFT framework).

Divergent national rules could create considerable complexity and legal uncertainty
for crypto-asset service providers keen to extend operations on a cross-border
basis’®. They could be obliged to adjust their business models according to the rules of
separate jurisdictions. An obligation to seek a license from a supervisory authority in
different Member States could create additional cost barriers, due to licensing and
advisory fees. The proliferation of national approaches is also a concern for crypto-asset
issuers, as they are obliged to check the requirements from each national legislation
where the crypto-asset is to be marketed, distributed, traded and otherwise used. This
makes issuances across the single market costly and difficult”.

Market fragmentation may also undermine investor/consumer protection and
market integrity in the EU. In most Member States, users of crypto-assets and related
services are not protected. In other Member States, bespoke regulation may protect users
(through disclosure obligations on the crypto-asset issuances, limits on the maximum
amount that can be invested, requirements imposed on service providers). Nevertheless,
even when Member States have legislated, the level of investor protection and the
measures against market abuse still differ.

2.2.5. Financial stability and monetary policy risks raised by stablecoins and
global stablecoins

Currently, 54 ‘stablecoins’ are in existence®’, of which 24 are operational. Their market
capitalisation almost tripled from €1.5 billion in January 2018 to more than €4.3 billion
in July 2019. Between January and July 2019, the average volume of ‘stablecoin’
transactions was €13.5 billion per month®!

The crypto-asset market (including existing stablecoins) remains small and does not pose
a risk to financial stability®>. However, some stablecoins (backed by a reserve of real
assets or fiat currencies) can raise additional challenges in terms of financial stability,
monetary policy transmission and monetary sovereignty for three main reasons (Annex 4
provides a detailed analysis of these vulnerabilities).

77 EBA Report with advice on crypto-assets, January 2019.

8 Association for Financial Markets in Europe (AFME), Recommendations for delivering supervisory
convergence on the regulation of crypto-assets.

7 Global legal insights, FinTech 2019.

8 In existence means that a stablecoin initiative is either operational or traded or has been active by
committing code and operational details.

81 ECB Occasional Paper, ‘In search for stability in crypto-assets: Are stablecoins the solution?’, 2019.

82 Financial Stability Board, ‘Crypto-asset markets, Potential channels for future financial stability
implications’, Glossary, October 2018. Available at http://www.fsb.org/wp-content/uploads/P101018.pdf
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Different activities within a ‘stablecoin’ arrangement, in particular those related to
managing the reserve assets aimed at stabilising their value, increase its
interconnectedness with the existing financial system. A ‘stablecoin’ is generally
supported by an ecosystem of entities that collectively facilitate its issuance, redemption,
the stabilisation mechanism, transfer and retail interface (storage through wallet
providers; exchanges and trading platforms). While some of these functions are relevant
for all crypto-assets, the existence of the stabilisation mechanism creates two functions
specific to asset-backed ‘stablecoins’: (i) managing the reserve of assets and (ii)
providing custody for these reserve assets. Runs on a ‘stablecoin’ arrangement could
occur if users lose confidence in the issuer or its network, in particular if they realise that
the reserve assets are losing value, thereby casting doubts on the value of the stablecoins.

Some ‘stablecoins’ could in the near future become widely used by consumers and
reach a global scale. A number of stablecoin initiatives, sponsored by large technology
and/or financial firms, have recently emerged (such as Facebook’s crypto-asset, Libra).
Thanks to these companies’ large customer base, which may also be cross-border, these
new ‘stablecoins’ have the potential to gain a substantial geographical footprint. These
are referred to as ‘global stablecoins’®®. If a global stablecoin is successful in reducing
price volatility, it can become widely used as a means of payment and as a store of
value®®. The ECB has estimated the potential size of the reserve of assets backing a
multi-currency Libra coin®®. The Libra Association’s assets under management could
range from €152.7 billion in the ‘means of payment’ scenario to about €3 trillion in the
most extreme ‘store of value’ scenario (see Annex 4 for more details). If a ‘stablecoin’
arrangement becomes systematically important, it is more likely to raise challenges to
financial stability and monetary policy transmission.

Depending on their design, stablecoin arrangements may be particularly difficult to
fit into the existing EU framework, leaving the above financial stability risks
unaddressed. While some ‘stablecoins’ arrangements confer a claim or redemption
rights against the issuer or the underlying assets and could therefore fall into existing
regulatory categories®®, a large number of ‘stablecoins’ do not grant such rights and fall
outside existing EU financial services legislation.

8 G7 Working Group on Stablecoins, Report on ‘investigating the impact of global stablecoins’, 2019.

8 ECB Occasional paper, ‘A regulatory and financial perspective on global stablecoins’, 2020 [to be
published].

8 On 16 April 2020, the Libra Association has published a second version of it white paper. Among other
changes, the Association has indicated that, beyond the multicurrency-backed Libra, it will also launch
stablecoins backed by single-fiat currency (euro-Libra, dollar-Libra...).

8 For instance, they can qualify as electronic money directive under the Electronic Money Directive 2 or as
an alternative investment fund under the Alternative Investment Fund Directive. The qualification as a
‘derivative contract’ can also be considered in some cases. Stablecoins are also likely to be considered as a
‘virtual currency’ under AMLDS.
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2.3. Consequences
2.3.1. Missed efficiency gains in the trading and post-trading areas

In the EU and in Europe, several projects for the creation of security token
platforms®’ or in the post-trade area®® have been identified, but few are already in
operation or are limited in scale (testing phase or limited to small and medium-sized
companies), for both operational and legal reasons. Given the regulatory constraints,
it is difficult for traditional market infrastructures to use DLT rather than continuing
running their business as they are used to. Legal obstacles may also prevent new entrants
from offering financial services/activities through DLT solutions and competing with
traditional players. The need for legal certainty has also continuously been highlighted
throughout engagement with stakeholders from the financial industry

Nevertheless, security tokens and DLT hold the potential to transform the way that
financial instruments are issued and exchanged. 77% of the respondents to the public
consultation considered that DLT could bring substantial benefits in the trading, post-
trading and asset management areas, notably in terms of efficiency®. Figure 3
summarises these benefits:

Figure 3: Potential benefits of the adoption of DLT in the trade and post-trade area (Euroclear, Oliver
Wyman, 2017)
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securities servicing
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