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- overview of documents and procedures

- overview of declarations
- state of play of implementation of automated data exchange

1. Introduction and content of the document

In accordance with Article 18(2) of Decision 2008/616/JHA, this document is prepared and kept up
to date by the General Secretariat of the Council (GSC), and sets out exclusively factual
information provided by the Member States through declarations or notifications made pursuant to

the "Priim Decisions".
The provisions of the "Priim Decisions"! relating to information exchange concern:

— supply of information relating to major events and in order to prevent terrorist offences;

! Council Decision 2008/615/JHA and 2008/616/JHA, OJ L 210 of 6.8.2008, p. 1 and 12.

5383/21 GB/mr 1
JAL1 EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RAT&code2=&gruppen=Link:5383/21;Nr:5383;Year:21&comp=5383%7C2021%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RAT&code2=&gruppen=Link:5383/21;Nr:5383;Year:21&comp=5383%7C2021%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RAT&code2=&gruppen=Link:5383/21;Nr:5383;Year:21&comp=5383%7C2021%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:ENFOPOL%2017;Code:ENFOPOL;Nr:17&comp=ENFOPOL%7C17%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:CRIMORG%203;Code:CRIMORG;Nr:3&comp=CRIMORG%7C3%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:JAI%2037;Code:JAI;Nr:37&comp=JAI%7C37%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:N%2011;Code:N;Nr:11&comp=N%7C11%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:ISL%204;Code:ISL;Nr:4&comp=ISL%7C4%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:CH%203;Code:CH;Nr:3&comp=CH%7C3%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RMA&code2=&gruppen=Link:FL%203;Code:FL;Nr:3&comp=FL%7C3%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=RAT&code2=&gruppen=Link:5197/20;Nr:5197;Year:20&comp=5197%7C2020%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=BES&code2=&gruppen=Link:2008/616;Year3:2008;Nr3:616&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVII&ityp=EU&inr=48404&code1=BES&code2=&gruppen=Link:2008/615;Year3:2008;Nr3:615&comp=

— automated searching of DNA profiles, dactyloscopic data and vehicle registration data (VRD);

— data protection.

Member States had to comply with the first and last categories of provisions by 26 August 2009 and
with the automated searching provisions by 26 August 2011 at the latest. Next to the technical
implementation, Member States have to fulfil a number of formal requirements. The current

document aims to provide:
— a brief overview of the formalities to be complied with, the related documents and procedures;

— an overview of the declarations made by Member States pursuant to the relevant provisions of

the Priim Decisions;

- the state of play of implementation of the automated data exchange of DNA, fingerprint and
vehicle registration data (VRD). Member States are invited to regularly check the information
on the state of play at national level set out in the annex to this document to ensure a reliable

overview of the implementation process.
2.  Documents and procedures

2.1 Declarations / notifications

Declarations and notifications to be provided by Member States concern:
» National Contact Points (NCP):
— for the automated searching of DNA profiles (Article 6(1) of Decision 2008/615/JHA)
— for the automated searching of dactyloscopic data (Article 11(1) of Decision 2008/615/JHA)
— for the automated searching of VRD (Article 12(2) of Decision 2008/615/JHA)
— for exchange of information on major events (Article 15 of Decision 2008/615/JHA)

- for exchange of information to prevent terrorist offences (Article 16(3) of

Decision 2008/615/JHA)

— of the national data protection authorities (Article 19 of Decision 2008/616/JHA).
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This information should be provided to the GSC by mail (prum@consilium.europa.eu). Annex 1

indicates which Member States have already provided this information:

e The NCP details are set out in the addendum to the Manual on Law Enforcement
Information Exchange, which is regularly updated by the GSC.

e The contact details of the national data protection authorities are set out in annex 2 bis.

» List of national DNA analysis files

Pursuant to Article 2(3) of Decision 2008/615/JHA, each Member State must inform the GSC of the
national DNA analysis files to which Articles 2 and 6 apply and the conditions for automated

searching as referred to in Article 3(1).
The information must be sent to the GSC by an official letter of the Permanent Representation.

Annex 1 below indicates which Member States have submitted this declaration and in which official
Council documents these are issued. As these are public documents, they can be obtained from the

Council website.

Furthermore, annex 3 bis below sets out a comparative overview of DNA analysis files to which

Member States give each other access for the investigation of criminal offences.
» Maximum search capacities for dactyloscopic data

Pursuant to Article 13 of Decision 2008/616/JHA, each Member State must inform the GSC by

mail (prum(@consilium.europa.eu) of the maximum search capacities per day for dactyloscopic data

of identified persons and for dactyloscopic data of persons not yet identified.

The tables in annex 4 ter below compile this information and set out the mutually agreed search
capacities. The sum at the end of each vertical column indicates the maximum search capacity for

each Member State.
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» Readiness to apply

Pursuant to Article 36(2) of Decision 2008/615/JHA, Member States shall notify to the GSC and the
Commission the legal implementation of the "Priim Decisions" and their readiness to apply the

Decision immediately in its relations with Member States which have given the same notification.
This notification must be sent to the GSC by an official letter of the Permanent Representation.

Annex 1 below indicates which Member States have submitted this declaration and in which official
Council documents these are issued. As these are public documents, they can be obtained from the

Council website.
» Data protection requirements

Prior to any processing of personal data and to evaluating the implementation of chapter 2
provisions, Member States have to guarantee the level of data protection and comply with all

standards and procedures required by Chapter 6 of Council Decision 2008/615/JHA.

To this end, they have to fill in the questionnaire set out in 6661/1/09 REV 1 ADD 1 REV 1
CRIMORG 25 ENFOPOL 39 and send it to prum@consilium.europa.eu.

Annex 2 below indicates which Member States have replied to the data protection questionnaire and

in which official Council documents these are issued.

2.2 Implementation of the automated data exchanges

Member States should regularly report on the national state of play of the implementation (legal and

technical) of the automated data exchanges.

To that end, they should update the tables set out in annex 3 regarding DNA, annex 4 regarding

fingerprints and annex 5 regarding VRD by mail to prum(@consilium.europa.eu.
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Member States shall make sure that they implement the technical specifications as set out in

Decision 2008/616/JHA (OJ L OJ L 210 of 6.8.2008, p. 12), notably by:
—  ensuring that the relevant national databases are made available,
— using TESTA 1I as the network for the data exchange,

— for the VRD exchange, using a version of the Eucaris software.

Member States that are already operational should act as “supporting partners” to Member States

that are not yet operational with a view to:

— organising the technical support,

helping the respective MS to meet the technical requirements,
- carrying out the pilot run,
— providing at least one expert to lead and/or participate in evaluation visits.

The choice of a supporting partner is done on the basis of bilateral contacts. Member States
requiring the contact details from relevant experts in the other Member States can consult the

General Secretariat of the Council.

For VRD, in case of technical problems, IT management, etc., contact with Eucaris can be made via

secretariat@eucaris.net.
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2.3 Evaluation procedure

Before a Member State can start the operational automated searching of any of the categories, it
should pass an evaluation procedure?, the details of which are set out in 6661/2/09 REV 2
CRIMORG 25 ENFOPOL 39? as amended by 10149/10 JAI 463 CRIMORG 103 ENFOPOL 145
ENFOCUSTOM 43.

Detailed descriptions of the evaluation procedures are set out for:

o DNA data in 11899/2/10 REV 2 DAPIX 8 CRIMORG 141 ENFOPOL 203 + COR 1

o dactyloscopic data in 11898/2/10 REV 2 DAPIX 7 CRIMORG 140 ENFOPOL 202 + COR 1
o VRD in 6661/1/09 REV 1 ADD 5 REV 2.

In summary, the procedure consists of a questionnaire, a pilot run and an evaluation visit.

The data protection questionnaire should be filled in before any evaluation procedure starts

(cf. annex 2).

The evaluation procedure is started when the Member State fills in the questionnaire related to the
data category for which it wishes to start the implementation and sends this to the GSC

(prum(@consilium.europa.cu).

The questionnaires are set out in the following documents:

DNA: 6661/1/09 REV 1 ADD 2 REV 2

o dactyloscopic data: 6661/09 ADD 3 REV 1

o VRD: 6661/1/09 REV 1 ADD 4 REV 1

2 Article 20 of Council Decision 2008/616/JTHA.

This evaluation procedure applies as from 13 October 2009 to any Member State wishing to
start a data exchange pursuant to the Priim Decisions (cf. 13919/1/09 REV 1 CRIMORG 136
ENFOPOL 233) without prejudice to Article 25(3) of Council Decision 2008/615/JHA. Until
then, Member States implemented the Priim exchange of DNA, dactyloscopic and VRD
pursuant to the Priim Treaty. The latest decision in this regard ("7th Decision of the
Committee of Ministers") is of 9 October 2009.
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Annexes 3 to 5 reflect which Member States have replied to which questionnaires and in which

official Council documents these replies are issued.

By the start of the evaluation, all the relevant declarations and notifications must also have been

sent (cf. point 2.1 and annex 1 of current document).

The pilot run and evaluation visit must be organised in close cooperation with the supporting
Member State and the lead expert. Information thereon must be sent regularly to the GSC

(prum@consilium.europa.eu) with a view to updating annexes 3 to 5 to the current document so that

a general planning and overview can be kept.

Once the pilot run and evaluation visit have been done, the evaluation report shall be submitted to
the Council so that the Council, after having consulted the European Parliament, can adopt the
Implementing Decision that the Member State concerned can start the operational data exchange.
This will be indicated in the annexes 3 to 5, including the reference to the relevant Council

document(s) and to the Official Journal in which the Decision is published.
3.  Obligations for operational Member States

As soon as Member States become operational, they should participate in the work as supporting
partner for non-operational Member States. In this context, they should send the name of (an)
expert(s) who can participate in the evaluation visits to the General Secretariat of the Council

(prum@consilium.europa.cu).

Member States shall compile statistics on the results of the automated data exchange in accordance
with the agreed models for DNA (14103/1/11 REV 1 JAI 619 DAPIX 114 CRIMORG 145
ENFOPOL 300 for DNA database statistics and 14383/12 DAPIX 118 for DNA match statistics),
dactyloscopic data (16891/11 JAI 830 DAPIX 147 CRIMORG 202 ENFOPOL 400) and VRD
(13837/10 JAI 755 DAPIX 18 CRIMORG 159 ENFOPOL 251 ENFOCUSTOM 77).

Member States shall forward the statistics and further information on the administrative, technical

and financial implementation (prum(@consilium.europa.cu).
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4. Priim Agreements with Norway and Iceland, Switzerland, Liechtenstein

The Council Decisions* on the signing of the 'Priim Agreements' between the EU, on the one hand,
and Iceland and Norway, Switzerland, and Liechtenstein, on the other hand, provide as well for a
provisional application the Agreements. In accordance with Article 8(3) of the Agreement, Article
5(1) and (2) apply on a provisional basis as from the time of the signature of the Agreement. They
refer to amendments regarding the 'Priim Decisions' and, in the case of Switzerland and
Liechtenstein, the 'Forensic Framework Decision'. Where it is necessary to amend such provisions,
the European Union shall inform these States at the earliest possible occasion and collect any

comments they may have.

Furthermore, the contracting parties declared at the occasion of the signature of the Agreements,
that in order to facilitate the setting up of bilateral connections for online access to DNA, FP and
VRD databases, these States can contact at any time a.o. the Presidency of the Council to obtain
information, clarification or any other support. Experts of these States may be invited to attend
meetings where Member States' experts discuss within the Council technical aspects which are

directly relevant to the proper application and development of the 'Priim Decisions'.

As to getting online access to the above databases, the evaluation procedure applies the same way to

these States as it applies to the Member States.
5. Accreditation of forensic service providers carrying out laboratory activities

Pursuant to Article 7(4) of Decision 2008/616/JHA, Member States shall take the necessary
measures to guarantee the integrity of DNA profiles made available or sent for comparison to other
Member States and to ensure that these measures comply with international standards, such as EN
ISO/IEC 17025. In accordance with the "Forensic Decision', forensic service providers carrying out
laboratory activities are to be accredited by a national accreditation body as complying with EN
ISO/IEC 17025. The extent to which Member States have implemented the 'Forensic Decision' is

indicated in Annex 3 and 4 respectively.

4 Council Decision 2009/1023/JHA, OJ L 353/1, 31.12.2009; Council Decision (EU)
2019/1172, 0J L 184/1, 10.7.2019; Council Decision (EU) 2019/1187, OJ L 187/1,
12.7.2019.

S Council Framework Decision 2009/905/JHA of 30 November 2009 on Accreditation of
forensic service providers carrying out laboratory activities, OJ L 322/14, 9.12.2009.
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ANNEX 2

Replies to the data protection questionnaire (doc. 6661/1/09 REV 1 ADD 1 REV 1)

MS Document Date

BE 5078/12 9 January 2012

BG 9021/10 +ADD 1 10 May 2010, 6 March 2013

CZ 8670/11 + 11777/16 14 April 2011; 2 September 2016

DK 11749/14 28 July 2014

DE not applicable (cf. 2008/615/JHA, Art. 25(3))

EE 13822/11 13 September 2011

EL 16401/13 22 November 2013

ES not applicable (cf. 2008/615/JHA, Art. 25(3))

FR 7997/11 22 March 2011

HR 12144/14 + ADD 1 17 September 2014, 23 November 2017
IE 14246/17 + REV 1 20 November 2017, 12 September 2018
IT 7494/18 11 April 2018

CYy 7263/10 + 12190/14 26 March 2010, 30 July 2014

LV 6406/10 17 February 2010

LT 12458/11 6 July 2011

LU not applicable (cf. 2008/615/JHA, Art. 25(3))

HU 11288/1/11 REV 1 8 May 2012

MT 13649/12 + ADD 1 13 September 2012, 28 November 2013
NL 12992/11 + COR1 2 August 2011

AT not applicable (cf. 2008/615/JHA, Art. 25(3))

PL 6675/3/10 REV 3 + 13166/14 12 November 2012, 16 September 2014
PT 7940/11 + ADD 1 21 March 2011, 19 July 2017

RO 11714/10+REV 1+ ADD 1 + ADD 2 | 06 July 2010

SI 11712/1/10 REV 1 11 May 2011

SK 7549/10 + REV 1 31 March 2010, 31 October 2013

FI 6671/10+ ADD 1, 14683/17 26 February 2010, 28 November 2017
SE 16489/11 + REV 1 16 November 2011, 30 November 2012
NO
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