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NOTE

From: General Secretariat of the Council

To: National Parliaments

Subject: Council Implementing Decision setting out a recommendation on

addressing the deficiencies identified in the 2021 evaluation of
Liechtenstein on the application of the Schengen acquis in the field of
data protection

In accordance with Article 15(3) of Council Regulation 1053/2013 of 7 October 2013, establishing
an evaluation and monitoring mechanism to verify the application of the Schengen acquis and
repealing the Decision of the Executive Committee of 16 September 1998 setting up a Standing
Committee on the evaluation and implementation of Schengen, the Council hereby transmits to
national Parliaments the Council Implementing Decision setting out a recommendation on
addressing the deficiencies identified in the 2021 evaluation of Liechtenstein on the application of

the Schengen acquis in the field of data protection?.
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Council Implementing Decision setting out a

RECOMMENDATION

on addressing the deficiencies identified in the 2021 evaluation of Liechtenstein on the

application of the Schengen acquis in the field of data protection

THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union,

Having regard to Council Regulation (EU) No 1053/2013 of 7 October 2013 establishing an
evaluation and monitoring mechanism to verify the application of the Schengen acquis and
repealing the Decision of the Executive Committee of 16 September 1998 setting up a Standing

Committee on the evaluation and implementation of Schengen?, and in particular Article 15 thereof,
Having regard to the proposal from the European Commission,

Whereas:

(1) A Schengen evaluation in the field of personal data protection was carried out in respect of
Liechtenstein in March 2021. Following the evaluation, a report covering the findings and
assessments, listing best practices and deficiencies identified during the evaluation was

adopted by Commission Implementing Decision C(2021) 9300.

2 In view of the outcomes of the evaluation, it is appropriate to recommend to Liechtenstein

certain remedial actions to address the deficiencies identified.
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3) In light of the importance of complying with the Schengen acquis, in particular as regards
the effective supervision by the data protection authority of Liechtenstein and the procedures
regarding checks of person on entry, priority should be given to implementing

recommendations 1 and 12 as set out in this Decision.

(4)  This Decision should be transmitted to the European Parliament and to the national
Parliaments of the Member States. Within three months of its adoption, Liechtenstein
should, pursuant to Article 16(1) of Regulation (EU) No 1053/2013, establish an action plan
listing all recommendations to remedy any deficiencies identified in the evaluation report
and provide that action plan to the Commission and the Council. Liechtenstein should,
pursuant to Article 16(8) of Regulation (EU) No 1053/2013, provide the Commission with
its assessment on a possible implementation of the recommendations for improvements with

a description of required actions.

RECOMMENDS:

that Liechtenstein should:

Legislation

1. provide its supervisory authority with effective corrective powers in accordance with
Article 47(2) of Directive (EU) 2016/680%, in addition to the power to notify the controller

of the violation or shortcoming regarding processing of personal data;

Data Protection Authority

2. further specify the possible reasons for dismissal of the Head and Deputy Head of its data
protection authority (DPA), so as to avoid the risk of a premature termination of the
members’ term of office other than in a case of serious misconduct or if they no longer

fulfil the conditions required for the performance of their duties;
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ensure a narrow application of the derogation in Article 10 of its Datenschutzgesetz so that
only the processing of personal data in the context of deliberations of the government as a

collegial body are covered;

establish a supervision plan for the processing of personal data by Liechtenstein’s
competent authorities in connection to the Schengen Information System (SIS) and the
Visa Information System (VIS);

ensure that future audits by the DPA of processing operations in connection to the SIS and

VIS have a comprehensive scope, including regarding the authorities using these systems;

Rights of data subjects

6. reply to data subjects’ requests for the exercise of their rights under the legal acts
establishing SIS and VIS directly in a form that can be challenged before the
Administrative Court, without requiring the data subjects to request the reply to take the
form of a challengeable decision;

7. provide information to data subjects on the National Police’s website (in German and
preferably also in English), including model letters for data subjects’ requests under the
legal acts establishing SIS;

8. ensure that the Migration and Passport Office replies to data subjects’ requests under the
legal acts establishing SIS and VIS concerning their personal data stored in VIS and SIS in
the same format as they were received, including electronically;

9. ensure that the Migration and Passport Office (MPO) provides model letters for data
subjects’ requests under the legal acts establishing SIS and VIS on its website, preferably
also in English;

10. ensure that the Migration and Passport Office also provides information to data subjects on
its website preferably also in English;
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11.

not charge fees for the handling of data subjects’ requests except where Union law allows

doing so;

Visa Information System

12.

13.

14.

15.

finish the improvement project as soon as possible to ensure that all relevant actions of
privileged users in the VIS are logged appropriately and also to improve the content of the

logs to ensure that other users’ action are logged appropriately;

finish the project to develop a graphical user interface for log analysis and increase the

frequency of checks of the logs regarding the VIS carried out by MPO;

if continuing to rely on an external service provider, conclude a processor contract with
that service provider that complies with the requirements of Article 28 of Regulation (EU)
2016/679;

comply with its obligation under Article 9(2)(k) of Council Decision 2008/633/JHA to put
in place the necessary internal monitoring of use of the VIS by the National Police,

including log analysis;

Schengen Information System

16.

Review the approach regarding the forwarding of hotel guest registration forms into a
central repository and cross-checking them to ensure compliance with Directive (EU)

2016/680, which had to be transposed since the last evaluation.

Done at Brussels,

For the Council
The President
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