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NOTE

From: General Secretariat of the Council

To: Delegations

Subject: Opinion of the European Data Protection Supervisor on the Proposal for a

Council Decision establishing the position to be taken on behalf of the
European Union in the World Trade Organization on adding the Agreement
on Electronic Commerce into the Agreement establishing the World Trade

Organization

Delegations will find in the Annex to this note the Opinion of the European Data Protection
Supervisor on the Proposal for a Council Decision establishing the position to be taken on behalf of
the European Union in the World Trade Organization on adding the Agreement on Electronic

Commerce into the Agreement establishing the World Trade Organization.
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: E EUROPEAN DATA PROTECTION SUPERVISOR

WOJCIECH RAFAL WIEWIOROWSKI
SUPERVISOR

H.E. Ambassador Agnieszka BARTOL
Permanent Representative of the Republic of
Poland to the Eurcpean Union

Ms Thérése BLANCHET
Secretary-General
Council of the European Union

Brussels,

WRW/AF/as)/D(2025)1237 C2025-0161

Please use POLICY-CONSUL T(@edps.eurgpa.cu for all
correspondence

Subject: Opinion of the European Data Protection Supervisor on the Proposal for a
Council Decision establishing the position to be taken on behalf of the European
Union in the World Trade Organization on adding the Agreement on Electronic
Commerce into the Agreement establishing the World Trade Organization

Your Excellency,
Dear Secretary-General,

Having regard to Article 42(1) of Regulation (EU) 2018/1725 of the European Parliament and
of the Council of 23 October 2018 on the protection of natural persons with regard to the
processing of personal data by the Union institutions, bodies, offices and agencies and on
the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision
No 1247/2002/EC, please find enclosed our Opinion on the Proposal for a Council Decision
establishing the position to be taken on behalf of the European Union in the World Trade
Organization on adding the Agreement on Electronic Commerce into the Agreement
establishing the World Trade Organization.

We have sent a copy of this Opinion to the President of the European Commission and the
President of the European Parliament.

Yours sincerely,
Digitally signed by:

m WO|CIECH RAFAL

WIEWIOROWSKI (EUROPEAN

Wajch h’Wie*iémwski | DATA PROTECTION SUPERVISOR)
a e |
: e Date: 2025.04-01 14:1¢ 23 UTC
Encl.: Opinion

Cc:  Mr Serge DE BIOLLEY, Director for Justice, Secretariat General of the Council

Contact persons. Alessandra Furfaro alessandra.furfaro@edps.europa eu

Sebastiao Barros Vale sebastiao.debarrosvale(@edps.curopa.eu
EUROPEAN m i mooress. ue ez eu BI04 Brussels
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MAIL REGISTRATION 13348 B

From: Eurocpean Data Protection Supervisor (EDPS)

Sent: mercredi 2 avril 2025 09:09

To: Anna.Glabowska@msz.gov.pl; zuzanna.buszman@msz.gov.pl; BLANCHET Therese
Ce: DE BIOLLEY Serge

Subject: 2025-0161 EDPS Opinion on the Proposal for a Council Decision estabiishing the

position to be taken in the World Trade Organization on adding the Agreement on
Electronic Commerce into the Agreement establishing the World Trade

Organization
Attachments: 2025-01617 D1237 Letter to Council-signed-ts.pdf; 2025-0161 Opinion-signed-ts pdf

Your Excellency,
Dear Secretary-General,

Please find herewith attached a letter and its annex, signed by Mr Wiewidrowski on the above-mentioned subject.

Yours sincerely,

EDPS Secretariat

m Email edps@edps.europz.eu
European Data Protection Supervisor
Postal address: Rue Wiertz 60, B-1047 Brussels
Office address: Rue Montoyer 30, B-1000 Brussels

ﬂ @Fy FDES www . edps. europa. ey

This email (and any attachment} may contain information that is internal or confident;al Unauthorised access, use or
s not permitied. If you are not the intended reapient please inform the sender by reply and then delete all copies. Ei
secure as they can be intercepted, amended, and infected with viruses. The EDPS therefore cannot guarantee the set
correspondence by email.
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MAIL REGISTRATION

From: CABINET §G
Sent: mercredi 2 avril 2025 09:15
To MAIL REGISTRATION
Subject: FW:2025-0161 EDPS Opinicn on the Proposal for a Council Decision establishing
the position to be taken in the World Trade Organization on adding the Agreement
on Electronic Commerce inte the Agreement establishing the World Trade
Organization
Attachments: 2025-0161 EDPS Cpinion cn the Propesal for a Council Decision establishing the
position to be taken in the Werld Trade Organization on adding the Agreement on
Electronic Commerce into the Agreement establishing the World Trade
Qrganization
1
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EUROPEAN
DATA
PROTECTION
SUPERVISOR

The EU’s independent data
protection authority

Opinion 5/2025

on the Proposal for a Council Decision
establishing the position to be taken in the
World Trade Organization on adding the
Agreement on Electronic Commerce into
the Agreement establishing the World
Trade Organization

edps.europa.eu
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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, responsible
under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of personal data... for
ensuring that the fundamental rights and freedoms of natural persons, and in particular their right to
data protection, are respected by Union institutions and bodies’, and under Article 52(3)"... for advising
Union institutions and bodies and data subjects on all matters concerning the processing of personal
data’.

Wojciech Rafat Wiewidrowski was appointed as Supervisor on 5 December 2019 for a term of five years.

Under Article 42(1) of Regulation 2018/1725, the Commission shall ‘following the adoption of
proposals for a legislative act, of recommendations or of proposals to the Council pursuant to Article
218 TFEU or when preparing delegated acts or implementing acts, consult the EDPS where there is an
impact on the protection of individuals’ rights and freedoms with regard to the processing of personal
data’.

This Opinion relates to the Proposal’ for a Council Decision establishing the position to be taken on
behalf of the European Union in the World Trade Organization on adding the Agreement on Electronic
Commerce into the Agreement establishing the World Trade Organization, pursuant to Article 218
TFEU. This Opinion does not preclude any future additional comments or recommendations by the
EDPS, in particular if further issues are identified or new information becomes available. Furthermore,
this Opinion is without prejudice to any future action that may be taken by the EDPS in the exercise
of his powers pursuant to Regulation (EU) 2018/1725. This Opinion is limited to the provisions of the
Proposal that are relevant from a data protection perspective.

TCOM(2025) 22 final.
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Executive Summary

In January 2019, the World Trade Organisation (‘WTQ’) Joint Initiative on Electronic Commerce
was established with the aim to start negotiations towards the Agreement on Electronic Commerce
(‘ALC’ or ‘Agreement’).

On 26 July 2024, after 5 years of negotiations, the participants of the WTO Joint Initiative on
Electronic Commerce reached a stabilised text of the Agreement, which covers a wide range of
digital trade disciplines.

Once integrated into the legal framework of WTO, it will represent the first set of global rules
governing digital trade. This will facilitate e-commerce both within countries and across borders,
improve trust for consumers and businesses and ensure a more reliable international digital trade
environment.

On 6 February 2025, the European Commission issued the Proposal for a Council Decision
establishing the position to be taken on behalf of the European Union in the WTO on adding the
Agreement into the Agreement establishing the World Trade Organisation.

The objective of the Proposal is limited to enabling the EU to join a possible consensus at the
General Council of the World Trade Organisation on the adoption of the envisaged Agreement.

The EDPS takes this opportunity to welcome the inclusion of specific provisions on data protection
in the Agreement, which allow each Party to adopt or maintain a legal framework that provides
for the protection of personal data related to electronic commerce, in particular Article 16 “Personal
Data Protection” and Article 25 “Personal Data Protection Exception®.

For the sake of clarity, the EDPS recommends clarifying that nothing in the Agreement shall affect
the protection of personal data and privacy afforded by the parties’ respeclive safeguards,
including in situations where specific controllers or processors would be required by EU to store
specific personal data in the EU/EEA, based on grounds related to the fundamental rights to data
protection and privacy.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,
Having regard to the Treaty on the Functioning of the European Union ("'TFEU’),

Having regard to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23
October 2018 on the protection of natural persons with regard to the processing of personal data
by the Union institutions, bodies, offices and agencies and on the free movement of such data, and
repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘EUDPR’)?, and in particular
Article 42(1) thereof,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction

1. On 6 February 2025, the European Commission issued the Proposal® for a Council Decision
establishing the position to be taken on behalf of the European Union in the World Trade
Organisation on adding the Agreement on Electronic Commerce into the Agreement
establishing the World Trade Organisation (‘the WTO Agreement’), pursuant to Article 218
TFEU (‘the Proposal’).

2. The objective of the Proposal is limited to enable the EU to join a possible consensus at the
General Council of the World Trade Organisation ("WTQ") regarding the legal incorporation
of the Agreement on Electronic Commerce to Annex 4 to the WTO Agreement”.

3. On 26 July 2024, after 5 years of negotiations, the participants of the World Trade
Organisation Joint Initiative on Electronic Commerce reached a stabilised text of the
Agreement on Electronic Commerce (‘AEC’ or *Agreement’ ), which is the first set of global
rules governing digital trade®. The AEC is sel to become part of the WTO legal framework
as a plurilateral agreement, formally appended to Annex 4 of the WTO Agreement.

4. The present Opinion of the EDPS is issued in response to a consultation by the European
Commission of 6 February 2025, pursuant to Article 42(1) of EUDPR. The EDPS welcomes
the reference to this consultation in the third citation of the Proposal.

2. General remarks

5. The Agreement on Electronic Commerce creates a framework which aims to facilitate digital
trade both within countries and across borders, with provisions on e-authentication and e
signatures, e-contracts, e-invoicing, paperless trading, single windows data exchange and

10) L 295, 21.11.2018, p. 39,

# COM(2025) 33 final.

* Explanatory memorandum of the Proposal, page 2, and Article 1 of the Praposal.
 Explanatory memorandum of the Proposal, page 1;
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systems interoperability, and e-payments. Furthermore, the AEC contains provisions to
improve trust in the digital trade environment for both consumers and businesses, including
provisions on unsolicited commercial electronic messages, online consumer protection,
cybersecurity, or open internet access; as well as provisions leading to a more reliable
international digital trade environment, facilitating consumers’ and companies’ continued
access to the internet and electronic services at affordable prices.

The Agreement includes also two main provisions on data protection, namely Article 16
titled ‘Personal data protection’, and Article 25 titled ‘Personal data protection exception’.

The EDPS recalls that, as the protection of personal data is a fundamental right in the
European Union (‘"EU’), it cannot be subject to negotiations in the context of EU trade
agreements. It is for the EU alone to decide how to implement fundamental rights protection
in Union law. The Union should not embark on any international trade commitments that
are incompatible with its domestic data protection legislation. Dialogues on data protection
and trade negotiations with third countries can complement each other, but must follow
separate tracks. Personal data flows between the EU and third countries should be enabled
by using the mechanisms provided under the EU data protection legislation®.

In this regard, the EDPS positively notes that Article 16 leave it to the Parties to adopt or
maintain a data protection legal framework. Moreover, the exception clause introduced by
Article 25 allows Parties to adopt and maintain their rules on the protection of personal data
and privacy, including rules on cross-border data transfers insofar as they provide for
instruments enabling transfers under conditions of general application.

3. Provisions on data protection

9

10.

The EDPS welcomes the fact that Article 16 of the Agreement recognises the Parties’ right

to ‘adopt or maintain a legal framework that provides for the protection of the personal data of

users of electronic commerce’. However, he understands that the right of the EU to regulate
personal data protection as a fundamental right might be constrained by Article 25 of the
Agreement, since the provision would only allow the Parties to adopt or maintain measures
on the protection of personal data and privacy, including with respect to cross-border
transfers of personal data, under the condition that they also provide for ‘instruments
enabling transfers under conditions of general application for the protection of the data
transferred’. It is not clear whether all duly justified cases in which the EU would decide to
require certain controllers or processors to store specific categories of personal data in the
EU/European Economic Area (‘EEA’), based on grounds related to the fundamental rights to
data protection and privacy, would qualify as conditions of general application under Article
25 of the Agreement.

Therefore, the EDPS invites the Commission to clarify whether Article 25 of the Agreement
allows the EU to require, in duly justified cases, certain controllers or processors to store

* EDPS Opinion 2/2024 on the signing and conclusion on behalf of the European Uniaon, of the Protocol amending the Agreement
between the European Union and Japan for an Economic Partnership regarding free flow of data, paragraph 11, available on the
EDPS wesbite.
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11.

specific categories of personal data in the EU/EEA, based on grounds related to the
fundamental rights to data protection and privacy.

In any case, the EDPS considers that it is possible to interpret Article 25 of the Agreement
as allowing the EU to require, in duly justified cases, certain controllers or processors to
store specific categories of personal data in the EU/EEA based on grounds related to the
fundamental rights to data protection and privacy, as long as there is a general framework

(such as Chapter V of the General Dala Protection Regulation’) enabling transfers under
conditions of general application.

4. Cooperation

12.

13.

The EDPS recognises the importance of international cooperation in different fields of
activities including data protection to globally ensure effective data protection standards.

Therefore, the EDPS positively notes that, among the areas of cooperation that the Parties
endeavour to implement, Article 19 of the Agreement specifically includes the protection of
personal data.

5. Interplay with other provisions

14.

The EDPS notes that other provisions of the Agreement may have an interplay with existing
EU legislation in various areas (often related to personal data protection). Such is the case,
in particular, of Article 12 dedicated to Open Government Data, as well as Article 14 on
online consumer protection and Article 15, on unsolicited commercial electronic messages.

. The EDPS recalls that, in the EU, various acts of secondary law are liable of applying to the

same circumstances and compliance with one legal instrument does not ensure compliance
with other legal instruments. It therefore welcomes that the horizontal nature of Article 16
and of Article 25 of the Agreement ensures that the data protection framework applies and
must be complied with whenever personal data are processed, notwithstanding the
simultaneous application of other legal instruments, notably ones that seek to protect
consumers and privacy.

"Regulation (EU) 2016/679 af the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/FC (General
Data Protection Regulation), O] L 119, 452016, p. 1-88
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6. Conclusions

16. In light of the above, the EDPS makes the following recommendation:

(1) to clarify the interpretation of Article 25 of the Agreement as allowing the EU to require, in
duly justified cases, certain controllers or processors to store specific categories of personal
data in the EU/EEA, based on grounds related to the fundamental rights to data protection
and privacy.

Brussels,

Digitally sigred by

WOICIECH RAFAE
WIEWIOROWSKI (EUROPEAN
DATA PROTECTION SUPERVISOR)

Date 2025-04-01 149623 UTC
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