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l. INTRODUCTION

In accordance with the provisions of Article 294 of the TFEU and the Joint Declaration on practical
arrangements for the co-decision procedure!, a number of informal contacts have taken place
between the Council, the European Parliament and the Commission with a view to reaching an

agreement on this legislative file at first reading.

This file was expected? to undergo the Corrigendum procedure® in the European Parliament after

adoption by the outgoing European Parliament of its position at first reading.

1 OJ C 145, 30.6.2007, p.5.
2 10819/24 + COR 1.
3 Rule 251, EP Rules of Procedure.
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Il. VOTES

At its sitting of 24 April 2024, the European Parliament adopted amendment 2 (without legal

linguistic revision) to the Commission proposal, amendment 3 containing a Commission statement,
and a legislative resolution, constituting the European Parliament's position at first reading. It

reflects what had been provisionally agreed between the Institutions.

After finalisation of the adopted text by the legal linguists, the European Parliament approved on

14 November 2024 a corrigendum to the position adopted at first reading.

With this corrigendum, the Council should be able to approve the position of the European
Parliament as set out in the Annex* hereto, thus bringing to a close the first reading for both

Institutions.

The act would then be adopted in the wording which corresponds to the European Parliament's

position.

4 The text of the corrigendum is set out in the Annex. It is presented in the form of a
consolidated text, where changes to the Commission's proposal are highlighted in bold and
italics. The symbol " I " indicates deleted text.
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ANNEX
(14.11.2024)

P9 TA(2024)0354

Managed security services

European Parliament legislative resolution of 24 April 2024 on the proposal for a regulation
of the European Parliament and of the Council amending Regulation (EU) 2019/881 as
regards managed security services (COM(2023)0208 — C9-0137/2023 — 2023/0108(COD))

(Ordinary legislative procedure: first reading)

The European Parliament,

having regard to the Commission proposal to Parliament and the Council (COM(2023)0208),

having regard to Article 294(2) and Article 114 of the Treaty on the Functioning of the
European Union, pursuant to which the Commission submitted the proposal to Parliament
(C9-0137/2023),

having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

having regard to the opinion of the European Economic and Social Committee of 13 July
20234,

having regard to the provisional agreement approved by the committee responsible under
Rule 74(4) of its Rules of Procedure and the undertaking given by the Council representative
by letter of 21 March 2024 to approve Parliament’s position, in accordance with

Article 294(4) of the Treaty on the Functioning of the European Union,

having regard to Rule 59 of its Rules of Procedure,

having regard to the letter from the Committee on the Internal Market and Consumer
Protection,

having regard to the report of the Committee on Industry, Research and Energy (A9-
0307/2023),

1

OJ C 349, 29.9.2023, p. 167.
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1.  Adopts its position at first reading hereinafter set out;

2.  Takes note of the statement by the Commission annexed to this resolution, which will be
published in the C series of the Official Journal of the European Union;

3. Calls on the Commission to refer the matter to Parliament again if it replaces, substantially
amends or intends to substantially amend its proposal;

4.  Instructs its President to forward its position to the Council, the Commission and the national

parliaments.
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P9_TC1-COD(2023)0108

Position of the European Parliament adopted at first reading on 24 April 2024 with a view to
the adoption of Regulation (EU) 2024/... of the European Parliament and of the Council
amending Regulation (EU) 2019/881 as regards managed security services

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114

thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee?,
After consulting the Committee of the Regions,

Acting in accordance with the ordinary legislative procedure?,

! 0J C 349, 29.9.2023, p. 167.

2 Position of the European Parliament of 24 April 2024.
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Whereas:

(1) Regulation (EU) 2019/881 of the European Parliament and of the Council® sets up a
framework for the establishment of European cybersecurity certification schemes for the
purpose of ensuring an adequate level of cybersecurity for information and
communications technology (ICT) products, ICT services and ICT processes in the Union,
as well as for the purpose of avoiding the fragmentation of the internal market with regard
to cybersecurity certification schemes in the Union.

(2 In order to ensure the Union’s resilience to cyberattacks and to prevent any
vulnerabilities in the internal market, this Regulation is intended to complement the
horizontal regulatory framework establishing comprehensive cybersecurity requirements
for products with digital elements pursuant to Regulation (EU) 2024/... of the European
Parliament and of the Council** by providing for security objectives for managed
security services as well as the application and trustworthiness of those services.

3 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).

4 Regulation (EU) 2024/... of the European Parliament and of the Council of ... on
horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (OJ L, ..., ELI: ...).

* 0OJ: Please insert in the text the number of the Regulation contained in document PE-
CONS 100/23 (2022/0272(COD)) and insert the number, date, OJ reference and ELI
reference of that Regulation in the footnote.
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@)

Managed security services are provided by managed security service providers as defined
in Article 6, point (40), of Directive (EU) 2022/2555 of the European Parliament and of
the Council®. The definition of managed security services in this Regulation should
therefore be consistent with that of managed security service providers in Directive (EU)
2022/2555. Those services consist of carrying out, or providing assistance for, activities
relating to their customers’ cybersecurity risk management, and have gained increasing
importance in the prevention and mitigation of incidents. Accordingly, the providers of
those services are considered to be essential or important entities belonging to a sector of
high criticality pursuant to Directive (EU) 2022/2555 I . As stated in recital 86 of that
Directive, managed security service providers in areas such as incident response,
penetration testing, security audits and consultancy, play a particularly important role in
assisting entities in their efforts to prevent, detect, respond to or recover from incidents.
However, managed security service providers have also themselves been the target of
cyberattacks and pose a particular risk because of their close integration in the operations
of their customers. It is therefore important that essential and important entities within the
meaning of Directive (EU) 2022/2555 exercise increased diligence in selecting managed

security service providers.

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive
(EVU) 2016/1148 (NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).

15643/24 7
ANNEX GIP.INST EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RAT&code2=&gruppen=Link:15643/24;Nr:15643;Year:24&comp=15643%7C2024%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:910/2014;Nr:910;Year:2014&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2018/1972;Nr:2018;Year:1972&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2016/1148;Year2:2016;Nr2:1148&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RMA&code2=&gruppen=Link:NIS%202;Code:NIS;Nr:2&comp=NIS%7C2%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:333;Day:27;Month:12;Year:2022;Page:80&comp=

(4)

The definition of managed security services under this Regulation includes a non-
exhaustive list of managed security services that could qualify for European
cybersecurity certification schemes, such as incident handling, penetration testing,
security audits, and consulting related to technical support. Managed security services
could encompass cybersecurity services that support the preparedness for, prevention,
detection, analysis and mitigation of, response to, and recovery from incidents. Cyber
threat intelligence provision and risk assessment related to technical support could also
qualify as managed security services. There could be separate European cybersecurity
certification schemes for different managed security services. The European
cybersecurity certificates issued in accordance with such schemes should refer to

specific managed security services of a specific provider of those services.
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(6)

Managed security service providers can also play an important role in relation to Union
actions supporting response and initial recoveryl in cases of significant incidents and
large-scale cybersecurity incidents, relying on services from trusted private providers and
on testing of critical entities for potential vulnerabilities based on Union level
coordinated security risk assessments. The certification of managed security services
could play a role in the selection of trusted managed security service providers as defined
in Regulation (EU) .../... of the European Parliament and of the Council®*} .

The certification of managed security services is not only relevant in the selection process
for the EU Cybersecurity Reserve established by Regulation (EU) .../..."" but it is also an
essential quality indicator for private and public entities that intend to purchase such
services. In light of the criticality of managed security services and the sensitivity of the
data processed, certification could provide potential customers with important guidance
and assurance about the trustworthiness of those services. European cybersecurity
certification schemes for managed security services are intended to contribute to avoiding
the fragmentation of the internal market. This Regulation therefore aims to enhance the

functioning of the internal market.

++

Regulation (EU) .../... of the European Parliament and of the Council of ... laying down

measures to strengthen solidarity and capacities in the Union to detect, prepare for and
respond to cyber threats and incidents and amending Regulation (EU) 2021/694 (Cyber

Solidarity Act) (OJ L, ..., ELI: ...).

0OJ: Please insert in the text the number of the Regulation contained in document PE-
CONS 94/24 (2023/0109(COD)) and insert the number, date, OJ reference and ELI
reference of that Regulation in the footnote.

0OJ: Please insert in the text the number of the Regulation contained in document PE-
CONS 94/24 (2023/0109(COD)).
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()

European cybersecurity certification schemes for managed security services should lead
to the uptake of those services and to increased competition between managed security
service providers. Without prejudice to the objective of ensuring sufficient and
appropriate levels of relevant technical knowledge and professional integrity of such
providers, such certification schemes should, therefore, facilitate market entry and the
offering of managed security services by simplifying, to the extent possible, the potential
regulatory, administrative and financial burden that providers, in particular small and
medium-sized enterprises (SMEs), including microenterprises, could encounter when
offering managed security services. Additionally, in order to encourage the uptake of,
and stimulate the demand for, managed security services, European cybersecurity
certification schemes should contribute to the accessibility thereof, in particular for
smaller actors, such as SMEs, including microenterprises, as well as local and regional
authorities which have limited capacity and resources, but which are more prone to

cybersecurity breaches with financial, legal, reputational, and operational implications.
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(8)

(9)

It is important to provide support to SMEs, including microenterprises, in the
implementation of this Regulation and in recruiting the specialised cybersecurity skills
and expertise necessary to provide managed security services in accordance with the
requirements laid down in this Regulation. The Digital Europe Programme established
by Regulation (EU) 2021/694 of the European Parliament and of the Council” and other
relevant Union programmes provide for the Commission to establish financial and
technical support that enables those enterprises to contribute to the growth of the
Union’s economy and to strengthen the common level of cybersecurity in the Union,
including by streamlining the financial support from the Digital Europe Programme and

other relevant Union programmes and by supporting SMEs, including microenterprises.

European cybersecurity certification schemes for managed security services should
contribute to the availability of secure and high-quality services which guarantee a safe
digital transition and to the achievement of targets set up in the Digital Decade Policy
Programme 2030 established by Decision (EU) 2022/2481 of the European Parliament
and of the Council®, in particular with regard to the goal that 75 % of Union
undertakings start using cloud computing services, big data or artificial intelligence, that
more than 90 % of SMEs, including microenterprises, reach at least a basic level of

digital intensity and that key public services are accessible online.

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April
2021 establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240
(OJL 166, 11.5.2021, p. 1).

Decision (EU) 2022/2481 of the European Parliament and of the Council of 14 December
2022 establishing the Digital Decade Policy Programme 2030 (OJ L 323, 19.12.2022, p.
4).
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https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=BES&code2=&gruppen=Link:2015/2240;Year3:2015;Nr3:2240&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2015/2240;Year2:2015;Nr2:2240&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:166;Day:11;Month:5;Year:2021;Page:1&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=BES&code2=&gruppen=Link:2022/2481;Year3:2022;Nr3:2481&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2022/2481;Year2:2022;Nr2:2481&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:323;Day:19;Month:12;Year:2022;Page:4&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:323;Day:19;Month:12;Year:2022;Page:4&comp=

(10)

(11)

In addition to the deployment of ICT products, ICT services or ICT processes, managed
security services often provide additional service features that rely on the competences,
expertise and experience of the personnel of the providers of such services. A very high
level of those competences, expertise and experience as well as appropriate internal
procedures should be part of the security objectives in order to ensure a very high quality
of the managed security services provided. In order to ensure that all aspects of I managed
security services can be covered by dedicated European cybersecurity certification
schemes, it is therefore necessary to amend Regulation (EU) 2019/881. The results and
recommendations of the evaluation and review provided for in Regulation (EU) 2019/881

should be taken into account.

With a view to facilitating the growth of a reliable internal market, whilst also creating
partnerships with like-minded third countries, the certification process established
within the European cybersecurity certification framework provided for by Regulation
(EU) 2019/881 should be implemented in a manner that facilitates international

recognition and alignment with international standards.
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(12)

The Union is faced with a talent gap, characterised by a shortage of skilled
professionals, and a rapidly evolving threat landscape as acknowledged in the
Commission communication of 18 April 2023 entitled ‘Closing the cybersecurity talent
gap to boost the EU’s competitiveness, growth and resilience ('The Cybersecurity Skills
Academy')’. Educational resources and forms of formal training differ and knowledge
can be acquired in various ways: formally, for example through university or courses or
informally, for example through on-the-job training or work experience in the relevant
field. Therefore, in order to facilitate the emergence of high-quality managed security
services and to have a better overview of the composition of the Union cybersecurity
workforce, it is important that cooperation between Member States, the Commission, the
European Union Agency for Cybersecurity established by Regulation (EU) 2019/881
(ENISA) and stakeholders, including from the private sector and academia, be
strengthened through the development of public-private partnerships, support for
research and innovation initiatives, the development and mutual recognition of common
standards and the certification of cybersecurity skills, including through the European
Cybersecurity Skills Framework. Such cooperation would also facilitate the mobility of
cybersecurity professionals within the Union as well as the integration of cybersecurity
knowledge and training in education programmes, while ensuring access to
apprenticeships and traineeships for young people, including persons living in
disadvantaged regions, such as islands, sparsely populated, rural and remote areas. It is
important that such cooperation aims to attract more women and girls in the field and
contributes towards addressing the gender gap in science, technology, engineering, and
mathematics, and that the private sector aim to deliver on-the-job training addressing
the most in-demand skills, involving public administration and start-ups, as well as
SMEs, including microenterprises. It is also important that providers and Member States
collaborate and contribute to the collection of data on the situation and the evolution of

the cybersecurity labour market.
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(13) ENISA plays an important role in the preparation of candidate European cybersecurity
certification schemes. The Commission should assess the necessary budgetary resources
for ENISA’s establishment plan, in accordance with the procedure set out in Article 29
of Regulation (EU) 2019/881 when preparing the draft general budget of the Union.

(14) This Regulation provides for targeted amendments to Regulation (EU) 2019/881 to
enable the establishment of European cybersecurity certification schemes for managed
security services. In doing so, it also specifies and clarifies certain provisions of that
Regulation concerning the preparation and functioning of all European cybersecurity
certification schemes with a view to ensuring their transparency and openness. The
latter amendments, which are limited to specifying or clarifying Regulation (EU)
2019/881, in particular the amendments concerning the information ENISA is to provide
when transmitting a candidate scheme, the ad-hoc working groups established for each
candidate scheme, and information and consultation with regard to European
cybersecurity certification schemes should not in any way prejudice the broader
evaluation and review of that Regulation required pursuant to Article 67 of that
Regulation, in particular the evaluation of the impact, effectiveness and efficiency of the
title of that Regulation relating to the cybersecurity certification framework. The
evaluation and review regarding that title should be based on a broad consultation of

stakeholders and a full and thorough analysis of the procedures involved.

15643/24 14
ANNEX GIP.INST EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RAT&code2=&gruppen=Link:15643/24;Nr:15643;Year:24&comp=15643%7C2024%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2019/88;Nr:2019;Year:88&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2019/88;Nr:2019;Year:88&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2019/88;Nr:2019;Year:88&comp=

(15)

(16)

Since the objective of this Regulation, namely to enable the establishment of European
cybersecurity certification schemes for managed security services, cannot be sufficiently
achieved by the Member States but can rather, by reason of its scale and effects, be
better achieved at Union level, the Union may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In
accordance with the principle of proportionality as set out in that Article, this Regulation

does not go beyond what is necessary in order to achieve that objective.

The European Data Protection Supervisor was consulted in accordance with Article
42(1) of Regulation (EU) 2018/1725 of the European Parliament and of the Council®

and delivered an opinion on 10 January 2024,

HAVE ADOPTED THIS REGULATION:

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October
2018 on the protection of natural persons with regard to the processing of personal data
by the Union institutions, bodies, offices and agencies and on the free movement of such
data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).
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https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:295;Day:21;Month:11;Year:2018;Page:39&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=ABL&code2=&gruppen=Code:L;Nr:295;Day:21;Month:11;Year:2018;Page:39&comp=

Article 1
Amendments to Regulation (EU) 2019/881

Regulation (EU) 2019/881 is amended as follows:

(@) in Article 1(1), first subparagraph, point (b) is replaced by the following:

‘(b) aframework for the establishment of European cybersecurity certification schemes

for the purpose of ensuring an adequate level of cybersecurity for ICT products, ICT
services, ICT processes, and managed security services in the Union, as well as for
the purpose of avoiding the fragmentation of the internal market with regard to

cybersecurity certification schemes in the Union.’;

(@) Article 2 is amended as follows:

(a)

points 9, 10 and 11 are replaced by the following:

‘(9) ‘European cybersecurity certification scheme’ means a comprehensive set of
rules, technical requirements, standards and procedures that are established at
Union level and that apply to the certification or conformity assessment of
specific ICT products, ICT services, ICT processes or managed security

services;
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(10) ‘national cybersecurity certification scheme’ means a comprehensive set of
rules, technical requirements, standards and procedures developed and adopted
by a national public authority and that apply to the certification or conformity
assessment of ICT products, ICT services, ICT processes or managed security

services falling under the scope of the specific scheme;

(11) ‘European cybersecurity certificate’ means a document issued by a relevant
body, attesting that a given ICT product, ICT service, ICT process or managed
security service has been evaluated for compliance with specific security

requirements laid down in a European cybersecurity certification scheme;’;
(b) the following point is inserted:

‘(14a) ‘managed security service’ means a service provided to a third party
consisting of carrying out, or providing assistance for, activities relating to
cybersecurity risk management, such as incident handling, penetration testing,
security audits and consulting, including expert advice, related to technical

support;’;
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(©)

points 20, 21 and 22 are replaced by the following:

‘(20) ‘technical specification’ means a document that prescribes the technical

(21)

requirements to be met by, or conformity assessment procedures relating to, an

ICT product, ICT service, ICT process or managed security service;

‘assurance level” means a basis for confidence that an ICT product, ICT
service, ICT process or managed security service meets the security
requirements of a specific European cybersecurity certification scheme, and
indicates the level at which an ICT product, ICT service, ICT process or
managed security service has been evaluated but as such does not measure the
security of the ICT product, ICT service, ICT process or managed security

service concerned;
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(22) ‘conformity self-assessment” means an action carried out by a manufacturer or
provider of ICT products, ICT services, ICT processes or managed security
services, which evaluates whether those ICT products, ICT services, ICT
processes or managed security services meet the requirements of a specific

European cybersecurity certification scheme.’;

3) in Article 4, paragraph 6 is replaced by the following:

‘6.

ENISA shall promote the use of European cybersecurity certification with a view to
avoiding the fragmentation of the internal market. ENISA shall contribute to the
establishment and maintenance of a European cybersecurity certification framework
in accordance with Title 111 of this Regulation with a view to increasing the
transparency of the cybersecurity of ICT products, ICT services, ICT processes and
managed security services, thereby strengthening trust in the digital internal market

and its competitiveness.’;
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(@) Article 8 is amended as follows:

(@) paragraph 1 is amended as follows:

(1)  the introductory wording is replaced by the following:

‘1.

ENISA shall support and promote the development and implementation
of Union policy on the cybersecurity certification of ICT products, ICT
services, ICT processes and managed security services, as established

in Title IIT of this Regulation, by:’;
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(i)  point (b) is replaced by the following:

‘(b) preparing candidate European cybersecurity certification schemes
(candidate schemes) for ICT products, ICT services, ICT processes and

managed security services in accordance with Article 49;’;
(b) paragraph 3 is replaced by the following:

‘3. ENISA shall compile and publish guidelines and develop good practices,
concerning the cybersecurity requirements for ICT products, ICT services, ICT
processes and managed security services, in cooperation with national
cybersecurity certification authorities and industry in a formal, structured and

transparent way.’;
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(c) paragraph 5 is replaced by the following:

‘5. ENISA shall facilitate the establishment and take-up of European and
international standards for risk management and for the security of ICT

products, ICT services, ICT processes and managed security services.’;

(5) Article 46 is replaced by the following:
‘Article 46
European cybersecurity certification framework
The European cybersecurity certification framework shall be established in order to
improve the conditions for the functioning of the internal market by increasing the
level of cybersecurity within the Union and enabling a harmonised approach at
Union level to European cybersecurity certification schemes, with a view to creating
a digital single market for ICT products, ICT services, ICT processes and managed
security services.
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The European cybersecurity certification framework shall provide for a mechanism
to establish European cybersecurity certification schemes and to attest that the ICT
products, ICT services and ICT processes that have been evaluated in accordance
with such schemes comply with specified security requirements for the purpose of
protecting the availability, authenticity, integrity or confidentiality of stored or
transmitted or processed data or the functions or services offered by, or accessible
via, those products, services and processes throughout their life cycle. In addition, it
shall attest that managed security services that have been evaluated in accordance
with such schemes comply with specified security requirements for the purpose of
protecting the availability, authenticity, integrity and confidentiality of data which
are accessed, processed, stored or transmitted in relation to the provision of those
services, and that those services are provided continuously with the requisite
competence, expertise and experience by staff with a sufficient and appropriate

level of relevant technical knowledge and professional integrity.”;
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(6) Article 47 is amended as follows:
@ paragraph 2 is replaced by the following:

‘2. The Union rolling work programme shall in particular include a list of ICT
products, ICT services, ICT processes and managed security services, or
categories thereof, that are capable of benefiting from being included in the

scope of a European cybersecurity certification scheme.’;
(b) paragraph 3 is amended as follows:
Q) the introductory wording is replaced by the following:

‘3. Inclusion in the Union rolling work programme of specific ICT
products, ICT services, ICT processes, or managed security services, or
categories thereof, shall be justified on the basis of one or more of the

following grounds:’
(i) point (a) is replaced by the following:

‘(a) the availability and the development of national cybersecurity
certification schemes covering a specific category of ICT products,
ICT services, ICT processes or managed security services and, in

particular, as regards the risk of fragmentation;’;
(iii) the following point is inserted:

‘(ca)  technological developments and the availability and development
of international cybersecurity certification schemes and

international standards and standards used by the industry;’;
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) | Article 49 is amended as follows:
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()

paragraphs 1 to 4 are replaced by the following:

‘1.

Following a request from the Commission pursuant to Article 48, ENISA
shall prepare a candidate scheme that meets the applicable requirements set
out in Articles 51, 51a, 52 and 54.

Following a request from the ECCG pursuant to Article 48(2), ENISA may
prepare a candidate scheme that meets the applicable requirements set out in
Articles 51, 51a, 52 and 54. If ENISA refuses such a request, it shall give
reasons for its refusal. Any decision to refuse such a request shall be taken

by the Management Board.

When preparing a candidate scheme, ENISA shall consult all relevant
stakeholders in a timely manner by means of a formal, open, transparent and
inclusive consultation process. When transmitting the candidate scheme to
the Commission pursuant to paragraph 6, ENISA shall provide information

on the manner in which it has complied with this paragraph.
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(b)

For each candidate scheme, ENISA shall establish an ad hoc working group
in accordance with Article 20(4) for the purpose of providing ENISA with
specific advice and expertise. Those ad hoc working groups shall, as
appropriate and without prejudice to the procedures and discretion provided
for in Article 20(4), include experts from the public administrations of the
Member States, the Union institutions, bodies, offices and agencies, and the

private sector.’;
paragraph 7 is replaced by the following:

“7.  The Commission may, on the basis of the candidate scheme prepared by
ENISA, adopt implementing acts providing for a European cybersecurity
certification scheme for ICT products, ICT services, ICT processes and
managed security services which meets the relevant requirements set out in
Avrticles 51, 51a, 52 and 54. Those implementing acts shall be adopted in

accordance with the examination procedure referred to in Article 66(2).’;
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(8) the following article is inserted:

'Article 49a

Information and consultation on the European cybersecurity certification schemes

The Commission shall make the information on its request to ENISA to prepare a
candidate scheme or to review an existing European cybersecurity certification

scheme as referred to in Article 48 publicly available.

During the preparation of a candidate scheme by ENISA pursuant to Article 49,
the European Parliament, the Council or both may request the Commission, in its
capacity as chair of the ECCG, and ENISA to present relevant information on a
draft candidate scheme on a quarterly basis. Upon the request of the European
Parliament or the Council, ENISA, in agreement with the Commission and
without prejudice to Article 27, may make available to the European Parliament
and to the Council relevant parts of a draft candidate scheme in a manner
appropriate to the confidentiality level required, and where appropriate in a

restricted manner.
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3.

In order to enhance the dialogue between the Union institutions and to contribute
to a formal, open, transparent and inclusive consultation process, the European
Parliament, the Council or both may invite the Commission and ENISA to discuss
matters concerning the functioning of European cybersecurity certification
schemes for ICT products, ICT services, ICT processes or managed security

services.

The Commission shall take into account, where appropriate, elements arising from
the views expressed by the European Parliament and by the Council on the matters

referred to in paragraph 3 of this Article when evaluating this Regulation pursuant
to Article 67.’;
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9 Article 51 is amended as follows:
(@) the title is replaced by the following:

‘Security objectives of European cybersecurity certification schemes for ICT

products, ICT services and ICT processes’
(b) the introductory sentence is replaced by the following:

‘A European cybersecurity certification scheme for ICT products, ICT services or
ICT processes shall be designed to achieve, as applicable, at least the following

security objectives:’;
(20) the following article is inserted:

‘Article 51a
Security objectives of European cybersecurity certification schemes for managed security

services

A European cybersecurity certification scheme for managed security services shall be

designed to achieve, as applicable, at least the following security objectives:
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(a)

(b)

(©)

(d)

I that the managed security services are provided with the requisite competence,

expertise and experience, including that the staff tasked with providing those services

have a sufficient and appropriate level of technical knowledge and competence in
the specific field, sufficient and appropriate experience, and the highest degree of

professional integrity;

I that the provider has appropriate internal procedures in place to ensure that the
managed security services are provided at a sufficient and appropriate level of

quality at all times;

that data accessed, stored, transmitted or otherwise processed in relation to the
provision of managed security services are protected against accidental or
unauthorised access, storage, disclosure, destruction, other processing, or loss or

alteration or lack of availability;

I that the availability of, and access to, data, services and functions is restored in a

timely manner in the event of a physical or technical incident;
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(11)

(e) I that authorised persons, programs or machines are able to access only the data,

services or functions to which their access rights refer;

(f) that arecord is kept and is available for assessment, of the data, services or functions

that have been accessed, used or otherwise processed, at what times and by whom;

@) I that the ICT products, ICT services and ICT processes I deployed in the provision
of the managed security services are secure by design and by default and, where
applicable, include the latest security updates and do not contain publicly known

vulnerabilities.’;
Article 52 is amended as follows:
(a) paragraph 1 is replaced by the following:

‘1. A European cybersecurity certification scheme may specify one or more of the
following assurance levels for ICT products, ICT services, ICT processes and
managed security services: ‘basic’, ‘substantial’ or ‘high’. The assurance level
shall be commensurate with the level of the risk associated with the intended
use of the ICT product, ICT service, ICT process or managed security service,

in terms of the probability and impact of an incident.’;
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(b)

(©)

paragraph 3 is replaced by the following:

‘3.

The security requirements corresponding to each assurance level shall be
provided in the relevant European cybersecurity certification scheme, including
the corresponding security functionalities and the corresponding rigour and
depth of the evaluation that the ICT product, ICT service, ICT process or

managed security service is to undergo.’;

paragraphs 5, 6 and 7 are replaced by the following:

‘5.

A European cybersecurity certificate or EU statement of conformity that refers
to assurance level ‘basic’ shall provide assurance that the ICT products, ICT
services, ICT processes or managed security services for which that certificate
or that EU statement of conformity is issued meet the corresponding security
requirements, including security functionalities, and that they have been
evaluated at a level intended to minimise the known basic risks of incidents
and cyberattacks. The evaluation activities to be undertaken shall include at
least a review of technical documentation. Where such a review is not
appropriate, substitute evaluation activities with equivalent effect shall be

undertaken.
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A European cybersecurity certificate that refers to assurance level ‘substantial’
shall provide assurance that the ICT products, ICT services, ICT processes or
managed security services for which that certificate is issued meet the
corresponding security requirements, including security functionalities, and
that they have been evaluated at a level intended to minimise the known
cybersecurity risks, and the risk of incidents and cyberattacks carried out by
actors with limited skills and resources. The evaluation activities to be
undertaken shall include at least the following: a review to demonstrate the
absence of publicly known vulnerabilities and testing to demonstrate that the
ICT products, ICT services, ICT processes or managed security services
correctly implement the necessary security functionalities. Where any such
evaluation activities are not appropriate, substitute evaluation activities with

equivalent effect shall be undertaken.
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A European cybersecurity certificate that refers to assurance level ‘high’ shall
provide assurance that the ICT products, ICT services, ICT processes or
managed security services for which that certificate is issued meet the
corresponding security requirements, including security functionalities, and
that they have been evaluated at a level intended to minimise the risk of state-
of-the-art cyberattacks carried out by actors with significant skills and
resources. The evaluation activities to be undertaken shall include at least the
following: a review to demonstrate the absence of publicly known
vulnerabilities; testing to demonstrate that the ICT products, ICT services, ICT
processes or managed security services correctly implement the necessary
security functionalities at the state of the art; and an assessment of their
resistance to skilled attackers, using penetration testing. Where any such
evaluation activities are not appropriate, substitute activities with equivalent

effect shall be undertaken.’;
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(12) in Article 53, paragraphs 1, 2 and 3 are replaced by the following:

‘1.

A European cybersecurity certification scheme may allow for the conformity self-
assessment under the sole responsibility of the manufacturer or provider of ICT
products, ICT services, ICT processes or managed security services. Conformity self-
assessment shall be permitted only in relation to ICT products, ICT services, ICT
processes or managed security services that present a low risk corresponding to

assurance level ‘basic’.

The manufacturer or provider of ICT products, ICT services, ICT processes or
managed security services may issue an EU statement of conformity stating that the
fulfilment of the requirements set out in the scheme has been demonstrated. By
issuing such a statement, the manufacturer or provider of ICT products, ICT services,
ICT processes or managed security services shall assume responsibility for the
compliance of the ICT product, ICT service, ICT process or managed security

service with the requirements set out in that scheme.
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3. The manufacturer or provider of ICT products, ICT services, ICT processes or
managed security services shall make the EU statement of conformity, technical
documentation, and all other relevant information relating to the conformity of the
ICT products, ICT services, ICT processes or managed security services with the
scheme available to the national cybersecurity certification authority designated
pursuant to Article 58 for the period provided for in the corresponding European
cybersecurity certification scheme. A copy of the EU statement of conformity shall

be submitted to the national cybersecurity certification authority and to ENISA.’;

(13) in Article 54, paragraph 1 is amended as follows:
(@) point (a) is replaced by the following:

‘(a) the subject matter and scope of the certification scheme, including the type or
categories of ICT products, ICT services, ICT processes or managed security
services covered;’;
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(b)

point (g) is replaced by the following:

‘(g) the specific evaluation criteria and methods to be used, including types of
evaluation, in order to demonstrate that the applicable security objectives

referred to in Articles 51 and 51a are achieved;’;

(c) point (j) is replaced by the following:

‘(G) rules for monitoring the compliance of ICT products, ICT services, ICT
processes or managed security services with the requirements of the European
cybersecurity certificates or the EU statements of conformity, including
mechanisms to demonstrate continued compliance with the specified
cybersecurity requirements;’;

(d) point (1) is replaced by the following:

‘(1) rules concerning the consequences for ICT products, ICT services, ICT
processes or managed security services that have been certified or for which an
EU statement of conformity has been issued, but which do not comply with the
requirements of the scheme;’;
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(e) point (0) is replaced by the following:

‘(o) the identification of national or international cybersecurity certification
schemes covering the same type or categories of ICT products, ICT services,
ICT processes or managed security services, security requirements, evaluation

criteria and methods, and assurance levels;’;
(f)  point (q) is replaced by the following:

‘(q) the period of the availability of the EU statement of conformity, technical
documentation, and all other relevant information to be made available by the
manufacturer or provider of ICT products, ICT services, ICT processes or

managed security services I 0
(14) Article 56 is amended as follows:
(@) paragraph 1 is replaced by the following:

‘1. ICT products, ICT services, ICT processes and managed security services that
have been certified under a European cybersecurity certification scheme
adopted pursuant to Article 49 shall be presumed to comply with the

requirements of such scheme.’;
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(b)

paragraph 3 is amended as follows:

(i)

the first subparagraph is replaced by the following:

‘The Commission shall regularly assess the efficiency and use of the adopted
European cybersecurity certification schemes and whether a specific European
cybersecurity certification scheme is to be made mandatory through relevant
Union law to ensure an adequate level of cybersecurity of ICT products, ICT
services, ICT processes and, from ... [the date of entry into force of this
amending Regulation], managed security services in the Union and improve
the functioning of the internal market. The first such assessment shall be
carried out by 31 December 2023, and subsequent assessments shall be carried
out at least every two years thereafter. Based on the outcome of those
assessments, the Commission shall identify the ICT products, ICT services,
ICT processes and managed security services covered by an existing
certification scheme which are to be covered by a mandatory certification

scheme.’;
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(if)  the third subparagraph is amended as follows:
- point (a) is replaced by the following:

‘(a) take into account the impact of the measures on the manufacturers
or providers of such ICT products, ICT services, ICT processes or
managed security services and on the users in terms of the cost of
those measures and the societal or economic benefits stemming
from the anticipated enhanced level of security for the targeted ICT
products, ICT services, ICT processes or managed security

services;’;
- point (d) is replaced by the following:

‘(d) take into account any implementation deadlines, transitional
measures and periods, in particular with regard to the possible
impact of the measure on the manufacturers or providers of ICT
products, ICT services, ICT processes or managed security
services, including the specific interests and needs of SMEs,

including microenterprises;’;
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(©)

paragraphs 7 and 8 are replaced by the following:

1.

The natural or legal person who submits ICT products, ICT services, ICT
processes or managed security services for certification shall make available to
the national cybersecurity certification authority designated pursuant to Article
58, where that authority is the body issuing the European cybersecurity
certificate, or to the conformity assessment body referred to in Article 60 all
information necessary to conduct the certification.

The holder of a European cybersecurity certificate shall inform the authority or
body referred to in paragraph 7 of any subsequently detected vulnerabilities or
irregularities concerning the security of the certified ICT product, ICT service,
ICT process or managed security service that may have an impact on its
compliance with the requirements related to the certification. That authority or
body shall forward that information without undue delay to the national

cybersecurity certification authority concerned.’;
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(15) in Article 57, paragraphs 1 and 2 are replaced by the following:

‘1. Without prejudice to paragraph 3 of this Article, national cybersecurity certification
schemes, and the related procedures for the ICT products, ICT services, ICT
processes and managed security services that are covered by a European
cybersecurity certification scheme shall cease to produce effects from the date
established in the implementing act adopted pursuant to Article 49(7). National
cybersecurity certification schemes and the related procedures for the ICT products,
ICT services, ICT processes and managed security services that are not covered by a
European cybersecurity certification scheme shall continue to exist.

2. Member States shall not introduce new national cybersecurity certification schemes
for ICT products, ICT services, ICT processes and managed security services already
covered by a European cybersecurity certification scheme that is in force.’;
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(16) Article 58 is amended as follows:

(a)

paragraph 7 is amended as follows:

(1)  points (a) and (b) are replaced by the following:

‘(a) supervise and enforce rules included in European cybersecurity

(b)

certification schemes pursuant to Article 54(1), point (j), for the
monitoring of the compliance of ICT products, ICT services, ICT
processes and managed security services with the requirements of the
European cybersecurity certificates that have been issued in their
respective territories, in cooperation with other relevant market

surveillance authorities;

monitor compliance with and enforce the obligations of the
manufacturers or providers of ICT products, ICT services, ICT processes
or managed security services that are established in their respective
territories and that carry out conformity self-assessment, and shall, in
particular, monitor compliance with and enforce the obligations of such
manufacturers or providers set out in Article 53(2) and (3) and in the

corresponding European cybersecurity certification scheme;’;
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(b)

(i)

point (h) is replaced by the following:

‘(h) cooperate with other national cybersecurity certification authorities or
other public authorities, including by sharing information on the possible
non-compliance of ICT products, ICT services, ICT processes or
managed security services with the requirements of this Regulation or
with the requirements of specific European cybersecurity certification

schemes; and’;

paragraph 9 is replaced by the following:

‘9.

National cybersecurity certification authorities shall cooperate with each other
and with the Commission, in particular, by exchanging information, experience
and good practices as regards cybersecurity certification and technical issues
concerning the cybersecurity of ICT products, ICT services, ICT processes and

managed security services.’;

15643/24
ANNEX

45
GIP.INST EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RAT&code2=&gruppen=Link:15643/24;Nr:15643;Year:24&comp=15643%7C2024%7C

17)

(18)

(19)

in Article 59(3), points (b) and (c) are replaced by the following:

‘(b) the procedures for supervising and enforcing the rules for monitoring the compliance
of ICT products, ICT services, ICT processes and managed security services with

European cybersecurity certificates pursuant to Article 58(7), point (a);

(c) the procedures for monitoring and enforcing the obligations of manufacturers or
providers of ICT products, ICT services, ICT processes or managed security services
pursuant to Article 58(7), point (b);’;

in Article 67, paragraphs 2 and 3 are replaced by the following:

2. The evaluation shall also assess the impact, effectiveness and efficiency of the
provisions of Title 111 of this Regulation, including the procedures leading to the
adoption of European cybersecurity certification schemes and their evidence bases,
with regard to the objectives of ensuring an adequate level of cybersecurity of ICT
products, ICT services, ICT processes and managed security services in the Union

and improving the functioning of the internal market.

3. The evaluation shall assess whether essential cybersecurity requirements for access
to the internal market are necessary in order to prevent ICT products, ICT services,
ICT processes and managed security services which do not meet basic cybersecurity

requirements from entering the internal market.’;

the Annex is amended in accordance with the Annex to this Regulation.
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Article 2

This Regulation shall enter into force on the twentieth day following that of its publication in the
Official Journal of the European Union.

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at ...,

For the European Parliament For the Council

The President The President
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ANNEX

The Annex to Regulation (EU) 2019/881 is amended as follows:

Q) points 2 to 5 are replaced by the following:

((2.

A conformity assessment body shall be a third-party body that is independent of the
organisation or the ICT products, ICT services, ICT processes or managed security

services that it assesses.

A body that belongs to a business association or professional federation
representing undertakings involved in the design, manufacturing, provision,
assembly, use or maintenance of ICT products, ICT services, ICT processes or
managed security services which it assesses may be considered to be a conformity
assessment body, provided that its independence and the absence of any conflict of

interest are demonstrated.

The conformity assessment bodies, their top level management and the persons
responsible for carrying out the conformity assessment tasks shall not be the
designer, manufacturer, supplier, installer, purchaser, owner, user or maintainer
of the ICT product, ICT service, ICT process or managed security service which is
assessed, or the authorised representative of any of those parties. That prohibition
shall not preclude the use of the ICT products assessed that are necessary for the
operations of the conformity assessment body or the use of such ICT products for

personal purposes.

The conformity assessment bodies, their top level management and the persons
responsible for carrying out the conformity assessment tasks shall not be directly
involved in the design, manufacture or construction, the provision, the marketing,
installation, use or maintenance of the ICT products, ICT services, ICT processes
or managed security services which are assessed, or represent parties engaged in
those activities. The conformity assessment bodies, their top level management and
the persons responsible for carrying out the conformity assessment tasks shall not
engage in any activity that may conflict with their independence of judgement or
integrity in relation to their conformity assessment activities. That prohibition shall

apply, in particular, to consultancy services. ”;
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2 point 10 is amended as follows:
(a) the introductory wording is replaced by the following:

“10. At all times and for each conformity assessment procedure and each type,
category or sub-category of ICT products, ICT services, ICT processes or
managed security services, a conformity assessment body shall have at its

disposal the necessary:”
(b) point (c) is replaced by the following:

“(c) procedures for the performance of activities which take due account of the
size of an undertaking, the sector in which it operates, its structure, the
degree of complexity of the technology of the ICT product, ICT service, ICT
process or managed security service in question and the mass or serial nature

of the production process.”’;
3 points 19 and 20 are replaced by the following:

“19. Conformity assessment bodies shall meet the requirements of the relevant
harmonised standard as defined in Article 2, point (9), of Regulation (EC) No
765/2008 for the accreditation of conformity assessment bodies performing the
certification of ICT products, ICT services, ICT processes or managed security

services.

20. Conformity assessment bodies shall ensure that testing laboratories used for
conformity assessment purposes meet the requirements of the relevant harmonised
standard as defined in Article 2, point (9), of Regulation (EC) No 765/2008 for the

accreditation of laboratories that perform testing.”.

A statement has been made with regard to this act and can be found in [OJ office to provide: OJ C
XXX, XX.XX.2024, p. XX] and at the following link: [OJ office: please insert the link to the

statement].

15643/24 49
ANNEX GIP.INST EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RAT&code2=&gruppen=Link:15643/24;Nr:15643;Year:24&comp=15643%7C2024%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:765/2008;Nr:765;Year:2008&comp=
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:765/2008;Nr:765;Year:2008&comp=

ANNEX TO THE LEGISLATIVE RESOLUTION

Political statement by the Commission on the occasion of the adoption of Regulation (EU)
2024/... of the European Parliament and of the Council amending Regulation (EU) 2019/881 as

regards managed security services”

This Regulation amending the Cybersecurity Act adds the possibility to develop European
certification cybersecurity schemes for managed security services. At the same time, it is
acknowledged that a thorough review of the Cybersecurity Act is of utmost importance, including
the assessment of the procedures leading to the preparation, adoption and review of European
cybersecurity certification schemes. This review should be based on a deep analysis and broad
consultation on the impact, effectiveness and efficiency of the functioning of the European
cybersecurity certification framework. The analysis carried out as part of the evaluation established
in Article 67 of the Cybersecurity Act should include on-going scheme development activities, such
as the one concerning European cybersecurity certification scheme for cloud services (EUCS) as
well as those of adopted schemes such as the one concerning the European Common Criteria-based

cybersecurity certification scheme (EUCC).

In particular, the review should identify the strengths and weaknesses of the procedures leading to
cybersecurity certification schemes and formulate recommendations for future improvements. It

should also address aspects relating to stakeholder consultations and transparency of the process.

Accordingly, the Commission, which is responsible for the review of the Cybersecurity Act, shall
ensure that the review takes into account as appropriate the necessary elements mentioned in light

of Article 67 when presenting the review to the co-legislators.

*

This statement should be published in the C-Series of the Official Journal and have a
reference and a link to it in the L-Series, together with the legislative act.

15643/24 50
ANNEX GIP.INST EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=RAT&code2=&gruppen=Link:15643/24;Nr:15643;Year:24&comp=15643%7C2024%7C
https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=2564&code1=VER&code2=&gruppen=Link:2019/88;Nr:2019;Year:88&comp=



