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MAROS SEFEOVIE

European Commissioner

Trade and Economic Security
Interinstitutional Relations and Transparency

As gatekeeper of the EU customs union established in 1968, custorns authorities
play a protal role in ensuring the protection of EU citizens, businesses, single
market and tarrtory at the broder, whilst constantly adjusting to transform ation in
intemational trade.

Toachieve alevel-playing field, protect the EU’s financial interests and contribute
tothe EU economic security, it 1s crifical that the customs authorities of the Member
States of the EU and the EU Commission pool their expertise logelher and base
theiractions on a comman and shared assessment of the theats we face.

The Customs Threat Assessment (CTA) contributesto coordinating and
maodernising the EU custems response. Thisinitial exercise highlights a
comprehensive vision of the EU's customs authorities, current and future threats,
and demonstrates the added value of collective thinking and intelligence sharing
betwaen customs authaorities and beyond.

Such an assessment would usefully pave the way to rich cooperation and comrmon
actions within the future EU Customs Authority that the European Commission
designed proposed in its Customs Refurm package.
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Editorial

GERASSIMOS THOMAS
Director General for Taxation and Customs Union,
European Commission

lwelcome the successful completion of the work on the Customs Threat
Assessrment (CTA) and Its formal adoption by the Council of the Europaan Unlon.

DG TAXUD supported this work and facllitated the use of strateglc d ata as a basls
for the threat analysis for the European Union Customs authorities.

This achlevemnent marks a signiflcant milestone for the future European Unlon
Customs Authority, reflecting the dedication, expertise, and collaborative efforts
to pool Eurdpean Union Customs ad ministrations’ ressources in their fight against
trafficking and cniminal organisations. The CTA provides a cormmon EU-level
assessment of the upcoming challenges for custems ad ministrations to tackle.
lam convinced that it will lay & solid foundation for enhancing cooperation and
will constitute the basis for the Authority's future work

1am thankful tu the participating and lead Member States, and | extend my sincere
gratitude to France for its leadership in overseeing this work.
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Editorial

MAELGORZATA KROK
Undersecretary of State in the Ministry of Finance
Deputy Head of the National Revenue Administration

Security, Europe! This motto of the Polish Presidency of the Council of the
European Union reflects our prionties and the commitment of institutions and
services, including the customs administration, tiwards strengthening the security
ofthe European Union. In this context, the intiative ofthe French Customs
adrinistration to develop the Customs Threat Assessment (CTA) 1ishoth timely
and highly relevant. Forthe Polish Presidency, the CTA s one of the key pricrities.

The CTA highlights the growing role of customs administration in ensuring the
security, For years, custorns administrations have consistently countered illegal
traflicking and combating smuggling, particularly of drugs, tobacco products
andweapons. At the same time, new risks, modus operandi and challenges are
constantly emerging, including those related to the growth of e-cormerce or the
use of restrictive measures (sanctions) on alarger scale.

The CTA provides a thorough analysis of the existing trends and emerging threzats
in the custims area. It constitutes a solid foundation forimplementing more
effective strategies and solutions for combatting ilicit actvities, Its findings should
be taken into account in the legislative processes and utilised by uther institutions
and services responsible forlaw enforcemnent within the European Union.

Most iImportantly, the CTA should become a permanent tool to support the efforts
ofthe EU customs administrations and contribute to a more coardinated and
determined fight against cross-border crime. In this way, we are strengthening
the security of the European Unlon and effectively bullding Its resllience.
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Editorial

FLORIAN COLAS
Director General of the French Customs Authority

The Customs Threat Assessment ({CTA) was a proposal made by France during
its EU presidency, in 2022,

With the massive increase in the volume of flows that European customs authorities
facetoday, combined with the growing sophistication of criminal organisations’
methods, conducting a robust threat assessment for European customs authorities,
positioned at all EU entry points, has become critical.

Mandated by the Council of the Eurcpean Union, the wiiting ofthis collaborative
text was coordinated by the French customns authority, with the help of 15ather
Member States, and the support of DG TAXUD, OLAF, FRONTEX and EURCPOL.

The CTA presents the main threats that customs authorities face every day,
with 2 focus onthe added value of the customs authorities inthe fight against trafficking
and organised crime, producing a genuine customs guideline on this matter.

lamvery pleased today to see the result of this work.

Ihis stratesic document not anly identifies the most pressing threats but also lays
the groundwork for maore effective and coordinated responses. Therefore, it will help
European customs authorities to define the priorities for action in the 13th action
plan of the Law Enforcement Working Party for Customs for 2026-2027.

The CTA, which will be updated every two years, will also make avaluable contribution

to the weork ofthe future European Customs Authority, in orderto strengthen our collective
ahility to tackle cross-border threats and protect the integrity of the Single Market.
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List of acronyms
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CITES
CNC
cup
cuTt
CTA
DSA
ECA
EMCS
EORI
EPPO
EU
EUIPO
FCTC
GDP
GNI
HS
10SS
IP
IUCN
Jco
LEWP-C
NPO
OECD
OLAF
PO
RIF

STC
TBML
TFEU
THC
TOR
UAV
ucc
UN
UNODC
VAT
wco
WEEE
WHO
WTO

Authorised ecanomic operator

Authorised warehouselkeeper

Anti-Money Laundeiing Ditective

Catbon Border Adjustment Mechanism
Convention on the Contiact for the International Carriage of Goods by Road
Customs Enforcement Network

Convention on International Trade in Endangered Species of Wild Fauna and Flora
Computer Numetical Control

Customs Union Performance

Customs Territory of the Union

Customs threat assessment

Digital Services Act

Eutopean Court of Auditors

Excise Movement and Contiol System

Economic Cperator Registration and Identification
Eutapean Public Prosecutor Office

European Union

European Union Intellectual Property Office
Framewaork Convention on Tobacco Control

Gross Domestic Product

Gross National Income

Harmonised system

Import one stop shop

Intellectual property

International Union for conservation of nature
Joint Customs operation

Law enforcement working party - Customs
Non-preferential ofigin

Organisation for Economic Co-operation and Development
European Anti-Fraud Office

Preferential origin

Riskinformation Forms

Simplified Administrative Accompanying Document
Strategic trade control

Trade-based money laundering

Treaty on the Functioning of the European Union
Tetrahydocannabinol

Traditional own resources

Unmanned aerial vehicle

Union Customs Code

United Nations

United Nations Office on Drugs and Crime

Walue added tax

World Customs Crganization

Waste electrical and electionic equipment

World Health Crganization

Warld Trade Qrganization

2025 | EN | CUSTOMS THREAT ASSESSMENT | 2

5858/25
ANNEX

JAILL EN

www.parlament.gv.at



ISO country codes
of the EU Member States
& United Kingdom
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DE
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EE
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ES
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FR
HR
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Lv
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Austria
Belgium
Bulgaria
C'y'p?'US

Czech Republic
Germany
Denmark
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Greece
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Finland

France
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United Kingdom (former EU Member State)
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Introduction

uropean Customs authorities play a vital role within

the EU, acting as a crucial ‘police’ force for goods.

Strategically positioned at the intersection of

international trade, they oversee the import and
export of goods, ensuring compliance with EU regulations
while protecting the financial interests of the 27 Member
States. Then responsibilities go beyond simply facilitating
trade, since they are also key to combatting trafficking and
organised crime, safeguarding consumers, and maintaining
public safety. This multifaceted role highlights the importance
of custorns authorities in upholding the integrity and security
of the single market, as well as contributing to the overall
economic stability of the EU.

In 2024, a European study on customs powers, conducted under
the auspices of the Council's LEWP-C group, identified
28 areas of activity for European customs administrations,

This chart shows that the responsibilities of the European
customs administrations are broad. Indeed, all the European
customs authorities have competence, for instance, to fight
drug trafficking, firearms, environmental crime. Most are
also competent to deal with counterfeits, e-commerce, and
financial crime.

Despite a modest workforce at EU level - around 80,000 agents
involved in customs activities in 2023, within the 27 Member
States — the European customs administrations manage

a substantial flow of goods. In 2023, more than 534 million
tonnes of goods were imported into the single market and
more than 542 million tonnes of goods were exported.

Due to their strategic positioning within trade flows and
logistical hubs, EU customns authonties are crucial to ensuring
the smooth functioning of logistics and transport, facilitating
legal trade, preventing the illicit movement of goods, and
combating trafficking and organised crime.

EU Customs are currently facing numerous challenges

that significantly impact their operations, due in paiticular to
the dramatic increase in trade flows. For instance, e-commerce
volumes doubled in 2023 compared to 2022, placing immense
pressure on resources.

The explosion of drug seizures by customs authorities is
another major challenge. In October 2023, the EU roadmap
forfighting drug trafficking and organised crime! proposed
strengthening the resilience of ports through a European
Ports Alliance, which would require the mobilising

1 hitpsileur-lexeuropaeu/legal-content/EN/TXT Juri
CELEX93AS2023NCOR4]
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the customs community as the first line of defence against
illegal trade, since nearly 709 of all drug seizures by customs
authonties occurat EU ports.

Maoreover, organised crime methods are becoming increasingly
sophisticated. Criminal networks exploit new tiafficking
routes, adopt Innovative econormic stiategies, develop advanced
modus operandi, and invest heavily in cutting-edge technologies,
among other tactics. Cnminal organisations can for example
detect if customs authonties are tracking them; they can
easily hack the logistical chain and they use encrypted means
of cornmunication. Unlike public authorities, their processes
are highly flesible, lacking the strict rules or procedures typically
found in such organisations.

Polycriminality is an increasingly prevalent phenomenon within
the EU, and refers to the simultaneous engagement of criminal
organisations In multiple types of ciime, such as drug tiafficking,
tobacco trafficking and money laundering. This strategy allows
them to diversify thenr activities and maxumise then profits,
making It more challenging for customs authonties and law
enforcement agencies to combat these issues.

As highlighted in the EU’s new Internal Security Strategy?,
organised crime is exploiting an evolving landscappe and

is proliferating exponentially. It benefits from advanced
technologies, 15 active across multiple junsdictions, and

has stiong connections beyond the EU's borders, These
organisations appear wherever financial gains are possible, and
their increasing profits bolster thair operational capacity. EU
customs authorities must be prepared to tackle these evolving
criminal and secunity threats by expanding therr knowledge
base and sharing insights to develop a unified strategy.

All of these challenges confronting EU customs authorities
need to be addiessed through a robust Customs Thieat
Assessment (CTA) specifically tallored to deal with the major
threats in combatting Ilicit tiafficking and organised cnme.
Additionally, it 1s essential to adopt a fresh and innovative
approach to anticipate and respond effectively to evolving
criminal strategies.

2 Intemal security strategy for the European Union, Council of the

EUropean Umion : hitps:/leurlex-europaey/legal-content/EN/TXT/
HTML2un-CELEX.S2025PC0148
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Powers of customs officials in the EU
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CTA aims to contribute to these o Itis a collaborative document, produced under
the Council of the European Union's LEWP-C group, bringing together th erti

: (pertise of customs
trafficking and organised crime, with the support of the 27 c
DG TAXUD, OLAF, Frontex, and Europol, and coordinated by the French customs authorities.

This customs threat assessment addresses nine main areas of trafficking and organised crime’,
di d into two main parts:

cross-cutting dimension, such as e-commerce, financial
crime, protection of the EU's financial interests, or major crises, which lead to more thematic fraud
based on the type of goods;

ood
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Celnl Sprive - Crech Customs - DHL

1 Pressrelease, FebS 2025 "Commission announces action
sustainable e . 11 fron

e-commerce

The first topic of concern Is e<commerce, as its phenomenal
growth represents a significant challenge for all EU Customs
authorities.

Forthe customs authoritles, e-commarce s understood as
“all consignmentsdaclared under H1, H6 nr H7 with a value not
exceeding EUR 1507 The H1 declaration refersto afull dataset
of customs declarations used for declanng traditional freight
The He declaration 1s areduced dataset used for postal freight
with avalue of less than EUR 100. The HT declaration 1s simplified
and specifically designed for low-value consignments under
EUR 150, The H7 declaration speeds up the customs process
and reduces the paperwork required for items such as
a-commerce purchases.

The growth in e-<Commerce has led to an exponentlal increase in
customs declarations, representing around 4.6 billion low-value
consignments in 2024 in the EU, twice as many as in 20234
Indeed, the particularity of e-commerce 1s manifested by

the fragrmentation ofthe flow and the low value of consignments,

The multitude and diversity of actors involved in the supply
chain of online goods Creates numerous and complex
challenges, particularly in identifying the stakehaldersin
customs import operations, such as the sellers, buyers,
customs clearance professionals and varous intermediaries
such as marketplaces and warehouse operatiors. The aomplexity
isfurther compounded by the establishment of logistical hubs
on EU territory.

stor safe and

for,

commerce imports, hilos fes europa el s orrerd

y 98 ]

Celni Spréva - Crech Customs - DHL

The entry into force of the e-commerce VAT package on

1 July 2021 was accompanlead by three measures that affect
the activity of Eurpean customs authoriies: the creation of a
new VAT taxation system, backed by the creation of an import
sne-stop shop (10SS), the collection of VAT from the first euro
andtheintroduction of a new customs declaration with a
reduced set of data forimportsvalued at less than EUR 150,
the H7 declaration.

These changes give customs authorities access to new
data, offering fresh insight into flows that were previously
difficult T track. However, e<ommerce also emerges as a
significant vector for fraud, infiltrating regular trade flows
and undemining customns controls capabilities, thereby
presenting both fiscal and non-fiscal risks.

E-commerce (an facilitate fraud in areas such as counterfeit
goods, drug trafficking, and cther illegal activities, by prowiding
crminals with anonymous, global platforms forsellingillicit
products, bypassing regulatory controls and explonting

the highvolume of unline transactions to evade detection by
customs and law enforcement agencies.
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Trends and threats in e-commerce
An expanding component of customs authorities’ operations

The share of e-commerce in the overall figure of imports in
the EU is compelling (Chart 1).

In 2023, more than 87% of all items imported in the EU fell
under the definition of e-commerce. However, those items
accounted for less than 3% of the total import value.

This trend significantly reinforces the challenges posed by

the increasing volume of express and postal freight processed
by customns authonties. A, and to a certain extent, road
transportation consequently play a crucial part in the logistics
of e-commerce, diectly affecting the operations carried out by
EU customs authorities.

The 105S scheme, introduced in July 2021, enables any
economic operator registered in the 10SS to clear customs in
a Member State other than the Mernber State of consumption.
Hence, Member States of consumption may lack an overview
of the goods brought into their territory, which raises both
fiscal and security concerns,

The data collected from the Member States shows that some
Member States act as import hubs for e-commerce
marketplaces at the EU level, while other Member States,

in addition to their own traditional import traffic, also process
significant additional volumes as Member States of consumption
(Chart2).

The growing power of marketplace entities

Three e-commerce marketplaces: Shein, Termu and Aliexpress
handled around three quarters of the items imported into

the EU (via the 1055 in 2023). These platforms fall within the
scope of the Digital Service Act (DSA), which aims to protect
consumers, including those buying illegal products online that
do not comply with EU standards. The D3A sets out reporting
requirements applicable to online marketplaces, as well as
the responsibilities of the platforms,

Although China remains the main country of dispatch for
e-commerce shipments, Brexit led to the nse of the United
Kingdom as a logistics hub for e-commerce (Chart 2).

The nature of goods

Alrmost half of the items imported in 2023 via the H7 and 1055
schemes were clothing or textile articles (Chart 3). Plasticand
electronic items, as well as jewellery and toys, accounted for
a significant share of the other half.

These products pose high risks of non-compliance: in 2023, the
vast majority of refusals of release for free circulation concerned
consumer products (health, electronics and technology, home
and lving products). As the EU s facing an increasing number
of e-commerce imports, the enforcement of product conformity
legislation has become particularly challenging.

2025 | EN | CUSTOMS THREAT ASSESSMENT | 16

Customs risks identified in e-commerce do not differ noticeably
fromn traditional freight. However, the fraud schemes used
are increasingly difficult to detect, given the volume,
fragmentation and low value of the consignments.

The statement made by the European Court of Auditors in its
special report in 2021 about customs controls? remains relevant:
‘Because itinvolves a high volume of low-value transactions,
applying controls to each individual import declaration

feach individual parcel requires a customs declaration) is not
cost-effective. However, the risk of irrequilarities is likely to be
significant, and the high number of such imports means the
impact on the EU' financial interests would be considerable’
This applies to both fiscal and non-fiscal risks.

Fiscal risks

From a taxation and revenue perspective, undervaluation is
the most prevalent risk present in e-commerce. Article 22
of Council Regulation (EC) 1186/2009 of 16 Novernber 2009,
setting up a Community system of reliefs from customs duty,
exempts goods of negligible value from import duties.
Anincorrect declaration in terms of valuation will result

in evasion of customs duty and will reduce the VAT base.
Financial nisks in e-commerce can relate both to high-value
goods that have been deliberately undervalued and to the
rate of taxation applied.

The multitude of actors involved in supply chains often makes it
hard to identify the true buyers and sellers of high-value goods.
Often exporters are involved in the distnibution of a wide range
of products, which can make it challenging to distinguish high-
value shipments from others within their traffic,

Traders may also undervalue goods in order to evade the
rate of tazation on certain highly taxed goods. The nisk of
undervaluation is greater when the customns duty rate 1s high
and/or when anti-dumping or countervailing duties apply.

By way of example, for an economic operatorin China
exporting an e-bike valued at EUR 2 000, the related duties
and taxes would amount to EUR 120 of customs duties,
EUR 1,586 of anti-dumping and countervailing duties and
EUR 741 of VAT at 20%. With the taxes and duties, therefare,
this e-bike would be sold in the EU for a total of EUR 4,447,

Non fiscal risks

Goods subject to prohibitions or restrictions can be concealed
within legal shipments or declared with deliberately misleading
information. For instance, in the case of counterfeits, offenders
do not necessarily attempt to conceal the items. The goods
are often declared under peneral descriptions and mized

in with legal shipments. Counterfeit shoes may simply be
declared as 'footwear', or cultural goods may be declared as
‘artwork'.

2 Customs controls : insufficient harmonisation hampers EU financial interests

hitps:www.eca europa.eulists fecadocuments/sr2] 04/sr custor
controls en pdf
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Distribution ofimported items by selling type
Chart 1
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Alltypes of prohibited goods, as well as items posing a threat
to the protection of the EU and its citizens, can be encountered
in e-commerce shipments,

Logistical risks

Logistics trends in e-cornmerce, across all modes of transport, are
evolving dynamically in response to economic realities and
efficiency demands. Air transport currently dominates as the
primary entry mode for e-commerce merchandise into the ELL.

However, while road and rail transport are typically
interconnected with air transport, forecasts suggest that these
modes of transportation may soon emerge independently for
the movement of e-commerce goods into the EU (e.g, paicels
arriving by road from Seibia or trains using the Belt and Road
Initiative railways transporting goods manufactured in Asia).

In response to consumers’ increasing demand for faster deliveries,
and the high cost of air freight, e-commerce traders are adapting
by pre-posiioning goods In Europe. This business model iInvolves
customns clearance of large cargo shipments of goods, hence
presenting nsks that are already known and mitigated by customs
authorities (such as large misdeclarations of value, origin or
classification, or an abundance of undeclared imports). As for
the 0S5 scheme, this also poses the nsk that the Member
State of consumption lacks an overview of the goods brought
into their territory.

COUNTERFEIT GAME CARDS

On marketplace A, a fraudulent seller places ads for
gam with blurred phao emain
accessible, even though they violate the terms of
service. Tt m dulent seller also publishes
poorly listed a

ion). The h

their account is closed after being identified as
illicit by marketplace A, the fraudulent ads can very
quickly (sometimes within a few hours)

to marketplace B. Some sellers of counterfeit game
cards are well known to their customers, and navigate
from marketplace A to marketplace B, keeping

the same store name.

2025 | EN | CUSTOMS THREAT ASSESSMENT | 18

Global in scope, the largest marketplaces offerimmense
visibility to traders, including fraud actors, wishing to connect
with millians of potential buyers. The formalities for creating
accounts are quick to complete and the compliance checks
carned out by the marketplaces seem easy to evade. Even the
matketplaces most engaged in the fight against fraud seem
overwhelmed by the number of sellers and ads. Fraudulent
sellers can easily create their online stores and can benefit
from the services of marketplaces to manage payments.

Modus operandi
Splitting of cargo shipment

The splitting of cargo shipments can be used to defraud the
payment of customs duties and abuse the H7 regime. It can
also be used to import prohibited goods, taking advantage of
the considerable volume of e-commerce parcels,

Abuse of marketplaces and hidden links

Websites or social networks facilitate the sale of fraudulent
goods via established marketplaces. This method not only
appears to be legitimate but also exploits the accessibility
and legitimacy of online marketplaces. |
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In the coming years, customs fraud inthe EU’s e-commerce sector Is set to become an even more pressing issue.
With online shopping volumes onthe nse. more cases of undervalued shipments, misclassified products, and
false declaration of origin, all used to sidestep customs duties, are expected. Global marketplaces and new digital
tools, such as cryptocurrencies, are opening up avenues for fraudsters to exploit gaps in customs regulations

and controls. As artificial intelligence continues to evolve, it 1s likely to enable increasingly sophisticated tactics,
complicating the detection and prevention of illizt transactions. However, when coupled with advanced scanning
technologies. Al can also become a valuable tool for customs authorities, enhancing the ability to identify and
intercept fraudulent activities. Combined with the rapid growth of e-commerce, these trends pointto increasing
complexity in customs fraud, posing significant challenges to the EU’s trade security and fiscal revenues.

privva - Czech Custorns - DML

DCealnis,
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Financial crime

=

Frorm a customs perspective, financial crime involves the Trends and threats in financial crime
illicit movernents of money across borders, often tied to

activities such as money laundering, tax evasion and trade- Accompanied cash - results

based money laundering (TBML). According to the UN Office
on Drugs and Cnime (UNQDC), the annual amount of laundered  Accompanied cash is defined in the EU cash control regulation

money is estimated to be 2-5% of the global GDP, a figure as cash carned by a traveler 'on their person, in their luggage,
that could equate to USD 800 billion to USD 2 trillion orin any means of transport or receptacle crossing the border
worldwidel. containing cash’,

Custamns authorities are on the front line in detecting this In 2023, around 103,000 declarations of accompagnied cash
crime, as they monitor cross-boider transactions, venfy were made to EU customs authorities, constitutiong an
declatations and check for signs of financial fraud through increase compared to 20227,

mispriced goods or falsified import/export documentation,

To tackle these crimes, several essential EU regulations Emerging threats in accompanied cash

support the monitoring of cross-border financial flows and

the tackling of illicit activities: Carriers frequently employ tactics to stay below the legal

threshold, for Instance, by splitting the cash and multiplying
Key among these is the ELJ Anti-Money Laundering Directive  the number of carriers,
(AMLD), which mandates robust customer due diligence
and repoiting mechanisms to trace and prevent money

laundering.

Example :
Moreover, the EU Cash Control Regulation (Regulation In 2023, during a tax refund check, French customs
(EV) 2018/1672) addresses the cross-border movernent of officers discovered EUR 17 000 in hiddenin
cash and equivalent assets. According to this regulation, two closed opaque flasks carried by a foreigner

individuals transporting EUR 10 000 o1 more in cash — claiming to be a personal shopper.
defined across four categories: currency, bearer-negotiable -
instruments, commodities serving as highly liquid stores of value,
and specific types of prepard cards — must declare these funds
when entering or leaving the EU. The regulation also enables  Unaccompanied cash
authorities to check unaccompanied cash and, in cases

where there are indications or links to cniminal activities, In the EU cash control regulation, ‘unaccompanied cash’ is
to seize or withhold funds, even if they are declared orare cash that 1s sent by post, freight or courier. In such cases,
below the EUR 10000 threshold. custorns can request a cash disclosure declaration to be

completed within 30 days.
As financial criminals become more sophisticated, employing

digital technologies and intricate supply chain stiategies, Targeted consignments of unaccompanied cash
customs authorities must continuously adapt to protect the
EU's financial integrity. The challenge 1s not just to detect On the basis of risk analysis, Member States target

these activities but also to prevent them from impacting the  consignments likely to contain cash. The EU custorns
wider economy, making it crucial for customs authentiesto  authorities assess the profile of individuals, as well as the
collaborate effectively with other law enforcement agencies  destinations involved.

and leverage advanced technologies to combat these threats.

financial flows 20 ab pdl 2 CUP report 2023
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Modus operandi
Compensation systems

The use of alternative payment methods, such as hawala and
the ‘décaisse’ system, is a long-standing practice that has
experienced a resurgence In recent years. As these methods
do not involve physical capital transfers, they are particularly
effective and difficult to detect.

Hawala is an informal value transfer system that operates
outside traditional banking networks, mainly in regions with
limited access to formal financial services. It functions thiough
a network of brokers, known as ‘hawaladars, who facilitate
transactions based on trust and persconal relationships rather
than formal contracts. To send money, an individual provides
funds and recipient details to a local ‘hawaladar’, who then
cantacts a counterpart in the recipient’s location, instructing
them to release the equivalent amount, often for a small fee.
Since this system bypasses banking regulations and often
avoids the scrutiny of authorities, it makes it attractive for
money laundering.

Criminal organisations exploit hawala to obscure the origins
of illicit funds. By breaking up cash flows into smaller,
untraceable amounts and leveraging the network of ‘hawaladars)
they can effectively conceal both the source and destination
of the funds. Moreover, as hawala transactions bypass formal
banking channels, they are difficult for European customs
authonties to monitor. The anonymity of the systemn makes it
particularly appealing for ilicit activities such as drug tiafficking
and tenrorism financing, posing significant challenges for law
enforcement authorities.

Trade-based money laundering (TBML)

TBML involves concealing illicit funds and transferring value
through international trade transactions to legitimise their
criminal ongins. The Financial Action Task Force (FATF) defines
TBML as ‘the process of disguising the proceeds of crime and
transfernng funds through tiade transactions to legitimise
their illegal origin or finance illicit activities’

The risk of TBML has grown in recent years, driven by

the expansion of international trade which, according to

the World Trade organization (WTO), grew by 20% between 2008
and 2018% Additionally, new technologies and digitisation
have added to the complesty of detection and investigation
by authorities. TBML operations typically invalve manipulating
the pnce, quantity, or quality of goods in import and export
transactions.

Tracking TBML is particularly challenging compared to other
forms of financial crime because it exploits the complexities
ofinternational trade. Unlike tax avoidance, TBML directly
invalves proceeds from crime, making it particularly
challenging for customs authorities to identify and prevent.

3 World Trade Statistical Review in 201%:
lish/res efstatis efwts2019 efwls2019chanterd? f
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The main techniques identified for TBML are as follows:

— Customs valuation fraud (over or under-invoicing of goods
and services);

— Multiple invoicing {multiple payments for a single commercial
transaction);

— Fictitious transactions using shell companies and/or fake
entities;

— Quantity fraud (over or under-delivery of goods);

— Commodity misrepresentation (low-value goods being
invoiced at inflated prices).

Several member states have reported TBML cases detected
by their customs authorities in recent years.

Smurfing

‘Srnurfing’is a money laundering technique that involves
breaking down laige sums of illcit money into smaller, less
suspicious transactions to evade detection by financial
authorities. The account holders, ot ‘smuifs” typically receive a
commission for their involvement, This method 1s particularly
common in small-scale drug trafficking operations, where a few
thousand euros are laundered at a time.

Splitting cash transports

This method involves splitting large amounts of cash into smaller
arounts, then transporting them across borders to avoid
exceeding the declaration threshold of EUR 10 000 set by EU cash
control regulations. Cash i1s divided among several couriers,
or one couner may make multiple trips over an extended period.
This strategy helps to evade customs declaration obligations
and to conceal the illicit origin of the funds.

Cash collectors and courriers

lllicit cash flows, especially those accompanied by individuals,
are well-known to Member States. The tepatriation of cash by
diaspora communities is an established phenomenon.

The declared purposes of these transfers are often investments
or family donations.

Sorme flows come from countries identified as high-risk for
money laundering, such as the United Arab Emirates, which
was on the FATF ‘grey list” until February 20244 Undeclared
cash flows fiom these countries often trigger money laundering
investigations.

However, 10 out ofthe 18 Member States do not currently grant
their customs authorities the power to investigate such cases,
creating significant gaps in enforcement. Criminal networks
exploit this vulnerability by using couriers to move illicait funds
across borders undetected.

4 httpe/fwww fatl-gafi arg

5858/25
ANNEX

JALL

www.parlament.gv.at

23
EN



lo evade detection, criminal crganisations employ a range of
money laundering technigues, taking advantage of loopholes
in customs legislation and oversight. Such organisations
oftan raly on the axpartise of speualised indmviduals, known as
‘professional money launderers’, who have the skills and
knowledge to obscure the origins of illicit funds, These specialists
play a crucial role in incerporating criminal proceeds inta

the legitimate financizl system and in recent years, they have
accepted Increasingly lower commissions for thelr services. ll

Financial crime threats are expected to intensify for EU customs inthe coming years, driven by emerging financial
tools, increased cross-border transactions, and organised cnime networks. Current data highlights the vulnerabilities
ofthe EU’s financial system, particularly with the expansion of digital currencies and online transactions, which
make illicit finance flows harder to trace.

For EU customs authortties, cryptocurrencies pose a significant new threat in the fight against money laundering
and other illicit financial activities. The decentralised and often anonymous nature of crypto transactions
complicates efforts to monitor and regulate financial flows.

2025 EN |CUSTOMSTHREAT ASSESSMENT |E3

5858/25
ANNEX JAILL

www.parlament.gv.at

24

EN



5858/25
ANNEX

N CCUSTOMS | HHEA] ASSESSMENT |

JALL

www.parlament.gv.at

h'_;’l;‘.['_ |H

| d

ST

—



https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=29843&code1=RAT&code2=&gruppen=Link:5858/25;Nr:5858;Year:25&comp=5858%7C2025%7C

Protection ofthe EU’s
financial interests

Article 325 of the Treaty on the Functioning of the European
Union (TFEL) provides for a shared responsibility of the Member
States and the Union in the fight against fraud affecting the
financial interests of the EU,

Customs fraud affecting own resources has direct consequences
both for the EU budget and for the budget of the Member States,
which are also responsible for unrecovered resources,
Consequently, custormns authorities play a key role in protecting
the EU's financial interests,

The role of European customs authorities in
the budget of the European Union

Customs duties typically make up around 14% of the total
‘own resources’ of the EU budget®.

In 2023, the total amount of customs duties collected by the 27
Member States reached EUR 28 billion? (Chart 1).

Protecting the financial interests of the EU inevitably means
protecting the financial and economic interests of the
Member States, since 259 of customs duties are retained

by the Member States as a fee for then operational costs.

As regaids the VAT own 1esouice, the rate of 0.30% 1s applied
to the harmonised VAT base collected by each Member State?
(Chart 2).

Combatting fraud and protecting the financial
interests of the European Union

Custorns authorities play a crucial role in contributing to
the budget of the European Union but also in protecting
its financial interests. Firstly, customs authornities facilitate
legitimate trade by supporting economic operators

and ensuring efficient controls,

Secondly, customs administrations, alongside the Anti-fraud
office (OLAF) and the European Public Prosecutor’s (EPPO),
combat fraud affecting the financial interests of the EU.

1  hitps/feuropean-ynioneyropa ey/priorties-and-actions/actions-topic/
Customs en

2 CUPreport 2023

3 COUNCIL DECISION (EU, Euratam) 202042053 of 14 December 2020 on the
systern of own resources of the European Union and repealing Decision 2014/335/
EL, Euratom.

OLAF's 2023 annual report on the financial interests of

the European Union and the fight against fraud, provided an
analysis of ‘detected unpaid duties’ covening both established
and estimated amounts (and only those cases whete the
amounts detected exceeded EUR 10 000) but did not distinguish
whether or not the amounts had been recovered. In 2023,
the total amount of reported unpaid duties was equal to
EUR 478.4 million, of which EUR 52.9 million were classified
as fraudulent and EUR 425.5 million were non-fraudulent®.

[n 2023, 77%° of the total amount reported as fraudulent
orirregular for 2023 were recovered by the European
authorities. This illustrates the efficiency of their action.

Fraud targeting the EU's own resources directly impacts both
European and national budgets, undermining the financial
foundations of the Union. In recent years, the rapid growth
of trade, particularly driven by of e-commerce, has made it
increasingly difficult for custorns authonties to adapt their
monitoring and control measures. To effectively safeguard
the EU's financial interests, customs operations must evolve
in response to increasingly complex fraud schemes.

The risks posed by these frauds fall into four main categories:
tariff classification, product origin, declared value, and
circumvention of tanff measures such as anti-dumping

and countervailing duties. Addressing these threats require
robust, targeted action to minimise the fiscal damage to the
EU and maintain fair trade practices.

Fraud related to the tariff classification

False declarations of species refer to inaccuracies in the
classification of products in customs declarations, whether
intentional or not. While sorme errors may occur without intent
to defraud, many cases involve deliberate “tariff slippages’ to:

obtain reduced or zero customs duties, anti-dumping duties,
or countervailing duties, or to;

—evade traditional own resource faxes (customs duties and
charges with equivalent effect).

Additionally, these practices allow operators to circumvent EU
regulatory requirements unrelated to financial interests, such
as quotas, documentation, expert venfications, and product
standards.

S CUP report 2023
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Collected customs duties (EUR, EU27, 2019-2023)

Chart 1 €33,57bn

€28,25bn

€22,84bn
€24,77bn
€21,54bn

2019 2020 2021 2022 2023

Source CLIP report 028, 0G bodyg < Mote The dutes collec Sad by the UK ame axfuded fom the B okl braflyaors

Contribution of customs duties to the EU budget (2021-2023)
Chart 2

€25,2bn

€21,2bn
€18,6bn

2021 2022 2023

Soure CLP report 2028, DG bodg
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S
IMPORTS OF OPTICAL
FIBER CABLES

This type of fraud can be observed in connection with
imports into the EU of optical fiber cables from China
for which the European Commission has introduced
anti-dumping duties at rates of 19.7% to 44% in
November 2021 for products originating in China.

The manufacture and the very nature of these goods
are highly technical and require, for theimplementation
of effective customs controls, extensive sampling and
laboratory analysis to enable the authorities to
challenge the customs classification of the product
being cleared. In a few lines of the customs tariff,

the type of tariff declared for an optical fiber cable
may or may not be subject to a countervailing duty.
In this context, dishonest operators rely on the technical
characteristics of products that are difficult to assess
at first sight in order to ‘slide’ towards the classification
that is most favourable for them in terms of taxation.

Fraud related to value

A false declaration of value means reducing the custorns value
of goods at the time of their declaration, in order to minimise
the duties and tarzes due onimportation, As the main thieat
to the Union's own resources, the misiepresentation of value
also entalls a reduction in resources for the Member States and
adistortion of competition for operators who comply with
customs and tax rules.

For several years now, customns authorities have been facing
particularly complex organised fiaud practices at European
and international level, posing a significant risk to EU and
Member State budgets.

For goods of third-country origin, the amount of customs
duties to be paid Is calculated on the basis of the declared
value at the time of the importation into the customs territory
of the Union, Since th import transaction s also subject to VAT,
the VAT base will include the amount of customs duties and
other national taxes. Consequently, a reduction in customs
value distorts not only the amount of custorns duties, but also
the armount of import VAT,

In the context of an import, Article 70 of the UCC provides
that the customs value of a good 15 determined on the basis
of the transaction value, 1.e. the price actually paid or payable
forits sale for export to the Union, The list of costs to be added
or subtracted from the customs value is set out in Articles 71
and 72 UCC. A false declaration of value 15 thus based on

the declaration of a distorted transaction value, or on

the concealment and non-incorporation of the costs provided
for by the UCC, mainly: 1oyalties and licence fees, transport
and insurance costs, contributions.

In terms of monetary value, the majority of cases reported
to the Cormmission in 2023 were related to valuation fraud.

To combat valuation fraud, countermeasures have been put
in place. Thus, the introduction nfguarﬁm&es on duties and
taxes by the customs administrations of the Member States
for operators deemed to be high-nisk 1s a means of hindering
the practice of fraud and drying up the flow of reduced iImports.
Those committing fraud can, however, redirect these flows to
other Member States.

In the context of valuation fraud schernes involving
procedures 42 ot 40%, the intra-commurity VAT number can
also be invalidated to prevent undue VAT refunds,

=

In 2020, following a post-clearance investigation®,
French customs notified importing company X of an
importinfringement, with the sum of compromised
duties and taxes assessed at EUR 16,467,123 in
customs duties and more than EUR 32 million in VAT.
The fraud scheme combined a reduction in import
value with the use of customs procedure 42:
company X, which was new at the time in question,
imported a significant number of textile and footwear
products from China inte France and immediately
resold them to various companies in the EU.

The investigation determined that the company was
established solely for the purpose of acting asan
intermediary in a fraud ring: firstly, by ensuring

the customs clearance of goods in the Union under
procedure 42 with customs values significantly lower
than the values declared for export - production

of false invoices - and secondly by concealing the
actual suppliers and recipients of those same
goods. The company’s accounts did not reflect

the economic and financial reality of the flows: the
purpose of the invoices drawn up was to enable
reporting formalities to be carried out on a heavily
reduced taxable basis and exempt from VAT.

IMPORT INFRINGEMENT

*An ‘ex postcustoms control’ refers to an inspection process that customs
authonhes camy out after goods have already been cleared and released
for circulation.

& Under this regime, imported goods are cleared by customs afrer applicable

import duties, taxes, and other fees have been paid, allowing them to circulate
freely without further restrictions or duties within the region.
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Polycriminality linked to financial interest fraud

In addition to the fraud types mentioned above, other customs
frauds can also be damaging to the Union’s financial interests:
forinstance, the underevaluation may also be combined with
the importation of prohibited goods, mainly counterfeits.

This correlation can be observed, for example, with the
phenomenon of the promotion of counterfeits on social
networks by influencers (‘#dupe’) referning to major e-commerce
platforms which, alongside legal goods, also sell counterfeit
products.

Value fraud may also involve money laundering and clearing
opetations. Indeed, undervaluation of the customs value may
involve settling the difference between the declared value

of the goods in the CTU and the actual price of the goods
agreed between the supplier and the custorner at the time

of purchase: in order not to arouse the suspicions of the
authorities, the financial flows between the two operators
must correspond to the amount declared at import. Il

In future, fraud targeting the EU’s financial interests is expected to become more sophisticated and
diverse, evolving alongside technological advancements and changing economic conditions.

OLAF has already reported a rise in complex schemes, such as the undervaluation of imported goods

to avoid customs duties, particularly in the fast-growing e-commerce sector. These schemes are often
orchestrated by organised networks operating across multiple countries, exploiting weaknesses in customs
declarations and undervaluing high-demand products to evade taxes. OLAF’s 2022 report revealed how
such networks use false invoicing and misdeclarations to avoid millions in customs fees, highlighting

a growing reliance on digital platforms to conceal illicit financial flows.

2025 | EN | CUSTOMS THREAT ASSESSMENT | 23

5858/25
ANNEX JALL

www.parlament.gv.at

29
EN



.2

. ouANE / :
& ooua 00UANE . N Custons VRS  DOUAME W u
. SR CUSTONS =

CUSTOME™ CUSTOMS

0TS | BN | CUSTOME THREST ASSESSWENT | 2F

5858/25 30
ANNEX JALL EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=29843&code1=RAT&code2=&gruppen=Link:5858/25;Nr:5858;Year:25&comp=5858%7C2025%7C

O3t BN CUSTOME THREAT ASSESSMENT | 20

5858/25 31
ANNEX JALL EN

www.parlament.gv.at


https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=29843&code1=RAT&code2=&gruppen=Link:5858/25;Nr:5858;Year:25&comp=5858%7C2025%7C

Major crises — evasion
of EU restrictive measures

Over the past three years, the global customs landscape has
been significantly impacted by a series of major crises, most
notably Russia's full-scale war against Ulraine. This conflict
has not only led to the imposition of wide-ranging sanctions
and traderestnictions, but has also resulted in supply chain
disruptions, nsing commodity prices and increased scrutiny
of goods crossing borders, Coupled with the lingeiing effects
of the COVID-19 pandemic, which strained logistics and
resource avallability, European customs authorities have faced
unprecedented challenges in managing trade flows, ensuring
compliance and addressing secunty concerns, all of which have
fundamentally changed the dynamics of international trade.

The scale of strategic trade controls and investigations has
grown significantly, along with the EU's unprecedented
extension of sanctions against Russia and Belarus. The sanciions
regimes against Russia and Belarus are currently the most
robust EU regimes applied in terms of the sectors affected and
the scope of individual freezing measures (lists of persons,
entities, bodies, and goods to which EU sanctions apply).
Strategic goods! constitute a large part of this.

Overview of sanctions regimes

Sanctions are an essential tool in the EU’s common foreign
and secunty policy, enabling it to intervene where necessary
to prevent conflict or to respond to current or emerging crises.
Sanctions are imposed at three different levels: by the UN,

by the EU and by individual states. The EU 1s committed

to implementing and enforcing UN sanctions as part of

its foreign policy. When the UN Secunity Council imposes
sanctions, EU Member States are required to adopt these
measures, often incorporating them into EU regulations to
ensure consistent compliance across all legal frameworks
within the Union. This process ensures that UN sanctions,
such as trade embargoes or asset freezes, are effectively
applied in the EU, maintaining alignment with international
efforts to address global secunty and humanitanan concerns.
Additionally, Directive (EU) 2024/1226 stiengthens the EU's
legal framework by defining criminal offences and penalties
for violations of these restrictive measures, ensuring a unified
and robust approach to enforcing both EU and UN sanctions.

The EU has over 40 different sanctions regimes in place.

1 Strategic goods, from a customs perspective, are products and technologies
subject to export controls due to their potential military uze or contribution to
weapons praliferation, These include items like dual-uze goods —thoze with bath
civilian and military applications — and items specifically designed for military
purposes, such at certain chemicals, equipment, and electronics. The regulation
of strategic goods 2ims to prevent their misuse, especially in activities related to
weapons of mass destruction.

EU sanctions can target governments of non-EU countries,
as well as companies, groups, organisations, or individuals
through the following measures:
-arms embatgoes;

— restnctions on admission (travel bans);
— asset freeres;
— other economic measures such as restrictions on imports

and exports.

Far EU customns authorities, the most relevant measures are
the arms embargoes and restrictions on imports and exports.

The following countries are subject to EU or UN restrictive
measures on the import and expoit of goods, the enfarcement
of which Is the responsibility of Member States’ customs
administrations.

Sanctions are closely related to strategic goods. They often
target these goods to imit a country's access to critical
resources and technologies, undermining military capabilities,
disrupting cntical industries, and exerting economic pressure,
thus ultimately serving as a tool for achieving geopolitical
objectives. In the 20" century, the international community
concluded several agieem several agreements to create
strategic trade controls (STCs). Lists of weapons and
technologies that should not end upin the wrong hands are
regularly drawn up.

The kU adopts those lists as the Common Military List of the EU?
and Annex 1 of Regulation (EU) 2021/821° for the control of
dual-use items (1. €. itemns having both cvilian and military use).
These, along with enforcing international sanctions imposed
by the UN and/orthe EU, create a framework for strategic trade
controlin the EU.

In 2004, the UN Security Council perceived a global need for
control of strategic trade and adopted Resolution 1540¢

to prevent the illiat trafficking and the smuggling of
strategic goads, which focuses on the need to develop and
maintain appropriate and effective border, export, transit
and transhipment contiols. The resolution tasked Customs
authorities, as the first and last line of national defence,
with enforcing the control of strategic trade.

7 X . EN/TX T Ut CEL XS 2020XG 03107
3 . ) . al.con i 21 R
4 1 isgrmamen nd/:

2025 | EN | CUSTOMS THREAT ASSESSMENT |31

5858/25
ANNEX

32
EN

JALL

www.parlament.gv.at



Countries subject to EU or UN trade restrictive measures on import and export of goods:
Afghanistan, Belarus, Central African Republic, China, North Korea, Democratic Republic

of Congo, Haiti, Iran, Iraq, Lebanon, Libya, Myanmar, Russia, Somalia, South Sudan, Sudan, Syria,
Venezuela, Yemen, Zimbabwe

Waity
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Customs enforcement of se

Customs authorities enforcement of sanctions typically
imaolves monitoning and inspecting cargo, gouds, and shipping
documentsduring customs priceduresat borders and ports to
ensure compliance with laws prohibiting trade with specific
countries, entities, or individuals. Customs authorities use
various methods, Including nsh assessment algorthms,
intelligence sharing, and collaboration with ather lave
enforcement agendies toidentify potential violations. When
sanctions are violated, customs. in ling with their national laws,
can seize goods, impose fines, and take legal actiun against
viclators, while also maintaining an updated list of sanctioned
entities to facilitat

This requires a great deal of knowledge about the traders and
their goods in a given theoretical area (specific commercial
transactions, modus operandl, etc.), an effective system of
information exchange between the analytical unit and

the evecutve unit carrying out documentary or physical
checks, and the exchange of infurmation between customs

ctlons

2enforcement efforts,

autharities and gther security Institutions.

The main techniques for circumventing sanctions measures

include:

©butch customs

- Using intermediaries and ‘front’ companies
+ Re-routing trade through third countries

« Manipulating finanual transactions

« Falsifying documentation

» Exploiting legal loopholes and exceptions

- Utiising alternative financial systems

» Disguising the ultimate beneficiaries
-Smuggling W
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EXAMPLE OF A SANCTIONS CASE
FROM FINLAND

A Finnish district court sentenced a Finnish
businessman for experling goeds inviclation
of Russian sanctions. The prosecution alleged
thal, through his companies, he had exported,
attempted to export or transported through
Russia mare than 3 500 drones and equipment
designed to jam and stop the remote-controlled
devices. He was initially alleged to have carried
oul nearly 30 exporl transacticns that breached
sanctions, butthe court found the entrepreneur
guilty ofonly four breaches. The equipment
was purchased in Taiwan and then exported
to Kazakhstan in bwe separate shipments in
January and May 2023 without the required
licences.

According Lo the district courl, the equipment
was transperted through Russia, but the
prosecution’s case did not provide sufficient
evidence that the shipments ended up in
Russian hands.

The prosecutor had sought a prisen senftence of
at least three years. In the end, Lhe man received
anine-month suspended sentence and was
ordered to forfeit to the state EUR 11 000

of the financial benefit generated by the crime.
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Technigues of circumvention

| ®
é CASE EXAMPLE — SANCTIONS

CIRCUMVENTION FROM GERMANY

In July 2024, a German court sentenced a
dual German-Russian citizen to six years and
nine months in prison for selling electronics
to Russian companies for military use,

in violation of sanctions.

Between January 2020 and May 2023,

the 59-year-old man had delivered to Russia
120,000 parts that could be used for military
purposes. These parts included components
used in the Orlan-10 drone deployed by
Russia against Ukraine.

After the war began in 2022, the defendant
tried to disguise the sales to Russian
companies with invoices and shipping
documents for destinations such as Hong
Kong and Turkey, the court claimed.

Itis expected that criminal organisations will learn from experience and will develop more complicated
techniques to avoid the stricter controls using new logistic routes such as Serbia, India, or African
with broken chains of responsibility and adaptability. With the increasing velume of packages
and the implementation of Directive (EU) 2024/1226 of the European Parliament and of the Council
of 24 April 2024 on the definition of criminal offences and sanctions for breaches of Union restrictive

measures and amending Directive (EU) 2018/1673, the workload of government authorities responsible
for sanctions enforcement is expected to increase. This form of crime is predicted to grow in line with
the ongoing war and a rise in the demand for military and other matenals. Sanctions will continue beyond
the conflict between Russia and Ukraine, while new conflicts may arise and other regions of interest
for sanctions enforcement may emerge or expand.
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Thematic traffic
based on the type
of goods
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Drugs

Drug trafficking represents one of the greatest threats facing
Europe today. Asthe world's largest criminzl market, drug
trafficking has evolved into a fully-fledged economy, infiltrated
by a multitude of transnational criminal organisations drawn
by the promise of immense profits. These considerable
profits strengthen their power, enhancing their ability to
destabilise society and directly affecting the security of EU
citizens.

Forthe last ten years, drug trafficking has continued to grow
relentlessly, as evidenced by all related indicators, including
the increasing quantities of seized drugs, the rising number
of consumers, the violence assocated with ts trade, the vast
ravenues it generates and the widaspread comuption it fosters.

European customs authorities play acentral role inthetargeting
and mterception of illicit drugs, leveraging their strategic
presence at kgy entry points such as ports and airports,

as well as along major transportation routes, By positiening
theirsenaces across these critical access points, they provide
acrucial fronthne defence inthe fight against drug trafficking

by disrupting the flow of narcoticsinto the European Unicn.

In August 2023, arecord was set when & tonnes of cocaine
were seized In Rotterdam (the Netherlands), only for that
record to be broken by the seizure of 9.5 tonnas of drugs in
the part of Algeciras (Spain). Afurther 12 tonnes of cocaine
were found in Algeciras in October 2024 in 2 container from
Ecuador. Anuther growing concern is the production and
proliferation of synthetic drugs.

To strengthen the resilience of the European portsand to
organise a common response, the EU mobilised the European
customs authorities inthe European Ports Alliance.

This initiative was launched in January 2024 as part of the EU
Roadmap against drugs trafficking and organised crime? with
the zim of strengthening security and cooperation between EU
portstoensure harmenised and ngorous cuntrols.

Trends and threats

Nature of goods
Cocaine
Cocaine trafficking poses the most concerning threat within

the EU, dueto an exceptionally high level of production,
combined with a significant increase in the product’s purity.

Furtharmore, the North American market 1s becoming saturated,

while consumption in Europe has experienced substantial
growth overthe past two decades,

= F 1. * o« 3
Etalion customs - Agenzia dalle Dogane e dei Monopoli

Cocalng routes are characterised by thelr diversification and
multi-directional nature, Moreover, anti-drug policies have
forced d-ugtraffickars to adapt their criminal strategies.

Containerised sea freight remainsthe main mode of
transportation used, enabling large quantities of lllegal
goods (fom several hundred of kilos to several tonnes) to ke
transported and concealed in the flow of legal goods passing
through port hubs every day. In the EU, the main ports of
entry for cocaine are Rotterdam, Antwerp, Dunkirk, Le Havre,
Algearas, Hamburg, Bremerhaven and Valencia.

There has also been an increase in the use of recreational
boats forthis purpose, Cocaine shipments from South America
to Europe wia recreational crafts generally transit through two
zones: the Caribbean (specifically the coasts of Colombiz,
Venazuela, Guyana, Franch Guiana and suriname) and West
Africa. The strategiC central position of the Azores archipelago
Inthe North Atlantic Ocean continuesto provide a key
stopover for yachts, enabling them to refuel and resupply
before hzading for Europe.

Onthearroute, ciminal networks use the major alrport hubs
with direct flights between South America and Europe to
conceal cocaine among hicit goods or passenger flows.

The main airports are located in Brazil, The Netherlands,
Portugal Spain, Morocco, the United Arab Emirates and
Senegal.

Cannabis

Cannabis s by farthe most commonly used [llicit drugin the
European Union.

Cannabis herb

Cannabis herb Is grown In many countries around the world,
with regianal production in Latin Americz (Colombia, Paraguay,
Uruguay, Mexita), Africa (South Afnica, henya, Nigeria, Senegal,
Egypt), the Middle East (Leban«in) and Asia (Afghanistan).
Howaver,the main source for Europe 15 Spain, which has become
amajor producer. Moroceo (RIf Mountains) is also amajor source.
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In recentyears, Albania has zlso emerged as a producer of
cannabis herb.

Cannabis resin (hashish)

_annabis resin and herb are still mainly transported to
continental Curope by land. The main reans of transport
used are heavy goods vehicles, cars and commercial vehlicles,
particularly in road convoys. Exprass freight, however, continues
to develop.

Moreowver, it Is worth pointing out that for severalyears, &t both
international and Eurspean level, 2 number of countres
have been moving, in different ways, towards legalising

the consumption, sale orcultivation of cannabs for therapeutic
and/orrecreational purposes These moves towards legalisstion
have extended the range of legal products available to
consurmers and have changed the approach to contrals

and threat analysis. These moves towards legalisation are
also aften accompanied by stict supervision of productian,
consumption orsale. [nterms of consumption, most countries
have chosen to limit the level of THC. Therefore, sume
consurmers will continue to favourthe illicit market, which
offers produdcts with higher levels of THC2 As a result, EU
customs authorities have nutobserved a drop in cannabis
seizures, despite these legalisation policies.

New cannabls-derived products, such as cannabis oll, edibles,
and high-potency concentrates, could pose significant
challenges for the European Union. Moreover, products such
as edibles and vape cartndges, often marketed with misleading
labels or targeting younger consumers, can lead to higher
consumption rates and health risks. The rise of synthetic
cannabinolds, which are uften more potent and dangerous,
further cemplicates enforcement and public health efforts.

2 Forexample, legal cannabisin (e Methedands {under the proposed regulatory
framewomk Jwould be subject s THC imit or 15% especially ror produces sold In
coffee shope. though this threshold has raced delays inie implementaton

In contrast many e cannabis preduces seized across Eurcpe citen conain much
higher levels of THC. sometmes exceeding 304 THC or mere For éxample, some
of the strengest illiciccannsbis strains such as those trafficked through organised
crirninal netwarks, can have THE content ofup o 40%
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Heroin

Three maln heroln trafficking routes have emerged in recent
years

» The first route unsthrough Turkey, a key transit zone dueto
its strategic geographical location, Positioned at the crossroads
of Asia, Europe, the Middle East and the Mediterranean,
Turkey's lozation facilitates the transpeort of heroin to: Bulgaria

or Greece, and onward through the Balkans, with Belgum,
Luxambaourg, the Netherlands and France as final destinations.
Long regarded asthe main gateway for Afghan heroin into Europe,
Turkey wwuld also play a continuing role in the trafficking of
Burmese heroiré.

»Asecond, mere traditional land route involves Central Asia,

Haroin produced in Afghanistan, Iran, or Pakistan is transported
via Uzbekistan, hyrgyzstan, and Kazakhstan, with Russia as its
final destination

Turkey remainsthe key transit country fer heroin trafficked
to the EU, both on the Balkan routes and on the Southern
Caucasus mute Ukraine, Belarus and Azerbaijan are used as
locations tstore heroin consignments destined for the EU
and trafficked along the Southern Caucasus route ¢r as part
of trafficking activitias along the northern route.

Herinn 15 also smuggled into Europe by air, often by couriers
an commerclal lights ¢r hidden In parcels.
—

3 Burmese heroin refers Lo a highly potent form of hercin produced in Myanmar,
esperially in the Golden Triangle region

dva - Cxech customns
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Eynthetic drugs

Drug precursors
The fisht asainst fully synthetic drugs diffars from the fight
against semi-synthetic nar tics such as heroin and wocaing,
astherproduchion can take place anywhers, resardless of
plant precursors and growing areas, provided the necessary
chemicals are present. These drug precursors are essential
for drug production and therefore play an essential and
central role in the fight against drug tafficking: if misuse of
these precursors 5 prevented, no drug production can take
place, which also prevents their far-reaching effects (such

as drug-related crime, dangers from the operation of illegal
laboratories such as fire and explosion hazards and immense
environmental hazards caused by the illegal disposal of
chemicals frum drug production), as well as harm to society
andthe population.

Methamphetamines

The main synthetic drugs seized continue to be amphetamines
and methamphetamines®, In the case of methamphetamine,
thisis duein particular to major seizures of shipments of
Mexican onigin sent to the Netherlands (which is used by
criminal urganisations as a transit zone for drugs); these are
also tran pited by bo‘airm%ﬁ n.

@ldobestack

Synthetic opioids

Opluids are a tamily of substances of natural origin, derived from
the poppy plant, or obizined synthetically. A distinction 1smade
between prescription opioid drugs and it opods diverted
from the legal market or produced clandestinely, such asheroin
or new syntheticopioids,

In Europe, the apioid market s much less developed, both in
termns of consumption and the circulation and avanlability of
the merchandise, but the links between Latin American and
European criminal organisations may lead to the developrnent
of strategies similarto those cbserved in America. Estunia
andthe Netherlands have already dismantled clandestine
fentanyloid [aberatorieson their territories,

4 Amphecamine and methamphetamine ane both stimulants, but methamphetanine
Ismore poent and addictive due tolts slightly different chemical structure
Methamphecamine crosses the blocd brain barrier faster, creating a more intense
and lenger lasting efect While amphetamines ere semelimes prescribed for ADHL,
methamphelzmine israrely used medically

ECelnl Spréva - Crach customs

Synthetic cathinones

Syntheticcathinones are a family of synthetic narcotics that
reproduce the effects of natural Lathinine, one of the active
Ingredients of khat. Cathinone production 1s mainly concentrated
in Eurcpe, particularly in Poland and the Netherlands,
Mephedmne laborztories are also regularty dismantled in Ukraine
and morz racently in Russia, where trafficking and production
are said th be growing, without this Impacting Western Eurspean
markets. Seizures destined for Australia and New Zealand
appear to be increasing, and shipments to the United States,
Hong Keng and Japan are also notable.

MDMA (ecstas

MOMA, T2 active ingredient In Ecstasy, is a molacule from
the amphetamine family. Ecstasy/MDMA s mainly produced
in clandestine laboratories in Belgium and the Netherlands,
The ecstasy market 15 already highly developed in Europe but
is also becoming more intamativnal. Customs sezures indicate
the growth of consurner markets in Asia (Japan, South Korea,
Hong Kong) and Oceania.

Several industrial-scale laboratories have been dismantled
Inthis region. For instance, on 30 July 2021, a lak in

The Netherlands with the capacity to produce over 100 kg of
synthetic drugs per day was shut down.

Trends by mode of transport

Interms of EU customs authoritles’ drugs selzures, the maritime
route remains predominant.

By sea

The marked increase in cocaine being seized is due to the fact
that the praferred mode of transport for this traffic remains
contanenised maritime freight, which enables large quantities
of smuggled guads (from several hundred kilos to several
tonnes) “o be transported and concealed in the flow of legal
goods passing through port hubs every day.

Synthetic drugs seized by sea have shown a slight increase

overall, The year 2022 saw a peakin the guantities of
methamphetamine and MDMA seized.
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By land
Drug seizures by land have increased over the last three years.
By air

Trends in seizures of drugs transported by express and

postal freight

Between 2021 and 2022, there was a downward trend in
selzures of natural, semli-synthetic and synthetic drugs
transported via express and postal freight. In fact, afteran
increase in 2022, there were significantly fewer seizures in
2023, especially of cannabis.

However, exprass freight and postal services remain the praferred
mode nf transport for all synthetic drug trafficking, After shert
road Journeys, traffickers drop off their parcels at postal centres
to ship their narcotics out of Eurape.

Trends in seizures of drugs from air passengers

In terms of natural and semi-synthetic drugs seized from air
passengers, there s a general trend towards stagnation or
even a slight increase. However, the opposite phenomenan is
observed for synthetic drugs.

rech Customs

&

Share of drugs seized in 2023 in the EU by customs administrations, by mode oftransport
Chart 1
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Modus operandi
Profassionalisation of criminal organisations

Criminal organisations are investing heavily in theirtechnical
capabilities, which has led to asignificant professionalisation
at all levels. Production is becoming more sophisticated with
new forms of narcotics, whether liguid, coloured to blend in
with the legal cargo or directly loaded into the container of licit
merchandise. Signifivant research and development capabilities
are also being used to develop means of transporting narcotics.

The artsanal serni-submersibles built by Cniminal organisations
have increasingly laree cargo capacities, aswell as sophisticated
tanks, allowing tharm to cover ever-greater distances.

While thase boats were initially mainly used to sail alongthe
American coast from Colombia to Mexico, some are now
making transatlantic crossings and reaching European coasts,
partbicularly the woast of Spain. Inaddition to development
capabilities, criminal groups are using meere advanced meansto
make their business existence credible and seemingly legitimate.

Impersonating a company 1s a common method, but seemingly
legitimate companies are also set up, with managers and
employees, and participate in professional events and
maintain active social networks,

A growing segmentation of tasks has been observed.

This division of labour” complicates effortsto target and
detect licit shipments, Criminal orgamsations increasingly
turn to specialised providers for specific pars of the operation,
such astransportation, toensure its success and evade customs
inspections. As a result, traffickers Collaborate with local
criminal groups, who possess in-depth knowledeg of secondary
routes, tu circumvent border controls. There 1s also a growing
trend towards outsourcing certain tasks to specialists.

Use of new technologies and media

Criminal erganisations are leveraging new technologies
and communication tools, such as social media, encrypted
messaging networks and cryptocurrencies.

The Intarnet, especially the dark web and social media, has
become a majortool for drug trafcking. The dark web offers
anonymity, with online marketplaces facilitating the trade of
various ot drugs using cryptocurencies. Meanwhile, soclal
media platforms provide traffickers with broad audiences to
advertise and sall drugs through encrypted messages and
fake profiles.

The sales process is managed much like any legitimate
business, with advertising strategies based on tailored visuals,
promotional offers and the hiring of ‘Community managers’.
The rise of secure messaging services facilitates the connaction
between social madia, which acts as a storefront, and direct
communication between buyer and seller. These drugs are then
delivered via express fraight, postal services, or even home
delivery systemns. Moreover, social media also serves as
arecruitment channel forcriminal organisations, further
streamlining their operations.

Splitting shipments and saturating customs controls
capacities

Express and postal freight continue to attract the interest of
criminalorganisations, particularly as the Increasing volume of
parcels complicates inspection efforts, Criminal organisations
send small quantities of drugs, while signiflcantly increasing
the number of parcels, each addressed to a different fichitious
recipient. This methed allowes for a significant number of packages
to bypass detection.

Couriersalso use the tactic of splitting shipments and
overwhelming inspection services to transport cocaine via air
routes, On the same flight, multiple ‘mules’ often transport
cocaing. Upon amrival, customs officials may apprehend a
lirnited number of offenders, while allowing the othersto
pass through undetected. This strategy not unly complicates
law enforcement efforts, but also Increases the likelihood of
successful deliveries.

In addition to their growing professionalisation, criminal
organisations are refining their knowledge of the constraints
weighing on customs authonties and their staff. They use this
knowledzz to seek to exhaust the services by various methods,
such asconcealing narcotics in numerous shipments of soods
that werz previously uncontamnated, with the objective

of saturating inspection capacities with the huge number of
shipmerts.

Infiltration of logistics platforms

Logistics hubs, particularly ports, airports and postal or express
freight centres that serve as gateways forcommercial
shipments to the continent, are key vulnerability points for
drug trafficking, especially for cocaine.

Crirminalorganisations are fully aware ofthis and have developed
an agaressive strategy of infiltration, targeting key players

in logistics and transport: dockworkers, crane operators,
secunity personnel and complicit staf with privileged access
to restricted areas in airports, as well as employees in postal or
express frelght centres.

Therefore, ‘low-level” corruption can be observed. This term

refers to administrative and bureaucratic corruption, targeting
mid-level agents who have access to Critical locations ordata
that ensure the cantinuity of trafficking operations. ll

ustoms
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Counterfeits

Counterfeit productsviclate intellectual property (IP) rights,
including tradernarks, designs, patents, gecgraphical indications
and copyrights. Counterfeiting involvesthe unauthorised
production, sale or distnbution of goods, which significantly
Impacts global trade and accounts for 2.5% of world trade and up
o 5.8% of goods iImports into the EUL The majority of counterfeit
goods sold within the EU are manufactured in third countries

South-East Asia and Turkey). However, manufacturing and
assembly activity in the EU is growing fast.

The diversity of intercepted counterfeit goods is striking:
textile articles and accessories, as well as personal care
products, perfumes, wines, games and toys, electrical
equipment and ball bearings. In addition to the economic
issues of counterfeiting (prutection of the intangikble heritage
of businesses), there 15 also the Issue of protecting the health
and safety of consumers.

The COVID-19 pandemic further exacerbated the situation,
increasing the use of express and postal freight to distribute
counterfeit goods, while online platforms, including social
media and marketplaces such asdropshipoing), became key
channels for promoting and selling fake products.
According to the European Union Intellectual Property Office
(EUIPO), the estimatad value of Counterfeits seized in 2022
was EUR 2 billion?, with 60% of this amount generated by
seizures inthe internal market and 40% at EU borders.

Counterraiting poses asignificant threat to: slobal economies,
public health and the environment. Customs authorities are
attheforefront of this battle, playing a critical role in inspecting
and intercepting counterfelt goods at borders. Their efforts
protect consumers, safeguard legitimate businesses and ensure
compliance with intellectual property laws, thereby preserving
public safety and economic stability.

@Fench customs

1 Based on ajoint study by the Organisation for Economic Cooperation and
Devaelopment {OECD) and the Eurepean Unien Intellectual Preperty Office
{EVIFD), “Trends in Trade in Counterfeit and Firated Goods! 2021
2 v & Py Sl fales L
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Trends and threats

Threatto public health and safety

Many counterfeit products, such as medicines, clothing, toys,
cosmetics, vehicle parts and medical devices, can pose serious
risks to consumer haalth and safety:

— countarfeit technologieal and consumer products: chargers,
appliznces or carcomponents that are not adequately
tested can Lause fires, explosions or malfunctions, with
serious safety consequences;

— the production of fake toys does not fellow any approved
standards or regulations; Instead, they are made with poor-
quality materials and are not subjected to rigorous quality
controls, thus compromising children’s safety with serious
risks to their health.

Threat to the European economy

Countereiting drains billions of euros from the global
economy, with significant consegquences:

— damage to legitimate businesses: cornpanies that invest
in innovation and quality see their profit margins red uced
due tothe unfair competition from fake products;

— job losses: counterfeiting reducas the demand for original
products, causing a dropin sales for cormnpanles and,
conseguently, redundancies;

— tax evasion: counterfelt products often circulate in parallel
markets and are not regularly registered for tax purposes,
leading to a decrease in state revenues.

Funding organised crime

The counterfelt market Is often linked to organised crime
networks, which exploit the sale of fake products for:

— money laundering: the trace in wounterfert gonds is used
o launder money derived from illegal activities.

— suppert of illegal activities: the sale of counterfeit products

fundsthe trafficking of drugs, arms and people and other
formsof transnational crime.
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Threat to intellectual property

Counterfeiting undermines IP rights, reducing the incentive
forinnovation and creativity. Companies affectad by |F theft
are less motivated to invest In research and development,
with the resultant negative effects on technological 2nd
cultural progress:

— compromise of quality: counterfelt products often do no
meet the guality standards of the original products.

— reduction of fair competition: unfair competition from
counterfeit products hinders the market and penalises
honest companies.

Environmental damage

Factories producing counterfelr goods often ignore environmental
regulations, using hazardous materials and disposing of waste
illegally, with serious consequences:

— pollution of air, water and soil: illegal activities cause
imeparable damage to the environment.

— risks to local communities: especially in developing
countries, where such factories operate without controls.

f1

China remains the main country of origin for most counterfeit
products entering the EU, followed by Turkey (the most
seized category from Turkey 1s clothing) and Hong kong,
China {the most seized category from Hong Kongis mobile
phone accessories).

Inthe three-year period from 2020 to 2022, shipments via
postal and express couriers represented the most significant
mode of transport interms of the number of recorded cases.

However, a diversification of routes for counterfeit goods
entering the European Union can be observed.

By sea

Ihe maritime route has the highest rate of intercaption in terms
ofthe number of items intercepted at the external borders of
the EU, particularly at the main ports of entry of containerised
sea freight from South-East Asia or at ports benefiting from
Chinese investments.

Northern European ports (Rotterdam, Antwerp, Hamburg),
aswell as the ports of Roper (Slovenia) and Piraeus (Greece),
are the main European entry points fur counterfet goods from
South-Fast Asiz.

It should be noted however, following Chinese investments
underthe ‘New Silk Road’ or ‘Belt and Road Initiative’, other
deep-sea porissuch asConstantain Romaniz and Gdanskin
Poland are also becoming significant entry points.
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The delivery of counterfeit goods to the Member States isthen
camled aus by various means and complex loglstical routes.
Criminal crganisations take advantage of oppartunities in
terms of customs Clearance and the free movement of goods
toset up elaborate fraud schemes (Use of the transit procedure
and procedure 42),

Byair

The growth of express and postal freight transport was largely
driven by tie rise of e-commerce during the pandermic period.
Indeed, the number of transactions on marketplaces, social
networks, and even n the metaverse has grown exponentially
since the beginning of the COVID-19 crisis. E-commerce is
widely used by counterferters as a distribution channel for
their goods, deceving consumers, in particular young people.
Criminal nrganisations often send the goods in a fragmented
manner, which can reduce the risk of interception. Therefore,
shipments by airare booming.

Most of the goods are transported by express or postal
freight. The proliferation of logistics hubs on EU territory
hascontnibuted to the diversification of air moutes. Hungary,
Bulgaria and Poland are significant new entry routes, in
addition to the traditional super-hubs of Ligge (Belgium
TNT/amazon), Frankfurt (Germany - UPS and CHL), 2nd the
Netherlands - FedEx.

By land

Road transport represents a growing thraat to Furopean markets
in terms of counterfeits, particularly of Turkish crigin, These
gouds can be transported into the EU by commeraal vehicles
or heavy goods vehicles, the latter also using the Ro-Ro routes
serving the EU.

Rail transportis an emerging and evolving threat, particularly
through the development of the New Silk Roads from China.
In this respect, the Polish Mataszewicze station 1s the first
potential entry point for counterfelt goods transported by
train frorm China.

-Czech customs

&Calnf Spréve
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Modus operandi

ysar tn EuFopean consur

embly plants c

In recent years, trafficking in counterfeit goods has been
characterised by an increase in domestic production at both
European and national levels. These operations aften invelve
assembly activities, such as affixing counterfeit labels, zippers
or packaging to otherwise neutral items.

In some cases, entire products are manufactured within the EU.
Forexample, clandestine manufacturing plants for products
such as shampoo, laundry detergent, batteries, footwear and
perfumes have been dismantled in the region, These illicit
factones increasingly rely on illegal labour, often involving
foreign workers in undocumented immigration situations, and
are uperated by highly urganised criminal networks that launder
thelr profits through various businesses, such as restaurants.

Counterrelt trafficking can also be erganised by smaller, “self-
employed’ traffickers who saurce goods from wholesalers.
These individuals then resell the Counterfert items on the black
market, or through seemingly legitimate retail outlets, including
shops and market stalls (e.g selling phone accessuries such as
batteries, USB cables, headphones, and chargers).

In addtion, home-based assembly operations have become
maore prevalent.

The rise of domestic assembly shops also increasingly
dependson illegal labour, often made up of foreign werkers
in precarious situations.

The growing volume 2f counterfeit goods makes targeting and
contral efforts rmore complex. This surge Iscompounded by the
development of cutting-edge technologies such asalgonthms
forstoring goods in fully automated warehouses, Consequentty,
enhanced cooperation with e-commerce platforms Is essential,
in addition to the partnerships already established with
Intellectial property nights holders,

Parcalling of shipments

Shiprents of low-cost packaging materials, sent separately
from valuable goods that violate |P rights but which are still
unbranded, i a nutable phenomenan aimed at avoiding
seizure upon arrival in the EU.

Usaof diepshipping methods

The currant trend in e-<commerce, which sees consumers
increasingly relying on online channels for many purchases,
results i a growing flow of products entering the EU from third
countries. The entry of counterfeit produdts from clandestine
marketsand illegal channels int: the legal supply Chain,

and the expansion of the range of increasingly specialised and
complexcounterfert gnods, 15 & major challenge. Like many other
criminalactiities, counterfeiters now rely heavily on the digital
domainzoprocure components and distribute their products,
both material and iImmaterial, to consumers through online
platforms, social media and instant messaging services.
Although most counterfeit goods distributed in the EU are
produced outside the Union, there are indications that

the production of counterfert and lower-quality goods is
increasingly taking place within the Member States.
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In particular, the supply of counterfeit goods has gained significant
traction with the rise of dropshipping-based online sales
platforms, where sellers (sez e-commerce chapter) create
online stores through social networks or marketplaces.
Specialised companies offer paid servives t help setup and
manzage these online stores, facilitating the sale of counterfeit
goods via dripshipping.

Additionally, the sale «f counterfelts through dropshipping
is becoming more discreet, with the use of *hidden links’
This Involves lllegal itemns being sold under the guise of
advertisements for legitimate products.

Grouping Imports

Current trends also indicate the concealment of the true
arigin nf goods by grouping imports in one Member State,
for further distribution across the EL. Each package arrives
pre-labelled, giving it the appearance of having a legitimate
EU origin.

There 15 also evidence of clandestine sorting centres where
counterfeit goods are processed befare being sold online. Il

£
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EXAMPLE - ITALY:

AGENZIA DELLE DOGANE E DEI
MONOPOLIAND GUARDIA DI FINANZA
ACTIVITIES RELATED TO THE SEIZURE
OF COUNTERFEIT GRAPES, 2020-2023

The Agenzia delle Dogane e dei Monopoli dnd
Guardia di Finanze, the ltalian customns
authorities made several significant seizures
of ccunterfeit grapes, particularly in 2020
and 2023 (nearly
oit a consistent
ied by the 2021 seizure:

In2021, the authorities inspected a container
of grapes originating frem Egypt, transiting
L of Ravenna and destined for

The snipment ¢
amounling Lo inescfa
seedless tabl ) This partic
t to strict regulations and
thits production
subsequentimpertation intoc Europe.

Atherough technical analysis of fruit samples,
e of the company
lant Variety Right,
[the grapes
into the market. Asa result,
ipment was seized, and the owner
of the Dutch importing company was reported
tothe Public Prosecutor’s Office of Ravenna for
the infringement of IP rights.

speration highlights the censtant
cecordination and vigilance efthe inspection
authorities. Their efforts not only safeguard
the collection of customs duties but also ensure
that only geeds complying with required quality

rds and respecting the intellectual

srotected by EU legislation

enter the EL's commercial markets.
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Counterfeiting is the result of structured networks, as evidenced by the findings made on isolated
media (labels, zippers, packaging), intended to supplement shipments of neutral goods, which are
sometimes prohibited goods. These networks have now begun to infiltrate legal distribution networks.
Aswith other forms of trafficking, there is also a hybridisation of the threat, with an increasing share
of ‘poly-crime’, combining, in particular, sales of counterfeit goods and tobacco and/or narcotic drugs,
sometimes together with weapons.

Recent examples illustrate the evolving sophistication of counterfeit threats. In 2022, French
customs seized over 12 tonnes of fake medications, including counterfeit cancer treatments and opioid
painkillers, potentially presenting severe public health risks. Counterfeiters are also leveraging new
technologies: Italian authorities dismantled a network producing fake automotive airbags using 3D
printing, which could bypass traditional safety checks.

The food and beverage industry is similarly affected, with Spanish officials uncovering large-scale
production of counterfeit wines marketed as luxury vintages. Additionally, European customs report a rise
in counterfeit electronics, such as chargers and batteries, which often feature high-quality packaging
to mimic authentic brands. These examples demonstrate the wide reach of today’s counterfeiting, forcing
customs authorities to adoptincreasingly sophisticated technologies to address the advanced techniques
employed by counterfeiting networks.

With the growing popularity of social media, new strategies are being developed that could further
enable the misuse of social media in the online market to carry out IP violation activities. This raises new
challenges for social media providers, rights holders and law enforcement authorities and underscores
the need for collaborative efforts.
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Excise goods

Exclee poods are products that are subject to special taves
known as excise dutles. These taxes are typically levied

on speciflc goods, uften to regulate consumption due to
the nature or potential impacton health or the environment,
In the EU, excise duties apply mainly to three categories

of goods:

tobacco products;
— alcohol and alcoholic beverages;
—energy produdts and electricity.

The regulation of excise soods in the EU Is malnly governad
by Directive 2008/118/EC, which sets out the general principles
and procedures for the taxation of excise gonds and their
movement within the EU. Additional directives and regulations
apply specifically to alcohol, tobacco and energy products.

Unlike othergoods, excise duties become payable at

the mament goods are released for consumption. Each EU
Mernber State sets ts own rates of excise duty,

but these rates must respect minimum thrasholds established
by the EU regulation.

The taxation of excise goods has several implications for the
EW'sinternal markst. High excise dutles on products such as
alcohaol and tobacco aim to reduce consumption for public
health reasons. The different excise duty rates in the Member
States can, however lead to cross-border shopping, where
consumers buy excise goods In & neighbouring country with
lower excise rates.

For customs authorltles in the EU, exclse goods represent
significant regulatory and inspection challenges:

— preventing tax evasion and fraud: when excise duties are
high, excise goods are often targeted by smugglers and
fraudsters. Customs authonties work to ensure that excise
duties are collected comrectly and that goods moving
across borders comply with EU laws;

— monitoring and enforeing compliance: customs authorities
also have arole in enforaing excise resulations, espedially
for cross-border shipments;

— anvironmental and health objectives: excise duties are
used asa tool for public policy. For example, high taxes on
caroon-emitting energy products help drive environmental
goals in the EU.

Excise goods are frequently subject to fraud at multiple levels,
Firstly, there s *smalltime traffickung, where indwmiduals
purchase excisable goods inone EU Member State abovethe
allewved thresholds and do not declare or pay the additional
duties when travelling to another Member State. In addition,
criminal organisations engage in large-scale nperations,
aiming to sall excize goods within the EU without paying the
required duties or by producing counterfeit versions of excise

products such astobacco. These activitles undermine the
internal market and result in significant tax revenue losses
for Mem 2er States. European custems authorities are at the
forefront of the fight against this type of trafficking.

EAdobestock

Tobacco trafficking

The fighz against tobacco trafficking is a public health issue
at the international level, The World Health Organization's
(WHO) Framewaork Convention on Tebacwo Control (FCTC),
which entered int, force in 2005, hasthe aim of ‘protecting
presentand future generations from the devastating health,
saclal, evironmental and economic effects of tobacco
consumation and exposure to tobaco smoke” (Article 2).
Giventhe size ofthe it tobadlo trade, which ‘Could
represert up to one cigarette in ten consumed worldwide,
a Protocol to Eliminate it Trade in Tobacco Products was
drawn uzin 2012 and entered into force in 2018, This brings
together aseries of measures that could be transposed both
inthe €7 signatory countries and in the rest of the warld.
Forthis Treaty, the two main focal points are: supply chain
control (8 tems) and international cooperation (12 items).

ALEU level, tobacco smuggling causes significant lussesto
the EU budget every year in the form of uncollected customs
duties and taxes. lcttrafflcking in tobacco products has seen
asharp nurease and diversification in recent years, alongside
theincrease in prices of legal products, undermining public
health ubjectives In a European market marked by large price
differences within a framework of loose harmonisation.

Public health policies, supported by an active European lobby
advocating for a tobacco-free generation in Europe by 2040,
rely on dissuasive taxation of these products. Thus, the wide
disparity in the amount of excise duties on tobacco products
in Europe creates an opportunity for trafficking (Chart 1).
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Trends and threats

Increase of illicit flows via all modes of transport, with
transport by road predominating

Although thistrend appearsto have slowed in recant vears,
attention must nevertheless be paid to the smuggling

of cigarettes by seacontziner, in a context where certain
networks, are particularly proactive.

Cne example of a large selzure of counterfelt cigarettes on
acontaineroccurred In Belgium at the port of Zeebrugge.

In March 2024, Belgian custorns intercepted a shipment
containing over 4 million counterfeit cigarettes, valued at
appredamately EUR 2.1 million in unpaid excise taxes and
VAT, The Ligarettes, falsely branded as Marlbor, onginated in
Cambodia and were destined fur Libya, althuugh they passed
through Zeebrugge due to the situation In the Red Sea.

However, road transport accounts for the majority of
seized tobacco products. Indeed, many commercial trucks
are used, holding false transport docurnents, to transport very
large quantities of tohacoo products, Sometimes caches are
placad in tralers. Medum-sized sheeted trucks, mainly from
Eastern Europe, are sometimes usad without documentation.
Light vehicles can also be used. The transport of tobacco
smugeling by land requires logistical orgamisation at all levels,
From the recrutment of truck drivers to the use of advanced
communicationtechniques (such as encrypted messaging and
Wdl-Firouters) to the use of seouting vehicles, transportation by
road 15 structured and the modus opearandi are similarto those
observed in the trafficking of other goods such as drugs.

Diversification of modes of supply
Most often in the hands of organised criminal networks,

the strategy forilliut thbacco trafficking seems to be to flood
the territory of the Union by modulating the quantities

introduced into the Member States. Depending on the quantities

transported, different criminal organisations are involvad.

First of all, organised transnational trafficking brings slgnificant
quantities of fraudulent goods into the national territory,
mainlyvia road transport. These large quantities of tobacco
require storage places.

Secondly, the phenomenon of ‘ant’ traficking should be noted.
This involves small groups of traffickers who carry out,

or commission others to carry cut on their behalf, several
Jjourneys between the country of origin and the trafficking
area where they are located, via the maode of transport rost
suitable forthe journay to be made. These flows usually begin
with very modest quantities of goods (@ few dozen cartridges
or ‘pots’ of fine-cut tobacao), then increase in line with the
financial gains obtaned. The products concarned ara mostly
products legally acquired incountries where the excise d uty
rate is lowerthan that of the country in question oreven non-
EU countries.
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Onthe parallel market

there are four main types of cigarette:

— Genuine contraband cigarettes: acquired
legally in the country of origin and llegally
transported to the country ofdestination
{main sources: Luxembourg, Andorra,
Belgium);

Counterfeit cigarettes: increasingly
commen, they repreduce trademarks but
are manufact illegally and are gradually
establishing themselves in Western Europe;

Illicit whites: these are tobacce preducts,
arimarily cigarettes, that ar lly preduced
E egal distribution.

They are manufactured in cne country but
smuggled into another wk ey are sold
without taxes and outside of regulatory
cntrols;

Cheap whites: this term refers to inexpensive
tobacco products that are legally produced
and sold, but they are marketed specifically

intended for the legal marke
t are often designed to be scld cheaply
educing preduction cests. They may

Wes

Finally, crcss-border purchases made by individuals for their
own constmption and forthat of their Close Qircles Can easlly
turninto ‘znt’ trafficking, Some countries are the subject

of ‘platformisation’ by certain transnaticnal organisations.
Intermedianes store (not at the site of production) very large
quantitiesof gonds, including counterfert garettes from
Eastern Europe orthe Caucasus, before havingthem transported
to buvers in countrigs of consumption, such as France.

These fonrs of trafficking create cash flows and therefore money
laundering activities via collectors, transfer companies, real
estate investments, the purchase of gold or cryptocurrencies
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Chart I
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orgambling. A holistic approach, which also focuses on fiscal
risks, istherefore needed in the fight against illicit tobacco
trafficking.

Modus operandi

Getting closer to consumers: illicit cigarette manufacturing
plants

In orderto get closer to consumers, there has been a shift of
illegal cigaratte factonies from Ukraine tothe EU, involving
Poland, Belgiurm, Germany, the Netherlands, Spain, Italy and
France. This is a phenomenon that has been developing for
saveral yvears,

The actors involved in establishing and operating clandestine

counterfelt cigarette factories are highly organised. Operating
24 hours a day, they have very sophisticated means, including
generators, video survelllance devices and fluid supplies of
precursor products. Increasingly, such illegal factories are located
at discreet sitesthat are difiCult to detect, as they are
soundproofed and 1solated, disgusing any noise or visible
activity. The production chain s secured by separating
production sites and storage shads. These criminal organisations
adapt their manufactunng lines according to the destination
ofthe products (for instance, with health notices in French or
Enalish). They exploit vulnerable workers, maostly from Eastern
Europe, often former employeas of legal production plants,
to manufacture dgarettes in poor conditions, The counterfeit
goods are generally aimed at the rarkets in France, the United
Kingdom and, to a lesser extent, in Spain and Italy.

A clandestine plant has a life expectancy of two to four
months and can produce up to one tonne parday.
Establishment costs can be recouped within a few weaks

of production, Indeed, the production cost of a pack of
cigarettes in a clandestine factory in Europe Is extremnely low,
typically less than EUR 1 per pack.

These factorias, often equipped with machines imported from
China, the United Arab Emirates, Turkey or Eastern Europe?,
operate at full capadity. Traffickers sell these packs for prices
ranging ‘rom EUR 3to EUR &, making significant profits.

DOUANES
& DROITS
INDIRECTS

Increase in seizures of raw tobacco

There has been an increase in suspicious consignments of raw
tobacloin the EU, and several Member States have adapted
thelrlegislation accordingly, or are in the process of doing so.
This s the case in Portugal and Latwia, where raw tobacco leaf
Is already Lonsiderad a2 tobacus produdct and therefore subject
tothe same vontrols asothertobacco products, or in Spain,
where the movement of raw tobacco Is subject to controls.

Raw tobacco is subject to certain controls during movement,
as isthecase in Spain, but in a context to that of products
subject to excise duties. Raw tobaclo s ane of the precursors
of fraud-aroducad tobaceo products, This may include tobacco
of agricLltural origin that does not meet the definition dueto
Inferlor manufacturing processes, as well as varlous types of

1 Inthecase of the discovery of the first plantin France in 2021, the machines
cama from Bulgariaand Singapore
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At 10.30a.mon 8 January 2024, French customs
cofficers stopped a road transpert vehicle at a rest
area along the A39 highway, travelling scuth

to nerth, driven by a Moldovan naticnal with

a Romanian pas

Example:

revealed tubes used for manufactu
filte rompting the officers to di

-]

he search uncovered 65 bo
of manufactured tcbacco, tetalling
2. Additicna nateria din th
preducticn of counterfeit cigarette
found, including:

+ Apallet of cigarette pac
branded Marlboro Red

ing boards

120 rells of paper lor the interior
i oacks

116 rolls of paper for t

boxes

324 rolls of plastic film for packaging cigarette
cartridges

10 rolls ofaluminium foil for cigarette packs

25 cans of white glue

ready for cutting

tion also uncov equipment that

arette factory, such
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tobacco waste, scraps and substitutes. Some typas of fine-cut
tobacco may also serve as precursors.

Multiplication of resale mode

In addition, several different forms of resale to consumers are
emerging Indeed, social networks are Increasingly employed
and van be used both for local traffic, vath a delivery system,
and in connaction with postal and express freight to carry out
illegal distance selling.

Streetselling in some Iaige urban areas remains on the rise,
with growth in the use of illicit tobacco outlets (grocery stores,
bars or tea rooms). These types of trafficking involve both
organised 1etworks and multiple cases of ant” trafficking using
warehouses or ‘buffer’ storage boxes 1o break up goods at
distribution points.

Finally, in order to adapt to consumption practices, traffickers
are offering newtobacco products. In the last two years, there
have been numerous seizures of Snus, snuff and chewing
tobacco and heated tubacco. The share of these products

in consumption remains limited, but vigllance by Member
States is necessary, assome of these products have emerged
since the entry into force of Dlirective 2014/40/EU.

Today, tobacco trafficking is a major source of funding
and revenue diversification for criminal organisations.
This trend in trafficking is part of the ‘polycrime’
phenomenon mentioned above and the lines between
narcotics and tobacco smuggling are often blurred.

It should be noted that some criminal organisations

have abandoned drug trafficking in favour of the illegal
tobacco trade or have diversified their criminal activities.
Consequently, the use of violence appears to be growing,
with the presence of firearms discovered during several
tobacco-related seizures.

2 Snusisasmokeless tobacco product originating from Sweden Itismade
frem Anely greund mivacco mived with water salt and flaveurdngs 10s consumed
by facing a small pouch or losse wbacco under the upper lip where nicetine is
abeorbed threugh the gums The sale o enus i banned in most of the EU except
Sweden where s part of the cultural radition

3 Snuflis aform of finely ground tobacce designed Lo be sniffed or inhaled
through the nose
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Alcohol trafficking

The smugglingof alcohnl (heer, wine and spirits) within the EU
continues to be asignificant issue driven by transnational
organised crime. This llegal trade (s clesely inked to activities
such as mongy laundering and violence, The taxation and
movement of aluohol iInthe EU 1s sovemned by exuise resulations,
put indwidual Member States have the authonty to sef their
own excise rates in line with the EU framework, In orderto take
national economic and public health pricrities into wansideration.

As with tobacco products, there are significant differences

in excise duty rates across EU Member States, which creates
opportunities for smuggling, Forexample, in Sweden, the

excise duty on spirits 1s EUR 3,391.72 per hectolitre of pure
alcohol, whereas Bulgania's rate 1s EUR 562 per hectolitre,
These disparities create amajor incentive for illicit cross-border

trafflcking (Chart2).

The significant differences in excise duties between countries
create the potential for fraud, making alcohol trafficking a highly
profitable activity. The growing impact of alcohol smuggling
is putting pressure on EU and national budgets, contributing to
revenue [osses and fuelling erganised crime. Eforts to tackle
alcoholtrafiicking continue through enhanced cross-border
cooperation and stricter enforcemeant.

Although financial and tax issues vary for traffickers, there are

neverthelesstwo constants in theirwillingass to commit fraud:

— avoiding the payment of excise duties and intra-EU VAT,
particularly in countries with high alcohol taxation,

— the nature of the criminal response, zsthe risk s lower
insome Member States of the European Union and these
differences are exploited by cniminal organisations.

Moreover, aluohol trafficking s ofien Iinked to crganised criminal
activity and plays asignificant role in money laundering
schermes, frequently Intersecting with other it activities such
as tax fraud and undeclared labour. Theillegal trade in alcohol,
which bypasses taxes and regulations, s used as a method
tolaundercriminal proceeds while fuelling broader criminal
networks involved In tax evasion, hurnan trafficking and
financial crime.

Main trends in trafficking in alcohol products

Criminal organisations generally Inject the profits from this
illicittrafficking inte: the acquisition of businesses, particularly
in the food sector. Structured networks are nuw able to take
charge of brands sometimes known to large retailers,

There aretwo main types of fraud in this sector:

1) Operators presenting as legal businesses: these zre
generally authorised warehouse-keepers, but they also
recewve and/or send goodsvia legitimate declarations.
Thus, an ac.ompanying document can be used for several
dozens of different consignments. Originally, the aim of

the criminal organisations was to facilitate the smuggling of
alcoholic baverages to the United kingdom, where duties and
taxes on these products are particularly high.

Over time, this system has also been used by criminal
networks to distribute beers and spirts for consumption
throughaut the EU.

2) Clandestine parallel markets and alcohol smuggling:
Agrowing illicit market operates through clandestine
warehouses, where tempdrary storage and d irect resale —
particularly of spirits and beer — takes place. Fraudsters
transpert these goods by road from third Gountries, often
accompanied by asingle administrative document (SAAD),
which may net correspond to the actual carge.

Forthe transport of the goods, these criminal organisations
use the modus operandi of drug traffickers: the use of
geclocation beacons, open vehicles for thetransport of goods,
nocturnal arrivats of trucks, prepaid mobile phones, and false
Identities or exchanges in cash or criypto-currencies.

Alcohol smuagling netwiorks are highly organised , often
structured around community ties, particularly in the case of
clandestine warehouses.

Since buying and reselling goods Is 2 legally accepted
commercial activity, it can provide a convenient cover for
laundening profits from icit alconol sales. Additionally,
fraudsters may pre-empiively structure companies for
insolvency as a tactic to evade excise duty payments and
flnancial penalties.

4 ASMDIsadocument used In the European Unlon for tracking the movement of
exdse gooce {eg alechel wobacce and energy produces) within the EU under duty
SUSPENSICT AITAngamencs orin cerlain @&y exempt situations The SAA0 ensures
comnpliance with excise duly regulations and facilitales control by autherities
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Maodus operand|

criminal netwarks arganise the movermnent and distribution
of excise goods, using the tocls available for legal operations

Two methods are generally used:

1) With the compliaty of a registered consignee®, stugglers
pay excise duty in a low-tax country by means of false
acknowledgments of receipt issued In the Bxcise Movement
and Control Systern (EMCS), which s a digital system usad within
the EU to monitor the movemnent of excise suads under a duty
suspension arrangement, while the actual distribution of alcohol
ferconsumption fraudulently takes place on the black market
in a higher-taxed country.

2) Alcoholis moved within the EU under exclse duty suspension,
which allows for the temporary non-payment of taxes dunng
transpaort. Fraud occurs when a registered consignee falsely
declares the duty suspension process as completed in a low-or
high-tax country In reality, no exCise duties are paid, viclating EU
tax laws, Instead of being legally taxed and sold in the declared
destination country, the alcohol 1s diverted to the black market
in another hugh-tax country. This enables traffickers to profit by
evading taxes while explorting price differences.

The success of such schemes relies on the involvement

of foreign contractors, including transport companies or
intermedianes, who assist in falsifying documents, concealing
routes, or facilitating the illicit trade.

Traffickers commaonly use commercial/industrial arzas in which
to establish warehousesthat have nat been declared &s alushol
storage spaces. They also rent boxes or storage areas avallable to
the ganeral public, which sometimeas adjain food shops without
declared status. Leases are either held on behalf of controlled
companies oron behalf of persans wheo, In most cases, are
‘straw’ managers, generally from the same community.

Iraffickers mainly use hire vehicles when entering the territory
ofthe EU. heavy goods vehicles forthe transport of beers,
vans orcommerdial vehicles for the transport Of spirits,

The products seized are mainly beerand spirits such asvodka,
whisky, gin and rum,

5 Aregistered consigneeisa designalion under EU excise duty rules ILrefers to
anatural orlegal perscn autherized by 2 Member Stale (o recenve escise goods in
thalr temtory under a duty suspensicn arrangement Theseindmduals or encities
play a crivcalrele in the movement and taxation of excise goods such as alcohal,
lebacco andene rgy products
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In 2023, the French customs authority dismantled
a network of alcohel trafficking between France and
Germany. Significant quantities of alcohol and more
than EUR 1 million in cash were seized, an amcunt
which corresponded, according to the dealer, to
15 days of alcohol sales.

Example:

Accerding to the information gathered, some
networks were transferring tens of thousands
of euros each week to Luxembourg or

the Netherlands, taking care to fragment the sums
Lransoorted in order to remain below the threshold
of EUR 10 000 laid down by the FU ruleson

the cioss-berder L of capital. This moedus
operandi reveals the knowledge, at )

the bridge heads of the networks, of tools and
customs devices and their desire tc minimise

the risks of their cash being confiscated.
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Carthography of disparities in excise duties on alcoholic beverages within the European Union: wine
Chart2

Rate(s) Structure
Wine Standard Rate Still
Per hl (min. 0 EUR)

& EPC Cade: W200

400-500

200-300

100-200

50-100

1-50

; = a el
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Chart 2

Carthography of disparities in excise duties on alcoholic beverages within the European Union: liquors

Rate(s) Structure Ethyl alcohol
Standard Rate Per hl{min. EUR 550
or EUR 1,000 per hl of pure alcohol)
EPC Code: $200, $300, 5400, S500

. 5,000-6,000
. 4,000-5,000
. 2,000-4,000

1,500-2,000

1,000-1,500

500-1,000

Alcohol fraud is often characterised by large-scale cash
movements. Using France as an example, a complete
semi-trailer truck has a load capacity of around 20 000
litres of beer. For goods worth EUR 45 000, the amount of
excise duty due is EUR 9 500, plus a 209 VAT rate, which is
not returned in smuggling cases. The net profit for criminal
organisations in terms of unpaid duties therefore amounts
to nearly EUR 18 500 per truck.
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Furthermore, some individuals specialise in the role

of ‘hidden banker’ responsible for lending members

of the ‘community’ the money necessary for the purchase
of goods or the rental of clandestine warehouses.

Lastly, networks use complex financial circuits via shell

companies to launder the money generated by trafficking.
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Energy products

The EU faces significant challenges in addressing fraud related
to energy products, which are a major source of excise duties,
This type of fiaud Involves the illegal manipulation of excise
rules to evade tazes on fuels such as diesel, petiol, and heating
oll. Itincludes practices such as mislabelling fuel to benefit from
lower tax 1ates, smuggling untased products acioss borders,
and diverting industrial fuels for ilhcit sale as road fuel.

These activities not only lead to billions of euros in lost revenue
annually but also distort market competition and undermine
environmental policies.

Threats to energy products can be considered in two main
categolles of modus operandi: the evasion of fuel taxation
and the evasion of biofuel taxation.

Evasion of fuel taxation; designer fuels

The smuggling of petroleum products is a significant cancern,
often involving products misdeclared as industnal oils or
lubricants but used illicitly as motor fuel. These are commonly
referied to as ‘designer’ fuels, which are specifically engineered
blends of hydrocarbons designed to exploit loopholes in excise
duty regulations.

Designer fuels are chemically altered or falsely labelled to fall
under lower-tax categories (e.g. industral or heating fuels).
Despite their classification, they are ultimately used as motor
fuels, evading the higher excise duties that apply to road fuels.

This fraud involves various strategies to conceal the true purpose

and destination of excise-duty-liable fuels:

— false transport documents: products are misclassified on
documents such as the CMR, avoiding the legal requirement
for an accompanying excise duty document;

— hidden compartments: tanker trucks are equipped with
hidden compaitments to srmuggle untared fuels;
industnal oils misuse: oils initially classified as industrial
escape energy taxation but are later diverted for fuel use,
making them subject to excise duties.

These diverted industrial oils are:
used by transportation companies to reduce costs;
— distributed via illegal service stations, particularlyin
Eastern Eurcpean countries and Spain.

Other fraud techniques exist in relation to fuel taxation.
Here, fuels with preferential tazation (e.g. ienewable natural
gasidentified with red dye and a tracer) can be used for uses
other than those regulated by law. This is abuse of preferential
taxation.

Evasion of taxation of biofuels

The incorporation of biofuel qualifies for a suspensive tax regime.

This isan ecological incentive for industry to use biofuels,

4

Following a dispute in 2021, French customs
finalised an investigation on a transnational
organisation smuggling designer fuels in 2024:
lubricants entered France’s national territory
through a complex k of shell companiesin
France and abrao r improper use in carburising,
mainly by road haulier :
professionals.

Example:

In addition to the smuggling of more than

30 000 hectolitres of road diesel, the criminal
organisation also benefited from an undue
refund of the excise duty on energy, ultimately
bringing th intof duti

to EUR3

This kind of trafficking is car
structured criminal organisa
example, from Eastern Europe).

on networks (for

However, these measures are being misusad in a number of

ways:

— under-incorporation fraud: a higher percentage of
biofuels 1s reported than the amount of bicfuel actually
incorporated in order to fraudulently benefit from the
suspensive tax regime.

— over-incorporation fraud has also been observed. More
biofuel is incorporated than reported, allowing biofuel
incorporation certificates to be marketed. Il
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enewable
with the aim of g i cfuel
ation certificates. It rescld the resulting
ayers in the sector incor porating
, thereby circumventing fuel
legislation. In addition tc the tax consequences,
this fraud alsc led to serious defects in the quality
of fuels released for consumption.
In addition, to benefil from the suspensive tax

with biofuels, the 1 lations
aoility

within the meaning of the Directive could not
benefit from it.

The traceability of biofuel componentsis therefore
a major issue for custorns administrations.
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The volatility of fuel prices, coupled with the weakening
of the road transport sector, has resulted in an increased
risk of fraud at European level, involving the smuggling of
designer fuels orthe abuse of preferential taxation.

The European objective of decarbonisation and the energy
transition also lead to an increase in demand for biofuels,
always with the risk of generating new types of fraud.

ildobesStack
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Excise fraud involving alcohol, tobacco, energy products and
other goeds subject te excise d uties remains a significant and
evolving challenge for EU customs authorities.

Fraudulent practices such as counterfet alcehol preduction,
untaxed cigarette smuggling, the misuse of designer fuels and
schemes expleiting renewable energy products are becoming
increasingly sophisticated. Criminal networ ks take advantage
of regulatory disparities between Member Stales, develop
intricate smuggling routes and leverage digital tocls to stay
ahead of enforcement efforts

In the years ahead, the shift towards greener energy sources,
the growth of e-ccrmmei ce platforms facilitating the trade

of untaxed and counterfeit goods and the high demand for
heavily taxed products such as alcchol and tebacce are likely
to create new opportunities for fraud. Customs authorities
will need to stay vigilant, investin modern technologies,
strengthen cross-berder collaboration and develop targeted
strategies to counter these evelving threals effectively.

2025 | EN | CUSTOMSTHREAT ASSESSMENT | 61

5858/25
ANNEX

JAILL

www.parlament.gv.at

62
EN



CUSTORS THELA A5SESSMEN] |

5858/25
ANNEX JALL

www.parlament.gv.at



https://www.parlament.gv.at/pls/portal/le.link?gp=XXVIII&ityp=EU&inr=29843&code1=RAT&code2=&gruppen=Link:5858/25;Nr:5858;Year:25&comp=5858%7C2025%7C

Firearms & explosives

legal firearms are widespread and easily accessible 1o criminals
acmnss Europe, creating significant challenges forthe EU
In addressing cross-border traffiching. To combat firearms
trafficking, authorities have implemented a range of measures,
such as tighter regulations, enhanced border controls and
improved international vooperation. However, the complexity
of the problemn continues to puse senous risks to the security
of EU Member States and their citizens.

Ihe EU-fundead international research project TARGET?,
conducted by the Flemish Peace Institute in Belgium, has
examined the impact of firearms trafficking on gun violence
within the EU. The research highlights that this illicit activity
plays a major role in fuslling cnminal and terrorist violence.
As illegal firearms bew me mare readily available, it contributes
toadangerous ‘arms race’ among criminals, escalating gun
viplence and increasing danger to the public.

In addition, the 2023 Small Arms Survey?, conducted by a Swiss-
based research institute, has drawn attention to the growing
threat posed by privately manufactured firearmns In Europe.

These weapons are often assembled by exploiting gaps In
national firearms regulations and by producing critical parts
that are stherwise unavailable for purchase. The problem is
compounded by the increasingtechnical sophistication of these
firaarms, which makesthem mora difficuli to detect and control.
This trend 15 becoming a R:glz:fl(.:ﬂr]l concem acruss the EU, as
seizures of such weapons continue to rise.

Inthiscentext, European custemns authisrities play a crucial
role in potecting the EU from the Influx of illegal fireams.

Customs authonties’ role in detacting and preventing the
illegal trade in firearms 1s vital to disrupting cnminal networks
Involved In arms trafflcking. Through theirvigilance at border
checkpoints, they help prevent illegal firearms from reaching
crirmnal groups, reducing the potential for gun violence,

By doing sn, customs authonties contribute to the overall safety
of society and to the well-being of EU citizens. playing a pnvotal
role in preseraingthe integnty of the EU's securfty infrastructure
and economy. Their cooperation with vther international
bodies also strengthens the EU's capacity to tackle the global
challenge of firearms trafficking,
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Trends and threats

Chart 1

Total number of sized firearms and ammunitions, EU, in pieces

6,496
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1,400,451

404,089 250,112
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483,909
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2023

2023
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Inits report on illicit trade?, the WCO notes that firearms are
trafficked across land borders in vehicles and sea containers.
Ammunition and component parts have generally been seen
in passenger baggage, mail and courier shipments.

Modus operandi

The available data and information indicate that the current
threat of smuggling of firearms and explosives to the EU can
be categorised into three types:

Smuggling of weapon parts in postal and express parcels

The smuggling of firearm components through postal and express
parcel services has become a widely recognised tacticin the EU.
The growth of online markets, particularly on the dark web, has
made it easier for tiaffickers to acquire these components and
circumvent traditional regulatory mechanisms.
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Authorities have intercepted numerous shipments containing
essential firearm parts such as barrels, tuggers and magazines,
dermonstrating the scale of the 1ssue. These components can
easily move actoss borders unnoticed, especially when they
are shipped as separate parts, avoiding direct classification
as complete firearms.

Discrepancies in the legal status of firearm components
across Member States create vulnerabilities that ciminals are
quick to exploit. For instance, items that are tightly regulated

in one country might face less stringent controls in another,
enabling the illegal assembly of firearms and the presence of
arms exchanges in several EU countries.

Smuggling of firearms from post-conflict areas

The supply of firearms from post-conflict regions, particularly
the Western Balkans, has been a well-documented issue for
decades. Since the violent conflicts of the 1990s, this region
has been a major source of pistols, assault nfles and military-
grade explosives entening the European Union. The legacy

of these conflicts continues to fuel the lhat trade in arms, as
large stockpiles of weapons, accumulated during the Cold War
remain in circulation.
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EXAMPLE:

THE NETHERLANDS -
SMUGGLING IN EXPRESS PARCELS

In 2021, Dutch Customs received intelligence

which gun parts such as slide
e sent from the US to an

Combined with frames from Austria, complete
Glock pistols and AR-15 assault rifles were
assembled in the same way by the same
perpetrators. The investigation led to arr

ire of the exten
receive parcels and forward money. More than
150 shipments of gun parts we uded in
the investigation with false declarations and as
low-value items

and
e use of minors to

These firearms are typically smuggled inte the EU by road, often
concealed within vehicles to evade detection. This smuggling
follows the basic principles of market demand and supply,
with organised ciiminal groups exzploiting these stockpiles to
meet the demand for illegal weapons across Europe.

According to the Flemish Peace Institute and its EU-funded
project 'TARGET', the Western Balkans continue to be a
central hub for the trafficking of conflict-related weapons.
The political instability and armed conflicts of the early 1990s
led to vast quantities of military-grade firearms landing in
civilian hands, further exacerbating the problem of illegal
weapons trafficking across Europe.

This persistent issue underscores the importance of
coordinated efforts between EU Member States to combat
the trafficking of firearms and explosives from conflict
affected onst,

4 Duquet &Vanden Auweele, Targeting gun violence & gun trafficking in Europe,
Flemish Peace Institute, 2021

Conversion of firearms

The threat of de-activated firearms being re-activated and of so
called 'gas/alarm pistols® being converted is still urgent. The
EU Directive® has not succeeded in preventing the conversion

of blank-firing pistols.

Sweden, which is struggling with widespread gun violence,
has highlighted the problern with converted firearms for a
long tirne. In a study conducted by the Swedish Police in 2021,
it was estimated that 36% of all pistols seized in criminal
environments in the greater stockholm area in 2020 were
alarm and signal weapons and that at least 18%
of all shootings in the area were conducted with converted
firearms. Since 2020, at least eleven murders in Sweden have
been committed with converted alarm and signal weapons.
An additional 50 converted fiearms can be linked to cases
of attempted murder or plans to murder. Over the e of
three years, from 2021 to 2023, a total of 444 converted alarm
and signal weapons were seized and submitted for technical
examination in Sweden.

convert

Weapons are often smuggled into EU countries through
variousillegal channels, particularly via land or postal routes,

Before the 2017 amendment to the EU Firearms Directive,
blank-finng weapons could be pu C illy in many
Member states without the neec stration. The EU
Drective was amended to address the problem of conversions
fromn blank-firing to live-finng weapons. Some Member States
have been slow to implement these rules. In its 2020 action
plan on firgarms trafficking, the European Commission noted
that converted firearms are the fastest growing firearm
related threat in the EUL.

Moreover, the Swiss-based institute Small Arms Survey published
astudy on the conversion of firearms in 20187, The study found
that the two main types of convertible firearms in the EU are
Slovak-angin de-activated firearms and Turkish-manufactured
alarm handguns. The souice of the problem of deactivated
firearms that could easily be reactivated addiessed in the
2017 adaptation of the EU Firearms Directive with technical
standards for deactivation.lll

S Gasfalarm pistols are firearms designed primarily to emit a loud sound or

alarm, often used for self-defence orsignalling purposes. They are commaonly
used for perronal protection and in some situations, to simulate the sound of
gunszhots without finng actual projectiles. Thete pistols may reremble real firearms
in appearance but are typically not capable of finng live ammunition. Instead, they
release a gas, such a3 CO2, tocreate a loud noize when the tngger i pulled

6 European Union Firearms Directive (Directive 91/477/EEC). The 2017
amendment (Directive (EU) 2017/853), sought to strengthen regulations on these
weapons, including tighter controls on deactivated firearms and blank-firing,
pistols, butchallenges persitin fully elminating the risk of conversion

7 From legal to lethal, converted firearms in Europe. Small Arms Survey 2018
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SWEDEN - SEIZURE OF 3D AND
CNC-MANUFACTURED GLOCKS

Swedish Customs identified two parcel shipments
from China centaining 20 barrels and 20 slides for
Gleck handguns, falsely declared as a "mechanicaf

tinjector v body " and a “stainless steel
trough". Forensic examinations concluded that
the weapcn parts were CNC-manufactured® and a

ewith

a CNC-manufactured barrel and slide was test
fired and found Lo be fully functional.

The suspects had purchased weapon parts,
exploiting differencesin firearms legislaticn
within the EU, and scurced the missing parts
from machinery companies in China, shipped and
declared as' stainless steel housing’, ©
lastic metal models’, iron steel blocks’, or ‘b
ricultural machinery’. At the same ti f

suspects had made several purchases fro

majer US-based weapcn parts dealer with

an cnline business and local presence in Eurcpe.
This case also involved shipments frem a company

based in
printing and

hat provided “high qu
C-manufacture on dema
had ordered numerc

. The main sus;
years in prison on severalcounts o
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FINLAND - EXTERNAL EASTERN BORDER
WITH THE RUSSIAN FEDERATION

Histerically, the number of firearm seizures at the
Finnish-Russian border has been modest compared
to other EU countries. This trend has become more
pronounced since COVID-19 restrictions were
impesed and has continued after Russia’s full-scale
invasicn of Ukraine.

Following the

measur g denying entry

citizens and suspending most cargo traffic by
closing its state border with Russia.

As a result, smuggling via the land border has
eased. The majority cf firearm
ccur threugh postal and

Befere the border closure, Russian citizens often
used Finnish postal services tc receive parcels,

but this channel has effectively been cut cff due

to the ongoing restrictions. This shift highlights

the changing nature oftrafficking routesin response
to international security developments and
natienal pelicy changes.

ish customs

@Tullvarket - Swe
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Given the problem of the availability of post-conflict firearms, the ongoing war in Ukraine is likely,
in due course, to create a new supply of post-conflict firearms in the EU for decades to come. As
long as the war is continues, it is reasonable to assume that most firearms will remain in Ukraine.
The extensive supply of firearms with limited, if any, controls is likely to create huge stockpiles

of firearms beyond government control. Given the experience of the Western Balkans, it is fair to
anticipate a similar modus operandi of firearms smuggling into the EU.

The EU Firearms Directive has not achieved its intentions and needs to be revised in order
to secure harmonised legislation across the Member States and finally end the conversion and
re-activation of blank-firing and de-activated firearms.

Moreover, in response to the growing concerns about firearms trafficking and the need for
harmonised legislation across EU Member States, the Council adopted Regulation (EU) 2025/41
of the European Parliament and of the Council of 19 December 2024 on import, export and
transit measures for firearms, essential components and ammunition. This new regulation
introduces harmonised and digitalised procedures across the EU to enhance the traceability of
civilian firearms, strengthen cooperation between national authorities, and ensure that firearms
exported from the EU are not diverted to illegal markets.

The number of privately manufactured firearms, where gun parts are purchased in order to
exploit differences in gun legislation and complemented by manufactured parts, for example
CNC-manufactured barrels, is likely to continue to grow. The global flow of express parcel goods
creates huge challenges for customs agencies.
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Environmental

Environmental crime involves illegal activities that harm
ecosystems and deplete natural resources, such as illegal
logging, wildlife trafficking, pollution, and hazardous waste
dumping. These actions not only damage the environment
but also endanger human health and hinder economic
developrment. Environmental crime has emerged as the fourth
largest corminal activity worldwide, growing annually by 5% to
7%, with global losses estimated to range between EUR 80
and 230 billion*,

A significant form of environmental crime is illegal waste
trafficking, which includes the unlawful tiansport of hazardous
waste to countries with weaker regulations. This leads to severe
pollution and health risks for local communities, while also
causing the loss of valuable recyclable matenals, including
metals such as copper, old, and platinum from electronic waste.

Combatting illegal waste trafficking is vital to prevent
environmental contamination and ensure proper waste
management. Criminal organisations often exploit regulatory
gaps and weaker environmental standards in other countries,
resulting in illegal waste dumping, fires and improper waste
disposal. Recycling costs in the EU, for instance, are higher
than the cost of shipping waste to countries with looser
regulations.

Customns authorities play a crucial role in stopping illegal
waste trafficking by monitoring shipments, inspecting cargo,
and ensuring compliance with national and international
regulations, such as the Basel Convention®. By using screening
technology and conducting risk analysis, customs officers can
detect suspicious shipments and prevent the movement of
illegal waste. Traffickers often try to evade the law by falsifying
documents, making the expertise of customns officers essential.

The importance of addressing this issue is underscored by
the new EU Regulation 2024/1157 on shipments of waste,
which strengthens waste shipment contiols and enhances
cooperation among Member States to combat illegal activities.

In parallel, the trafficking of protected species and wildlife
remains a significant concern. The EU 1S a primary taiget for
the illegal wildlife trade, which involves smuggling endangered
animals, plants and their dernvatives across borders. This type
of environmental crime not only threatens biodiversity but
also undermines conservation efforts globally.

. " . g —
compliance-assurance/environmental-crme-directive_en
2 TheBasel Convention is an intemational treaty aimed at reducing the movement
of hazardous waste between nations, particularly to prevent the export of hazardous
watte from developed to lest developed countnes, itwas adopted on 22 March 1988,
in Basel, Switzerand, and came into force in 1992

crime

Customs authorities in the EU are increasingly involved in
detecting and intercepting such shipments, utilising advanced
technologies and International cooperation to combat
wildlife trafficking. Despite these efforts, the scale and
profitability of the Illegal trade in endangered species present
ongoing challenges for enforcement agencies.

Both waste trafficking and wildlife crime underscore the critical
role of EU customs authorities in protecting the environment.
Given the increasinly sophisticated methods used by ciminals
and the dynamic nature of environmental crime, customs
authornities must continue to adapt and strengthen their
efforts to safeguard both ecosystemns and international laws.

Waste trafficking

Trends by nature of goods

The analysis of Member States’ replies to the CTA questionnaire
on waste trafficking, shows that waste electrical and electronic
equipment (WEEE), plastics and vehicle parts have generated
the most seizures involing waste trafficking. Therefore, the focus
is placed on these types of goods.

WEEE

The illegal disposal of WEEE is a growing phenomenon, given
the complexity and cost of correctly disposing of this type of
waste. Some electric and electrical equipment is classified

as 'dangerous waste' (e.g. equipment with particular types of
electnic capacitors). Itis estimated that the average disposal
price of WEEE in Europe is between EUR 0.30 and

EUR1 per kg? (depending on the nature of the WEEE),

whereas in Africa, the price is estimated at under
EURO.10perkg.
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The estimated cost in Africa reflects less regulated management,
with much equipment ending up In open landfills, However, the
human and environmental cost of this disposal 1s much higher,
dueto gross recycling neglact and serious health risks for local
workers.

Organised crime takes a great interest in thiskind oftrafficking
duetn low-cost disposal and the possibility of reselling

the collected metals (gven preclous ones) on the black market
to finance its activities.

e

WEEE SEIZURE, DESTINATION
SINGAPORE, DURING JCO
DEMETER VIII

The WCO's Demeter JCO isa key initiative
aimed at tackling theillegal trade of hazardous
waste, czone-depleting substances (ODS}, and
substances that contribute to glebal warming.

During JCO Demeter VIl in October2022,
acustoms declaraticn for the export 6f 129,440 kg
{net weight, packed in five containers}
of 'scrap or cut-of-use equipment’ (HS cede
85480090}, destinated for Singapore,
was presented to the customs office in Genea.
An inspection revealed the presence of old
servers and cther decommissioned IT
equipment but, according to the documentation,
the Singapore consignee wasonly authorised to
recejve melals and vehicle waste. After an email
exchange with the Singaporean authorities, it was
confirmed tha consignee was not autherised
= the aste, because it lacked ]
ence for WEEE disposal facilities and prior
approval frem the local importer.

The competent prosecutor’s office was then
informed and the shipment was seized.
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PLASTICS

The volume of plastic waste has proliferated globally over the
past three decades and the market for plastic waste 15 complas.
until new regulations to reduce plastic consumption are fully
enforced, plastic waste will remain amajor environmental issue

and customs authorities must not let their guard down.

EXAMPLE: PLASTIC WASTE SEIZURE,
DESTINATION UNITED ARAB EMIRATES

In July 2024, a company declared the export
from France to the United Arab Emirates
of 35 980 kg (gross weight) with HS code
39159070 to the customs office of Antwerp.
led that the geods
d cf PU foam from used mallresses
whichis i to be waste. The export

of waste is prohibited Lo the United Arab
Emirates. The two containers were returned
to the sender under the supervision of the
Belgian environmental inspection team.

An official report was drawn up.

VEHICLES AND PARTS

The phencmenon issimilar to that of WEEE and is mainly

directed tcwards African countries.
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Trends by route and mode of transport

2. Exploiting regulatory gaps: traffickers rmay target countries
withweaker environmental laws and/or less dringent enforcement.

The main destination regions are West and North Africa and Waste 13 often sent to developing countries, where it 1s cheaper
South-East Asia. The results of joint actionssuch as DEMETER  to dump or dispose of improperly, posing significant

by the WCO show that waste 1s mainly trafficked by sea or envirenmental and health risks to local communities.

road. Regarding the routes, the data from this operation

showed that most of the seized goodsongnated in Europe, 3. Misdeclaring waste for recycling or reuse: Waste may be
with destinations in Europe, Asia and Afnca. More speaifically,  falsely declared as recyclable materials or raw goods destinad
ozone-depleting substances and hydrofluorecarbens were for reuse, Once it reaches its destination, it 1s often dumped or
mostly seized in Gambia and Bulgana, although the largest burned at (llegal sites without proper treatment ordisposal,

seizurewas carned out in laly. Most plasic wastewasdestined  causing severe pollution,
for European countnes, while metal waste was destined for
Asia and end-of-life vehicles and machinery for Africa. 4, Hidden shipments: sometimes, traffickers mix illegal waste

Modus operandi

with legal shipments of goods or conczal itwithin legitimate
cargo. This makes itharder for authonties to identify and
intercept the waste during inspections.

In terms of the possible concealment method, on average
the results showed a certain conaidence between thedeclared 5. Smuggling across borders: some traffickers bypass custorms

and observed HS code, with some exceptions.

altogether by smuggling waste across bordersvia unmonitored
routes, using small vehicles, trucks or ships to avod detection.

Forevery waste category, the trafficking process usually This method is often used for hazardous or highly toxic waste.

follows several key steps:

1. Falsification of documentation: waste traffickers aften
disguise hazardous or non-compliant waste as harmless

matenals by falsifying shipping documents, mislabelling the
contents, orunder-reporting the quantity or type of waste.
This allows them to pass through custems and other

regulatory checks without detection.

Degaie- italian customs

BAgenzia

Main destination regions

e Region of origin
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EXAMPLE:
SEIZURE OF WEEE AND DISCARDED
TYRES, DESTINATION SENEGAL

In November 2022, an import-export company
declared the export to Senegal of 18,000 kg
(gross weight) of goods, with different HS codes,
to the customs office in Malpensa:
- used fridges, HS code 84182900;
- televisions, HS code 85285291,
- bicycles, HS code 87120030;

tchen stoves, HS code 73211190;
- furniture, HS code 94036090;
- used tyres, HS code 40122000.

Given the packaging and storage methods
of the refrigerators and tyres, they were
considered waste. The competent pros

office wasinformed and part of the shipment
(16,480 kg of tyres and fridges) was seized.

utor’s

Trafficking of protected species and wildlife

The role of custorns autharities is also critical in enforcing

the Convention on International Trade in Endangered >pecies
of Wild Fauna and Flora (CITES). Custorns authanties monitor
and inspect shipments at borders to ensure that any trade in
wildlife adheres to CITES regulations. This involves venfying
the documentation requited under the Convention, such as
permits and certificates, and intercepting illegal shipments
of endangered species or their derivatives. Customs agencies

work closely with other national and international authorities,

including environmental enforcement agencies, to ensure that
species or items protected by CITES, such as ivory, reptiles,
and exotic plants, are not smuggled across borders.

Number of infigements of the CITES fraud
Chart 1

4,576
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Environmental crime I1s becoming an increasingly critical issue for European customs authonties,
extending well beyond the established concerns of waste trafficking and CITES violations.

In addition to these, other illicit activities, such as the illegal trafficking of refrigerants like
hydrofluorocarbons (HFCs) and ozone-depleting substances, regulated under EU Regulation
573/2024, are emerging as significant threats. The illicit trade in these substances not only poses
environmental risks but also exposes regulatory gaps in enforcement.

Furthermore, EU customs authorities are facing new challenges due to the introduction of the
Carbon Border Adjustment Mechanism (CBAM). Designed to prevent ‘carbon leakage’, CBAM
imposes tariffs on imports based on their carbon footprint, thereby ensuring that EU climate
policies are not undermined by companies relocating to jurisdictions with weaker environmental
standards. As this regulation evolves, customs authorities will need to address potential attempts
to bypass the system, such as falsifying carbon emissions data or misrepresenting product
certifications. This highlights the growing importance of customs authorities in combatting
environmental crime and enforcing the EU’s environmentaland climate regulations.
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The document was coordinated by France and the topics were led by
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