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Brussels,

RSE
Opinion

Title: Impact assessment / Cybersecurity Act review

Overall 2" opinion: POSITIVE WITH RESERVATIONS

{A) Policy conlext

The EU Cybersecurity Act Regulalion §C5A) 2019/831 established a comprehensive
frameworle tor cvbersecurity in the EL.. The regulation transtornned ENISA into a
permanent agency tasked with operational cooneration, crisis support, and managmg the
' curity cerlification ramework (ECCF). The ECCF was designed e harmon

and
providers the possibility o

obtain a single, recognised certificate valid across all Member States, Uver time EMISAs
responsibilities have expanded.

WE

sinplify cybersecurity certification acrass the E11L givin

The Commission 15 reviewing the CsA to ensure that the ENISA’s mandate. the
certification svstiem and the overall framework continue w0 bz effective, proportionate,
business-friendly. efficicm for the wmuch more comples end dyvnamnic cyborseourily

enviromment.

(B} Summary of findings

The Board notes improvements to the revised report responding to the Board's

previons opinion. |
eVeEer, 5 OnfaIng § t shortcomings. ) ves §

However, the report still contains significant shortcomings. The Doard gives a

positive npinion with reservations heeause it expecis the TG o reciifv the followinge

aspects:

(1) The report does not provide sulfiviently clesr aml robust estimates of ”Il‘l
benefits of the intervention.

(X)) The report is unclear about the problems and impacts related o the |
simplification measures targeting the NIS2 Directive.

L= BrazcllessQrssel B 2000 L BT 432319001
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{C) What tp improve

{13 The report should Turther specifv key concepts and parameters of the initiative
along two axes: the distinetion and interplay belween lechnical vs non-technical
cybersecurity risks, and the mandatory ws non-mandatory application of 1he
propused measures aeross the policy options.
The report should provide more inforcative and mors granular estimates of the
benefits antictpated from the intervention, meluding avoided cvber incidents, Tn
should further analyse the main types of inciderts {malicious vs non malizicus,
technical vs non-technical ris<s cie), and their distribution. To the extent possible,
the probabilities and costs of the diverse types of such cyvber incidents neel 1o be
transparently quantified. The report should better substantiate the estimates o
I'a' SLET rEcOvel
s, An improved assessment of aveided costs and benelits for companies
-.nI:I be uszed as a basis for a strengthened analysis of sffectiveness. efficiency
and eompetitivencss,
(3) Claims regarding the effectiveness and efficiency of the interventinn need 1o
reflect any limitations and uncertainties in the analysis of benefits and costs. The
assumptions and estimates underlving the main costs shoold be subj t
sensitivity  analysis,

(2]

v times. It shonld betler demonstrate the added value of measure on

{4

()

'he report should
clearly outline the current scope of the tasks of ENISA and the scope of COCE
and better demonstrate any identitied paps. The report should better distinguoish

problem drivers related w the Ivplementation ard management from thosz refated

e
(| ort sho nelvse the prablems. and | |:":1hl :m drivers rolated o the
u|mpl| ication of NIS2, The report st would t 11<|1 J"ﬂ[]v itling possible measures

including changes in the scope and essess how these measures would reduce costs
for companies and what the impacts on cybersecurity would be.

(8) The report should further address the most significant gaps concerning
adminisirative costs and cast savings, ensuring comprehensive o
husinesses.  Transparent  classification 15 nesded, distinguis
compliance amd adiminisirative coste. All costs should ke categ
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comparative manner, respecting distinctioms  between one-offrecurring  and
annualfover 5 vears ¢osts.

(M The report should be reduced in length, aveiding repetiticons, in line with better
regulation requirements.

(DY Conclusion

The TG musl revise the report in accordance wilth the Board's findings befure
launching the interservice consulration.

Full title

Reference number

Revision of the Cvbersecurity Act

PLAN/202472519

Submilled o RSE on

16 Octoker 2025
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Written procedure
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Brussels,
REB

Opinion

Title: Impact assessment / Cybersecurity Act review

Overall opinion: NEGATIVE

(A) Poliey context

The EU Cybersecurity Act Regulation (CSA) 2019/881 estaklished a comprehensive
framework for evbersecurity in the ELL Thz regulation transformed ENISA into s permancnl
cy Iaskued with operational cooperation, crisis suppoct, and managing the cybersscurity
certification framework (FCCF). The ECCF wis designed (o harmonise and simplify
cybersecurity certification across the EU. giving providers the pessibility 10 obtain a single,
recugnised cerlificate valid across all Member States, Over time EMNISAS responsibilities
have expanded while many stakcholders have found the eertification svstem too complex,
too slow and too costly.

The Commission is revicwing the CSA (o ensure that the EMISA s mandate, the certification
svstem and the overall framework continue to he effcetive, proportionale, business-Triendly,
eiMicient for the much more complex and dynamic cybersecurity enviroament.

By Kev issues

The Brard nntes the additional information provided and commitments 10 make
changes to the report.

Hawever, the Buanl gives a negative vpinion becanse the report contains the follawing |
serious shorrcomings that the lead Serviee musl adilress:

(1) The report insufficiently defines the key concepts and scope of the initiative, and
the application of ils measures within the regulatory landscape.

(2) The report does not sufficiently explain the proposed changes to the mandate of
ENISA and the reform of the EU certification framework.

(3)

(4} The report does not provide robust estimates in the analysis of costs and benefits,
Itis also wnclear about the simplification potential of the measures targeting the
NIS2 Dircetive.
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{(C)Yy What to improve [

(1) The reporl should clarily the key concepts snd parameters ol Lhe iniliative along two |

axes: the distinetion and fnterplay hetwean technizal vs non-technical eybersecurity cisks. |
both of wiich the report 5! 10||Id define, and the mandalory vs non-mandatory q.].ch.aLm |
the proposed measures across the po k)’ options, While in I}JL scope of the revision. |
it should also better explain the different changes to the L.x::ﬂ."g_{ measures across cclevant

[ezislation

(2) Gi e shorteoming s laid down in the evaluaton ol the ENISA lunctoning, the neporl
should hfne. gxplain their roet cavses. end evolving needs af'the stekehalders in the changed
cvbersecurity hqu g, It should demonstrate how the proposed sxpanded mandate wil
ork, and whal will warrani the suceess, The report should elearly deseribe the intervention
logic regarding all main changes, including relatec to aperational support, skills, camification
and standardisation.

{3) The report should betier analyse the added value of enhanced EU-level action ‘neluding
the changes of certification under the varicus options. The cost effects of iIntroducing more
far-reaching certification schemes nead o be asscssed.

in terms: educing the prok
i be more robust. Extrapolati

an average costofa single type ol ineident

ity and impact

(0 the report™s assessiment of the benehits, |
cns from a single

of varlous cyber-incidents oceurring, shou
lype elincident should be avoided. The analysis of
should be replaced with a mere graaular approach takmg mto account various typss of
cidents (malicious vs. neon-malicicus, technical vs. non-techrical risks ete), their
dislribulion and different costs, All assumplions for caleulations need 1o b
and their robustness and related uncenainties assessed. Costs to companies for all aptions |
need o be Irand sarently quantified and what the costs of differing ovpes of cvber incidents |
MDA

sl

might be, 11 alsos I
Tvpes, might encounter ’-p‘c ifie tvpes of incidents. (that entail different cost). An
ent of costs to companies should 2e used as a is Tor a strengrhened
tiveness

ceds Lo be better assessed what the probability is that tvpical

ot different
improved ass
analysis of compoli

srepart shonkd iransparently analvse the sxient lo which the simpli Reation measore
T1| geting MISZ could reduce costs for companies. in particuiar the ShEs, reluding against
the bac I-.dr:'p of mandatory certification would be cost-inducive, and other possible costs
enlioned ghove, 1 shenkl beiter assess the simplification chls leading tooa highor degres

[ -:-I harmomisation of the ey bersecuriny | anagemenl measuies.

=
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(8} The report should be ens concise selt-standing document in line with batter regulation |
requircmenls, legible and aceessible to the non-specialist reader. [
Some wiere eehnicel comments have been sent divectiv ta the aubor Service, [

(L Conclusion

The DG must revise the report in accordance with the Board’s findings and resubmit
it for a final RSB vpinion.

Full title Revision of the Cybersceurity Act

Rulorence number PLAM/2024/2819

Submitted to RS0 on 27 August 2025

| Date of RSB meeting 24 Scptember 2023

B Electranically sigrec on 131102025 1412 (UTCHIL) inaccordance with Ailicle 11 ol Commission Decision (U7 20212221
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