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Interinstitutional Cybersecurity Board 
(IICB) 

Annual Report 2024 
 

The present document incorporates the annual reports due from the InterinsƟtuƟonal Cybersecurity 
Board (IICB) respecƟvely to the European Parliament and Council, and to the European Commission, 
pursuant to ArƟcles 10(14) and 25(1) of RegulaƟon 2023/2841.  

This document was prepared by the IICB ExecuƟve CommiƩee and, following a discussion during the 
IICB MeeƟng of 29 November 2024, submiƩed for approval by wriƩen procedure on 4 December 2024, 
and adopted with decision n° IICB/24/D015 on 18 December 2024. 
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Foreword by the IICB Chair 
 
In an increasingly tense geopoliƟcal environment, in which the European Union insƟtuƟons, bodies, 
offices and agencies (Union enƟƟes) are targeted by threat actors exploiƟng technical or human factors 
to advance on their poliƟcal or criminal agendas, cybersecurity of the EU public administraƟon is a 
priority. It must be addressed through coordinated efforts among all Union enƟƟes, in a 
comprehensive approach focusing on preparedness and resilience. 

With this objecƟve, RegulaƟon 2023/2841 entered into force on 7 January 2024, seƫng the 
framework for cooperaƟon among all Union enƟƟes and with CERT-EU, and driving the 
implementaƟon of the criƟcal mission towards enhancing cybersecurity among Union enƟƟes. 

The RegulaƟon created an InterinsƟtuƟonal Cybersecurity Board (IICB) responsible for monitoring 
and supporƟng its implementaƟon, as well as for providing strategic direcƟon to CERT-EU. The tasks of 
the IICB include annual reporƟng to the European Parliament, to the Council, and to the Commission 
on the progress achieved by Union enƟƟes regarding their obligaƟons.  

It is my privilege and honour to present the first report today, which will contribute to the biennial 
report on the state of cybersecurity in the Union as foreseen in the NIS 2 DirecƟve, reinforcing the 
message that cybersecurity of the Union enƟƟes is of the utmost importance for a well-funcƟoning 
European Union. 

In its first year, the IICB focused on establishing its structure and ways of working, at the same Ɵme 
ensuring that enough aƩenƟon was given to tangible operaƟonal measures supporƟng the Union 
enƟƟes in responding to their obligaƟons, and to idenƟfying further challenges ahead. The IICB has 
established its reputaƟon as a serious and trustworthy actor and has set a solid ground for the next 
steps of the implementaƟon of the RegulaƟon, with important milestones coming in 2025. 

It is now paramount to maintain the high level of engagement, and to provide Union enƟƟes and 
CERT-EU with the necessary means to pursue their respecƟve missions. Ensuring a high common level 
of cybersecurity across all Union enƟƟes is a condiƟo sine qua non for reinforcing and sustaining their 
resilience and autonomy, as a cornerstone of their poliƟcal credibility.  
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ExecuƟve Summary 
 
Cyber threats conƟnue to rise year aŌer year, and the techniques used by the threat actors are 
increasingly sophisƟcated. This is confirmed by yearly threat landscape reports and, more recently, by 
the Niinistö report, which underlined the need for higher preparedness in the EU, acknowledging a 
widening threat landscape, which could lead to major repercussions in several areas. 

Union enƟƟes are targeted by threat actors exploiƟng technical or human factors to advance on their 
poliƟcal or criminal agendas, interfering with Union enƟƟes’ engagement on the geopoliƟcal scene. 
They must therefore lead by example and make all the necessary efforts to prevent and protect 
against incidents which could hamper the credibility, autonomy, or resilience of the EU public 
administraƟon, affect the security of staff, or compromise the integrity, availability, and confidenƟality 
of sensiƟve informaƟon they process. RegulaƟon (EU, Euratom) 2023/2841 laying down measures for 
a high common level of cybersecurity at the insƟtuƟons, bodies, offices and agencies of the Union 
entered into force on 7 January 2024, creaƟng an InterinsƟtuƟonal Cybersecurity Board (IICB) to 
monitor its implementaƟon, and extending the mandate of the Cybersecurity Service for the 
insƟtuƟons, bodies, offices and agencies of the Union (CERT-EU).  

During its first year of acƟviƟes, the IICB successfully focused on the strategic and organisaƟonal 
aspects of its funcƟoning. Notably, aŌer appoinƟng its members, the IICB elected the Chair and Deputy 
Chair, set up the ExecuƟve CommiƩee, established the Local Cybersecurity Officers Network (LCO 
Network) and Technical Advisory Groups (TAGs), and adopted a MulƟannual Strategy to steer its 
acƟviƟes over the period 2024 - 2029. Equally important, given the strict deadlines, the IICB devised 
pracƟcal measures towards the implementaƟon of the RegulaƟon and to provide support to Union 
enƟƟes. This is reflected in the three Strategic ObjecƟves of the IICB’s MulƟannual Strategy, as well as 
the adopƟon of the guidelines needed by Union enƟƟes to perform their duƟes. This has allowed the 
IICB to establish itself as a trustworthy actor, proving its determinaƟon to find robust responses to 
enhance cybersecurity in the Union enƟƟes.  

In parallel, under the steering of the IICB, CERT-EU pursued its transformaƟon to embrace its new 
mandate and provided tangible support to the IICB and Union enƟƟes, by draŌing the 
aforemenƟoned guidelines and assisƟng in the RegulaƟon’s implementaƟon by engaging with the LCO 
Network through dedicated workshops and sharing relevant informaƟon on its Unified Portal.  

Beyond the outcomes achieved in the first year, the IICB reflected on the opportuniƟes and challenges 
ahead and idenƟfied several issues worthy of aƩenƟon to ensure that the Union enƟƟes can achieve 
high common levels of cybersecurity. These include the need for investment, resources, and deeper 
collaboraƟon among Union enƟƟes and with other stakeholders. Short-term miƟgaƟon measures put 
forward by the IICB only confirm the need to address the challenges, and parƟcularly the one of 
resources, in a long-term, sustainable manner, with the objecƟve to enable Union enƟƟes to remain 
resilient and prepared against the threats they face and ensure that CERT-EU can properly deliver on 
its extended mandate.  

To conclude, in the overall assessment of the work performed by the IICB in 2024, the ambiƟous 
objecƟves set by the RegulaƟon for this iniƟal period have been fully met, demonstraƟng a high level 
of dedicaƟon in overcoming the associated challenges, mostly related to the increased workload. For 
2025, it will be paramount that engagement at all levels, and by different stakeholders, firmly reflects 
the determinaƟon to take the necessary acƟons to, on the one hand, implement the RegulaƟon, and 
on the other, properly equip Union enƟƟes and CERT-EU with the means to do so.  
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IntroducƟon 
 

“The European Union’s security environment has in many ways taken a turn for the worse in 
recent years. The world is more dangerous and crisis-prone”.1 

Security is a public good and cybersecurity is a fundamental component of security in the European 
Union (EU). Indeed, cybersecurity is a pillar of many other fields, such as law enforcement, economic 
stability, defence, health, privacy, and educaƟon. Preparedness is therefore fundamental to protect 
our way of life, especially in light of the speed of change in our mulƟfaceted environment and the 
evolving threats.  

The importance of cybersecurity also lays in its role as an enabler in an increasingly digitalised world. 
According to a recent Eurobarometer, “almost three-quarters of Europeans (73%) consider that the 
digitalisaƟon of daily public and private services is making their life easier, including 19% who say it is 
making their life ‘much easier’”.2 Cybersecurity is also fundamental to ensure high standards of privacy 
and protecƟon of ciƟzens’ data, as well as to protect informaƟon in a context of increasingly high 
interconnectedness between different services and Member States. 

Union enƟƟes are very aƩracƟve targets due to their poliƟcal and operaƟonal role, and the nature of 
the informaƟon they handle. On top of that, the sharp rise of geopoliƟcal tensions, in our 
neighbourhood and globally, have led to rapid shiŌs in the threat landscape. Indeed, the European 
Union Agency for Cybersecurity (ENISA) Threat Landscape 2024 report3 demonstrates that no sector 
is left unaffected by the adverse activities of the threat actors. Further, the CERT-EU Threat Landscape 
Report 20234 shows that the main goal of aƩackers targeƟng Union enƟƟes or their vicinity is 
informaƟon theŌ (cyberespionage), followed by hackƟvism, cybercrime, informaƟon operaƟons 
(exfiltraƟon, destrucƟon, disseminaƟon of sensiƟve data) and, in a small number of cases, aƩacks with 
a destrucƟve objecƟve. Moreover, in 2024, a growing trend in exploitaƟon of supply chain aƩacks has 
been observed.5 

It should be noted that CERT-EU deals with thousands of cyber-aƩacks targeƟng Union enƟƟes or 
their peers every year, and analyses – on an annual basis – more than 600 of such aƩacks in detail. On 
this basis, CERT-EU issues approximately 180 Threat Alerts per year to Union enƟƟes, including 
recommendaƟons and lines of acƟon. This corresponds, on average, to more than a threat alert every 
other business day. This stretches the resources of CERT-EU and Union enƟƟes thin, as they need to 
look in their informaƟon and communicaƟon technology (ICT) environments for signs of malicious 
acƟviƟes and swiŌly act in case such signs are idenƟfied. 

The number of significant incidents directly affecƟng Union enƟƟes also remains high, with 15 cases 
confirmed as of early November for 2024. These incidents require weeks and someƟmes months of 
work to handle and recover from.  

  

                                                           
1 Report: Safer Together – Strengthening Europe’s Civilian and Military Preparedness and Readiness | European Commission, p. 4. 
2 The digital decade - July 2024 - - Eurobarometer survey.  
3 ENISA Threat Landscape 2024. 
4 CERT-EU - Threat Landscape Report 2023 (europa.eu). 
5 ENISA Threat Landscape 2024. 

www.parlament.gv.at



 

7 
 

 

Last but not least, maturity levels vary broadly between Union enƟƟes, leaving some of them 
extremely vulnerable to the destrucƟve effects of cyber-aƩacks and requiring a lot of resources to 
miƟgate them.  

Since the beginning of 2024, CERT-EU has idenƟfied more than 70 threat actors targeƟng Union 
enƟƟes. When it comes to the state-sponsored actors targeƟng Union enƟƟes, CERT-EU has noted two 
preoccupying trends.  

1) Apart from the fact that they seem to target primarily criƟcal infrastructure enƟƟes, like 
telecommunicaƟons, energy or transport, they do not proceed with immediate exploitaƟon 
of the compromised enƟty. Rather, they stay hidden in the infrastructure, waiƟng for the right 
moment to act, in a tacƟc called preposiƟoning.  

2) The second trend is their conƟnuous aƩempts to breach in defence and diplomaƟc 
organisaƟons, including Union enƟƟes working in these sectors, highly likely for intelligence-
gathering purposes, a trend that is on the rise since the beginning of Russia’s war of aggression 
against Ukraine. 

In conclusion, the threat level for Union enƟƟes is, beyond any reasonable doubt, very high. Improving 
the EU’s collecƟve cybersecurity maturity and resilience is more urgent than ever. ShiŌing towards 
more prevenƟon and preparedness is also paramount, to avoid basic cyber hygiene issues and make 
it harder for threat actors to exploit the interconnecƟvity between Union enƟƟes, using less mature 
ones as an entry point to compromise more mature ones. 

“Any major crisis includes unexpected elements, but the beƩer prepared we are for anything 
that we can reasonably anƟcipate, the more capable we will be to deal with unforeseeable 
events”.6 

On 7 January 2024, Regulation (EU, Euratom) 2023/2841 laying down measures for a high common 
level of cybersecurity at the institutions, bodies, offices and agencies of the Union (hereafter “the 
Regulation”) entered into force. Among the tasks of the IICB, there are two specific provisions 
regarding annual reporting, with the first deadline on 8 January 2025:  
  

                                                           
6 Report: Safer Together – Strengthening Europe’s Civilian and Military Preparedness and Readiness | European Commission, p. 7. 
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1. Article 10(14) states that “the IICB shall submit a report to the European Parliament and to the 

Council detailing progress made with the implementation of this Regulation and specifying in 
particular the extent of cooperation of CERT-EU with Member State counterparts in each of 
the Member States”.  

2. Article 25(1) states that “the IICB, with the assistance of CERT-EU, shall report to the 
Commission on the implementation of this Regulation. The IICB may make recommendations 
to the Commission to review this Regulation.”  

 
In accordance with paragraph 14 of Article 10 of the Regulation, the annual report shall “constitute an 
input to the biennial report on the state of cybersecurity in the Union adopted pursuant to Article 18 
of Directive (EU) 2022/2555”. 
 
Considering the above, and with a view to reducing the administrative burden, this annual report 
covers the topics pursuant to both Articles 10 and 25 of the Regulation. As ENISA adopted its latest 
biennial report in September 2024, this document will constitute an input to the next one, expected 
in Q4 2026. 
 
Methodology for the draŌing of the report 

The report draws from the lessons learnt and reflecƟons resulƟng from the acƟviƟes of the IICB during 
its first year. It refers to the documents prepared with the assistance of the IICB Secretariat, such as 
Decisions and summary reports, and by the ExecuƟve CommiƩee, such as the MulƟannual Strategy of 
the IICB for 2024 - 2029. CERT-EU contributed extensively to the parts covering more specifically its 
tasks and acƟviƟes. Finally, the report focuses on forward-looking challenges resulƟng from the 
geopoliƟcal threat landscape and associated with the organisaƟonal and administraƟve framework in 
which the Union enƟƟes operate. The acƟons undertaken by the IICB to address these challenges will 
require support through orientaƟons and decisions issued at the poliƟcal level.  
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Achievements and progress with the implementaƟon of the 
RegulaƟon in 2024 
 

The secƟons below provide an overview of the achievements of the IICB during its first year of 
operaƟons. Further informaƟon is available in the Annex.   

1. Strategic, administraƟve and organisaƟonal aspects 

a. IICB setup and composiƟon 
While preparaƟons started sooner to ensure efficiency, the IICB was officially set up following the 
entry into force of the RegulaƟon. Each Union enƟty listed in ArƟcle 10(3) of the RegulaƟon designated 
a Member and an Alternate, including three representaƟves from the EU Agencies Network (EUAN). A 
confirmaƟon of such appointment was sent to the Secretariat of the IICB, provided by the European 
Commission. During the first meeƟng of the IICB, its members confirmed the ad-interim Chair,7 
adopted the Rules of Procedure, and decided on the upcoming meeƟngs for 2024. A secure portal for 
storing relevant documentaƟon, such as IICB Decisions, was set up.  

The Rules of Procedure of the IICB include provisions regarding the establishment of an ExecuƟve 
CommiƩee, foreseen in the RegulaƟon. As clarified therein, the ExecuƟve CommiƩee “prepares the 
IICB’s deliberaƟons, in parƟcular by idenƟfying strategic quesƟons for consideraƟon by the IICB, 
including on recommendaƟons, guidelines, guidance and compliance measures to be issued by the 
IICB”. The ExecuƟve CommiƩee was entrusted by the IICB to prepare its MulƟannual Strategy 2024 - 
2029, annual report, as well as a concept paper on combined service offerings.8  

Shortly aŌer its creaƟon, the IICB facilitated the establishment of the LCO Network, an informal group 
for the exchange of informaƟon and best pracƟces related to the implementaƟon of the RegulaƟon. 
LCOs act as single points of contact for their Union enƟty and report directly to their highest level of 
management, further ensuring that informaƟon is communicated as necessary.  

b. Decisions adopted by the IICB 

Throughout 2024, the IICB adopted several Decisions to ensure not only its own administraƟve 
funcƟoning, but also alignment with the prioriƟes and the deadlines of the RegulaƟon. In parƟcular, 
this included issuance of mandatory implementaƟon guidelines, appoinƟng the Head of CERT-EU, and 
creaƟng TAGs to support work requiring specific experƟse. An overview of the most important 
Decisions is available in the Annex.   

  

                                                           
7 This aimed to ensure a smooth transiƟon from the CERT-EU Steering Board, the body preceding the IICB before the RegulaƟon entered into 
force. 
8 The aim of the offerings is to ‘shiŌ leŌ’ towards more prevenƟon and preparedness by deploying soluƟons that would opƟmise the use of 
resources among Union enƟƟes, while waiƟng for much needed reinforcements. 
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c. Approval of the IICB MulƟannual Strategy 2024 - 2029 

ArƟcle 11(c) of the RegulaƟon states that the IICB shall “following a strategic discussion, adopt a 
mulƟannual strategy on raising the level of cybersecurity in the Union enƟƟes […]”. The high-level 
document was adopted on 6 September. It presents the mission of the IICB, sets three Strategic 
ObjecƟves for the five years to come: fostering cooperaƟon among Union enƟƟes, providing strategic 
direcƟon to CERT-EU, and elevaƟng cybersecurity of Union enƟƟes; and the core values that should 
guide the work of the IICB and help to create a more solid interinsƟtuƟonal community: cooperaƟon, 
trust, synergy, responsibility, solidarity, and respect for autonomy.  

d. IICB ExecuƟve CommiƩee’s Strategic OrientaƟons for 2025 

To organise, guide and prioriƟse its work for 2025, also with a view to enhancing predictability and 
planning in the implementaƟon and monitoring of the RegulaƟon, the ExecuƟve CommiƩee provided 
the IICB with Strategic OrientaƟons. The document recalls the milestones to meet for Union enƟƟes 
and the IICB, sets guidance and expectaƟons of work in accordance with the MulƟannual Strategy and 
outlines the planning of the acƟviƟes accordingly.  
 

2. ImplementaƟon of the MulƟannual Strategy 

a. Strategic ObjecƟve 1 – Fostering cooperaƟon of Union enƟƟes on the full cybersecurity 
spectrum 

To progress towards the accomplishment of this Strategic ObjecƟve, in 2024 the IICB reached the 
following targets: 

i. ReporƟng on Technical Advisory Groups 

To start the work to assist Union enƟƟes as soon as possible, the IICB set up three TAGs to assemble 
cybersecurity experƟse: on CERT-EU guidelines proposals, on Tools and Methodologies, and on the 
Human Factor. These groups are of a technical nature and aim to help the IICB produce knowledge 
conducive for implemenƟng the RegulaƟon. They are composed of a Chair and experts from Union 
enƟƟes, who have commiƩed to working towards the objecƟves of the TAG. Moreover, TAGs embody 
the transiƟon from, and benefit from the previous network of experts of, the Cybersecurity Subgroup 
of the InterinsƟtuƟonal CommiƩee for Digital TransformaƟon (ICDT CSSG).9 More informaƟon on TAGs 
is available in the Annex. 

  

                                                           
9 The ICDT CSSG was an informal group, predaƟng the RegulaƟon, set up to allow voluntary contribuƟon of the expert communiƟes from 
Union enƟƟes on specific and technical topics. 
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ii. Set-up of mechanisms for the idenƟficaƟon of common needs for cybersecurity soluƟons by Union 
enƟƟes with a view to propose adequate soluƟons 

As a result of recent significant incidents which CERT-EU had to deal with, and which in one instance 
included the acƟvaƟon of the Full CooperaƟon Mode,10 the ExecuƟve CommiƩee was entrusted to 
explore ways to facilitate the deployment of soluƟons that are secure by design, compliant with the 
RegulaƟon, and designed to allow CERT-EU to efficiently deliver its services from the onset. While 
the condiƟons under which such a concept will work are sƟll to be defined and agreed, if supported, 
this project offers a perspecƟve of providing a structured mechanism for all Union enƟƟes to opƟmise 
the use of their exisƟng service capabiliƟes, with the help of CERT-EU, and to beƩer coordinate 
procurement of new services and soluƟons. 

Furthermore, to support Union enƟƟes in accessing cybersecurity services’ resources for operaƟonal 
support, advisory guidance and capability development, the Commission launched a procurement 
procedure for a new inter-insƟtuƟonal framework contract (MC17 FREIA11). This new cyber 
procurement instrument, expected for Q1 2025, will allow transiƟon from the current Cyber Security 
Framework Contract expiring in February 2025. 

Finally, to enhance cooperaƟon with Member States, the IICB’s MulƟannual Strategy includes the 
following, which are also the object of the guidelines on incident response coordinaƟon and 
cooperaƟon for significant and major incidents: 

 Set-up of a mechanism to ensure effecƟve exchange of informaƟon, coordinaƟon, and 
cooperaƟon of the Union enƟƟes in the case of major incidents, among them and where 
relevant with Member States, including a clear idenƟficaƟon of the roles and responsibiliƟes 
of the Union enƟƟes involved. 

 DefiniƟon of coordinaƟon mechanisms and the pracƟcal modaliƟes for exchange of 
informaƟon with already exisƟng European Union cyber crisis management organisaƟons (e.g. 
the type of, and modaliƟes for, informaƟon exchange with the IICB point of contact for the 
European cyber crisis liaison organisaƟon network). 

b. Strategic ObjecƟve 2 – Providing strategic direcƟon to CERT-EU and accompanying its 
development 

To progress towards the accomplishment of this strategic objecƟve, in 2024 the IICB reached the 
following targets: first, to ensure efficiency of operaƟons, the IICB swiŌly appointed the Head of CERT-
EU and approved its Annual AcƟvity Report 2023 and Work Programme 2024. Second, the IICB 
discussed and defined the reporƟng and interacƟon mechanisms between Union enƟƟes and CERT-
EU. Third, organisaƟonal measures and communicaƟon channels to ensure the streamlining of 
informaƟon were set up. AddiƟonal informaƟon is provided in the Annex.  

  

                                                           
10 The Full CooperaƟon Mode allows CERT-EU, among others, to request assistance on short noƟce from Union enƟƟes as well as establish 
specific communicaƟon channels to respond to a significant incident as quickly and efficiently as possible.  
11 Framework contract for the Resilience of EU InsƟtuƟonal AdministraƟons. 

www.parlament.gv.at



 

12 
 

c. Strategic ObjecƟve 3 – ElevaƟng cybersecurity posture of Union enƟƟes to the level of 
threat they face  

 
To progress towards the accomplishment of this strategic objecƟve, in 2024 the IICB reached the 
following targets: 

i. AdopƟon of guidelines and recommendaƟons based on proposals by CERT-EU 

ArƟcle 5(1) of the RegulaƟon states that “by 8 September 2024, the [IICB] shall, aŌer consulƟng [ENISA] 
and aŌer receiving guidance from CERT-EU, issue guidelines to Union enƟƟes for the purpose of 
carrying out an iniƟal cybersecurity review and establishing an internal cybersecurity risk-
management, governance and control framework […], carrying out cybersecurity maturity 
assessments […], taking cybersecurity risk-management measures […], and adopƟng the cybersecurity 
plan […].” The iniƟal draŌs were prepared by CERT-EU and submiƩed to an extensive review process.12 
The guidelines were subsequently adopted by the IICB on 6 September 2024, with the understanding 
that their revision should occur in due Ɵme and at the latest aŌer 3 years. These documents guide 
Union enƟƟes through the necessary steps, with CERT-EU’s support. 

As foreseen in ArƟcle 21(9), on 1 July the IICB also issued a guideline, upon a proposal by CERT-EU, on 
Union enƟƟes’ reporƟng obligaƟons on significant incidents, as well as the voluntary noƟficaƟon and 
further ad hoc informaƟon sharing with CERT-EU.  

Finally, the last mandatory guideline on incident response coordinaƟon and cooperaƟon for 
significant and major incidents, as per ArƟcle 22(4) of the RegulaƟon, also based on a proposal from 
CERT-EU, was adopted by the IICB on 29 November 2024.13  

For the two laƩer guidelines, CERT-EU ensured consultaƟons with IICB Members. 
 

3. CERT-EU acƟviƟes 

a. Support for the iniƟal cybersecurity review and establishment of the framework 

Over the course of 2024, CERT-EU provided acƟve support and advice to Union enƟƟes launching their 
iniƟal review and building their iniƟal plan and framework. This included, for instance, delivering 
several presentaƟons and workshops, providing the possibility to discuss a Union enƟty’s approach 
and to review compulsory deliverables, answering requests for clarificaƟons, and creaƟng a knowledge 
base for all Union enƟƟes. Furthermore, CERT-EU designed new features for its Unified Portal to 
facilitate the follow-up of cybersecurity plans by Union enƟƟes and CERT-EU. These features should be 
made available by 28 February 2025. 

  

                                                           
12 The process included consultaƟon of ENISA and the IICB Secretariat, the InformaƟon and CommunicaƟon Technologies Advisory CommiƩee 
(ICTAC), and the TAG on CERT-EU guidelines proposals. On 24 June 2024, CERT-EU updated the IICB on the status of development and the 
expected Ɵmeframe. On 25 June 2024, IICB Members were asked to provide their comments by 2 August 2024. CERT-EU organised several 
informaƟve workshops targeted at the relevant stakeholders, notably the IICB (11 July), ICTAC (13 September), and the security officers and 
LCOs in the Union enƟƟes (18 September). 
13 As regards the guidelines adopted on 29 November, they followed a consultaƟon process of IICB Members which took place between 9 
and 23 October and was complemented by an informaƟon workshop for IICB representaƟves on 15 October. 

www.parlament.gv.at



 

13 
 

b. CooperaƟon with counterparts in the Member States 

CERT-EU is a member of the CSIRT’s Network (CNW). In 2024 it parƟcipated in all three Network’s 
official meeƟngs, providing updates on its work and Threat Landscape. Moreover, CERT-EU regularly 
contributed to the deliverables of all working groups of the CNW, implemenƟng the strategic decisions 
of the Network in collaboraƟon with all Member States. On more operaƟonal aspects, CERT-EU 
cooperated with Member States during the EU ElecƟons period sharing relevant threat intelligence. 
What is more, CERT-EU reported all significant incidents to the respecƟve naƟonal counterparts, as 
per the RegulaƟon. When relevant, CERT-EU engaged in ad hoc collaboraƟon for the exchange of views 
and best pracƟces. 

c. Full-Spectrum Adversary Approach  

In 2024, CERT-EU laid down the foundaƟons of a holisƟc, novel cybersecurity strategy named Full-
Spectrum Adversary Approach (FSAA). The purpose of this approach is to address the sustained high 
number of significant incidents in Union enƟƟes over the last few years, technological breakthroughs, 
and the rapid shiŌs in the threat landscape by analysing threats to Union enƟƟes in all their 
dimensions, encompassing the growing geopoliƟcal tensions and the digital supply-chain in all its 
facets. FSAA aims to develop threat-informed, prioriƟsed, and fit-for-purpose miƟgaƟon and 
detecƟon measures for the Union enƟƟes, supporƟng sound investments and concrete acƟons. In the 
next few years, this approach is expected to meaningfully support Union enƟƟes comply with the 
RegulaƟon and further improve services that CERT-EU delivers to Union enƟƟes. 

d. General status of calls for acƟon 

CERT-EU issued a Call for AcƟon on 5 February requesƟng Union enƟƟes to replace a number of 
cybersecurity products due to inadequate response to criƟcal security issues by August 2025. CERT-EU 
asked the Union enƟƟes using these products to acquire forensics evidence and apply the patches 
provided by their vendor by 9 February 2024 at the latest. CERT-EU also asked Union enƟƟes to 
establish a roadmap to replace the aforemenƟoned products and share it with CERT-EU. 

e. Resources for 2024  

When the RegulaƟon was adopted in December 2023, the resources at CERT-EU were considerably 
lower than those needed for its implementaƟon, parƟcularly in terms of posts. Therefore, when the 
RegulaƟon entered into force, CERT-EU put several non-essenƟal services temporarily on hold, to 
prioriƟse draŌing the proposals for the mandatory guidelines the IICB needed to issue under Ɵght 
deadlines.14 To meet those deadlines and support the extensive consultaƟon process that was required 
to make the proposals befiƫng the very heterogenous community of Union enƟƟes, the Commission 
and the Parliament agreed to provide ad-hoc reinforcement to CERT-EU resources at the beginning of 
2024. While not sufficient to address all its tasks under the RegulaƟon, this reinforcement allowed 
CERT-EU to consult all relevant stakeholders and provide the proposals for guidelines on Ɵme. A 
comprehensive overview of CERT-EU’s resources, revenues and expenditure will be found in CERT-EU’s 
Annual AcƟvity Report 2024, due in the beginning of 2025. 
  

                                                           
14 CERT-EU opened the services that were temporarily put on hold to all Union enƟƟes on 30 October 2024. 
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PrioriƟes, challenges and opportuniƟes for 2025 
 

Digital transformaƟon is a key driver of innovaƟon and modernisaƟon of the European public 
administraƟon. At the same Ɵme, it creates new cybersecurity risks and challenges, mostly by 
increasing the aƩack surface and by introducing addiƟonal potenƟal vulnerabiliƟes, not least due to 
technological evoluƟons (e.g. cloud, quantum compuƟng or arƟficial intelligence).  
 
The first important milestones since the entry into force of the RegulaƟon have been achieved, 
showing the determinaƟon of Union enƟƟes to take a solid and common acƟon to improve their 
cybersecurity. At the same Ɵme, these achievements have permiƩed to further explore and idenƟfy 
issues which require aƩenƟon going forward and which, if solved, would allow Union enƟƟes to be 
even more efficient.  
 
The immediate prioriƟes are the implementaƟon of the upcoming milestones. This requires closer 
interinsƟtuƟonal cooperaƟon, under the lead of the IICB and thanks to the help and renewed 
mandate of CERT-EU, as well as specific acƟons, including more harmonisaƟon and standardisaƟon. In 
parallel, it will be important to promote Union-level cooperaƟon, including by deepening engagement 
with the Member States and the private sector.  
 
Providing Union enƟƟes with adequate support, including resources, and up-to-date tools for 
reinforcing their resilience and protecƟng their cybersecurity will contribute to ensuring a safer and 
more secure Europe, beƩer equipped to protect our democracy and to uphold our values.15  
 

“World peace cannot be safeguarded without the making of creaƟve efforts proporƟonate to 
the dangers which threaten it”.16 

In addiƟon, going forward, five points deserve parƟcular aƩenƟon: 

1. Investment in cybersecurity. 
2. The role of the IICB. 
3. New ways of working among Union enƟƟes. 
4. New ways of working with third parƟes. 
5. Human resources for cybersecurity. 

These points represent the challenges and the opportuniƟes with a high impact on the perspecƟves 
of ensuring further reinforcement of cybersecurity at Union enƟƟes. They will be the object of 
discussions, recommendaƟons and decisions for which the IICB will seek guidance, agreement and 
support at the poliƟcal level. 

  

                                                           
15 In reference to: Europe’s Choice - PoliƟcal Guidelines for the Next European Commission 2024-2029. 
16 Schuman DeclaraƟon, Schuman declaraƟon May 1950 | European Union (europa.eu). 
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1. Investment in cybersecurity 

The RegulaƟon responds to the geopoliƟcal landscape, also taking into account the European Court of 
Auditors special report on cybersecurity of EU insƟtuƟons, bodies and agencies,17 which noted a level 
of preparedness overall not commensurate with the threats. The recent Niinistö report confirms and 
reinforces the need for higher preparedness, acknowledging a widening threat landscape along with 
the cyberaƩack surface, leading to bigger possible repercussions for the Union. But regulaƟon alone 
is not enough. Investment in cybersecurity is just as important, so as to equip the Union enƟƟes with 
adequate means to shield themselves from these threats. Indeed, the RegulaƟon already highlights 
that Union enƟƟes should aim to allocate a percentage of their ICT budget to improve cybersecurity, 
and that in the longer term an indicaƟve target of at least 10 % should be pursued.  

At the same Ɵme, the lessons learnt and achievements from the first year of implementaƟon of the 
RegulaƟon highlighted the need to focus not just on the level of the investment, but on where it 
should be directed. Indeed, the target of 10% may apply to Union enƟƟes differently, as maturity 
levels are not the same. In this regard, the maturity assessment to be performed by all Union enƟƟes 
by 8 July 2025 is parƟcularly important. The exercise will allow to further refine and jusƟfy where the 
investments are needed to have the highest posiƟve impact, to prioriƟse and focus on the most 
urgent and efficient soluƟons, and to plan the best course of acƟon. 

The findings will provide a valuable contribuƟon to budgetary discussions. In the more immediate 
term, this would occur within the context of the annual budgetary review. In the longer term, and in 
line with the prioriƟes and aspiraƟons for the next 5 years,18 a simpler, more focused and responsive 
MulƟannual Financial Framework that is fit for purpose and reflects European strategic prioriƟes and 
ambiƟons should embed the growing importance of cybersecurity to unlock the funding. 

2. Role of the IICB 

The IICB is an important forum to communicate and promote cybersecurity and resilience. In this 
regard, the experience of facilitaƟng the cooperaƟon among the Union enƟƟes places the IICB as a 
valuable source of inspiraƟon for other stakeholders in the field, with a posiƟve influence going 
beyond the EU inter-insƟtuƟonal context. 

For instance, by exchanging experƟse, promoƟng common cybersecurity standards and ways of 
working, or common services, the work of the IICB can inspire the working methods across the EU 
public administraƟon. Some of the challenges experienced by the Union enƟƟes may be similar to 
those faced by the organisaƟons in the Member States, including in the private sector, when 
implemenƟng naƟonal or EU legislaƟon. By sharing the lessons learnt and promoƟng best pracƟces, 
the IICB would not only strengthen the inter-insƟtuƟonal cooperaƟon but also help build mutual trust, 
minimise risk exposure, and further improve the security culture across EU.  

  

                                                           
17 Special report 05/2022: Cybersecurity of EU insƟtuƟons, bodies and agencies: Level of preparedness overall not commensurate with the 
threats | European Court of Auditors.  
18 In reference to: Europe’s Choice - PoliƟcal Guidelines for the Next European Commission 2024-2029. 
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Similarly, the IICB should be able to parƟcipate in relevant forums and welcome ideas on common 
challenges and pracƟces, which could lead to new reflecƟons. The IICB should therefore proacƟvely 
engage at different levels. In this respect, structured communicaƟon with other bodies in the EU 
public administraƟon, such as the relevant Working Group(s) in the Council or European Parliament’s 
CommiƩee(s), as well as organisaƟons across the EU and outside, including by leveraging the 
experience of ENISA, should be promoted.   

Increasing the strategic visibility of its acƟons would addiƟonally benefit the European democracy, by 
allowing ciƟzens and stakeholders subject to similar cybersecurity rules to witness the EU public 
administraƟon’s entrepreneurship and willingness to lead by example in the areas where it legislates. 

Last but not least, by being more asserƟve in establishing high levels of cybersecurity, the IICB would 
contribute to the EU’s resilience and strengthen its deterrence by denial, sending a clear signal to 
threat actors on its determinaƟon to develop the capabiliƟes to prevent, protect, respond and recover 
from cyberaƩacks.   

3. New ways of working among Union enƟƟes 

Union enƟƟes would greatly benefit from adopƟng and embracing new ways of working. Notably, this 
would enhance cooperaƟon, including in the forms of sharing capabiliƟes and knowledge, potenƟally 
leading to economies of scale. Once more, coupled with a purposeful increase of resources, this would 
reinforce the effecƟveness of allocaƟon, which would be directed exactly where needed.  

Such collaboraƟon would require high discipline, strong commitment, and a shared approach 
towards the implementaƟon of cybersecurity best pracƟces to avoid a single point of failure. 
However, and most importantly, it would enable Union enƟƟes to safeguard even more their 
insƟtuƟonal autonomy against rising internal and external threats, thanks to a common posture and 
combined efforts towards the same goal. This perfectly aligns with the purpose of the legal basis on 
which the RegulaƟon is built: 

“In carrying out their missions, the insƟtuƟons, bodies, offices and agencies of the Union shall 
have the support of an open, efficient and independent European administraƟon”.19  

In 2024, the IICB and its ExecuƟve CommiƩee advanced several ideas on how interinsƟtuƟonal 
collaboraƟon could be adapted to the new needs stemming from increased digitalisaƟon, and to avoid 
duplicaƟon of the same tasks across different Union enƟƟes. Examples include combined service 
offerings under the lead of CERT-EU, harmonisaƟon of cybersecurity requirements, coordinated 
procurement or common cloud infrastructure. In turn, this would have posiƟve repercussions on 
European tech sovereignty and compeƟƟveness as well, by making it more sustainable and beƩer 
equipped to act more independently in a globalised environment.  

  

                                                           
19 Treaty on the FuncƟoning of the European Union, ArƟcle 298. EUR-Lex - 12016E298 - EN - EUR-Lex. 
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4. New ways of working with third parƟes 

As menƟoned in the introducƟon, supply chain aƩacks have been parƟcularly challenging in 2024. 
When it comes to Union enƟƟes and their vicinity, threat actors oŌen breached them by exploiƟng the 
vulnerabiliƟes in the internet facing soŌware products. As of early November, CERT-EU esƟmated that 
90 soŌware products from about 50 vendors, used or highly likely used by Union enƟƟes, have been 
targeted since the beginning of 2024. The existence of so many products lacking basic security 
standards, with flawed development or maintenance processes, delays in reacƟon Ɵme for patching 
from some vendors, and difficulty in collaboraƟng, is alarming. 

While Union enƟƟes can only react through soŌ measures, like stronger procurement rules and 
screening, this problem possibly calls for a wider policy soluƟon.  

The Cyber Resilience Act is a first important step in this direcƟon, as it introduces mandatory 
cybersecurity requirements for manufacturers and retailers of products or soŌware with a digital 
component.20  

At the same Ɵme, the above proves the importance to monitor the security posture of Union enƟƟes 
in relaƟon to their suppliers. An example could be to adopt common guidelines for the use of service 
providers, and to ensure that the security baseline rules for remote service delivery remain updated. 
This would enhance the protecƟon of ICT systems and informaƟon against the risks arising from 
outsourcing, especially due to increased complexity and new cybersecurity threats. 

Another way to address this issue would be CERT-EU’s Full-Spectrum Adversary Approach, menƟoned 
earlier. Indeed, by analysing threats to Union enƟƟes in all their dimensions, miƟgaƟon and detecƟon 
measures related to supply chain security could be applied in a more comprehensive way.  

Finally, the experience of Union enƟƟes in dealing with third-party security should be shared, to draw 
lessons learnt, anƟcipate challenges, and ensure preparedness on common threats.  

5. Human resources for cybersecurity 

Building and developing adequate capabiliƟes is a vital imperaƟve that relies on Union enƟƟes’ 
capacity to aƩract and retain talent in a scarce job market. The demand for experts in cybersecurity 
is skyrockeƟng, outpacing the rate at which talent enters the market. Union enƟƟes addiƟonally 
compete with the private sector for a limited pool of qualified candidates, making the recruitment 
process more challenging. The IICB has stressed several Ɵmes that insufficient staffing and limited 
access to conƟnuous competence development opportuniƟes for qualified expert staff is a major 
challenge that needs to be addressed. This affects all Union enƟƟes, and parƟcularly the smaller ones, 
especially in light of the new obligaƟons stemming from the RegulaƟon.  

  

                                                           
20 hƩps://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act.  
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In November 2022, the European Parliament, the Council and the Commission, in the context of the 
negoƟaƟons on the Budget 2023, issued a joint statement on cybersecurity, recognising the necessity 
of adequate capacity to respond to cybersecurity threats and incidents. The announcement was 
followed by a report, drawn up in 2023 by the Commission in close cooperaƟon with CERT-EU and the 
other insƟtuƟons, to provide an overview of current cybersecurity staffing across insƟtuƟons, and an 
assessment of the needs. According to this report,21 Heading 7 insƟtuƟons and bodies indicated 177 
Full Time Equivalents of addiƟonal cybersecurity staffing needs for the period 2023 - 2027. This figure 
comes on top of the resource needs for CERT-EU following the entry into force of the RegulaƟon, and 
of Union enƟƟes not covered under Heading 7. 

Fully acknowledging the necessity for long-term soluƟons, the IICB recognised the urgency to idenƟfy 
and apply intermediate measures to miƟgate the exposure of Union enƟƟes to the negaƟve 
consequences of resource and competence gaps. In this respect, cooperaƟon, synergy and solidarity 
are crucial. This is, indeed, the “spirit” conveyed through the IICB’s MulƟannual Strategy, and the will 
of the Union enƟƟes to engage on this path is demonstrated by the creaƟon of the LCO Network, the 
TAGs, the concept of combined service offerings, and the contribuƟon provided via the Full 
CooperaƟon Mode.  

Notwithstanding the above, a budget which is more focused on further reinforcing cybersecurity is a 
strategic priority and a maƩer of poliƟcal credibility for the years to come. Indeed, it would confirm 
the determinaƟon to invest in the development of cybersecurity capabiliƟes, as a commitment to the 
goals announced at the poliƟcal level. This is crucial for staying on course and maintaining the high 
pace of progress required to remain ahead of the fast-evolving threats, at a Ɵme of increasing 
geopoliƟcal tensions and strategic rivalries, as well as the growing use of emerging technologies for 
offensive purposes. 

  

                                                           
21 Overview of current cybersecurity staffing across Heading 7 insƟtuƟons and assessment of the needs. 
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Overall assessment and conclusions 
Cybersecurity remains a challenge, but more importantly, a significant opportunity to boost European 
security, democracy, preparedness, resilience and credibility. In light of the threat landscape and 
reflecƟons from the work of the IICB, this report, and the Niinistö report, it is clear that Europe needs 
to be more asserƟve and build further its deterrence power. Union enƟƟes must be equipped with 
the right tools and resources to do so, and act jointly and unitedly to face the current and future 
mulƟfaceted threats with the crucial help of CERT-EU.  

The entry into force of the RegulaƟon in January 2024 marked the beginning of a journey, engaging 
the highest level of management and the cybersecurity community of all Union enƟƟes in a joint 
endeavour, with the support of the IICB, towards an ambiƟous goal. Along this path, aware of the 
challenges and expectaƟons, the IICB swiŌly completed its setup, adopted a MulƟannual Strategy, 
approved the essenƟal guidelines within the specified deadlines, and took several decisions to 
sƟmulate cooperaƟon among Union enƟƟes with the help of CERT-EU. The members of the IICB 
undertook their new responsibiliƟes, demonstraƟng their genuine commitment to act and work 
together in this forum, on top of the day-to-day duƟes in their respecƟve organisaƟons, reflecƟng a 
mindset of accountability and leadership. 

CERT-EU had to review and adjust its organisaƟon to match the new mandate, which it did successfully 
under the renewed leadership. In full transformaƟon mode, CERT-EU managed to assure and sustain a 
high-pace and quality in developing and disseminaƟng the guidelines and in creaƟng and reinforcing 
the means of cooperaƟon and support for Union enƟƟes. At the same Ɵme, CERT-EU kept delivering 
the services in all the areas covered by its service catalogue, while challenged by the sustained 
occurrence of significant cybersecurity incidents. 

Aware of their obligaƟons, and sensiƟve to the importance of cooperaƟon, the Union enƟƟes invested 
their Ɵme in planning the necessary acƟons, encouraged their experts to join the newly established 
cooperaƟon structures, interacted with CERT-EU signalling the needs for addiƟonal support, and 
shared the idenƟfied challenges with the IICB. 

This first year of acƟvity has been concluded successfully, seƫng a solid ground for the next steps – 
structurally, strategically and operaƟonally. The results of 2024 will serve as the basis for the acƟons 
foreseen in 2025. The IICB will steer and monitor the progress. This will form the basis of an 
assessment that will allow to detect further challenges and idenƟfy the opportuniƟes emerging from 
this experience. This assessment may lead to specific recommendaƟons that the IICB may produce 
pursuant to ArƟcle 25 of the RegulaƟon.  

However, the above is only the beginning of the journey. As Union enƟƟes start the second year of 
the implementaƟon of the RegulaƟon, the progress achieved in 2024 should encourage and inspire 
conƟnued efforts to maintain the momentum and focus. This will require readiness and poliƟcal 
determinaƟon to evolve and invest, providing the necessary means to turn prioriƟes into results, as 
it will affect the ways of working of the EU public administraƟon. At the same Ɵme, it will be crucial 
to ensure the EU’s resilience in the face of growing threats, and to adapt to change where such change 
is needed to protect and uphold the Union’s (cyber)security, autonomy, democracy, and way of life. 
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Annex I - Achievements and progress with the implementaƟon of the 
RegulaƟon in 2024 
 

1. Overview of Ɵmeline of the IICB’s work 

ArƟcle 10(8) of the RegulaƟon states that “The IICB shall meet at least three Ɵmes a year at the 
iniƟaƟve of its Chair, at the request of CERT-EU or at the request of any of its members”. In 2024, the 
IICB held its ordinary meeƟngs on 23 February, 24 June and 29 November 2024. Furthermore, to 
respect the deadline on the approval of guidelines pursuant to ArƟcle 5(1), an extraordinary meeƟng 
was held on 6 September 2024. Nevertheless, the IICB conƟnued to work throughout the year and in-
between meeƟngs, to prioriƟse its tasks based on the needs of Union enƟƟes related to the 
implementaƟon of the RegulaƟon.  
The ExecuƟve CommiƩee of the IICB, promptly established during the meeƟng of 24 June 2024, met 
three Ɵmes: on 11 July, 29 August and 25 October 2024, to address the tasks entrusted to it by the 
IICB. 

2. Notable decisions adopted by the IICB 

Below are some of the main Decisions which allowed the IICB to either start funcƟoning as swiŌly and 
efficiently as possible, or to meet the obligaƟons of the RegulaƟon and help Union enƟƟes fulfil their 
tasks.  

 IICB24D002 on the approval of the Rules of Procedure of the IICB. 
 IICB24D005 on approving guidelines on arrangement, format and content of reporƟng of 

significant incidents.  
 IICB24D007 on the appointment of the Head of CERT-EU.  
 IICB24D009 on the appointment of the Chair and Deputy Chair of the IICB. 
 IICB24D012 on approving the IICB MulƟannual Strategy for 2024 - 2029. 
 IICB24D013 on approving guidelines on the framework, maturity assessment, risk 

management measures and cybersecurity plan.  
 IICB24D014 on approving guidelines on incident response coordinaƟon and cooperaƟon for 

significant and major incidents. 
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3. ImplementaƟon of the MulƟannual Strategy 

a. Strategic ObjecƟve 1 – Fostering cooperaƟon of Union enƟƟes on the full cybersecurity 
spectrum 

ReporƟng on Technical Advisory Groups 

The Technical Advisory Group on CERT-EU guidelines proposals was created with the objecƟve to 
review the guidelines draŌed and proposed by CERT-EU pursuant to ArƟcle 5(1) of the RegulaƟon. The 
goal was to suggest pragmaƟc, effecƟve, and cost-effecƟve improvements of these guidelines, aŌer 
reaching a consensus in the TAG. AŌer its kick-off meeƟng on 14 May, the TAG met 6 more Ɵmes unƟl 
June and delivered its document with consolidated comments to CERT-EU by 18 June. Following the 
approval of the guidelines, this TAG has been put on hold.   

The Technical Advisory Group on Tools and Methodologies consists of cybersecurity experts with a 
diverse skill set engaged in developing and operaƟng informaƟon on cybersecurity tools and 
methodologies to help the IICB, CERT-EU and Union enƟƟes in applying appropriate cybersecurity risk 
management measures. Following a gradual transiƟon from the informal ICDT CSSG Task Force on 
Services (which organised presentaƟons for the community on tools and best pracƟces), the TAG was 
formally established by the IICB in July 2024. The TAG had its online kick-off meeƟng on 26 September, 
which was well aƩended, and where the Work Programme, which included the deliverables, and the 
logisƟcs of the group were presented and discussed. The Work Programme goes into several priority 
areas and subdivides the year into various phases, with the objecƟve of the TAG being to engage in 
studying and analysing the most pressing Tools and Methodology challenges facing Union enƟƟes. To 
this end, the first phase of the TAG’s work programme, which ended in late November, produced three 
outputs: validaƟng the ENISA Risk Assessment Methodology, creaƟng a list of AI tools and usage to 
defend against major threats, and mapping the EssenƟal Eight22 to other maturity models. 

The Technical Advisory Group on the Human Factor was established by an IICB Decision in June 2024. 
The TAG deals with Cybersecurity Training and Awareness raising, with the goal to strengthen a 
common cybersecurity culture across the board for all Union enƟƟes. As such, it builds on and 
conƟnues the work of the former ICDT CSSG, parƟcularly Task Force 4 on Cybersecurity Training, and 
Task Force 5 on Cybersecurity Awareness Raising. Such conƟnuity is also provided by the TAG Chair, 
who is from the Commission and also chaired Task Force 5. Key members of both Task Forces are 
present in the TAG, ensuring knowledge transfer and conƟnuity of acƟviƟes. The TAG includes a 
working group dedicated to skills and cybersecurity training, led by ENISA. 

The first meeƟng of the TAG took place on 6 September and focused on brainstorming on its prioriƟes 
and acƟviƟes. The first joint acƟvity was the organisaƟon of the interinsƟtuƟonal kick-off meeƟng for 
the European Cybersecurity Month (ECSM) on 2, 3 and 4 October 2024. It was also a first occasion for 
TAG members to meet and share best pracƟces, experience and resources. The second meeƟng, on 30 
September, focused on sharing informaƟon and experience related to the organisaƟon of ECSM 
acƟviƟes. Other acƟviƟes of the TAG include the organisaƟon of an interinsƟtuƟonal phishing exercise 
and the sharing of resources. The third European cybersecurity skills conference in Budapest (26-27 
September) provided a solid basis on which to build acƟviƟes for the TAG.  

  

                                                           
22 The EssenƟal Eight are miƟgaƟon strategies designed to protect organisaƟons’ internet-connected informaƟon technology networks 
developed by the Australian Signals Directorate, a member of Australia’s naƟonal security community. For more informaƟon, see: EssenƟal 
Eight Explained | Cyber.gov.au and About | Australian Signals Directorate (asd.gov.au). 
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b. Strategic ObjecƟve 2 – Providing strategic direcƟon to CERT-EU and accompanying its 
development 

Appointment of the Head of CERT-EU and other notable Decisions 

ArƟcle 15(1) of the RegulaƟon states that “the Commission, aŌer obtaining the approval of a majority 
of two thirds of the members of the IICB, shall appoint the Head of CERT-EU”. Such appointment was 
crucial to ensure conƟnuity of work of CERT-EU, parƟcularly important during the first year of 
applicaƟon of the RegulaƟon and the duty of CERT-EU to propose guidelines to the IICB. Within this 
context, following the selecƟon procedure in the European Commission, the IICB approved the 
appointment of the Head of CERT-EU in May 2024. 

DefiniƟon of reporƟng and interacƟon mechanisms between Union enƟƟes and CERT-EU 

In alignment with its tasks, CERT-EU acƟvely collects significant incident reports, and provides 
staƟsƟcal data to the IICB on at least a quarterly basis. 

Furthermore, during the IICB meeƟng on 6 September, regarding communicaƟon on the 
implementaƟon of the guidelines, and parƟcularly on the cybersecurity plans and reviews, the Chair 
indicated that documents would be requested from Union enƟƟes by the IICB, and that CERT-EU would 
be tasked to analyse them and report to the IICB.   

Setup of organisaƟonal measures and communicaƟon channels to ensure the streamlining of 
informaƟon 

To ensure efficient and streamlined communicaƟon on the various aspects of the implementaƟon of 
the RegulaƟon, the following channels have been established or, where they already existed, 
confirmed: 

- The Secretariat of the IICB communicates to IICB Members and Alternates via a FuncƟonal 
Mailbox. In turn, the IICB representaƟves communicate to their Union enƟƟes. The Secretariat 
set up a secure online repository where the documentaƟon related to IICB meeƟngs and 
deliberaƟons is stored and to which IICB Members, their Alternates, and ExecuƟve CommiƩee 
Members have access.  

- Further informaƟon distribuƟon is performed by CERT-EU to the LCOs of all Union enƟƟes 
through the LCO Network with the support of ENISA. This informal Network aims to foster 
collaboraƟon, knowledge-sharing and mutual assistance. The establishment of this Network 
was substanƟally supported by CERT-EU via the definiƟon of rules and the setup of a dedicated 
channel on CERT-EU’s exchange plaƞorm. The Network was officially launched in its inaugural 
plenary workshop on 22 November 2024. 

- The EUAN representaƟves in the IICB are responsible, pursuant to ArƟcle 10(12) of the 
RegulaƟon, for relaying the IICB’s decisions to the members of the EUAN. In turn, EUAN 
members should raise with those representaƟves or the Chair of the IICB maƩers they consider 
should be brought to the IICB’s aƩenƟon. Discussions on the implementaƟon of the RegulaƟon 
also take place within the EUAN’s InformaƟon and CommunicaƟon Technologies Advisory 
CommiƩee (ICTAC). Within this context, the Secretariat of the IICB was invited to ICTAC 
meeƟngs on two occasions (25 April and 13 September) to provide status updates.  
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4. Overview of upcoming deadlines for the Union enƟƟes 

In line with the obligations under the Regulation, Union entities and the IICB will need to meet the 
following deadlines for 2025:  
 

o 8 April 2025: “each Union enƟty shall, aŌer carrying out an iniƟal cybersecurity review, such 
as an audit, establish an internal cybersecurity risk-management, governance and control 
framework (the ‘Framework’). The establishment of the Framework shall be overseen by and under 
the responsibility of the Union enƟty’s highest level of management” (ArƟcle 6(1)).  
o 8 July 2025: “each Union enƟty shall carry out a cybersecurity maturity assessment 
incorporaƟng all the elements of its ICT environment” (ArƟcle 7(1)).  
o 8 September 2025: “each Union enƟty shall, under the oversight of its highest level of 
management, take appropriate and proporƟonate technical, operaƟonal and organisaƟonal 
measures to manage the cybersecurity risks idenƟfied under the Framework, and to prevent or 
minimise the impact of incidents” (ArƟcle 8(1)).  
o 8 January 2026: “each Union entity shall approve a cybersecurity plan” (ArƟcle 9(1)). 

In addiƟon, in line with the guidelines adopted by the IICB pursuant to ArƟcle 5(1) of the RegulaƟon, 
and to help prepare the different milestones, Union enƟƟes should approve an iniƟal cybersecurity 
plan which, together with the iniƟal review, would help consƟtute the framework. Similarly, a risk 
assessment should be performed together with the maturity assessment.   
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Annex II – Acronyms 
 

IICB: InterinsƟtuƟonal Cybersecurity Board 

CERT-EU: Cybersecurity Service for the insƟtuƟons, bodies, offices and agencies of the Union 

Union enƟƟes: insƟtuƟons, bodies, offices and agencies of the Union  

ENISA: European Union Agency for Cybersecurity 

EUAN: European Union Agencies Network 

ICTAC: InformaƟon and CommunicaƟon Technologies Advisory CommiƩee 

TAG: Technical Advisory Group 

LCO: Local Cybersecurity Officer 

FSAA: Full-Spectrum Adversary Approach 

ICDT CSSG: InterinsƟtuƟonal CommiƩee for Digital TransformaƟon - Cybersecurity Subgroup  

ICT: informaƟon and communicaƟon technology 

SLA: Service Level Agreement 

ECSM: European Cybersecurity Month  

_______________________________ 
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